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FOREWORD:

e Pandora’s code looks very weird and obfuscate complicated, so this analysis does not
cover all its functions.

e I'm not a crypto expert, so | won’t dive into Pandora’s function like generating
encryption key, process of creating threads to do its main task of encrypting files,
writing file footer,..

e During malware code analysis, | found that Pandora and Rook ransomware
(https.//chuongdong.com/reverse%20engineering/2022/01/06/RookRansomware)
shared a lot of similarities.

1. Pandora sample

The analyzed sample is a 64-bit executable: 0c4a84b66832a08dccc42b478d9dS5e1b

2. Manual unpacking

Quick check the sample with some tools like Exelnfo PE, DiIE, all results show that this
sample is packed by UPX.

C:\Users\Administrator\DesktopPandora\pandora. bin

0007BC40 m . - File type Entry point Base address

. ¥ p PEG4 000000014007bc40 = Disasm 0000000140000(
00036040 53,56,57,55.48, ’7 T
P Import

14.00 Sections

000, = 2 007:39:27
00036800h NO 00000000 —

Scan Endianness Mode Architecture

Automatic &4-bi AMD&4
~ PEB4
[ Tampared fle ] UPX v.3.91w - [ 3.00 ] - 64 bit EXE signature - at 2013 Packer: UPX(3.00)[-]
15 ms. Linker: Microsoft Linker{14.0, Visual Studio 2015 14.0%)[Conscletd, console]

Don't try : upx.exe -d option ( minimum 3.91 UPX required I!! )

Checking more information about sections shows that the names of sections have been
changed, not UPX0, UPX1, it changed to pppp and cccc.

' Sections viewer: [ pandora.bin ] 3 sections - alignment : 1000h [ pandora.bin | 3 sections - alignment : 1000h [ pandora.bin ] 3 sections - alignment : 1000h [ pandora.bin ] 3 sections - ... — O *
Nr Virtual offset Virtual size  RAW Data offset RAW size Flags Name First bytes (hex) First Ascii 20h bytes sect. Stats
01 00001000 00045000 00000400 00000000  EOOOODOBO  pppp !ZERO SIZE! ?
02 ep 00046000 00036000 00000400 00036000 EO0OO040 ccco FF 9B FF FF 41 57 41 56 41 AWAVAUATVWUSH... Strong Packed - 1.0873 % ZERO
03 imrs 0007C000 00001000 00036400 00000400 COOOO040  .rsrc 00 00 00 00 00 00 00 00 OO0 OO0 O .. Verynotpacked - 39.0625 % ZERO

Additionally, the information behind the 3.00 UPX! strings were stripped by the attacker:
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5] pandora.bin

OF Decoded text

Cffset(h) 00 O1 02 O3 04 05 0 07 08 0% 04 OB OC OD QE
Q0000380 0O 0o 0o 0o 0o 0o 0o 0o
Qoooo370 00 0o 0o 0o 0o 0o 0o 0o
00000380 0O 0o 0o 0o 0o 0o 0o 0o
QQo0o0380 00 0o 0o 0o 0o 0o 0o 0o
Q00003R0 OO0 0o 0o 0o 0o 0o 0o 0o
QQ00o003B0O 0O 0o 0o 0o 0o 0o 0o 0o
QQoo03Co 0o 0o 0o 0o 0o 0o 0o 0o
00000300 OC il il il il il 2E 30
O00003EQ0 [S5 50 58 21 &1 DE DO DS

Q00003F0 OC 00 00 00 00 00 00 00 00 00 00 00 2D
00000400 FF SB FF FF 41 57 41 S& 41 55 41 54 56 57 55 5
00000410 48 21 EC EZ 00 44 24 50 D4 83 De BS 48 8D &F

P ANAVATATVWIS
H.ie.CDSPO™0uH. o

Therefore, we can not use the upx -d command to auto unpack this sample:

Unpacked 0 files.

dministrator\Des

Unpacked 0 files.

For manually unpacking, | used x64dbg to find OEP and Scylla to dump the file and fix the

|AT:

Ratio

Format

Name

ktop\Pandora>upx -d "pandora - fix_UPX_name.bin"

Ratio

Format
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B sollax64 w008

File Imports  Trace Misc  Help

Attach to an active process
3208 - pandora.bin - C:Users\Administrator \Desktop\Pandora'pandora. bin

Imports

~ | | Pick DLL

advapi32.dil {7) FThunk: 00047000
kernel32.dll {111) FThunk: 00047040
mpr.dll {3) FThunk: 000473C0
RstrtMgr.dll (4) FThunk: 000473E0
ishell32.dll (2) FThunk: 00047408

BERE LS

Show Invalid Show Suspect

IAT Info Actions

OEP | 0D00ZFF7BCH6604 | | 1aT autosearch Autotrace

VA | 00007FF7BCS07000 |
| Get Imports

Size | 00000428

Here is the unpacked file that can run normally: 1497ac198a13de8c4e6d1ale73eaa50f

Clear

Durmp

Dump PE Rebuild

Fix Dump

3. Pandora Code Obfuscation

Pandora developer makes it very difficult for static analysis, its code uses indirect calls
through registers rax, rdx, rbp , etc. Important strings such as Mutex name, DIl Name,
PUBLIC KEY info, Ransom note, are already encrypted and decrypted when the malicious

code executes.

Related to indirect calls, it can be seen as follows:

The calls to the decrypt string function will take the rdx and rcx
parameters. The rdx register will point to the memory area containing the encrypted
string. The rcx register will point to the memory area containing the decoded string.

registers as
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:qword_l1U40869ABSA

+ ]

:qword_lUe069ABS

:qword_l1U40869ACH

00140006772 :qword_1U48869AB8

00140006779

0014000677C -qword_1U0069AB0
E [rax+ ]

[
[
[
[
[l

sqword_1UB8869AD8
] i
: 3 :g_119FAE6GUCh

: " [raxe ]

Besides, Pandora also applies control flow obfuscation technique. For example, the pseudo-
code of function that decrypt the string is as follows:
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byte_flag = byte_14006E168;
control_var = 8x89A158FA16U;
(1)

( control_var < 8x381B68E6 )
( control_var = ©xA188260E )

byte_1UBB6E168 = 1;
control_var = 8x381B68E6164;

control_var = @x69EBEU2F164;
( byte_flag = 1 )

control_var = 0x381B6BE616U;
}

idx = 8;

( control_var < ®x69EBEU2F )

i
}
decString[idx] = encString[idx + ©x18] " encString[idx & @xF];
+H1dx;
control_var = 8x69EBEU2F16U;
( idx = exD )

control_var = 8xA188260E164;

control_var;

4. Analyze some of the main functions of Pandora

To be able to analyze, | use IDA in combination with Bochs debugger.

4 1. Create Mutex

First, Pandora decrypts the mutex name is “ ThisIsMutexa ”, then call the
openMutexA function to check the existence of this mutex.
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val_119FAEGUC ~
Recipe D ®mF ot

+ 1

; rax = 00000801400071E0 e 30 B2 D4 25 @D 08 BF D8 12 5B EB B7 80|

val_119FB2E77 Delimiter
; rcx = 0000080140B6E1SE Auto
60000001406!

60606061406! val_119F8C8FC

; rdx = 00006B0146BUSIFY XOR
i call to £ decrypt_mutex_str > C'ThisTstutesa’ EUS Output

ke ThisIsMutexa.
cs:val_119FB2E77 64 DA BD 56 44 7B F2 AD 66 3E 93 D6 8D

i "ThisIsMutexa®
al_119FAE6UC Schem o
+ ] “ctand Null preserving
OpentutexA standard

OpentiutexA

If the mutex has not been created, call the CreateMutexA function to create the
mutex to ensure that only one instance of the malware is running in the system.

pentiutexA

0000000140006CFD val_119FAE6UC
oeoeeeellesesbDey + ]
(0:0000000140006D0BE
:00000001U40006DBE
:00060001U488086D15
(0:06000000140006D1A
X0:0000000140006D1D
:00000enl1U0006D2Y
(0:0000000140006D29
:06000001486806D2C
:06000001486806D2C
X0:0000000140006D2E
0000000140006D35
00000001U40006D38
:00000001U40006D3D val_119FAE6UC
:0060600001488686DUY X+ ]
:000600014B806DUB
0000000140006DUE
:0000000140006D50
UPX0:00000600140006D52

4.2. Call NtSetInformationProcess

, 000eNEO1UBBETIED
val_119FB2E77

val_119F8C8FC

call to f_decrypt_mutex_str -» ("ThisIsMutexa")|

al_119FB2E77
; lpName = "ThisIsMutexa"

; lpMutexAttributes
; bInitialOwner

'
CreateMutexA ; Call CreateMutexA

Pandora decrypts the string “ NtSetInformationProcess “ calls the GetProcAddress
function to retrieve the address. Then call the function NtSetInformationProcess with
the ProcessInformationClass parameter passed as

“ ProcessInstrumentationCallback ”:

:00000001480868BDC1
00000001400BEDCY :g_BED81FD3uh
000000014000BDCE + ]
(0:0000000140068BDD2
:00000001480868BDDS
0000000140860EDDC
(0:000000014000BEDDF
(0:0000000140068BDEY
:060000001UEBBEDER
:000eeee1UE0BEDEE
(0:0000000146808BDED :g_BED822ECEh
000000014000BDFY :g_BED81FD3uh
0000E0014000BDFB 1
000000014000EES2
(0:00000001U400BBEBS
:00000001U00BBEDS
:000EEEE1UEREEERS

:g_BED822ECEh

; rdx - 000EOEOO1UEBOUSEFA
; call f_decrypt_NtSetInformationProcess_str

:g_BED7FD374

; hModule
; lpProcName = "NtSetInformationProcess"
call

:000e00014000BEOA
:00000001U00BEBEBF
:060000001UEBBBELS
:000eeeA1UEEBBELE

lea roc nformation] ;

mov
mov
mov

ProcessInformation

; ProcessHandle
; ProcessInformationClass

; ProcessInformationLength

'
NtSetInfurmatiunPrhcess

:000000014000BE21 call

| still do not know the purpose of using this function of Pandora.

4.3. Patching EtwEventWrite function

To disable ETW logging, Pandora decrypts the string “ EtwEventWrite ” and uses
GetProcAddress to get the address of the function. Then use WriteProcessMemory to
replace the first byte of the EtwEventWrite function with the opcode ©xc3 for the
purpose to return immediately stopping the user-mode loggers.
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UPX0:0000000140068BES2 | + +var_60]
UPXB: 08eBBRP1LEBBBEST +Buffer], ; A’
[rsp+ +LpModuleName]

+var_68], rdi

000001U000EFEe ra cs:qword_1UBe6BlFe
0000014000BFOT7 ra X+ 1
000P014E00BFOE 14

000001UB0OBF11 s:qword_1U686B218

cs:quword_l1U4006B200

00EEO14EEOBF27 rd rbp ; rdx - 800008014EBUBTAE
000B01UEBBBF2A ; call f_decrypt_EtwEventWrite_str

s:qword_14086B210
; lpProcName = "EtwEventWrite®
000EO14EOOBF36 rc +hNtd1l] ; hModule
000001UEEOBF3B qword_1UB886B1F8
mov X+ ]
add , rid
0000014000BFUC call GetProcAddress

:000600014008EFUE rdi ; pdl - "EtwEventWrite" addr
:060666600148868BF51 T qword_14886B1F8

:00000001U00BEF58 X+ 1

:000000014000EFSF

:00600001400BEF62

:006000014008EF62

:06066060014008BF6Y rc s:quword_148686B1FO

:00000001U00BEF6E X+ 1

:000000014000EF 72

:00000001400BEFT7S p +floldProtect]

:00000001400BBFT7A +lpfloldprotect], rex ; lpfloldProtect
:060666601488BBF7F ; dwSize

:00000001U00BEF85 Ira ; hProcess

:00000001400BBF88 rdi ; LpAddress - EtwEventWrite
:000600014000BF8E rod ; flNewProtect
:000000014080BF91 VirtualProtectEx

:0060000014008EF91

:00000001UBBBEBFI3 T& qword_1UB886B1FB8

:00000001UEBBEFIA rc ax+ 1

:00000001400BEFAL rcx, rig

:006000014008EBFAL GetCurrentProcess

:006000014008EFAL

:00000001UEBBEBFAG rc qword_1UB886B1FB8

:00000001UBBBEFAD c 1

:000000014000EFBY

:00000001480BBFBT p +1lpfloldProtect], ; LpNumberofBytesWritten
:000000014000EFB7

:00000001UEBBEBFCO rad ; nsize

:00000001UEBBEFCE I'a ; hProcess

:0000PRR1URBBBFCY , rdi ; lpBaseAddress
1000EEEE14EEERBFCC rg, [rsp+ +Buffer] ; LpBuffer

:000000014000BFD1 WriteProcessMemory ; Write exC3 (RET) opcode to the first byte of EtwEventWrite

4 4. Defeat AmsiScanBuffer function

Pandora decrypts the string “ amsi.d11 ” and calls the GetModuleHandleA function to get
the amsi handle.

:00000001URBBC1UB

:6000000140068C152

:0000000140068C159

:0peeeee1URBBC1E6e

:BPBEEEB1UAABC163

:000000014006C168

:0000000140068C16F

:0080EEB1URBBC1T2 =Ti by

:000000014008C1T77 r C ; rdx -> PAAAEPP1UBAUBTED
:00PPEEA1UABBCLTE ra ; call f_decrypt_amsi_dll_str
: 00000001488 C1TE

:00000001URBBC1E0 T cs:qword_luee6B228

:600000014006C187 mov p+ +var_68]

:0000000140068C18C mov

:0peeEEe1URBBC192 mov

:B0BEEEB1UAABC19S mov

:0e000001408068C19C mov

:00000001U4000C19F mov

:0ePEEeR1UBRBC1AGE mov 4 1

:0000BBA1UBBBCIAD add

:00PPEEA1UABBCIER mov rcx, rsi ; lpModuleName = "amsi.dll"
:000REEA1UARRCIES call GetModuleHandYeA
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Decrypts the string “ AmsiScanBuffer ” and get the address of the function. Then use
VirtualProtectEx to change the protection atthe AmsiScanBuffer

:000000014008C28D qword_1uee6B220

:0000000140008C294 1

:0000006814080C29B

:000000A1URBBC29E cs:qword_1U686B2U6

: 000000014008 C2A5

:000000014008C2AA

:000000014008C2AD qword_1uee6B230

:00000061URBBC2EBUY 1] ; rdx —> 0O6GEEEEelueEUBE20
:0EEEAEAA1URBAC2RT ax ; call f_decrypt_AmsiScanBuffer_str
:0eeeeee1Uee8Cc2B7

:0000000140008C2BY9 qword_1uee6B2ue

:080000081UBBBC2CH ; lpProcName = "AmsiScanBuffer"
:000660001UBBBC2C3 C D+ L E ; hModule

:000000014008C2CE qword_1uee6B220

:000000014008C2CF 1

:000000014008C2D6 '

:06066606081UBBBC2DY9 GetProcAddress

:0eEEABEA1UBBBC2DY

:0PERE0O14008C2DB i ; rdi - AmsiScanBuffer addr
:0000000140008C2DE qword_1uee6B220

:000000681408BC2ES ]

:0006PBA1UBBBCIEC T'CX

:00000001U0BBC2EF GetCurrentProcess

:0000000814080C2F1 quword_1u8e6B228
:000E0E01UBBBC2FE X
:00000001U00OC2FF
:PeeeeEE14eREC302
:006600014000C307 > LpfloldProtect], rcx ; lpflOldProtect
:00606600081UBBBC3BC ; dwSize
:000000A1UBBBC312 ; hProcess
:000000014AOOC315 ; lpAddress
:00000001400OC318 ; flNewProtect
:000006014688BC31E VirtualProtectEx
:00000001U400BC31E
:eeeeOEE1UEEOC320 qword_lu4e@06B220
:eeeeeEE14EROC3 27 X+ ]
:0000EEE1UERRC3 2E rcx, rils
:000000014000C331 GetCurrentProcess
:000000014000C33
:eeeeeEE14E0OC3 qword_lu4006B220
giclc]elelclclch e e leIns

5EBE1LBBBC:
:0eEAAAA1LGBBC3UL D LpflOldPr ; lpfloldProtect
-eeeeeeelUeEEC3IUY
:00EE000140008C3UD ; flNewProtect
:00600000140808C353 ; hProcess
:00000001UBBBC356 ; lpAddress
:00PPPEE1UEOOC359 r8, [rsp+ + ; dwSize
:000000014000C35E VirtualProtectEx

4.5. Generate RSA key

Pandora decrypts the string “ fast_test “ then uses the CryptAcquireContext ,
CryptGenRandom functions to generate a random bytes buffer:

:0008000148001682D
-0000000140001034
:000000014000103B
-0000000140001042
-0000000140001045 mov

:0e0000014000104UB mov cs:gqword_1U40868758
:00000P01U0E01052 add ; decString
:0000000140001055 mov

:00080001UB001605A ELL rdx, :qword_1U88687668 ; encString
(0:0606666001400016861 call {_decrypt_{ast_test_ktr ; call 0PEEEOA1UGBA2E9E —> "fast_test”
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vl = ad;
*al = @ie64;
( !CryptAcquireContextwW(&phProv, ©0ied, @ieu,

OxFFFFFFCU164,;
CryptGenRandom(phProv, dwLen, pbRandomBytesBuf) )

CryptReleaseContext(phProv, 8);
exFFFFFFCUi6U;
}
CryptReleaseContext(phProv, 8);
result = 8164;
*yl4 = dwlLen;
result;

Pandora calls the function to decrypt the RSA public key. Then call the
mbedtls pk parse public_key function to parse this public key:

:00000001400014FD mov rax, cs:quord_14006875@
:0000000140001504 LY rax, [rax+
:0000000140001508 add rax, rbp
:000000014000150E mov rcx, cs:qword_140068798
:0000000140001515 add rex, 2
:0000000140001518 mov rdx, cs:qword_140068760
:000000014000151F mov
:0000000140001524 add rdx,
:6006000146001527 call rax ; 00800601UBBO2FT70 —> call f_decrypt_PUBLIC_KEY_info
:6006000146001527
6000000140001529 mov rcx, cs:qword_146668798
6000000140001530 add X, 2 ; lpString = RCX 000000014006D9U6 (UPX1) = (" \nMIIBIjANBgkqhkiGOwOBAQ" .
6000000140001533 mov rax, cs:qword_146868756
600000014000153A mov rdx,
:0000000140001541 add rdx, rbp
:0000000140001544 call 1strlenA ; call lstrlena
:0000000140001544
:0000000140001516 add
:0000000140001549 movsxd
:000000014000154C mov
:0000000140001553 add
:0000000140001556 mov r quord_140068750
:000000014000155D LY r 1
:0000000140001564 add
:0000000140001567 mov quord_140068788
:600000014B60156E add
0066600146601571 call ; call mbedtls_pk_parse_public_key
([ deREferencing
:00000001400014F0 cmovz rdx, ©0000000385FUBDI
©000000140001UFY mov rax, [rax+rdx]
:00000001460014F8 add rax, riy
00000001400014FB rax C6F27C578D2DB699
:00000001400014FB FFFFFFFFAAFT7CABC
©000000140B01UFD ©00000005FB35514
:00000001400014FD cs:quord_140068750 ©6000000FOFOFEF1
0000000140001504 r [rax+ 1 ©0000000123C9B35
:0000000140001508 ra rbp ©6000000385FU8DY
0000000140001 50E quord_146068798
:0000000140001515 c rl2
6600000140001518 rdx, cs:quord_ 148868760
:000000014800151F
6600000140001524
:0000000148001527 ; 0080000140002F70 —> call f_decrypt_PUBLIC_KEY_inf
:0000000140001527
:0000000140001529 cs:quord_148068798
6600000140001530 2
:0000000110001533 :quord_148068750 [ Threads
660000014000153A [rax+ 1 Decimal State Name

Ready main

_unpacked bin

000000014008DC28 ©6000000006006800
000000014008DC30 0000000000000000
008000014008DC38 ©600000000000600
000000014008DCUO ©000000000000000
000000014008DCUS 0600000000010601
000000014008DC50 ©000000000000000
000000014008DC58 ©600000000000600
000000014008DC60 0000000000000000
000000014008DC68 0000000000000000
000000014008DCTO 0000000000000000
000000014068DC78 ©00000000B5D693D4
000000014008DCEO 0000000000000000
000000014668DC8E 0600000000000600

The decrypted content of the Public key is as follows:
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MIIBIjANBgkqhkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAtOGL76JTNo3yXAbjtopL
brBpAUvxyCd40aYBq9XWKpHHBHX0C+adOFKIA]jJVSu/Bm5JdA9v7efN/RkfFbhKa
N7Z0n1ueEqUz5cVU52ptdu012Y1xnRobqOEMjABCBPS94]/qkURF1ITRKtyQNOTJIF
kSPd497k2xqgkq5fXqJlYftwXky7nJeXyji+mIyhMFQFS9UQ2mI7plnRAVIIE1LASH
D1tAg9SNIAOSsyuazkWwHRefWo0z3YBBXP1r+7E/gQgMFVX80dLyq+yTIXFYOP9b
V7WNBRrBimY5KMcPRgKusLzXPTOOXA+RDxWbFkUcPmpnp498MYcfHOWBU83mHpWW
1wIDAQAB

————— END PUBLIC KEY---

Use the RegCreateKeyExW function to open the “ Software ” subkey in the
HKEY_CURRENT_USER branch.

:00000001400019
:00000001100808195
-0000000110001
-00000001140001
(0:0o00E0O14E00]1

o

S0 0

word_1400687B0
; LpSubKey
; RDX 0eeeeeelueedT7UCe® (UPX1l ! str.Software) = ("Software")

Gd® 0 e 0w

3

<}

% 00
RS S |

:qword_148068750

ol -l -]
Sl -]
Sl -]
S -]
S -]
S -]
CR-N-N-]
e = =]
EEEE
o Q0 @ 9
o QO @ 9
o Q0 @ O
[ ===
W00 WYY YW
3

(0:0000000140001
:00PEEPB1LARA1 rdi ; lpdwDisposition
:6PBPEBA1UEBA199 h L ; phkResult
qclelelclele NIt LT R L utes], ; lpSecurityaAttributes
:0bpeeEEE1UEEe1
-0000000114E00199E - ; samDesired
:00000001400019A6 d r LpData ; dwoptions
00000001400019AE
00000001400019B5 ; Reserved

(0:00000001400019B8 ; lpClass

(0:00000601400019BE ; call Reg

1%

there:

:eeeeeelleeelcos +hKey] ; hKey
:eeeeeelleeelcos Jword_1400687B8

:00000001U4B801CA2 ; LpValueName
:eeeeeeldeeelcA2 ; RDX 0000000140047uD2 (UPX1 ! str.P) -» ("Public")
:0000000140001CAS jword_14B86687CHO

:00000001400801CAC

:00000001U40001CAF jword_14B8668750

:000E0001U40001CE6

:00006000140001CED

:0PPERAR1LABRA1ICCA p c al, ; lpcbData
:60800800148881CCS 1 a X 1pData
:P0PERBR1UBBB1CCA o ; LpReserved
:08AERAR1LABAICCD xor ; lpType
:00AEEEA1UEER1ICDE call ; call RegQueryValueExW

X0:0000000140001U43F loc_1486814U3F:

X0:00000001400001U3F mov qword_140068780
:eeeeeeplueee1446 add

X0:0000000140001449 mov
:80000001400014UF call ; call sub_14ee13uFe -> f_gen_my_pubic_key
-epeeepelUEER1UUF

(0:00000001408001U51 mov qword_1u88687C8

X0:0000000140001458 ELL] ; lpString

result = sub_1480127CB(al, Vv6);
( result = 8 )
{
result = f_generate_RSA_keﬂ(" BEGIN PUBLIC KEY-----\n", "-——-- END PUBLIC KEY-----\n", &v7 -result , result, a2, a3, &v8);

1
I
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:00000001U4EBO13FT
:00000001400013FE
:0oepepeldEEE1UE]
:0000000140001U0S
:0oepePel14EER1UBF
:0000000140001412
.pepepel4EEE1ULY
:00eeEEE14EEE141C
:0eeneee1ueee1422

4.6. Update shutdown priority

qword_1488687C8

gqword_148868750
+ ]

gword_148068780

; call sub_14801357@ -=> f_gen_my_private_key

Pandora calls the SetProcessShutdownParameters function to sets a shutdown order:

:0000000140006DBE

06000001UBBBEDCS
:080008081480886DCC
:00000001400806DCF

PX0:0000000140006DD3
REEAARILA 2

mov
mov
add
xor
xor

call

4.7. EmptE;/'.a'II Recycle Bins on all drives

:val_119FAEGUC
]

; dwLevel = @
; dwFlags = @

'
SetProcessShutdownParameters ; call SetProcessShutdownParameters

; sets a shutdown order for a process relative to the other processes in the system.

For empty all recycle bins, Pandora calls the function SHEmptyRecycleBinA :

:0000000140006DDS5
:800880868148006DDC
:0000000140006DE3
:00000001U0006DES
:00000001U0006DES
- 000BBBE14BOR6DEA
: 0000000140006 DFE

val_119FAE6UC
]

xor ; hwnd

xor e ; pszRootPath

mov . or or ; dwFlags
call SHEmptyRecycleBinA call SHEmptyRecycleBinA

: 00000001U0006DFO

4.8. Deleting Shadow Copies

By calling Iswow64Process , Pandora checks if its process is running under a 64-bit
system. If it is, then it calls Wow64DisableWow64FsRedirection to disable file system
redirection for its process. Finally, it calls ShellExecutew tolaunch a command for

deleting all shadow copies:

mcloiclclelelc e el TEToR:)
:00800001U000USBF
-000pEER1UEEEUSC2
:008060001400045C9
:00000001400045CC
:00000001400045D3
:00000001400045D6
:0000E0ER1U0EOUSDD
:00800001400045EL
:000000014000U5ET
00000014080U5EF
000000140004 5EF
:00000001U000USFE
UPX0:000686001U4000U5FA

The command is:

Jword_1U8068F38
; rdx - "open"
quord_148B068FuU8
; T8 - "cmd.exe"
quord_1U@068FuU8
; r9 = "/c vssadmin.exe delete shadows /all /quiet"
rquord_1U408868F16

; nShowCmd
; lpDirectory

e X ; hwnd
ShellExecuteW ; call ShellExecuteW
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cmd.exe "/c vssadmin.exe delete shadows /all /quiet"

4.9. Manually mount drives

Pandora provides a built-in list of drive letters:

-0peeeeelleee
:00080001U000

add

mov 428] ; void *
mov ;' ; Size
call
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UPX1:0000000140047712 str_Q:

UPX1:0000000140047712 text "UTF-16LE", 'Q:\',0
UPX1:000000014004771A str_Ww:

UPX1:000000014004771A text "UTF-16LE", 'W:\',60
UPX1:0000000140047722 str_E:

UPX1:0000000140047722 text "UTF-16LE", 'E:\',0
UPX1:000000014004772A str_R:

UPX1:000000014004772A text "UTF-16LE", 'R:\',0
UPX1:0000000140047732 str_T:

UPX1:0000000140047732 text "UTF-16LE", 'T:\',0
UPX1:000000014004773A str_Y:

UPX1:000000014004773A text "UTF-16LE", 'Y:\',0
UPX1:0000000140047742 str_U:

UPX1:0000000140047742 text "UTF-16LE", 'U:\',0
UPX1:000000014004774A str_I:

UPX1:000000014004774A text "UTF-16LE", 'I:\',0
UPX1:0000000140047752 str_0_0:

UPX1:0000000140047752 text "UTF-16LE", '0O:\',0
UPX1:000000014004775A str_P_0:

UPX1:000000014004775A text "UTF-16LE", 'P:\',0
UPX1:0000000140047762 str_A:

UPX1:0000000140047762 text "UTF-16LE", 'A:\',0
UPX1:000000014004776A str_S:

UPX1:000000014004776A text "UTF-16LE", 'S:\',0
UPX1:0000000140047772 str_D:

UPX1:0000000140047772 text "UTF-16LE", 'D:\',0
UPX1:000000014004777A str_F:

UPX1:000000014004777A text "UTF-16LE", 'F:\',0
UPX1:0000000140047782 str_G:

UPX1:0000000140047782 text "UTF-16LE", 'G:\',0
UPX1:000000014004778A str_H:

UPX1:000000014004778A text "UTF-16LE", 'H:\',60O
UPX1:0000000140047792 str_J:

UPX1:0000000140047792 text "UTF-16LE", 'J:\',0
UPX1:000000014004779A str_K:

UPX1:000000014004779A text "UTF-16LE", 'K:\',6©O
UPX1:00000001400477A2 str_L_O:

UPX1:00000001400477A2 text "UTF-16LE", 'L:\',0
UPX1:00000001400477AA str_z:

UPX1:00000001400477AA text "UTF-16LE", 'Z:\',0
UPX1:00000001400477B2 str_X:

UPX1:00000001400477B2 text "UTF-16LE", 'X:\',60O
UPX1:00000001400477BA str_C_0:

UPX1:00000001400477BA text "UTF-16LE", 'C:\',0
UPX1:00000001400477C2 str_V:

UPX1:00000001400477C2 text "UTF-16LE", 'V:\',0
UPX1:00000001400477CA str_B:

UPX1:00000001400477CA text "UTF-16LE", 'B:\',0
UPX1:00000001400477D2 Str_N:

UPX1:00000001400477D2 text "UTF-16LE", 'N:\',0
UPX1:00000001400477DA str_M_0:

UPX1:00000001400477DA text "UTF-16LE", 'M:\',0

Then it uses the function GetDriveTypew to find drives with type DRIVE NO_ROOT DIR .
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UPX0:0000000140003D63 ra +var_d448]
UPX0:0000000140003D68 rax 1 rax*g8+ +var_u478]
UPX0:0000000140003D6C add

UPX0:0000000140003D72 mov +var_uee], rax
UPX©:0000000140003D77 mov ra rsp+ +var_uee]
UPX®:00000001U400803DT7C mov r ; LpRootPathName
UPX0:00000001U400803D7F mov ra squord_1U@B68EDS
UPX0:00000001U40003D86 mov rdx, [rax- ]
UPX0:0000000140003D8D add rdx, rdi

UPXE:0000000140003D90 call GetDriveTypeW ; call GetDriveTypeW
UPX0:00000001400803D90

UPX0:00000001460003D92 mov +var_u50]
UPX0:00000001U460003D96 mov

UPX0:00000001460003D9B add

UPX0:00000001460003D9D mov ed +var_u50]
UPX0:0000000140003DA1 mov

UPX0:0000000140003DA6 add

UPX0:0000000140003DA8 cmp eax,

UPX0:0000000140003DABE jz short loc_1lU4@@@3DAF

Next Pandora calls the FindFirstVolumeW , GetVolumePathNamesForVolumeNameWw ,
SetVolumeMountPointW , FindNextVolumeW functions to mount the drives.

4.10. Drop ransom note

Pandora decrypts the ransom note, then writes it to a file named R estore_My_Files. txt :

:0000000140005EAE cs:quword_140069A48

:0000000148805EAT

:000600A1UBBBSEAE

:0000000140005ER3

:0000000140005EB6

:00000001U48005EBD

:0000000140005EC2

:00600008148805ECS

10000000140005ECC

:0000000140005ED1

:660006000148005EDU ; 06000000146BO7EFB
:0000000140005EDY ; call f_decrypt_ransom_notes_str
:10000000140005EDY

:00060081U48805EDS c cs:qword_1U8869A58

:0000000140005EDD i lpString

:0000008148805EDD ; RCX 000000014006DB8O (UPX1) - (""## What happened?\r\n\r\n### !!!vour files are " ...
:00060001UBBO5SEED quord_146069AU0

10000000140005EET ax+.

:0000008148805EEE rdx, rbp

:00000601UBBB5EF1 1strlenA ; call lstrlenA

:10000000140005EF1

:0000000140805EF3 T cs:qword_1408069A50

:000600A1UBBBSEFA ; lpBuffer (RDX 00000001U006DB8O (UPX1) = (""## What happened?\r\n\r\ni### !!!Your files are " ..
:0000000140005EFD +hFile] i hFile

:0000000148805F05 i rgqword_140069A40

:0000000140005FBC +

:0000000140005F13 rsi, rbp

:8608000148805F16 qword ptr [rsp+ +dwMilliseconds], © ; lpOverlapped
:0000000140005F16

:0000000140005F1F I E i NNumberofBytesToWrite
:006060008148805F22 +Number0OfBytesWritten] ; lpNumberOfByteswWritten
0000000140805F27 ; call WriteFile

points
:0000000140005EB6 cs:qword_140069A50 ©0000000BEBBAAB3
0000680 1UBBOSERD 0000000000010046
:0000000140005EC2 i
00006801 4BBOSECS T cs:quord_140869A58 6E2FGEDEUTBU3LET
100000001 408005ECC edi 0000000052312CCC
00800801 4BBO5EDL I rdi 2
:0000000140005EDY ; 90000001UB007OFO
:0800000140005EDY ; call f_decrypt_ransom_notes_str
:0000000140005EDL
:0000000140005ED6 T word_140069A50
3886866148885EDD E ndora_unpacked bin
:0000000140005EE0 ra :quword_140069A40
00800801 UBBOSEET I ax+ 1
:00000801UBOOSEEE
:08068060140805EF1
100000001 4BEO5EF1

000000014008DCO8
©80800914GEBDC1O ~ BOBOOBEOBE0800BE
©00800014668DC18 ~ 0OE00EE0BE080000
800000014BBBDC20 ~ 0OBOEEEOBEOB00EE
jaBeaHeRIeAGNFI 060000014668DC28 — BO0BEEO0EEO008OL
800800014808DC38 - 0OE00B0B0080008
©008009146B8DC38 > 0OE00E0BE080008
600000014608DCUD ~ 008006080080000
©00800914BEEDCUS —~ BOB0EBEOBE0800BE
000000014008DC50 ~ C85CU2B100000008
©00800914GEBDCSE ~ BOE0EBEOBE080EEE
©00800014668DCE0 - BOBOOBE0BB080008
800800014BBBDCGE ~ 0OB0OBEOBEO800EE
©00800014808DCT0 - 0OE00E0BE080008
800800014808DCTE - 00E00BE0B0080008
©00800914088DCEE - 0OE00E0BE080008
600000014688DCE8 ~ 0000060080080000

The full content of Ransom note is as follows:
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### What happened?

#### 111Your files are encrypted!!!

*All your files are protected by strong encryption with RSA-2048.*

*There is no public decryption software.*

*We have successfully stolen your confidential document data, finances, emails,
employee information, customers, research and development products...*

#### What is the price?

*The price depends on how fast you can write to us.*

*After payment, we will send you the decryption tool which will decrypt all your
files.*

#### What should I do?

*There is only one way to get your files back -->>Contact us, pay and get decryption
software.”

*If you decline payment, we will share your data files with the world.*

*You can browse your data breach here:
http://vbfgeh5nugmér2u2qvghsdxm3fotf5wbxb51tvevw77vus5frdpuaiid.onion*

(you should download and install TOR browser first hxxps://torproject.org)

#### 11 1Decryption Guaranteed!!!

*Free decryption As a guarantee, you can send us up to 3 free decrypted files before

payment.*
#### 11 1Contact us!!!
email:

contact@pandoraxyz.xyz

#### 1l 1Warning!!!

*Do not attempt to decrypt your data using third-party software, this may result in
permanent data loss.*

*Decrypting your files with the help of a third party may result in a price increase
(they charge us a fee), or you may fall victim to a scam.*

*Don't try to delete programs or run antivirus tools. It won't work.*

*Attempting to self-decrypt the file will result in the loss of your data.*

4 .11. List of file extension and directories to avoid

Before performing encryption, Pandora will check if the filename is not in the list of files and
directories to avoid.

mov
UPXB:000080001U008UCTF movsxd
UPX®:eobeeeelieeadCsd mov
UPX®:eo0o0001u0004C89 mov

UPXB:000080001U008UCI1 mov c

UPXE:eobeoeelyeeeucos mov r LpAv ; RCX - eoeeeeeelueeus2sC (UPX1 ! str.hta) - (".hta")
UPX@:e000000140004C9E mov Sp

UPX®:000000014000U4CoF mov

UPXB : 60080001U00BUCAL add

Here is the complete avoid list:
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UPX1:000000014004828C
UPX1:0000000140048296
UPX1:0000000140048296
UPX1:00000001400482A0
UPX1:00000001400482A0
UPX1:00000001400482AA
UPX1:00000001400482AA
UPX1:00000001400482B4
UPX1:00000001400482B4
UPX1:00000001400482BE
UPX1:00000001400482BE
UPX1:00000001400482C8
UPX1:00000001400482C8
UPX1:00000001400482D2
UPX1:00000001400482D2
UPX1:00000001400482DC
UPX1:00000001400482DC
UPX1:00000001400482E6
UPX1:00000001400482E6
UPX1:00000001400482F0
UPX1:00000001400482F0
UPX1:00000001400482FC
UPX1:00000001400482FC
UPX1:0000000140048306
UPX1:0000000140048306
UPX1:0000000140048310
UPX1:0000000140048310
UPX1:000000014004831A
UPX1:000000014004831A
UPX1:0000000140048324
UPX1:0000000140048324

UPX1:0000000140048334
UPX1:0000000140048334
UPX1:0000000140048344
UPX1:0000000140048344
UPX1:000000014004834E
UPX1:000000014004834E
UPX1:000000014004835E
UPX1:000000014004835E
'Windows.old', 0
UPX1:0000000140048376
UPX1:0000000140048376
Browser', 0
UPX1:000000014004838E
UPX1:000000014004838E
Explorer', 0
UPX1:00000001400483B2
UPX1:00000001400483B2
UPX1:00000001400483C0
UPX1:00000001400483C0
UPX1:00000001400483CC
UPX1:00000001400483CC
Software', 0
UPX1:00000001400483EA

2E

2E

2E

2E

2E

2E

2E

2E

2E

2E

2E

2E

2E

2E

2E

2E

41

42

57

57

54

49

47

4F

4F

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

68

65

64

63

69

63

63

64

68

69

69

69

69

73

73

6F

70

6F

69

69

6F

6E

6F

70

70

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

74

78

6C

70

6E

61

75

72

6C

63

63

63

64

79

70

63

70

6F

6E

6E

72

74

6F

65

65

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

61

65

6C

6C

69

62

72

76

70

6C

6E

6F

78

73

6C

78

44

74

64

64

20

65

67

72

72

00+ text "UTF-16LE",
str_exe:

00+ text "UTF-16LE",
str_dll:

00+ text "UTF-16LE",
str_cpl:

00+ text "UTF-16LE",
str_ini:

00+ text "UTF-16LE",
str_cab:

00+ text "UTF-16LE",
str_cur:

00+ text "UTF-16LE",
str_drv:

00+ text "UTF-16LE",
str_hlp:

00+ text "UTF-16LE",
str_icl:

00+ text "UTF-16LE",
str_icns:

00+ text "UTF-16LE",
str_ico:

00+ text "UTF-16LE",
str_idx:

00+ text "UTF-16LE",
str_sys:

00+ text "UTF-16LE",
str_spl:

00+ text "UTF-16LE",
str_ocx:

00+ text "UTF-16LE",

str_AppData:

00+ text "UTF-16LE",
str_Boot:

00+ text "UTF-16LE",
str_Windows:

00+ text "UTF-16LE",
str_Windowsold:

00+ text "UTF-16LE",

str_TorBrowser:
00+ text "UTF-16LE",

str_InternetExplorer:
00+ text "UTF-16LE",

str_Google:

00+ text "UTF-16LE",
str_Opera:

00+ text "UTF-16LE",
str_OperaSoftware:

00+ text "UTF-16LE",

str_Mozilla:

'.hta', 0
'.exe',0
'.dll',e
".cpl',o
'.ini', 0
'.cab',0
'.cur',0
".drv',0
".hlp',0
'.icl', 0
'.icns',0
'.ico',0
'.idx',0
'.sys',0
'.spl',0

'.ocx',0

'AppData’', 0
'Boot', 0

'Windows', 0

'Tor

'"Internet

'Google', 0
'Opera', 0

'Opera
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UPX1:00000001400483EA
UPX1:00000001400483FA
UPX1:00000001400483FA
Firefox', 0
UPX1:000000014004841A
UPX1:000000014004841A
'$Recycle.Bin', 0
UPX1:0000000140048434
UPX1:0000000140048434
'"Programbata’, 0
UPX1:000000014004844C
UPX1:000000014004844C
UPX1:0000000140048460
UPX1:0000000140048460
'autorun.inf', 0
UPX1:0000000140048478
UPX1:0000000140048478
UPX1:000000014004848A
UPX1:000000014004848A
'bootfont.bin', 0
UPX1:00000001400484A4
UPX1:00000001400484A4
'bootsect.bak',0
UPX1:00000001400484BE
UPX1:00000001400484BE
UPX1:00000001400484CE
UPX1:00000001400484CE
"bootmgr.efi', 0
UPX1:00000001400484E6
UPX1:00000001400484E6
"bootmgfw.efi', 0
UPX1:0000000140048500
UPX1:0000000140048500
'desktop.ini', 0
UPX1:0000000140048518
UPX1:0000000140048518
'"iconcache.db',®
UPX1:0000000140048532
UPX1:0000000140048532
UPX1:000000014004853E
UPX1:000000014004853E
UPX1:0000000140048554
UPX1:0000000140048554
'ntuser.dat.log',®
UPX1:0000000140048572
UPX1:0000000140048572
UPX1:0000000140048588
UPX1:0000000140048588
UPX1:000000014004859C
UPX1:000000014004859C
Files', 0
UPX1:00000001400485B8
UPX1:00000001400485B8
(x86)',0
UPX1:00000001400485E0

4D

4D

24

50

41

61

62

62

62

62

62

62

64

69

6E

6E

6E

6E

74

50

50

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

6F

6F

52

72

6C

75

6F

6F

6F

6F

6F

6F

65

63

74

74

74

74

68

72

72

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

7A

7A

65

6F

6C

74

6F

6F

6F

6F

6F

6F

73

6F

6C

75

75

75

75

6F

6F

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

69

69

63

67

20

6F

74

74

74

74

74

74

6B

6E

64

73

73

73

6D

67

67

00+ text "UTF-16LE",
str_MozillaFirefox:
00+ text "UTF-16LE",

str_RecycleBin:
00+ text "UTF-16LE",

str_ProgramData:
00+ text "UTF-16LE",

str_AllUsers:

00+ text "UTF-16LE",
str_autoruninf:

00+ text "UTF-16LE",

str_bootini:

00+ text "UTF-16LE",
str_bootfontbin:

00+ text "UTF-16LE",

str_bootsectbak:
00+ text "UTF-16LE",

str_bootmgr:

00+ text "UTF-16LE",
str_bootmgrefi:

00+ text "UTF-16LE",

str_bootmgfwefi:
00+ text "UTF-16LE",

str_desktopini:
00+ text "UTF-16LE",

str_iconcachedb:
00+ text "UTF-16LE",

str_ntldr:

00+ text "UTF-16LE",
str_ntuserdat:

00+ text "UTF-16LE",
str_ntuserdatlog:

00+ text "UTF-16LE",

str_ntuserini:

00+ text "UTF-16LE",
str_thumbsdb:

00+ text "UTF-16LE",
str_ProgramFiles:

00+ text "UTF-16LE",

str_ProgramFilesx86:
00+ text "UTF-16LE",

str_recycle:

'Mozilla', 0

'Mozilla

'All Users',0

'boot.ini', 0

'bootmgr', 0

'ntldr',0

'ntuser.dat', 0

"'ntuser.ini', 0
'"thumbs.db',®

'Program

'"Program Files
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UPX1:00000001400485E0 23 00 72 00 65 00 63 00+ text "UTF-16LE", '#recycle',O
UPX1:00000001400485F2 2E 00 2E 00 00 00 text "UTF-16LE", '..',0
UPX1:00000001400485F8 2E 00 00 00 text "UTF-16LE", '.',0

underground (@vxunderground)
End.

m4n0w4r
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