The Attack of the Chameleon Phishing Page
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Attracting more than a half-million annual readers, this is the security community's go-to destination for
technical breakdowns of the latest threats, critical vulnerability disclosures and cutting-edge research.

Recently, we encountered an interesting phishing webpage that caught our interest because it acts like
a chameleon by changing and blending its color based on its environment. In addition, the site adapts
its background page and logo depending on user input to trick its victims into giving away their email
credentials.

We see an email with the “initial” URLs in the example below:
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Figure 1. The raw phishing email showing the URLS, purporting to be a fax message that needs to be
accessed.

There are three URLs in the email. The second and third URLs are identical, which we will discuss later.
To see what would happen we placed the first URL in a web browser, equating to the email’s
instructions for the target to click on the provided link to access the “fax document.” Doing so brought
us to the phishing site shown below. The webpage is fabricated. The victim’s email address is already
provided, and the site only asks for the victim’s password.

2/9


https://npercoco.typepad.com/.a/6a0133f264aa62970b0282e147fcc7200b-pi

=|@| & |
® MICROSOFT-SHAREPQINT b4 + ﬂ
& C A Mot secure | ipfsio/fipfs/QmWzESuyrcihoEvCZYrzLpYoZjbeH 2b9YdhnkhQWYGY ) dX#a | 9 -l o e i
File Home Insart Design Layout References Mailings Rewview View Help
[ Lbi |D |::| = Breaks ¥ Indent Spacing -~
Margins Orientation 3Size € Se
. . v a" Microsoft
Page 5¢ Arrange
- - - '
Sign in again ! MvONC
. i 5 & ] [ ]
Only recipient email can access shared file to open the received document.
derr m a4 = "
Password
L Keep me sign in Forgot Password?
*
Page 1of1  Owords [} English (United States

Figure 2. Obviously, a phishing website, but wait there’s more.

As previously noted, the second and third URLs are identical. This is where things get interesting.
When we checked out these URLs in a browser it appeared to look just like another run of the mill
phishing site. The phishing URL'’s format is the victim’s email address and is referenced on the
fragment part (#). The fragment was used to auto-populate the email address field in the webpage. This
link contains a further explanation of URL fragments. By removing the fragment part of the URL
containing the victim’s email address, most of the web graphics disappear, making the login page look

rather bland.
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Figure 3. Wait, what? Another phishing page? The original fully dressed up and a second kind of
vanilla flavored.

Instead of using the email of the intended recipient, we played around with the URL. We crafted a
dummy email address and username and used common email provider domains like gmail.com and
outlook.com. The results were interesting.
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Figure 4. Crafted gmail.com and outlook email address domain name and the results.
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This custom phishing site acts like a chameleon, by changing and blending its images to camouflage
itself. There were four noticeable web elements that changed whenever we tested a crafted email
address in the browser:

* The page’s background

e A blurred logo

e The title tab

» The capitalized text of the domain from the email address provider.

We can dive deeper into how these changes happen on the website in the backend by viewing the
source code. The site does not allow this action when we do a mouse right-click, but there’s a keyboard
shortcut for this in Google Chrome’s browser, CTRL + U, which opens a new page tab containing the
code.

We checked out the scripts in the source code and discovered how the threat actors created their
behind-the-scenes trickery. In the JavaScript code, the declared string variable my_slice is commonly
used. The supplied email address was validated with a regular expression then parsed to extract the
domain name.

my_email —email
‘#email’ ) .val(my_email
filter a zA 78 9 \.\ \@

filter.test(my_email
"#error') .show
email.

ind my_email.
= my_email.

by _slice]

Figure 5. One variable that rules them all — my_slice

The Page Background

The iframe with ID mainPage was concatenated with text protocol https:// and the variable my_slice to
be its source attribute. This action pulls in content from the domain in the email address, and this helps
make the webpage believable, so the victim won’t notice that an incorrect webpage is being accessed.
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Figure 6. The iFrame code of the unclickable background.

The Blurred Logo

The code sourced the logo from Google favicon API. The my_slice variable was used in the API query
to find the matching logo to make the phishing webpage realistic. The sourced logo seemed small, it
was stretched, and that’s why it looks blurry on the webpage.

"width: height: margin-top:

Figure 7. The stolen logo’s code.

The Tab Title and the Capitalized Text Beside the Logo

The parsed domain name variable, my_slice, then undergoes another parsing, disregarding the TLD,
extracting the brand, and using it for the logoname global variable.
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Figure 8. The parsed domain's code.

The code also included various input text field validators to check the text of the email address and
password.
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Figure 9. The text validators on the textbox fields.

As the victim keys in their password, a notification will appear, “Invalid Details, Please try again.” The
submit button’s text shifts from Continue to Sign in. Unknowingly to the user, each time the button is
clicked, the email and password data are forwarded to the attacker’s server. After three tries, it finally
redirects the victim to the correct website. Once more, the variable my_slice is used by concatenating
with “http://www.” to be the final landing page destination.

7/9


https://npercoco.typepad.com/.a/6a0133f264aa62970b0282e147fde5200b-pi
https://npercoco.typepad.com/.a/6a0133f264aa62970b0278806f5a98200d-pi

B Microsoft

Outlook

Connect.
Organize.
Get thihgs.

Free Outlook email and calendar

& OUTLOOK

Figure 10. This is where the target’s credentials are taken away and sent to the final landing page.

We tried sending a dummy email and password via POST monitored by the network monitoring
application, Fiddler; unfortunately, the server is inaccessible.

€ Telerik Fiddler Web Debugger
File Edit Rules Tools [[Sal Help GET/book E3 GeoEdge
3 Replay % - b Go | ¥ Stream i Decode | Keep: All sessions -

5] 7
K]
Els
Ew
=11
[E] 12
| 13
[E] 14
[El1s
E .
5] 17
[ 18
[l 19
Ela
A

A

Resut

Froocad
HTTFS

33333333333

333

Host LURL

wwrw fiddier 2.com

detectportal, firsfon...
detectportal frefox..
detectportal, firefox, ..
ol microsoft.com
ol usertrust.com
ocspudigoert.com
oosp digoer Loom
ocspdighcert.com
ocsp- digoert. com
ocspdigcert.com
ocsp.digicert.com
ocsp.dapcert.com
a3 digicert.com
CCEp.roatg2.amazg. ..

UpdateChedk. sspocislet. ..

jeuccess. bt

feuccees. betfiped

Jsuccess. bxtApws

Jpboert foroducts MacCodsi, .
JUSERTnustRSACertificat. ..

MFEWTBNMEsnSTAIBgL. ..
MFEWTIBNMESWSTAISgU. ..
MFEWTIENMESWSTATSgU. ..
MFEWTZENMESWSTABgU. .
MPEWTENMESwSTANSgL. ..
JMFEWT BNMEswSTATBgLI. ..
MFEWTBNMESWSTAIBgL. ..

JOsgiCer hobalRooCA ol
MECBME M TIE.

=N E=E ==

B Any Process M Find [l Save | B8 (%) @ Browse - G Clear Cache T TotWizard | (5 Tearoff | MSON Searct W -
Body Cathing  ContentType Process o Composer | [ Log ] Fiters | = Tmabne | T aPTTest
67 mivele  textplaing ... (Z) Stasstics & Inspactons £ ustoResponder

471

471
1,507
471
471
631
1,548

pubdic, ...
puble, ...
public, ...

. -
mAN-AG. .-
man-a,
man -,
man A,
Mg, ..
M. -
L
man-a,
g,

texctfplain
textfplain
Textjiplain
applicaton)...
application...
apphicaton/....
Bppication),
appiication/,
application..
appiication...
application]...
Apphcaton.
apphcation/,
application,..

firefoncz. ..
firefne, .
firefoz, ..
FCNOS. ..
wwchos. ..
swchos. ..
Fodhos. .

#aohod,

FWCNOS. . .
swchos. ..
swchos. ..
swichos. ..
#athod,

P0G, ..

Figure 11. The attacker’s server is currently offline, for now.
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Phishing webpages are often taken down in a matter of minutes or become unavailable as soon as
information security companies detect them as being malicious. These templated, or so-called
chameleon phishing sites, are used repeatedly by malware authors using the clever tricks we just
detailed to fool the user into thinking these pages are real. The phishers can easily customize the
template and use other domains to host these scripts, allowing attackers to prey on unsuspecting users
over and over again.

Trustwave MailMarshal defends against this phishing campaign.
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