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Introduction

On Monday 2022-03-14, | infected a vulnerable Windows host with Qakbot (Qbot) malware.
Approximately 17 hours later, the infected host generated traffic for Cobalt Strike and VNC
(Virtual Network Computing) activity. Like Cobalt Strike, VNC provides remote access to an
infected host.

DLL files used for Qakbot infections have tags in the code that identify the malware sample's
distribution channel. In this case, the distribution tag was obama166.

Today's diary provides a quick review of the infection activity.
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2022-03-14 (MONDAY) - QAKBOT (OBAMA166 DISTRIBUTION)

email web traffic for downloaded zip extracted enable
with link Zip archive archive Excel file macros

] =

o o ©) emp Cobalt Strike activity
web traffic Qakbot Qabkot ‘ VNC activity
DLL files C2 traffic

Shown above: Flow chart for Qakbot infection activity on Monday 2022-03-14.

Images From the Infection
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H © Re: RE: - Message (Plain Text)

File Message Help Q Tell me what you want to do
G g @ .z <nawaid.oms@pacteng.ae> To @ «a Mon 3/14/2022 1:46 PM
Re: RE: v

Hello, |
Please look at this.
DOCUMENT DOWNLOAD LINK<http://ellemeden.com/apm/Ql/SL/IsbcCGNO.zip>
Thank you,

@ ----- Original Message----- From: g @ .cz S=nt: Monday, February 28, 2022 3:15 PM
To: Subject: R=:

Shown above: Example of email for obama166 distribution Qakbot on Monday 2022-03-14.
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[ aboutblank X

L N @ nhttp://eaglio.org/apm/3/s2Fmok83x.zip

Downloads B Q - £
| ' What do you want to do with ClaimDetails-1699...
{]
Open Save as Vv
See more

O ————————————————————

Shown above: Downloading a zip archive from link in an email.
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i~ = Extract ClaimDetails-1699343128-Mar-14.zip - O X
Home Share View Compressed Folder Tools 9

A [ » ClaimDetails-1699343128-Mar-14.zip v D O Search ClaimDetails-1699343128-Mar-14.zip

S

Name Type Size Date modified

EBI ClaimDetails-1699343128-Mar-14.xlsb Microsoft Excel Binary Worksheet 118 KB 3/14/2022 3:19 PM

H ©- s ClaimDetails-1699343128-Mar-14.xlsb - Excel Signin B

File Home Insert Pagelayout Formulas Data Review View Help Q Tell me

I SECURITY WARNING Macros have been disabled. Enable Content

Al v e v

o This document protected by

Microsoft Office

TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:

* Select Enable Editing

@ PROTECTED VIEW Be careful - files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View.  Enable Editing

1 item
® |n the Microsoft Office Securitv Option dialog box. select Enable Content E
Sheet ©) 4| | E
Ready H B M - ———+ 8%

Shown above: Excel spreadsheet extracted from downloaded zip archive.

) + | Biloa — O X
Home Share View : 0
- v P > This PC > Local Disk (C:) > Biloa v D L Search Biloa
Name Date modified Type Size
1 Dopaters1.ocx 3/14/2022 7:45 PM ActiveX control 399 KB
. Dopaters2.ocx 3/14/2022 7:45 PM ActiveX control 399 KB
.+ Dopaters3.ocx 3/14/2022 7:45 PM ActiveX control 399 KB

OAKBOTJDLIYFILES

Shown above: DLL files downloaded for Qakbot infection.
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|I|{hrtp.request or tis.handshake.type eq 1) and !(ssdp) m m : ] iJ
Time Dst port Host Info =

2022-03-14 19:44:32 149.255.62.22 80 eaglio.org GET /apm/3/sZFmok83x.zip+

2022-03-14 19:44:32 149.255.62.22 443 eaglio.org Client Hello

2022-03-14 19:45:16 52.109.12.21 443 nexus.officeap.. Client Hello

2022-03-14 19:45:16 52.109.12.18 443 nexusrules.off.. Client Hello nnKBu'l'

2022-03-14 19:45:19]101.99.95.190 80 101.99.95.190 GET /6537991.dat |[HIF7 1.

2022-03-14 19:45:21 | 146.70.81.64 80 146.70.81.64  GET /6537991.dat / H]B

2022-03-14 19:45:231190.14.37.12 80 190.14.37.12 GET /6537991.dat JHTTP/1=

2022-03-14 19:48:11 52.109.12.21 443 nexus.officeap.. Client Hello

2022-03-14 19:48:18 52.168.112.66 443 vl0.events.dat.. Client Hello

2022-03-14 19:50:11 52.183.220.149 443 settings-win.d..Client Hello

2022-03-14 19:53:02 201.170.181.247 443 Client Hello

2022-03-14 19:53:06 201.170.181.247 443 Client Hello

2022-03-14 19:53:07 201.170.181.247 443 rm t Hello

2022-03-14 19:53:29 201.170.181.247 443 |’1H- c t Hello

2022-03-14 19:57:48 201.170.181.247 443 Client Hello

2022-03-14 20:03:08 201.170.181.247 443 * Client Hello -
4 "
Shown above: Traffic from the infection filtered in Wireshark.

v s | Hezuky = J X

Home Share View 0

& v 1T « AppData » Roaming » Microsoft » Hezuky v D O Search Hezuky

~
Name Date modified Type Size
- nbbcdipimaxckk.dll 3/14/2022 7:53 PM Application extension 899 KB
1 item ==

Shown above: New Qakbot DLL saved to the infected Windows host shortly after the initial

infection.
II |(http.request or tIs.handshake.type eq 1 or (tcp.port eq 65400 and tcp.flags eq 0x0002)) and !(ssdp) '] W
Time Dst port  Host Info =

2022-03-14 20:47:47 131.253.33.200 443 www.bing.com Client Hello

2022-03-14 20:48:11 52.109.12.23 443 nexus.officeapp.. Client Hello

2022-03-14 20:50:12 52.183.220.149 443 settings-win.da.. Client Hello

2022-03-14 20:50:50 201.170.181.247 443 Client Hello

2022-03-14 20:56:10 201.170.181.247 443 Client Hello

2022-03-14 20:56:14 201.170.181.247 443 Cli

2022-03-14 20:57:11 201.170.181.247 443 cll] ‘: |

2022-03-14 20:57:11 201.170.181.247 443 clhxeh -i

2022-03-14 20:57:53 13.69.109.130 443 vl0.events.data.. C ' gEEg 11' ;‘ - ‘]

2022-03-14 20:58:15 201.170.181.247 443 cl = H

2022-03-14 20:58:18 201.170.181.247 443 Hello

2022-03-14 20:58:20 72.247.207.22 443 www.openssl.org Hello

2022-03-14 20:59:19 201.170.181.247 443 Client Hello

2022-03-14 20:59:21 201.170.181.247 443 Client Hello

2022-03-14 21:00:23 201.170.181.247 443 Client Hello =
1 L

Shown above: More traffic from the Qakbot infection filtered in Wireshark.
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N |tcp.stream eq 61
A ltep eq

B - @

Time Src port Dst port Info

2022-03-14 20:58:32 10.3.14.103 56494 23.111.114.52 65400 56494 - 65400 [ACK] Seq=:
2022-03-14 20:58:32 10.3.14.103 56494 23.111.114.52 65400 56494 - 65400 [PSH, ACK]
2022-03-14 20:58:32 23.111.114.52 65400 10.3.14.103 56494 65400 — 56494 [ACK] Seq=:
2022-03-14 20:59:33 23.111.114.52 65400 10.3.14.103 56494 [TCP Keep-Alive] 65400 -
2022-03-14 20:59:33 10.3.14.103 56494 23.111.114.52 65400 [TCP Keep-Alive ACK] 564¢
2022-03-14 21:00:33 23.111.114.52 65400 10.3.14.163 56494 [TCP Keep-Alive] 65400 -

AN AN A4 AAGARIATS AR A A4 AaAn ELAAA AR AAA AAA EAa ecAAn  TTAR Wass Aldiia ARl ES2 AR

b Wireshark - Follow TCP Stream (tcp.stream eq 61) - 2022-03-14-Qakbot-with-Cobalt-Strike-and-DarkVNC.pcap —

NN
To]

2

2

2

2

2

2

2

2

2

S BOTNETRIDIOFEATHE{INFECTEDAWINDOWS]HOST]

2

2 1 client pkt, 0 server pkts, O turns.

2€ Entire conversation (516 bytes) = Show data as ASCIL = Stream 61 -
2

2¢ Find: Find Next|
z @Help Filter Out This Stream Print Save as... Back % Close
2

() -p3-14 b G [.3.14.16 5494
2022-A2-14 211144 232 111 114 52 AS4dfAA

' Ve

1A 2 14 1A3 SRA94 [TCP Keen-Alivwel ARAMA _.
C

Shown above: TCP traffic over port 65400 associated with this Qakbot infection.

v T |u LI
Home Share View 0
<« v » This PC » Local Disk (C3) » u v O L Searchu
Name h Date modified Type Size
~ gmnddcrz.ges 3/14/2022 9:03 PM b QES File 4,890 KB
| gmnddcrz.ges - Notepad — O X

File Edit Format View Help

1 item é~+:)?]:|';|]iﬁait; i[]?‘@"l‘\l,bﬁ],Z¢}o-a,,6h1,=g (i&
| =€ E;~060”S;023" Y, 8]fBRAG

Esd,0 [&=jRO"Mu{»

®_q%ZoAd%

gAEI9+eimeSwl-(...1<p0 ' GA%%H&Mem1L] € 017i%-~6 xwe2alap" %%
‘e | ™p-1iI6P 1l..;n“tVol¢t5°p& <O:68KI*¥¢TpCY:0)qkks] 9MEISIK-MOELQ#RI%FO\AE
c21p2

a]dIbTPA 2andUO2LcHSIVIE ‘8 a0a--Iyal taTe_-E6] <+hAl-I"@0AnAvZayw “hllvi*Alk-%- ™
Aey=I15*:V¢CIOWF300%~mHZ«83 % EiAx¥ p!A&™hi(’USESfq

Op”?iz&iV™=!aPp¥I€+ 0*.6*“I0exXazlh6EIGII$eFz? da.Gii¢ o FUOO1W|2™ | $c<r3Ea é
cU[p2@waNE#S\Y. "1 E)¥Gda{ : u¢ '@ |Ical EE(P0/ro-U¢%hUId2é¢Ty3e 8je4-T0"-H ¢ 7B

< >

U\\E:U«&070:piVz' Y& <9 mSId”?366Pd..z2IPO!E4li 10i¥IulU #30LUY. tlU¢AUl~~.EA3iSme v

Shown above: Data binary saved to disk at C:\u\ from the Qakbot infection.
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ll|{http.request or tls.handshake.type eq 1) and !(ssdp) '] &

Time Dst port  Host Info E
2022-03-15 12:27:52 13.89.178.26 443 vl0.events.data.. Client Hello
2022-03-15 12:28:01 103.87.95.131 2222 Client Hello
2022-03-15 12:35:24 52.185.211.133 443 settings-win.da.. Client Hello
2022-03-15 12:37:36 86.98.27.253 443 Client Hello
2022-03-15 12:38:35 86.98.27.253 443 Client Hello
2022-03-15 12:43:55 86.98.27.253 443 Client Hello
2022-03-15 12:44:00 86.98.27.253 443 Client Hello
2022-03-15 12:44:59 86.98.27.253 443 Client Hello
2022-03-15 12:45:01 86.98.27.253 443 O, y
2022-03-15 12:45:03 190.123.44.113 4444 runfs.icu * ﬁ| 1 i k‘
2022-03-15 12:45:05 190.123.44.113 4444 runfs.icu :
2022-03-15 12:45:31 190.123.44.113 4444 runfs.icu ﬂiﬁi .m
2022-03-15 12:45:59 190.123.44.113 4444 runfs.icu 1
2022-03-15 12:46:03 86.98.27.253 443 Client Hello
2022-03-15 12:46:33 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:47:02 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:47:36 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:48:09 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:48:45 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:12 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:40 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:43 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:44 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:46 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:49 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:51 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:54 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:56 190.123.44.113 4444 runfs.icu Client Hello
2022-03-15 12:49:59 190.123.44.113 4444 runfs.icu Client Hello

; 2022 -AR-18 12 "(5A"A2 19/ 123 44 113 AAAA riunfs dircn rtlient Helln o I~

Shown above: Cobalt Strike activity started about 17 hours after the initial Qakbot infection.

“I |ip.adclr eq 45.153.241.142 and tcp.flags eq 0x0002 '] i ‘

Time Src port Dst port Info

STARTHOEATCRASTREAMSIFORIVNCATRAFFIC

Shown above: TCP SYN segments for VNC traffic caused by this Qakbot infection.
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[l |tcp.straeam eq 760

B - (@

Time Src port Dst port Info

2022-03-15 12:44:03 10.3.14.163 57211 45.153.241.142 443 57211 - 443 [ACK] Seg=1 Ack=1 Wi
2022-03-15 12:44:03 10.3.14.1083 57211 45.153.241.142 443 Continuation Data ;
=1 Ack=88

2022-03-15 12:44:03 45.153.241.142 443 10.3.14.103 57211 443 - 57211 [ACK] Seq

2022-03-15 12:44:03 45.153.241.142 443 ~10.3.14.103 57211 443 - 57211 [PSH. ACKl Sea=1 Ack

20| = Wireshark - FollanCP Stream (tcp.stream eq 760) 2022-03-1J-Qakbot-with Cobalt-Strike-and-VNC-module.pcap =t

7 - -

zg oo cnaonooa IUSR-DESKTOP%1LNNPSBE8( holt. lewandowski) 592F60855F661964116302-CjYM11Qp214 LR

2@ e # o ciid

2@ e by a
201 e . —
2@ e .

2@ e 4

20 e

20 e # -—
2@ e z

2@ e g

20 e b

201 e :

2@ e # |

2@ e :

2@t

20 75 client pkts, 76 server pkts, 149 turns.

20! Entire conversation (1,891 bytes) - Show data as  ASCII - Stream 760

20 -

gg @Help | Filter Out This Stream Print | Saveas... Back % Close

Shown above: First TCP stream for the VNC act/wty

[l |tq:.str=eam eq 761

BE - | %

Time Src port Dst port Info

2022-03-15 12:44:03 10.3.14.103 57212 45.153.241.142 443 Continuation Data

20 [+ I PRI Y ¢ PRI « PRI « PRI « PRI « I «

20 L I I I T L * T I T ¢ L ¢ L ¢ I T T L I

20 B ¢ e ¢ B R LI I A « P I I « I * I « P

20 PIUICTEY ¢ PRI ¢ PESEPESIPI I ICEP IS « PRI ¢ PPN ¢ PRI ¢ PESIPEIC I « PRI P

20 L R L R R L L L L O R L

2022-03-15 12:44:03 10.3.14.163 57212 45.153.241.142 443 57212 - 443 [ACK] Seg=1 Ack=1 Wi

2022-03-15 12:44:03 45.153.241.142 443 10.3.14.103 57212 443 - 57212 [PSH, ACK] Seq=1 Ack
20 2 03-15 12:44:03 10.3.14.103 57212 45,153.241.142 443 57212 - 443 [ACK]1 Sea=88 Ack=17 |
20 Wireshark - Follow TCP Stream(tcpstreamEqTGﬂ 2022-03-14-Qakbot-with- Cobalt-Strike-and-VNC-module. pcap -+
2 : -
22 W...........IBOT-DESKTOP%1LNNP5B8(holt. lewandowski)_592F60855F661964116302-

20 [ N o e & - 2 oo s coocccoocooooocooanoooo s ®oosacoocooosaoononocoaoooooaonnacocconaccoos
20 L P I ¢ P I I I ¢ P IS ¢ I I IR ¢ P I I ¢ R Y ¢ I « I
20 Oivenvennnns [ T Oivennonnnns L+ I Oiesnrinovaans L+ I ¢ I I I 0..
20 L R L N N L L T L L Y

20
- |, Tl SUNSECONDSTC PISTREAMEFORRUNC)
20 L O L L . ' f ' o

20 Oiosvrenarss@iiovarnsssaa@ianarssssrs@ivieanranesQisernrsnsrssQuiarnrasnssa@uirasasrnenaiQu,
20 75 client pkts, 75 server pkts, 149 turns.

=sa [

a

20! Entire conversation (1,879 bytes) - Show data as | ASCII - Stream 761
20 -
g: @Help | Filter Out This Stream Print | Save as... Back | % Close
20 =

Shown above: Second TCP stream for the VNC activity.
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|tep.stream eq 809 ]

Time Src port Dst port Info
2022-03-15 12:53:42 10.3.14.1683 57260 45.153.241.142 443 57260 - 443 [SYN] Seq=0 Win=6424
2022-03-15 12:53:42 45.153.241.142 443 10.3.14.1683 57260 443 - 57260 [SYN, ACK] Seq=0 Ack
2022-83-15 12:53:42 10.3.14.163 57260 45.153.241.142 443 57260 — 443 [ACK] Seq=1 Ack=1 Wi
2022-03-15 12:53:42 10.3.14.103 57260 45.153.241.142 443 [TCP segment of a reassembled PD
2022-03-15 12:53:42 10.3.14.103 57260 45.153.241.142 443 [TCP segment of a reassembled PD
2022-03-15 12:53:42 45.153.241.142 443 10.3.14.103 57260 443 - 57260 [ACK]1 Sea=1 Ack=27 W
20 Wireshark - Follow TCP Stream (tcp.stream eq 809) - 2022-03-14-Qakbot-with-Cobalt-Strike-and-VNC-module.pcap - + X
;g ............... Bs.$...... 8.Bs.%...... 3
20! 3‘,(:."...)‘.;..‘.,..Y....<>Q..V.Y.HpiK{<_,o.C ...... M.".uC.n....=G6Q.h...p.K{...Z._.D..]."veK
20! allan oo oo oo ootbe||flossvoadllo 0 Pacooaillisoianooa=aal i b aaon ol o oo o) G B 5] B
20! WL L ZNA Y aPOsaeateXedernaans LL I Ny X olloeno)ousas I.t&...... E..... 5.q".A)XR.
5@ {..dD...%..Z..... p...U?8,/".DB.L.N.... ... bhmok.|...b.Br. .F...... 3..6.."..UV, . ..., -
2@ ST = = 5 P Eet ) e U e g >6. .. pW. ..V Ll Po- e WL NSt PR
20! 7 2.'KU.@/3 .vsI'.L.}.J|" N.x.7TX
20! LS TSGR I...#.%.V..-t..%....t.E..D.C..+..L.4[6h.8.C.U...N...
20! {".yq.U.CioXuvivunas ), PRSP I cacoannc V.kQ 7h
20! Woilo sooos 0locooac Toceooc [ asccocoe i Yr: ......... H Da

2B oo ollanalllsi=aitooo=da o ||llocacoaneon

20! r.b....!skJ ........ ZM.]]. xzc
s HR ﬂufmi]mtmmmmﬂmm
| ool P...N.B. UtL a.Y

2@ 7+:K?eoo o Po NGBLLUEL LG M ALY S
20! S (ST 5] P ..}.E....%lvgﬁ( ~) $0.....]. }nx\{SRx #F.U. .M.9.5..6p.

20! 7,430 client pkts, 8 server pkts, 14 turns.

20:  Entire conversation (10MB) ~ Show data as |ASCII = Stream 809 -

20!

2@ Find: Find Next

201 : A )

20! WHelp Filter Out This Stream Print Save as... Back X Close

DA -AMATR T2 /I HRA TR 2T 1A TR KRT7RM AR TR 747 1A7 AA KRT7RM LAAT 1TArK 1 San=RKRAMR aAcrk=1 -

Shown above: Third TCP stream for the VNC activity (10 MB of data).

@ Security Onion - Alerts - . x| + v = B X

&« fer A Not secure | https:/ f#/alerts?7q=%2a8t=2022%2F03%2F13%2003%3A14%3A19%20A = % . 3 :

Security @nion

2022-03-15 12:44:03.383 +00:00 ETPRO MALWARE VNCStartServer USR Variant CnC Beacon

2022-03-15 12:44:03.380 +00:00 ETPRO MALWARE VNCStartServer BOT Variant CnC Beacon
@timestamp 2022-03-15T12:44:03.380Z
destination.geo.continent_name Europe
== destination.geo.country_iso_code DE
== destination.geo.country_name Germany
== destination.geo.ip 45.153.241.142
== destination.geo.location.lat 51.2993
== destination.geo.location.lon 9.491
= destination.geo.timezone Europe/Berlin
= destination.ip 45.153.241.142

= destination.port

Version: 2.3.100

Shown above: ETPRO alerts in Secur/ty Onion for the VNC traffic from this infection.
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[ Registry Editor — O X
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Ejicnuokyam

v | SOFTWARE A || Name Type Data
» = AppDatalow ab|(Default)  REG_SZ (value not set)
> Classes $4]124d348  REG_BINARY 6e 86 7d 6b 4e 1 89 2e 61 d3 4b 1f 31 13 74 fe 4d 02 1e €5 78 81 ac 04 08 ea 8b ¢
> Google $4)365f334  REG_BINARY ea 4e ab d0 25 86 e8 2e 52 82 3a fae1 d5 Of 19 65 7a f0 f7 11 82 48 71 19 56 cd Te
v Microsoft $%4|36fa237a  REG_BINARY Oe 8 d6 4a a1 6b fa Te eb da fc 24 3e 37 50 41 dd 45 17 28 51 7b ad 87 2b dc 63 €

Accessibility " | ¢4)49b34c8c  REG_BINARY 73 f0 3¢ d9 dd 95 53 d2 Ob be 5c e4 f1 a2 50 bd 8¢ 63 71 ba 4d 15 d1 18 €9 ¢7 5d

> ActiveSetup || eMi537cadab  REG_BINARY 05 f4 8a 36 ¢4 5c 4d 22 4d 81 3d ¢5 a5 55 e5 ce aa 44 dd 2b 97 92 86 a7 d1 ac 0d €
? © ActiveMovie | exi51 066362 REG_BINARY 17 ed d7 ea Oc 16 60 87 74 56 be df 88 79 7a cc b1 e8 58 4f ¢7 ¢8 c0 ad 18 5 f2 f2
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Shown above: Registry update made by the Qakbot infection.

Indicators of Compromise (IOCs)

Link from email for zip download:
hxxp://eaglio[.Jorg/apm/3/s2Fmok83x.zip

Traffic generated by Excel macro for Qakbot DLL files:

e hxxp://101.99.95[.]190/6537991.dat
e hxxp://146.70.81[.]64/6537991.dat
e hxxp://190.14.37[.]112/6537991.dat

Qakbot C2 traffic:

e 201.170.181[.]247 port 443 - HTTPS traffic

e port 443 - www.openssl[.Jorg - HTTPS traffic (connectivity check)

e 23.111.114[.]152 port 65400 - TCP traffic

e 76.169.147[.]192 port 32103 - HTTPS traffic

e 103.87.95[.]1131 port 2222 - HTTPS traffic

e 86.98.27[.]253 port 443 - HTTPS traffic

e various |IP addresses over various ports - attempted TCP connections

Cobalt Strike traffic:

190.123.44[.]113 port 4444 - runfs.Jicu - HTTPS traffic
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VNC module traffic:
45.153.241[.]142 port 443 - encoded/encrypted traffic and beacon channels
Rule hits on VNC module traffic:

¢ ETPRO MALWARE VNCStartServer USR Variant CnC Beacon
¢ ETPRO MALWARE VNCStartServer BOT Variant CnC Beacon

Malware retrieved from the infected Windows client:
SHA256 hash: ba80720c42704e8e1a73e60906f6f289ba763365c8f6b16ccf47aac8a687b83e

o File size: 92,828 bytes
 File location: hxxp://eaglio[.]Jorg/apm/3/s2Fmok83x.zip
o File name: ClaimDetails-1699343128-Mar-14.zip

SHA256 hash: 5a6157eefc8d0b1089a5bfdee351379b27baff4c40b432fd22e0cbe1f6102fab

o File size: 120,410 bytes
¢ File name: ClaimDetails-1699343128-Mar-14.xIsb

SHA256 hash:
47fe3cbab19b43579e3312d90f7a8c7021c84e228e7c8ef97d39a1a7a261eal1

File size: 408,576 bytes

File location: hxxp://101.99.95[.]190/6537991.dat

File location: C:\Biloa\Dopaters1.ocx

File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Run method: regsvr32.exe [filename]

SHA256 hash:
8751f8aedc65a10826071515b4b7896a8800152b8e3bcbbe9e8a64970deb9b49

e File size: 408,576 bytes

File location: hxxp://146.70.81[.]64/6537991.dat

File location: C:\Biloa\Dopaters2.ocx

File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Run method: regsvr32.exe [filename]

SHA256 hash: 7312353bab71ecefec6888bb804afd71f67178ded4ce41960924d3d6f7400320

o File size: 408,576 bytes

e File location: hxxp://190.14.37[.]12/6537991.dat

e File location: C:\Biloa\Dopaters3.ocx

o File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
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e Run method: regsvr32.exe [filename]
SHA256 hash: 7264fc1e81ff854b769f8e19ced247fb95210a58ddd5edce4a6275ddc38e5298

e File size: 920,064 bytes

¢ File location: C:\Users\
[username\AppData\Roaming\Microsoft\Hezuky\bbcdipimaxckk.dll

o File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

e Run method: regsvr32.exe [filename]

Note: No binaries for Cobalt Strike or the VNC activity were found on the infected Windows
host.

Final words
This infection shows some changes in Qakbot.

Earlier this year, Qakbot samples created a scheduled task that pointed to an additional
registry update with base64 code used to re-create the Qakbot binary after a reboot. | no
longer see that with recent Qakbot samples.

Also, this infection didn't stay persistent after logging out or doing a reboot. Normally,
Qakbot keeps the active DLL in memory. If a victim logs our or reboots, Qakbot saves the in-
memory DLL to disk and creates a registry update at
HKCU\Software\Microsoft\WWindows\CurrentVersion\Run. After rebooting and/or logging
back in, this registry update loads the DLL, then Qakbot deletes the registry update and
erases the DLL that had been saved to disk.

In this case, a Qakbot DLL was already saved to disk long before | tried logging
out/rebooting. Furthermore, the infection did not persist after | logged out.

There's also a data binary stored ata C:\u\ directory created by Qakbot. From a forensic
point of view, things are noticeably different with recent Qakbot infections. Not drastically
different, but the changes are noticeable.

A pcap of the infection traffic along with malware (Excel file and DLL) from an infected host
can be found here.

Brad Duncan
brad [at] malware-traffic-analysis.net

Keywords: YNC Qbot Qakbot malspam CobaltStrike Cobalt Strike
0 comment(s)
Join us at SANS! Attend with Brad Duncan in starting
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