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The hidden C2: Lampion trojan release 212 is on the rise and using a
C2 server for two years.

Lampion trojan is one of the most active banking trojans impacting_Portuguese Internet end
users since 2019. This piece of malware is known for the usage of the Portuguese Government
Finance & Tax (Autoridade Tributéria e Aduaneira) email templates to lure victims to install the
malicious loader (a VBS file). However, fake templates of banking organizations in Portugal
have been used by criminals to disseminate the threat in the wild, as observed in Figure 1
below with a malicious PDF (151724540334 Pedidos.pdf).

B 150 77454000 Pedidos.pdl - Adobe Acrohat Reader 0

Farer dorseniboad

Figure 1: Emails templates are delivering malicious PDFs impersonating banking
organizations in Portugal to spread Lampion trojan.

The malware TTP and their capabilities remain_the same observed in 2019, but the trojan
loader — the VBS files — propagated along with the new campaign has significant differences.
Also, the C2 server is the same noticed on the past campaigns since 2020, suggesting, thus,
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that criminals are using the same server geolocated in Russia for two years to orchestrate all
the malicious operations.

FUD capabilities of the Lampions’ VBS loader

Filename: Comprovativo de pagamento_2866-XRNM_15-02-2022 06-43-54 _28.vbs
MD5: 2e295f9e683296d8d6b627a88ea34583

As expected, the Lampions’ VBS loader has been changed in the last years, and its modus
operandi is similar to other Brazilian trojans, such as Maxtrilha, URSA, Grandoreiro, and so

on. In detail, criminals are enlarging the file size around 56 MB of junk to bypass its detection in
contrast to the samples from 2019 with just 13.20 KB.

LAMPION VBS - 2819 (13.28 KB) LAMPION VBS - 2822 (56.44 MEB)
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Figure 2: Lampions’ VBS loader file enlarge technique to bypass its detection.

Undetected

The VBS file contains a lot of junk sequences, and after some rounds of code cleaning and
deobfuscation, 31.7 MB of useless lines of code were removed.
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BEFORE CLEANING AFTER CLEANING

| £| Comprovativo de pagamento_2866-XRNM_15-02-2022 ... [& <] Comprovative de pag _2866-XRNM_15-02-2022 ..
General SGd:.SmtyiDddaEwan\'um WSnu|5m.ﬂy|Detah|Pmme
ﬁ sagamento_2866-XRNM_15-02-2022 06-43-54_28 ='_-S sagamento_2866-XRNM_15-02-2022 06-43-54_28
Type of file VBScript Script File ( vbs) Type of file:  VBScnpt Script Fie [ vbs)
Opens with . Microsoft @ Windows B Change.... Opens with & Mcrosoft & Windows B Change..
Location C\Users'dude ' \Desidop \Comprovativo de pagamer Location Ch\Users'\dude'\Desktop Comprovativo de pagamer
Size: 56.4 MB (59,173,773 bytes) Size 24.7 MB (25,980,580 bytes)
Size ondisk: 564 ME (59,183,104 bytes) Size on disk: 24 7 MB (25,980,928 bytes)

Figure 3: Lampions’ VBS loader size before and after removing the junk sequences.

The final file after the cleaning process has around 24.7 MB, and it is responsible for creating
other files, including:

e a 2nd VBS file with a random name (2nd_stage_vbs) that will download the Lampions’
final stage — two DLLs from AWS S3 buckets

» other VBS file that will execute the previous file by using a scheduled task also created
by the 1st VBS loader.

The next figure presents the structure of the Lampions’ VBS loader after the cleaning and
deobfuscation process.
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Figure 4: Lampion’s VBS loader after some rounds of deobfuscation.

As mentioned, the 1st stage (Comprovativo de pagamento_2866-XRNM_15-02-2022 06-43-
54 _28.vbs) creates a new VBS file (2nd_stage vbs) inside

the %AppData%\Local\Temp folder with a random name (sznyetzkkg.vbs). Also, another
VBS (jghfszcekwr.vbs) is created with code responsible for executing the previous VBS file
(sznyetzkkg.vbs) via a scheduled task.

A scheduled task is created with the service description and author Administrator user
associated. This scheduled task will execute the second VBS file jghfszcekwr.vbs that
contains instructions to finally run the sznyetzkkg.vbs file (the 2nd VBS stage).
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Figure 5: Creation of the 2nd VBS file and the auxiliary VBS file. Also, the scheduled task
responsible for creating the auxiliary VBS file is shown.

After running the initial VBS file, the two additional VBS files are finally prepared to be
triggered. That task is then performed by the scheduled task as presented in Figure 6. The
source code of the jghfszcekwr.vbs file is quite simple and just executes the 2nd VBS file
(sznyetzkkg.vbs). We believe this is just a procedure to make hard the malware analysis as
well as difficult its detection — something we confirmed during the analysis, as the AVs don't
detect properly those files during the malware infection chain.
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Name Status Triggers Mext Run Time Last Run Time Last Run Result Author Created

2 emgfifgdrws... Ready At7:46 PM on 2/22/2022 - Trigger expires at 2/23/2022 12:34:05 AM.  2/22/2022 746:05 PM  Never Administrator
B guktddjwetg... Ready At7:21 PM on 2/22/2022 - Trigger expires at 2/23/2022 12:09:50 AM.  2/22/2022 T:21:50 PM  Never Administrator
& kmjbodkrhtcc  Ready At 4:34 PM on 2/22/2022 - Trigger expires at 2/22/2022 5:04:20 PM. 2/22/2022 434:25PM  The operation completed successfully. [0x)) Administrator
o= =
! kompttkrhtc Progerties (Local Computer) = | General l‘]’nggm] .chons_i Cnndrtluns: Settings
General | Triggers | Action: | Conditions | Settings | Mistory (desabled) Specify additional settings that affect the behavior of the task.

When you create a task, you must specify the action that will occur when your task starts.

4| Allow task to be run on demand
Action Details 1 ]

Start a program

Run task as soon as possible after a scheduled start is missed

I the task fails, restart every:

e — = ¢ = ¥| Stop the task if it runs longer than: Idays  ~ =

General | Trggers | Actions | Conditions | Settings | Histe  giables | |

. 4] ¥ the running task does nat end when requested, force it to stop
Name: lemjbodiorhtox |
Location: If the task is not scheduled to run again, delete it after: da
Author: Administrator If the task is already running, then the fiollowing rule applies:

Description:  Administrator i
Do not start a new instance =

OK Cancel

Figure 6: Schedule task (1) responsible for executing an auxiliary VBS (2) file which in turn
runs the second VBS stage.

After that, the VBS file dubbed sznyetzkkg.vbs is executed. All the steps highlighted in Figure
7 are typically known from the last Lampions campaigns. This VBS file is quite similar to their
predecessors, and it performs some tasks:

o Deletes all the files from the startup folder with the following extension: Ink, vbs, cmd,
exe, bat and js.

¢ Decrypts the URLs containing the final stage of Lampion trojan.

o Creates a .cmd file into the Windows startup folder to maintain persistence.
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Name Status Triggers

7 mjtuatkrhtes Properties (Local Computer)
General | Triggers | Actions | Conditions | Settings | History (disabled)
When you create a task, you must specify the action that will occur when your task starts.

T— 1 4

Start a program

Mext Run Time

Last Run Time Last Run Result

2 emgfifgdrws... Ready At7:46 PM on 2/22/2022 - Trigger expires at 2/23/2022 12:34:05 AM.  2/22/2022 746:05 PM  Never
B guktddjwetg... Ready At7:21 PM on 2/22/2022 - Trigger expires at 2/23/2022 12:09:50 AM.  2/22/2022 T:21:50 PM  Never
& kmjbodkrhtcc  Ready At 4:34 PM on 2/22/2022 - Trigger expires at 2/22/2022 5:04:20 PM.

2/22/2022 4:34:25 PM  The operation completed successfully. (0x0)

Author Created
Administrator
Administrator
Administrator

General | Triggers | Actions | Conditions | Settings | Histe) ~ disabled)

Name: lemjbodiorhtox
Location:
Author: Administrator

Description:  Administrator

Figure 7: Source-code of the 2nd VBS file and the encrypted URLs that will download the last

stage of the Lampion trojan banker.

[ 151 Create Task

| General l‘]’nggm] .chons_i Cnndrtluns: Settings

Specify additional settings that affect the behavior of the task.

4| Allow task to be run on demand

Run task as soon as possible after a scheduled start is missed

I the task fails, restart every:

¥| Stop the task if it runs longer than: 3 days il

&

1 I the running task does not end when requested, force it to stop

I the task is not scheduled to run again, delete it after:

If the task is already running, then the fiollowing rule applies:

Do not start a new instance =

OK Cancel

From this point, the modus operandi and TTP are the same observed since 2019. The clear
sign is the same algorithm used in 2019 to decrypt the hardcoded strings with the malicious
URLs was used. The script can be downloaded from GitHub here.
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Figure 8: Lampion trojan VBS decrypftor.

After running the script, we obtained the malicious URLs that download the next stage of
Lampion trojan. Once again, the AWS S3 buckets were the criminals’ choice, as observed in
the last releases of this malware.

encrypted:

[DWcif]

decrypted:

encrypted:

i v)ESQkxigfM [bW<iDjo#4 (ASkWLc2WIp epdoWgmsSi. $

zonaws.com/P-17-4

decrypted: https mypersonalstuffs.s3.us—-east-

[0

- aim

u

The first DLL (the trojan loader) is a point of interest in this analysis. This file was also enlarged
with lots of random BMP images inside — a well-known technique_that is being used by Latin
American gangs in their malware. This is a clear sign of cooperation between the several
groups.

The P-17-4 DLL is then renamed when downloaded and injected into the memory via the DLL
injection technique. The EAT function “mJ8LfIv0OGZnptOVNB2I is triggered to start the DLL
loader.C:\Windows\System32\rundlI32.dI\"%AppData%\Local\Temp\rand_folder\random_name.dIl"
mJ8LfIVOGZnptOVNB2I
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P-17-4

que é um: application/x-www-form-urlencoded (544 ME)
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Abrir cgm | Procurar...

] _guard ar ficheiro
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oK | Cancelar

Abrir P-17-4 (|

TROJAN DLL LOADER EXECUTED BY DLL INJECTION

Q he mypersonalstuffs.s3.us-east-2.amazonaws.com
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Optou por abrir:
| soprateste.zip

que é um: Compressed (zipped) Folder (8,3 MB)
de https://mypersonalstuffs.s3.us-east-2.amazonaws.com

0 que deve o Firefox fazer com este ficheiro?

Abrir com [ Wind _Exploru ( _‘T_‘inl -
@ Guardar ficheiro
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LAMPION DLL (TROJAN ITSELF)
PROTECTED WITH PASSWORD

Figure 9: Lampion DLLs — release 212 (February 2022).

The main goal of the DLL loader is just to unzip the 2nd DLL called “soprateste.zip”’ which is
protected with a hardcoded password. All the process from this point is the same as the last

articles we have published, namely:

o Targeting Portugal: A new trojan ‘Lampion’ has spread using template emails from

the Portuguese Government Finance & Tax - DECEMBER 2019
 Lampion malware origin servers geolocated in Turkey, FEBRUARY 2020

o Lampion malware v2 February 2020, FEBRUARY 2020

* New release of Lampion trojan spreads in Portugal with some improvements on

the VBS downloader, JULY 2020

o Lampion trojan disseminated in Portugal using COVID-19 template, FEBRUARY

2021

Details of the Lampion release 212

The single task of the first DLL is just to unzip the 2nd one with a hardcoded password. As

usual, the DLL inside soprateste.zip carries a message in Chinese for researchers:
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| 1 soprateste 2/22/2022559PM  Compressed (zipp... 8519KB
| ®6=, x=mg, senSiosn, ®oASHEN I SRERNEE 11/4/2021 351 AM  File 8,850 kB |
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Figure 10: Message hardcoded inside the soprateste.zip DLL (the Lampion itself) an pa of
the unzip process.

As usual, the trojan maintains intact its EAT since 2019. The call “DoThisBicht” is invoked
from the DLL loader, and the malware starts its malicious activity. Figure 11 below shows the
comparison of the EAT between the different versions from 2019 to 2022, and no differences
were noticed.

dbkFCallWrapperiddr
dbkFCallWrapperaddr [ -y
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ok L ZEESFS 1 TT2640 194E4A2 d ThMethodimplementationintercept
‘WhetUzeConnectionW' OuD0BIE4F bkFCallWrapperAddr {
WNetGelConnect P 26E9FC 2 FoB4 194E48E _dbk_feall_wrapper CalormPrincipal
w ws::‘:; 2EEADD 3 atBed 1MEIEC TMethodimplementationintercept | GetFaeversioninfosioh
o T Tt ZEEADY I TAATDC 194D6DE CallFormPrincipal i
Z2EEADR 5 Tansse 1940753 GetFileVersicninfoSized {
WhietAddC onnection2A 0x00B464DC 2EEANC & Taag4s 1MDTIF GetfileVersicninfol VerQuenyialued
VerQuenyValueW 0nD0B4G548 2EEATD 7 T4A860 194E408 VerQuenyVahued VerQuenyalue
VerQueryValued OnDOBABSEC JEEAML B T4ABIC 154E414 VerQuenyValueW 1 s W
TMethedimplementationintercept  Del04A1884 818 [ 744830 1940783 GetFileVersioninfoW -G""""""_"'“
SHGFoldePathiV OOBHSTC EAIC A 748830 1340797 GetFileVersioninfoW JORN
A BaEE18 ZEEAZ0 B 1 = 1340758 GetFileVersioninfoSineW | GetfileVersioninfoSieW
i RS 266824 C Sel . FinerSendMessage FrerSendMessage
- "0: m: 2EEA2R o T f.?( TOE FilterConnectCommunicationPort T ;
i - | i FlterConmectCommunicationPort
! ZEEAZC E 184DTAR GetMappedFileNameW |
il eriednlatiad Eemstan #A%0  F 744800 1946430 WhetAddConnectionZW GethappedFileName
26EA34 1] 13318 194E468 WhNetGetConnectianW WNetAddConnection2W
GetFileVersioninfol OuD0BAES5A 2EEA3R n TAATF4 154E451 ‘WhetCancelConnection2W "ﬂ Gt w
FilerSendMessage DuD0B45530 Z2EEA3C 12 T4ATER 1ME4TE WhetlseConnection\y' T .
FiterConnectCommunicationPort  GeD0B48524 EEAD 13 TAATDD 14E49 WNetAddConnection2A | WhsCancaiConnactionZW!
DoThisBicht - 2EEAM il T4AB6C 194DEFD CryptUIDIgCertMgr WhietuseConnectierity
JEEAdR 15 T4ASTO 194E3DE iy
CallFormPrinipal D:008464E8 R s TR ' | CoptiDigCenhige
SHGetFolderPathiy
Figure 32: Export Address Table (EAT) from the DLL inside 0.zip. DoThisbicht

Figure 11: Export Address Table (EAT) from the DLL inside the soprateste.zip file (the
Lampion trojan itself).

The target brands are the same observed in the past campaigns, with the focus on Brazilian
and Portuguese banking organizations.
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When started, the trojan collects information about the opened processes on the target
machine. If the title of the pages matches the hardcoded strings presented above, then it starts
the malicious overlay process that presents fake messages and windows impersonating the

(28):
(16):
(26):
(18):
(14):
(18):
(24):
(42):
(20):
(14):
(16):
(20):
(22):
(18):
(20):
(36):
(14):
(32):
(16):
(32):
(20):
(20):
(14):
(14):
(14):
(18):
(18):
(22):
(18):
(20):
(32):
(14):
(18):
(18):
(30):
(18):
(14):

banco montepio
montepio
millenniumbcp
Santander

BPI Net

Banco BPI
Caixadirecta

Caixadirecta Empresas

NOVO BANCO
EuroBic

Credito Agricola
Login Page

CA Empresas
Bankinter
ActivoBank

itauaplicativo.exe

TravaBB

Banco do Brasil
Traazure

Caixa Economica
Travsantos
Santander
Travsic

Sicred
Travite
Travdesco
Bradesco
BANRITRAVAR
Banrisul
TravaBitco
Mercado Bitcoin
Travcit

Citibank
Travorigs

Banco Original
SICTRAVAR

Sicoob

target bank to lure the victims.
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Figure 12: Lampion overlay screens (courtesy of MllenniumBCP — Portugal).
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Figure 13: Part of the hardcoded messages present on the Delphi forms that are exhibited
during the trojan execution.

As mentioned, Lampion is using the same C2 server geolocated in Russia at least for two
years. Figure 14 compares the Lampion release 207 — from 2020 — and the new release 212 —
February 2022. As presented, the server “5.188.9.28” has been used at least since 2020 by the
criminals’ gang in order to orchestrate all the operations.
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Figure 14: Lampion is using the same C2 server observed in 2020 and gelocated in Russia.

Interestingly, the C2 server — a Windows machine — has the Microsoft RPC Endpoint Mapper
service exposed, which allows mapping some of the services running on the machine,

associated pipes, hostname, etc.

Through this information, it was possible to obtain the hostname of the remote machine: \WIN-

344VU98D3RU.

After a quick search, the hostname seems to have already been associated with other
malicious groups operating different types of malware, such as the bazaar (see the article
here), and also LockBit 2.0 ransomware (take a look here).
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During this event, we believe that the attacker disclosed the remote workstation name “NIRESSNUSSHIN

Event 4624, Microsaft Windomws security sudiing.

Garviral  Dietails

[An account was successtully logged on.

[ Subject:
Sacurity ID: MULL SID
Hccount Mame: =
Accourt Domain: =
Logon ID: ()

Logan Informatio:
Logen Type: 3
Restricted Admin Mode -
Wirtual Account: Ho
Elevated Token: Ve

smpersonation Level: Imperscraticn

Hawe Logor:
Security 1D §-1-5-21-
Accourt Neme:

Account Domain:

Logeon I OxB2CT0TD
Lirked Logon I0: 0
Metwork Account Name: -

Metwork Account Doman:

Logen GUID: 1 DOO0A000- D000-0000-0000-000000000000}

Process Informatiore HTTPS: //WWW.LEMAGIT.FR/ACTUALITES/252510802/RANSOMWARE-COMMENT-
Process ID: L) LA-FRANCHISE-LOCKBIT-28-GONFLE-ARTIFICIELLEMENT-SES-CHIFFRES

Process Name

Hetwark Infarmation:
Workstation Mame: WIN-344VUSEDRL
Source Network Address: 10,
Source Port:

Detailed Authentication Information:
Logen Process el mSsp
Authentication Package  NTLM
Transited Services:
Package Name (NTLM onlyl:
Koy Langth: 12

NTLM V2

HTTPS://THEDFIRREPORT.COM/2821/11/29/CONTINUING-THE-BAZAR-RANSOMWARE-STORY/

Figure 15: |0Cs related to the hostname used by Lampions C2 server (\WIN-344VU98D3RU).

Although it is not possible to confirm whether this is a hosthame associated with other Cloud
machines and used by legitimate systems, it was possible to identify that there are machines
spread all over the world with the same hostname, and in some situations, only a few
machines available per country.

In total, 81.503 machines were identified, with around 45k in The Netherlands, 25k in Russia,
2.5k Turkey, 2K Ukraine, 1.5k in US, etc.
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The complete list of hosts can be found below.
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Final Thoughts

Nowadays, we are facing a growing of Brazilian trojans at a very high speed. Each one of them
with its peculiarities, TTPs, etc. With this in mind, criminals achieve a FUD condition that allows
them to avoid detection and impact a large number of users around the world.

In this sense, monitoring these types of 10Cs is a crucial point now, as it is expected that in the
coming weeks or months new infections or waves can emerge.

Mitre Att&ck Matrix and Indicators of Compromise (IOCs) are available in the original post
published by the cybersecurity researchers Pedro Tavares:

https://seguranca-informatica.pt/the-hidden-c2-lampion-trojan-release-212-is-on-the-rise-and-
using-a-c2-server-for-two-years/#.Yi32dnrMK5d

About the author Pedro Tavares:

Pedro Tavares is a professional in the field of information security working as an Ethical
Hacker, Malware Analyst and also a Security Evangelist. He is also a founding member
and Pentester at CSIRT.UBI and founder of the security computer blog seguranca—
informatica.pt.

19/21


https://i0.wp.com/securityaffairs.co/wordpress/wp-content/uploads/2022/03/Lampion-trojan-16-3.jpg?ssl=1
https://seguranca-informatica.pt/the-hidden-c2-lampion-trojan-release-212-is-on-the-rise-and-using-a-c2-server-for-two-years/#.Yi32dnrMK5d
https://twitter.com/sirpedrotavares
https://seguranca-informatica.pt/

Pierluigi Paganini

(SecurityAffairs — hacking, Lampion trojan)
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Experts believe that Russian Gamaredon APT could fuel a new round of DDoS attacks
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There you can buy or download for free private and compromising data of your competitors. We public
schemes, drawings, technologies, political and military secrets, accounting reports_and clients
databases. All this things were gathered from the largest worldwide companies, conglomerates and
concerns with every activity. We gather data using vunlerability in their IT infrastructure. in their
IT infrastructure.

Industrial spy team processes huge massives every day to devide you results. You can fid it in their
portal:

e/
(Tor browser required)

wWe can save your time Eaining your own goals or goals of your compan¥.wﬁth our information you could
refuse ?artner5h1 with unscrupulous partner, reveal dirty secrets of your competitors and enemies and
earn millions dollars using insider information.

"He who owns the information, owns the world”

Nathan Mayer Rothschild

The strange link between Industrial Spy and the Cuba ransomware operation
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