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https://blog.netlab.360.com/wo-men-kan-dao-de-wu-ke-lan-bei-ddosgong-ji-xi-jie/
https://blog.netlab.360.com/tag/botnet/

ATUERHEFIAE2H 158 |, 273X, EFEERNELE X/ MELKC2
mirai_5.182.211.5 23115 % , )2022-02-16 03:02:37+08:00% H E— LB HIEL 14F

2022-02-17 01:08:27+08:00& fa— %154 , B RIBT T 185.34 x.X/243 X NMELHIIP |, XLk

IP¥4 /& T“online.oschadbank.ua”,

FAFEFRAET ST . ua MuEHRIDDoST T |, [R T NTPRET AT , HE RS iRbotnetE < |

# K Mirai, Gafgyt. ripprbot, moobotFlircBotZ5MNFKiEMI 102 41NC2, F A Xz kv R 4H
KAMELEIRE , XEABER , A TRNERBINEARTIRERZINC2HES . RE—1

C28 L& IR R Akt oschadbank.ua”t8 XK JLANFikh , HABMC2I T T ARIE RN Z 4

Bx. [RTRIE , TEZIELELI4NC2,

1, mirai_5.182.211.5

HIEEANT |, KC2AERTERIIE (2022-02-11~2022-02-17) AW

7 “online.oschadbank.ua”X—AB#x. FHKITHKZEEMN28 1182128 148 B FFEIHIREE R

A, FprURLFIMDSST R A0 F -

e5822f8f9hc541e696f5520h9ad0e627

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

39532b27e2dbd9af85f2da7ff4519467

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

69b51b792b1fca9a268ce7cclel1857df

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

70aaa4746150eba8439308096b17d8cc

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

68ed4532bd6ad79f263715036dee6021

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

54bd85b40041ba82aelb57664ee3e958

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

1b7247a2049da033a94375054829335d

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

ac4d8d0010775e185e12604c0e304685

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

Oecab3a2dca6384b7b1b7de186e835b5

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

cCc79916ele472a657a%9ae216b2602a7b

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

8f488f3218baec8b75dc6e42e5c90a47

http://5.182.211.5/z011mxjm4md147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

b307dd0043e94400T8632c4d0c4eaele

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

340255h25edf28c8de140f3f00306773

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

e2b103a3b74ddobfdo8ffd27edo7f2c6

http://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

1486
mpsl
mips
arm
m68k
arc
1686
x86_64
sh4
arms
armé
arm7
spc

X86
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2022-02-16 21:27:44+08:00 mirai
ddos atk_7 185.34.224.121
atk_time=600, netmask=32, /wb/api/v2/session, post,

5.182.211.5

{login:rrre, password:vvv, captcha:}, 443, online.oschadbank.ua, affected=online.oschadbank

2022-02-16 21:19:04+08:00 mirai

ddos atk_7 185.34.224.121
atk_time=600, netmask=32,online.oschadbank.ua, /wb/api/v2/session, post,
{login:rrre,password:vvv, captcha:}

2022-02-16 21:06:14+08:00 mirai

ddos atk_5 185.34.224.121
atk_time=600, netmask=32,109.110.75.23,443,1,1,1,affected=online.oschadbank.ua
2022-02-16 19:17:12+08:00 mirai 5.182.211.5

ddos atk_5 185.34.224.121
atk_time=1200,netmask=32,1,109.254.6.88,443,1,1,affected=online.oschadbank.ua
2022-02-16 18:55:07+08:00 mirai 5.182.211.5

ddos atk_5 185.34.224.121
atk_time=1200,netmask=32,1,93.188.39.70,443,1,1,affected=online.oschadbank.ua
2022-02-16 18:34:18+08:00 mirai 5.182.211.5

ddos atk_5 185.34.224.121
atk_time=1200,netmask=32,91.206.111.88,443,1,1,1,affected=online.oschadbank.ua
2022-02-16 18:15:23+08:00 mirai 5.182.211.5

ddos atk_5 185.34.224.121
atk_time=1200,netmask=32,78.26.168.101,443,1,1,1,affected=online.oschadbank.ua
2022-02-16 17:55:35+08:00 mirai 5.182.211.5

ddos atk_5 185.34.224.121
atk_time=1200,netmask=32,195.182.202.20,443,1,1,1,affected=online.oschadbank.ua
2022-02-16 17:39:01+08:00 mirai 5.182.211.5

5.182.211.5

5.182.211.5

ddos atk_5

atk_time=900, netmask=32,443,1,1,1,37.115.24.108, affected=online.oschadbank.ua

2022-02-16 17:24:37+08:00
ddos atk_5

atk_time=900, netmask=32,78.31.254.20,443,1,1,1,affected=online.oschadbank.ua

2022-02-16 17:24:37+08:00
ddos atk_5

atk_time=900, netmask=32,78.31.254.20,443,1,1,1,affected=online.oschadbank.ua

2022-02-16 16:48:55+08:00
ddos atk_5

185.34.224.121
mirai 5.182.211.5
185.34.224.121
mirai 5.182.211.5
185.34.224.121
mirai 5.182.211.5
185.34.224.121

60195

60195

60195

60195

60195

60195

60195

60195

60195

60195

60195

60195

atk_time=900, netmask=32,443,1,1,1,249,46.219.126.90, affected=online.oschadbank.ua

2022-02-16 13:41:41+08:00

ddos atk_5
atk_time=120, netmask=32,255.255.
2022-02-16 13:25:49+08:00

ddos atk_5
atk_time=120, netmask=32,255.255.
2022-02-16 13:23:33+08:00

ddos atk_6
atk_time=120, netmask=32,255.255.
2022-02-16 11:06:32+08:00

ddos atk_5

mirai 5.182.211.5

185.34.224.121
255.255,443,1,affected=online.oschadbank.ua
mirai 5.182.211.5

185.34.224.121
255.255,443,1,affected=online.oschadbank.ua
mirai 5.182.211.5

185.34.224.121
255.255,443,affected=online.oschadbank.ua
mirai 5.182.211.5

185.34.224.121

atk_time=10800, netmask=32,255.255.255.255,443, affected=online.oschadbank.ua

2022-02-16 05:04:45+08:00
ddos atk_5

mirai 5.182.211.5

185.34.224.121

atk_time=21600, netmask=32,255.255.255.255,443, affected=online.oschadbank.ua

2022-02-16 01:02:32+08:00

mirai 5.182.211.5

60195

60195

60195

60195

60195

60195
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ddos atk_5 185.34.224.121
atk_time=7200, netmask=32,255.255.255.255, 443, affected=online.oschadbank.ua
2022-02-15 23:00:06+08:00 mirai 5.182.211.5 60195
ddos atk_5 185.34.224.121
atk_time=7200, netmask=32,255.255.255.255, 443, affected=online.oschadbank.ua
2022-02-15 21:00:08+08:00 mirai 5.182.211.5 60195
ddos atk_5 185.34.224.121
atk_time=7200, netmask=32,255.255.255.255, 443, affected=online.oschadbank.ua
2022-02-15 20:01:13+08:00 mirai 5.182.211.5 60195
ddos atk_5 185.34.224.121
atk_time=3600, netmask=32,255.255.255.255, 443, affected=online.oschadbank.ua
2022-02-15 18:55:36+08:00 mirai 5.182.211.5 60195
ddos atk_5 185.34.224.121
atk_time=3600,netmask=32,255.255.255.255, 443, affected=online.oschadbank.ua
2022-02-15 18:30:32+08:00 mirai 5.182.211.5 60195
ddos atk_5 185.34.224.121
atk_time=1800, netmask=32,255.255.255.255, 443, affected=online.oschadbank.ua
2022-02-15 18:08:50+08:00 mirai 5.182.211.5 60195
ddos atk_o 185.34.224.121
atk_time=600, netmask=32, ,affected=online.oschadbank.ua
2022-02-15 17:42:26+08:00 mirai 5.182.211.5 60195
ddos atk_7 185.34.224.121
atk_time=600, netmask=32,online.oschadbank.ua,affected=online.oschadbank.ua
2 , mirai_209.141.33.208
ZC2HIHA1 A25RFEE LM |, HEAHIRIE LN T EIFTR.
January 18th 2022, 17:49:14.353 - February 17th 2022, 17:49:14.353 — Auto ~
15
2 10
rll_| (] (] H (]

2022-01-21 08:00 2022-01-2508:00 2022-01-2908:00 2022-02-01 08:00 2022-02-05 08:00 2. 022-02-13(
CIE16HIE T “www.szru.gov.ua” g :
2022-02-16 05:35:38+08:00 mirai 209.141.33.208
209.141.33.208 9999 atk_2 193.109.8.66 80

{'netmask': 32, 'flags':

3, gafgyt_172.245.6.134

[{'fid': 7, 'value': b'80'}]},affected=www.szru.gov.ua
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|
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2022-02-17 01:46:30+08:00 gafgyt 172.245.6.134
ddos OVH 213.156.91.92
uri=/,0VH,213.156.91.92,443,30,1024,affected=mail.uss.gov.ua
2022-02-17 00:08:31+08:00 gafgyt 172.245.6.134
ddos OVH 193.17.44.246
uri=/,0VH,193.17.44.246,443,60,1024, affected=bank.gov.ua
2022-02-17 00:07:40+08:00 gafgyt 172.245.6.134
ddos HEX 193.17.44.146
uri=/,HEX,193.17.44.146,443,60,affected=bank.gov.ua
2022-02-16 22:19:04+08:00 gafgyt 172.245.6.134
ddos OVH 193.17.44.246
uri=/,0VH,193.17.44.246,443,200,1024,affected=bank.gov.ua
2022-02-16 22:18:33+08:00 gafgyt 172.245.6.134
ddos OVH 193.17.44.146
uri=/,0VH,193.17.44.146,443,200,1024,affected=bank.gov.ua
2022-02-16 22:07:34+08:00 gafgyt 172.245.6.134
ddos HEX 193.109.8.66
uri=/,HEX,193.109.8.66,80,60,affected=www.szru.gov.ua
2022-02-16 22:01:44+08:00 gafgyt 172.245.6.134
ddos HEX 193.17.44.146
uri=/,HEX,193.17.44.146,80, 30,1024, affected=bank.gov.ua
2022-02-16 21:57:02+08:00 gafgyt 172.245.6.134
ddos OVH 193.17.44.246
uri=/,0VH,193.17.44.246,443,60,1024, affected=bank.gov.ua
2022-02-16 21:53:16+08:00 gafgyt 172.245.6.134
ddos OVH 193.17.44.246
uri=/,0VH,193.17.44.246,443,60,1024,affected=bank.gov.ua
2022-02-16 21:46:41+08:00 gafgyt 172.245.6.134
ddos HEX 193.29.204.11
uri=/,HEX,193.29.204.11, 443,120, affected=www.president.gov.ua
2022-02-16 21:44:41+08:00 gafgyt 172.245.6.134
ddos HEX 195.78.68.7
uri=/,HEX,195.78.68.7,80,120,affected=mova-ombudsman.gov.ua
2022-02-16 05:35:27+08:00 gafgyt 172.245.6.134
ddos HEX 193.109.8.66

uri=/, HEX, 193.

109.8.66,80,20,affected=fisu.gov.ua

4 , gafgyt_188.127.237.5

61108

611068

61108

61108

611068

61108

61108

61108

61108

611068

61108

61108

ZKC2MkEATE2 B6 B #Edd%: , ©1E28 16 BB T T “od.tax.gov.ua’ Mg
2022-02-16 01:54:00+08:00 gafgyt

STDHEX 193.200.32.26
26,80,120,affected=0d.tax.gov.ua

HXREF ATHIDDoS Kty

188.127.237.5 606
STDHEX, 193.200.32.
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CCTRACKMON

UNIQUE(active records) SUM_UP(record's count)

TIMELINE

2022-0219
0grad.rustattoo.u
01U

2022-02-16
“ enflagkremiiniu

g S
telenettv.ru

ast u
krasnodar.er.ru

ATAEE , & XHEERDDoSKHEMN2ATHMIFIAT |, IFEES BEHEEEMiEs., Re7=
AEEE , #XHEERKDDoSKEHREZL |, [RTimiE , TERZF i Ebotnetf{)C2,

gafgyt_195.133.40.71
gafgyt_212.192.241.44
gafgyt_46.249.32.109
mirai_130.162.32.102
mirai_137.74.155.78
mirai_142.93.125.122
mirai_152.89.239.12
mirai_173.254.204.124
mirai_185.245.96.227
mirai_45.61.136.130
mirai 45.61.186.13
mirai_46.29.166.105
mirai_84.201.154.133
mirai_ardp.hldns.ru
mirai_aurora_life.zerobytes.cc
mirai_cherry.1337.cX
mirai_offshore.us.to
mirai_pear.1337.cx
mirai_wpceservice.hldns.ru
moobot_185.224.129.233
moobot_goodpackets.cc
ripprbot_171.22.109.201
ripprbot_212.192.246.183
ripprbot_212.192.246.186

loC
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# C2 mirai_5.182.211.5

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

54bd85b40041ba82aelb57664ee3e958

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

5096be3bab6b9731293472d7chd78d18

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

70aaa4746150eba8439308096b17d8cc

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

9636a8818543b35d212e240c3094d7bb

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

cCc79916ele472a657a%9ae216b2602a7b

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

8f488f3218baec8b75dc6e42e5c90a47

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

c5350546e6d22075ac58f0b4410a9c9a

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

59b9988a7132fda4fb89bh3758411e9df

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

b307dd0043e94400f8632c4d0c4eaehe

arc

arm

arm

arms

arms

arme

armeé

arm7

arm7

# hxxp://5.182.211.5/z011mxjmdmd14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.1i1486

49bh9d14010071605549dcodfb77d5f59

hxxp://5.182.211.5/z011mxjm4md147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

e5822f8f9bc541e696f5520b9ad0e627

hxxp://5.182.211.5/z011mxjm4md14]jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

1b7247a2049da033a94375054829335d

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

€2135973f6d059d9dd09a853cfa241fc

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

45677381938006bbc019753dfdffb945

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

68ed4532bd6ad79f263715036dee6021

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

69b51b792b1fca9a268ce7cclel1857df

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

d38cc4879fedbc66ch8e772b28fbfd15

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

39532b27e2dbd9af85f2da7ff4519467

hxxp://5.182.211.5/z011mxjm4md147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

69717fbd6954f16794ff46e4b7cOf58a

hxxp://5.182.211.5/z011mxjm4md14]jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.
hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

Oecab3a2dca6384b7b1b7de186e835hb5

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

b21e118e9f6b4b393719€0669214946a

hxxp://5.182.211.5/z011mxjm4md147jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

340255b25edf28c8de140f3f00306773

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

84c7c39e3fladbdfdcfaad800d410829

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

bfaffefb3cc7f301d017242ca832cf45

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

e2b103a3b74ddobfdo8ffd27edo7f2c6

hxxp://5.182.211.5/z011mxjm4md14jjfjf7sb2vdmv/KKveTTgaAAsecNNaaaa.

8be8a51819d7493del5c5ad7471felcc

1486
1686
1686
m68k
m68k
mips
mips
mpsl
mpsl

ppc
sh4

sh4
spc
spc
Xx86
x86

x86_64
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# C2 mirai

# C2 gafgy

hxxp://172.
hxxp://172.

_209.141.33.208
hxxp://209.
hxxp://209.
hxxp://209.
hxxp://209.
hxxp://209.
hxxp://209.
hxxp://209.
hxxp://209.
hxxp://209.
hxxp://209.
hxxp://209.

141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.
141.33.208/bins/Zeus.

t 172.245.6.134
245.6.134:80/bins/arc
245.6.134:80/bins/arm

arm
arms
armé
arm7
m68k
mips
mpsl
ppc
sh4
spc
Xx86

hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

//172.
//172.
//172.
//172.
/7172,
//172.

245,
245,
245,
245,
245,
245,

.134:
.134:
.134:
.134:
.134:
.134:

80/bins/armb
80/bins/armé
80/bins/arm7
80/bins/m68k
80/bins/mips
80/bins/mpsl

hxxp://172.
hxxp://172.
hxxp://172.
hxxp://172.
hxxp://172.

# C2: gafg

hxxp://188.
hxxp://188.
hxxp://188.
hxxp://188.
hxxp://188.
hxxp://188.

245,
245,
245,
245,
245,

.134:80/bins/ppc
.134:80/bins/sh4
.134:80/bins/spc
.134:80/bins/x86
.134:80/bins/x86

(e N>R o) e BNe>REe) BNe) Be> R o) o) BN e)NEe) RN e)]

yt_188.127.237.5
127.237.5/a-r.
127.237.5/a-r.
127.237.5/a-r.
127.237.5/a-r.
127.237.5/i-5.
127.237.5/m-6.

.Sak
.Sak
.Sak
.Sak
.Sak
.Sak

ura
ura
ura
ura
ura
ura

hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

//188.
//188.
//188.
//188.
//188.
//188.

127.
127.
127.
127.
127.
127.

23
23
23
23
23
23

7.5/m-1.
7.5/m-p.

.Sakura
.Sakura

nw T 0003 3 3 3
1 1
Hn X o ~NO O A~

7.5/p-p.c-.Sakura
7.5/s-h.4-.Sakura
7.5/x-3.2-.Sakura
7.5/x-8.6-.Sakura

HEeR®d . rusgic2:

gafgyt_195
gafgyt_212
gafgyt_46.
mirai_130.
mirai_137.
mirai_142.
mirai_152.
mirai_173.
mirai_185.
mirai_45.6
mirai_45.6

.133.40.71
.192.241.44
249.32.109
162.32.102
74.155.78
93.125.122
89.239.12
254.204.124
245.,96.227
1.136.130
1.186.13

ac9a7a24b3e5229dfEe35f99bd8f4ddo
0592fc8590bb8b01618bd1075bf45971
a9a286065f59e833ce6310e4cabal327a
2a9ad76fbfe573820d89edc832a759a9
16cc3t8359bh55d32f133ecfd78092dcd
75011d511ee19¢c482¢cd12271¢c238d7d3
£3dd9da90cc830e370dfal3a96128bd0
a7578b554b50cf01c43ebc54c3029fb2
9798c9f24407da3bb709384f161e20a5
283d7df13561c851d8959f24dce2af99
dibf7c6e6dde347ea3414chbf38b4e25f

ed6013177b8c7e61f936c14b698c7hdc
89bb874db266e9aa4d9c07e994a0f02d
6a9587b5c95d16ce915c3218aalef68C
53526f9affd4d2219e6a33d497ef17f3
831353dd99cae5bb9ae7dcfi125bbed6e
ad59c219813642fc8d9af23131db12d1
72e13614d7f45adce589d3ab6a855653
9d2ed5th9b586ch369bh63aca5ee9c49e
4b0Ob53b2f13ceb16b14f8cf7596682bc
8e26db0a91c6ecec2c410764d1f32bbac3
13ead0d75d2fcdf53c7d6d8f40f615F4
015ed26¢cc1656246177004eab5c059fe
67d2f13fcd2622c85d974a6¢c41c285a4

f422e76ceead6fbl2alc53a68ed2f554
870e6969eb7db126e945cfd7e9a2ed5f
619517a7ff244del1dc574d2ffb6553d3
478ab4262768222839d51c7ea2e5e46f
03f6aeda4b403cead904240faec8d32f
d3dd19a2ae9228ca71bdf58e3450e205
2a2cc9b33cfefcif8dcf4eedd9666ddc
37f0100946589aeacdc647cchl4e9baa
f422e76ceead6fbl2alc53a68ed2f554
df831e3d07dad42cfabacf95ef97a753a
8c2a26b9171964d12739addb750f2782
9612862c128h5df388258a2e76e811a0
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mirai_46.29.166.105
mirai_84.201.154.133
mirai_ardp.hldns.ru
mirai_aurora_life.zerobytes.cc
mirai_cherry.1337.cx
mirai_offshore.us.to
mirai_pear.1337.cX
mirai_wpceservice.hldns.ru
moobot_185.224.129.233
moobot_goodpackets.cc
ripprbot_171.22.109.201
ripprbot_212.192.246.183
ripprbot_212.192.246.186
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