[QuickNote] Techniques for decrypting
BazarLoader strings
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1. Overview

Usually, to make it more difficult for analysts, malware authors will hide important strings and
only decrypt these strings during runtime. The famous malwares like Emotet, QakBot or
TrickBot often use the one or some functions to perform decrypting strings when needed.

However, on researching and analyzing some other malwares such as Conti, BlackMatter
and BazarLoader, instead of using a separate function to decrypt strings, these malwares
make it more difficult by saving the encrypted strings on the stack as stack strings. Then,
strings are decrypted by XOR-ing with a key value (this value may not be fixed) or through
quite complex computation. This technique consumes time of the analyst.

The images below are the pseudocode of the Conti and BlackMatter malware.

7| [62Rstrtmgz.dllle
8| |szRstrtmgr.d11[1] =
9| |szRstrtmgr.d11[2] =
szRstrtmgr.d11[3]
szRstrtmgr.d11[u4]

1
61
71

1

0x50 - (unsigned _ int8)szRstrtmgr.dll[j]) % Ox7F + 6x7F) % OXT7F
| text:00403900 _ oa 7 _stdcall =)(LPCSTR))¥_dynamic_resolve_api_funcs(6xF,
. text: 00403900 3 _Rstr _dll = LoadLibrarya(SZRsStrtmgr.dll);

lext:00UB96B3 eax, sNewRoman]
ext:00U@96B9

0UOIGEBF

0U@96CE

0Ue96CD

eue9eDy

04e96DB

OUE9I6E2

BUB9IBET

0UB96F B

0UB96F B

BUBI6FS

BUEI6FS loc_UB9I6FS ; CODE XREF: sub

OUBIGFS xor dword ptr [eax], 9 *PUSZUTINESNENRONAN "= 6x17019FF8u;

0UBIGFB add ea ++pusz_TimesNewRoman ;

BUBIGFE dec
ext :00UBI6FF jnz short loc_u@96F5
ext:00U@IGFF T
ext:00ue9701 push & ; index 99 GetDevicecaps(hdc,

0409703 push [ebp+hdc] ; hdc eateFontw_e(

0409706 call GetDeviceCaps (cy / (_inteu)npixels),

0ue9706

eue97eC mov

0UE9ITeE mov
ext: 068469711 Xor 105

This article uses the BazarLoader samples as an example to demonstrate how to decrypt
strings with:

o Automate resolving with IDAPython script.
o Emulate code with IDA uEmu plugin.
o Debugging with IDA Bochs plugin.
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2. BazarLoader samples

BazarlLoader was first discovered in April 2020. The malware loader has been continuously
evolving, allowing attackers to install additional malware, often used for ransomware attacks,
dropping Cobalt Strike, and stealing sensitive data. The common assumption is that the
distribution and post-exploitation activities of the loader are akin to the Trickbot malware.

These samples are all 64-bit Windows executable.

¢ Unpacked sample 1: cc522400b3fed1d2c4dcca16666ddcff
e Unpacked sample 2: 63c4bb3f1044f36632ce1759b62296dc

3. Decrypt strings

3.1. Using IDApython script

Analyzing the first sample of BazarLoader, we will see that it uses the same stack strings
decryption technique as in BlackMatter ransomware:

r---*|e0ee0e018000A622
H 066006018006A622

*Jecoceee 28
*oeecceeise

* Jocoeeen180

b CLLELLE]

* Joceeese
*Jecoeeee
*Joeeccee

* Joceeeee
*Jecoceee
*Jeeeecee 5 }
*Jecesess 59 5 (void (__fastcall *)(void *, int *))f_bazar_dyn_resolve_API(1li6u,
PYA )

8 (&unk_18001D2B0, V7E);
000000018000A65D
000000018000A65F
000000018000A65F Loc_18E0OOA6SF:
* |ece0000180600A65F mov
* |eoe000018080A663 xor
*|oeeceee1seeencss mov
0600601861 9 add
8 cnp

To decrp;[hese strings, you can use ;(Gdbg to debug or extract the above values and use
CyberChef to perform the following:

Recipe S ] Input
. @x3BBDEATS

Swap endianness Ox67CCR3TR

St fe s Nord lenmth (bute ®x39938B30

Hex o 4' . Pad incomplete words ~ @x55FFEF1E
From Hex

limiter Qutput

Auto kernel32.dll....
XOR

Oxleefff55 HEX

é-tahnd-ard [ Null preserving
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However, debugging with x64dbg or using CyberChef as above will take more time, to make
static analysis easier, | will use IDAPython script to decrypt the strings. The code | use is as
follows:

import idc, idaapi, struct
def bazarloader_decrypt_str(start_ea, end ea, xor_key ea):

enc_buf []
xor_key [1

xor_key_val = struct.pack("<I", idc.get_operand_value(xor_key ea, 1)}
for 1 in bytearray(xor_key_val): xor_key.append(1i)

1f start_ea is None or end ea is None or xor_key ea is None:
print ('Mot enough information to decrypt')
return

curr = start_ea
<= end_ea:
enc_val = struct.pack("<I", idc.get_operand_value(curr, 1))
for 1 in bytearray(enc_val): enc_buf.append(i)
curr = idc.next_head(curr)
for 1 in range(len(enc_buf)):

enc_buf[i] *= (xor_key[i % len(xor_key)]) &

return ''.join([[chr{c)} for c in enc_buf]ﬂ

bazarloader_decrypt_str

mov .
mov B [ end addr
*loon0818000A test .
* |000e018008A! jnz short loc_18

néily, bAy using the above script, the analysis process will be much more convenient:

decrypted string
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char v57; [rsp+Duh] [rbp+2Bh]
int sz_advapi32.dll[u4]; [rsp+D8h] [rbp+2Fh]

( !'byte_18001D330 )

byte_18801D330 = 1;

V55 = 0;

sz_kernel32.dLlL[8] = ©@x3B8D8ATS5;

sz_kernel32.d11[1] = ©x67CC837B;

sz_kernel32.d11[2] = ©x39938B30;

sz_kernel32.d1l1[3] = ©x55FFEF1E;
(i=eisl; i <4; +i)

{
sz_kernel32.d1l1[i] "= ex55FFEF1Eu;
}
LstrepyA = (LPSTR (__stdcall *)(LPSTR, LPCSTR))f_bazar_dyn_resolve_API(liél , Bx80);
( lstrcpyA )

{
lktrcpyn(g_sz_kern9132_dll, (LPCSTR)sz_kernel32.dl1);

v57 = 8;

sz_advapi32.dll[@] = ex74DDFEF3

sz_advapi32.dll[1] 0x2798F3E2;

sz_advapi32.dl1[2] BxT9CTFEBC;

sz_advapi32.dl1[3] = ©x15AB9A92;
(j=eisy; j<u; +j)

{
sz_advapi32.dll[j] "~ ex15AB9A92u;
}
LstrepyA = (LPSTR (_stdcall *)(LPSTR, LPCSTR))f_bazar_dyn_resolve_API(1lisu,
( lstrcpyA )

3.2. Using uEmu plugin

In the second sample of BazarLoader, the code that decrypt the stack strings is similar to the
Conti ransomware and quite complicated:

00EEBER2BUILEIBE rsp, char vi3; [rsp+58h] [rbp-2ph]

000000020U14E98A I

000000020U14E99Y [ +enc_buf], rax *eanu-F = 0x1De1443EU5T5UFO3164;

00EEBEN2OUILEI9IY rc .| enc_bufi[ex12] = exe6F;

000000020U414E99C 1 +dec_buf] vl3 = @;

000000020U414E9AL rl3, n *=Senc_buf[s] = ex6CUF1DUU33230ELFi6U;

00EEBEN2OUILEIAY [ +var_ul], ; o’ =Sgnc_buf[ex1e] = ex3u22;

0000RRO20Y1LEIAD rs r +enc_buf] qgmemcpy(dec_buf, enc_buf, sizeof(dec_buf));

000000020U14ESAE r (1 =e1ed;, 1 3+ 19, +1 )

000000020U14E9B1 rizd, edx {

000000020U1LEIBY ecx, dec_buf[i] = ((@xFFFFFFE9 * (dec_buf[i] - ©x6F)) % OX7F + BOX7F) % OXTF
000000020U414E9B9 [rsp+ +var_2D], }

000000020U1UESBE rax, vl = sub_20u414AB1A(al, dec_buf);

000000A26LILEICE rod, (v1)(dwFlags, lpModuleName, phModule)

000000020U414E9CE [rsp+ +var_uB], rax

000000020U14ESD3 [rsp+ +var_u3], 1
00606886268U14EIDA movsb —
15080000263 P40 4ECP

:000000020414FU1C rsp, 1= AiA0;

:0e000002041UFL20 r8d, *Enk_buf = 8x6B70702306676B7316U;

:000000020414F423 rod, *Sene_buf[8] = ©x2C6B7U3ETEOB67031i64;

:00800602641UFUY29 rax, *dec_buf = *gne_buf;

:0PEREAB20UIUFL33 quord ptr [rsp+58h+enc_buf], rax v6 = 8;

:000000020414FU38 rax, *Sdec buf[8x10] = 8x752C;

:008000020U1UFUL2 qword ptr [rsp+58h+enc_buf+8], rax
- 000000A20414FULT movups xmm@, xmmword ptr [rsp+ +enc_buf] {
:008008026U1UFULC mov word ptr [rsp+ +enc_buf+ 1. dec_buf[i] = (6x1C * (dec_buf[i] - ©x75) % ©xTF + OxTF) % OXTF;
:00080802041U4FU53 movups xmmword ptr [rsp+58h+dec_buf], xmme i

:00e0RRR2041U4FU5E [rsp+58h+var_E], }
:000000A20U14FU5D word ptr [rsp+ +dec_buf+ 1. (i 18 );

- 000000020414FU5D = sub_2041u4AB1A(al, dec_buf);
:000000020414FU6L v2();

:000808026U1UFU6L loc_20U1dFUsL: ; CODE XREF: sub_2

ith the code as shown in the figure, the implementation of using IDApython script will be
difficult and not feasible. The most suitable solution for this case is to use an emulator to
emulate the code. Here, | will use uEmu, a tiny cute emulator plugin for IDA based on
unicorn engine.

ciGGhGLGLLLLLELGELGELGIGEGIG

Very easy to emulate the decoding code with uEmu:
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First, set a breakpoint at the address after the string has been decrypted.

¥
M

pepeoEL20U1UESDC : rsp+rcx +dec_buf]
0OBOBOB2BUILEIEL :
DopeEOBEB2BUIUESEL

DEPEOER2BUIUEIET

DOBOBOB2BUILETIES

DOPEOBB2BUIUESER

DEPEOER2BUIUESEE

DOBOBOB2BUIUEIEF

DEREOEB2OUIUEIF2

DOBOBOB2BULLUEIFE

bopeoee2BU1UEIF

DEREOEB20UIUEIFD

ARAAAARIAIIIEIED

DEBEOBO2BUIUEIFF

bopeoeR2BU1UEABY

0OBOBOB2BU1IUEABT

n
[ ]
n
n
n
n
n
n
n
n
n
n
n
n
n
n
n
[ ]
n
n
[ ]
L

Go to the beginning of the function and select the starting address of the function, then
start uEmu. The CPU Context Edit window will appear, click OK to continue. uEmu will
now initialize the emulator. Check the CPU context to see if the address of the

EIP/RIP register is pointed at the beginning of the function:
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00000020414E980 var rd ptr

rd ptr
/te ptr Register Value
jte ptr 00
£ yte ptr 0<0
000000026414E980 0x0
:0E0E0AB26UIUEISE push 00
:pE00E0020U14EIS2 push 00
:000000020414E98Y push 00
90900020414EIBS push ii
:00000EE26U1LEISE sub o
-0OEEEEO20L1UEISA o
-0EEEEEO20L1IUEIIY o
-0EEEEEO20L1UEID 00
-0EEEEEO20L1UEID o0
-0EEEEOO20U1IUEIA o0
-0OEEEOO20L1IUEIA 00
-0OEEEOO20U1IUEIA o0
-0EEEEOO20L1UEIA 0x0
-0EEEEOO20U1UEIB s 00 Jar
-0EEEEEO20L1UEIBY |_|
-0OEEEEO20L1UEIBY ;
-00EEEOO20L1UEIBE
-00EEEO020L1UEICS oK Cancel Search Help

0000000204 14EICE Line 1 of 18

figw-A

Pseudocode-A UEmu CPU Context

CPU context at [ push ri3 ]

.text:000000020U1UE982
.text:000000020U14E9BY
.text:000000020U1UE985
.text:000000020U1UE986
.text:00000002041UE98A
-0606000020414E99U
-0606000820U1UE999
-066000082041UE99!
-06600082041UE9A
00000002041LUE9AL
:00000002041UE9A9
00000002041UE9AE
:0060000020414E9B1
00000002041UE9BY
:0060000020414E9B9
00000002041UE9BE
:000000020414E9CE
00000002041UEICE 2
:000000020414E9D3 LEuEmuCDntrul
00000002041UE9DA rep movsb

10000000204 1UEIDA
:000000020U1UESDC

Start Run Step Stop

Then, through uEmu Control, you can trace the code by Step or Run to emulates
instructions until breakpoint is reached. During execution, uEmu will ask about
unmapped memory, select No to continue.
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View-A o8 x| [§ pseudocode-4 uEmu CPU Context, Output window (]
000000020414ESDC loc_20414E9DC: PRI ~ | (15 Lemu cpu context
X +dec_buf]

000800020414EIES
000000020414EIER
0600000 20U1UESEE

0000000 2041UEIFY
00000020U14ESFD

B
<

[Z] output window

[UEmu]:  cpy [Ze4168006: Z04168FFF |

[uEmu]: Emulation started

nov Flushing buffers, please wait...ok

add [uEmul: | <M> Missing memory at exffPFFfffFffffffs, data size = 8, data value = @x@

pop [uEmu]: map [FFFFFFFFFFFFFFF8:FFFFFFFFFFFFFFFF] -> [FFFFFFFFFFFFFOBO: FFFFFFFFFFFFFFFF]
pop 17[uEmu]: Breakpoint reached at x20414ESFF : lea rdx, [rspr8shrdec_buf]|

pop me |

pop
jmp

[T5) uEmu Control

sub_20414E98@ endp

10000000 20UIUEA26 ;| ———=— e e e e e e e
algn_20414EA29:
align
00080020U14EA2A
OUTINE Start Run Step Stop

Press Step, to trace over the lea command. Then using uEmu’s Show Memory
Range feature, enter the address of the rdx register and select Add. The result will
be similar to the following:

View-A oa x Pseudocode-A Emu CPU Context, uEmu Memory [ ], Output window (£
00008820U1UEIDC loc_20U1UE9IDC: ; CODE XREF: § \EuEmuCFU Context

movsx 2 d uf] CPU context at [ mov rcx, rie ]
sub

1 0000B0020U1LESEF
000000020U1UESF2 Comment:
00080020U14EIF6 i

Cancel

T LOC_ZBOILEILC
:000008020414ESFD s
:000008020U1LESFF 3 ) +dec_buf]

[T uEmu Memory [ ]

A View-A 08 x| [{ Pseudocode-A uUEmu CPU Context, uEmu Memary [ ], Output window  [E)
00000020414E9DC loc_20414E9DC: ; C e~ \EuEmu CPU Context

i
CPU context at [ mov rex, rle ]

movsx S +dec_buf]
sub

imul

cdq

idiv

lea

cdq

idiv

rt loc_20414E9DC

+dec_buf] [TE] uEmu Memory [ ]

Memory at [

o 1 2
FFFFFFFFFFFFFFCO
FFFFFFFFFFFFFFDO

decrypted string

text:000000020U14EA20

3.. Debugging with |

pop

DA Bochs Plugin

IDA Bochs debugger plugin allows malware researchers to debug malicious code in a
safe/emulated environment. For more information please visit [1], [2].

In order to debug the code that decrypt the string, we configure the Bochs plugin to work in
IDB mode. This mode is used to debug code snippets by simply selecting the code from the
database.
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t} Bochs configuration

socrsre | [ [TeTorer

Operation mode
() Digk image
@) IDE
) PE

Delete image files upon session end

aE i

a4-hit emulation

dl Dreaspoints wWnen protecied mode 15 enabied

Startup stack size (in KE)

Maxirmum memary {in KB 716

i CODE XREF
; StopWorke:

00000020414BBEY push

pustr
& push
El 80600026041LBB8Y push
-Ei 8000002041UBEBSA sub
t 000000020414B|

-t 00000020414BBY
-text:000000020414BBID

-text:000000020414BBAG

L EH e GG B ) D@ Hgd e F X

1

; ImN |

M Library function [ Regular function [ll Instruction  Data [l Unexplored [l External symbol [l Lumina function

Debug View 8 @&
IDA View-RIP

text:0B0060020U1UBE

> @ O o

r
{

intéu _ fastcall sub_2eu1upB8u(_intéd al, _ inté4 a2, _ inted a3, unsigned int au)

__inted i; rcx
_inted (_ fastcall *v8)(__inted, intéu, _QWORD);
BYTE enc_buf[19]; [rsp+35h] [rbp-53h]
1; [rsp+ug8h] [rbp-ueh]
[rsp+58h] [rbp-2Dh]

, sizeof(dec_buf));

x13; +i )
4 * (dec_buf[i] -

sub_20414AB1A(al, dec_buf);
2, a3, au);

4) debugger e | P

&7 2 a8

Structures 3]
O @ x | [[f] deREferencng -Registers

Enums

From here you can trace the cdesusual r simply set a breakpoint at the address after

finished decryting the string and press F9. The resulting at rdx

decrypted string as follows:

register will point to the
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SEie-2- B S ¥ e @O o

M Library function Reqular function [l Instruction Datz [l Unexplored [l External symbol Lumina function

Debug View B A Structures i Enums
DA View-RIP 0 & x eREferencing - Registers

loc_2041UBBE®: ; CODE XREF: 0000000000000001
movsX p d 1 FFFFCBEORB0000080
sub 000REAAOAGEEA613S

:000000020414BBES imul . ; 0000000204178F58

000000204 14BBEB cdq 0000000204178F6B
:000000020414BBEC idiv 0000000204178F58
0000000000000000
000000000000007F

0000000000000000

:00000002041UBEFA i 0000000000000001
000000204 14BBFD 0000000000000000

:000000020414BCO1 0000000000000000

0000000000000000

0000000000000000

0000000204178F10 0000000000000000
9668EE2641LBCOB .

:000000020414BC10 00000000000000U6
00000020414BC10

:000000020414BC15
960800260414BC1A

:000000020414BC1D 2

[@] Threads

Decimal Hex State Name
[ 2824 1314 Ready sub_20414BB84

0000BO08 00000C
< >

=] Hex View-1 B @ Hex View-2 Hex View-3 Hex View— [[E] derEferencing - Stack

0000000204178F10
000000020U178F18

0000000204178F20

4. References
End.

m4n0w4r
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