A detailed analysis of Lazarus APT malware disguised as Notepad++ Shell Extension
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Summary

Lazarus has targeted its victims using job opportunities documents for companies such as LockHeed Martin, BAE Systems, and Boeing. In this
case, the threat actor has targeted people that are looking for jobs at Boeing using a document called Boeing BDS MSE.docx
(https://twitter.com/ShadowChasing1/status/1455489336850325519). The malware extracts the hostname, username, network information, a
list of processes, and other information that will be exfiltrated to one out of the four C2 servers. The data targeted for exfiltration is compressed,
XOR-encrypted and then Base64-encoded before being transmitted to the C2 server. The Trojan implements four actions that include
downloading and executing a .exe or .dll file, loading a PE (Portable Executable) into the process memory, and executing shellcode.

Analyst: @GeeksCyber

Technical analysis

SHA256: 803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269

The file is a DLL that has 7 exports. Only one of these functions implements malicious activity (DIIGetFirstChild):

IDA View-a [ [©] Hex view-1 B Structures [ [E] Enums B Imparts [ @ Exports [

MName Address Ordinal

DliCanUnloadMow 69009530 1

DllGetClassObject £9DD9540 2 )
DliGetFirstChild 6ODDEE50 2 Figure 1
Dillnstall 69DDI5F0 4

DllRegisterServer 65DDI5B0 5

DilUnregisterServer £9DD95D0 6

DllEntryPoint 69DDBFGT [rnain entry]

The malware retrieves the User Agent by calling the ObtainUserAgentString function. There is also a User Agent that is hardcoded in the
binary “Mozilla / 5.0 (Windows NT 10.0; WOW®64; Trident / 7.0; rv:11.0) Ii”, which is Internet Explorer on Windows 10:

XB7SW_B 0O xB7SW.C3 O x87SwWCZ O

50 push eax
8D BS FC FB FF FF lea eax,dword ptr ss:[febp-40s] XB87SW_C1 0 xB7SW_CO0 O xB87SW_ES O
50 push eax XB7SW_SF 0 Xx875W_P 1 xX875W_U (1]
6A 00 push o e ———
FF 15 CO F2 DE 69 Imi dword ptr ds [:mnui nuseragentstring>J W —_—
== == == oo o oo > Default (stdcall) > %[ Unlod
y A R s s L 1: [esp] 00000000
ﬁnrd_pttr_[mEin:D «<lazarus.&0btainUser Agentstring>]=<ur Imon.ObtainUserAgentstring> : [gsp+41 DOCFF76C "Mgzilla / 5.0 (wWindows !
: lesp+8] OOCFF768

~Text:5690016A1 lazarus.dil:$16a1 #Aal i——- =
. ; 00000000
Woup2  WWoump3  Woumps  douws @ wathi  iellocs st |noc1=l=7ss|ouc|=l=7s: |"~n¢111a / 5.0 (Windows NT 10.0; WOWS4;
; [ Asciz | ocFE7sc | oocFFres
04 00 0OD|4D 6F TA €9 SC 6C 61 ZUE’F 20 35 2€|§...Mozilla / §.

7|69 6E 64 6F |77 73 20 4E |54 20 31 30|0 (windows NT 10

30 3B 20|57 4F 57 36 34 38 20 54 72 69 64 65| .0; WOwWe4; Tride
74 20 2F (20 37 2E 30 -3-\ 31 31 2E|nt / 7.0; rvill.
29 20 6C |69 6B 65 20|47 65 63 6B |6F 00 00 00| 0) like Gecko...
Figure 2
The binary extracts the current system date and time using the GetSystemTimeAsFileTime API:
| Gt so !&i'{; —_— u-“ : ~[ 7 . = | e e e e e
Eﬂ—iv 98 F1 DE 63 dwar FUdSHL <aGetSystenTimeAsFileTimes: v -
EFE FE15.98 5 |Default (stdcal) > |5 &0 unlodk
'1: [esp] DOCFFB64
ord ptr [63DEF198 <lazarus.&GelSysLemTimeAsFileTimes]=<kernel32.GelsystenTineAsFileTine 12: [esp+4] 00000000
;3: Esp—ksi 00000000
AEAT eER RIS IAE us S H SRR A 4 LS —
F = [ T R Moo ODCFFB64

[ I —— ikl - - ekl - -

Figure 3
GetModuleHandleW is utilized to retrieve a module handle for ntdll.dll:

68 FO 53 DF 69 push lazariis.630F53F a
FF 15 80 FO DE 69 M'l _dword ptr ds: [<aGetoduTesand]ens] |v -
5 |Defoult (stdcal) ~ [5 &0 unlod
T —— IET] j -, "
dword ptr [69DEF080 <lazarus.d TeHandlew>]=<kernelzz. Tenand] ew> i‘; g;‘,"’gﬁgﬁﬁ’,’g ntd1l.d13
3: esmsj 000BO0OD
| 3: [esps+c] onoDODOO
«text:690D37TAE lazarus.d11:$37AE #2BAE t_._.—.._._._._._._._.__
- P e RS o R SENr T r T BT 69075370 [ L ntd11.d11"
Figure 4

The process gets the address of the following export functions using the GetProcAddress routine: “RtiGetCompressionWorkSpaceSize”,
“RtlCompressBuffer”, “RtIDecompressBuffer”, “RtlGetVersion”. An example of a function call is shown in figure 5:
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push Tazarus.&3DF5404 MBTSW_SF 0 XB7SW_P 1 NB7SW._U 0O
B m——
. : (s -
nedil,
‘net3z.Getp ess> (7BATS 1'2 espe—tt}' 630F5404 “RT1GETCOMPressionworkspe
3: [espr8] CD424448
. Text:690D37C6 Tazarus.d11:§37C6 #2BCE :‘ EEDECE QOIS
WWoump1  YHoump2  @NDump3  WoDumps  @§oumps B wawhi  [relLocals # struct "OOCFFB74 :m;m %{]é&wm{mmm!r
Figure 5
The NetBIOS name of the local computer is extracted via a function call to GetComputerNameW:
50 push eax | NB7SW_SF 0 XBTSW_P 1 XB7SW_U O
;: 15 78 FD DE 63 % ;Z;;rd ptrdss[<eGetComputer Namen>] | o [——
. E rd | H v -
- — e g i = WD
y | Default (stdcal) 11U Unlock
; 4 0312C488
- ptr 4 - nel32. GerComputerNamen> 2% 'essg-ﬂij OOCFFBG4
3: [esp+8] DOCFFEAD
EH espm: TEATS080 <kernel32,.GetProcAddress>
. text: 53003096 lazarus.d11:$3D96 #3196
Wourp1  @oump2 EWDump3  Poumps  WhDumps @ watch1  Ir-lLocals & struct ’MFFN[%WI
Figure 6
The GetAdaptersinfo API is used to retrieve adapter information for the local machine:
i e || s30D3D9F 50 push eax | XB7SW_SF O XB7SW_P 1 xB7SW_.U O
—>e ;g 15 &8 FO DE &9 et ;:i;rd ptr ds:[<aéGetAadaptersInfo>] | o [—
E— : ¥ o v = =
% e R Defot st EEEr
2 1: [esp] 03134738
: [esp+4] DOCFFBGS
: [esp+8] DOCFFEAD
4: espmcj 76ATS080 <kernel32.GerProcAddress>
. text:530D3DAL lazarus.d11:$3DAL #31A1
: : - 031347
Woump1  @oump2  PWDump3  Poump4  PHDumps @ watchi  Ieellocas F stuct e
Figure 7
The MAC address extracted above is written to a buffer:
Address | Hex | ASCII .
03134520( 30 00 30 00[30 00 63 00|32 00 39 00[32 00 35 00|0.0.0.c.2.9.2.5. Flgure 8
03134530| 36 00 36 00|31 00 35 00|30 00 30 00|30 00 30 00|6.6.1.5.0.0.0.0.
The file extracts the command-line string for the current process:
e 134 | canl dword’ ptr dsil<sGerCommandLinews] |v|_ =
- e — tGs +5 E0u
» fcal)
— —— - = e T CD424:
|dword ptr [69DEF118 /GeTCommand T=<kel . GetCommandLinews 2 ::‘,L;} E‘Eﬁm
: [esp+ 0000000
L Text:690D7434 lazarus.d11:§7434 #6834 |2: fesiics oosuouse
[ S—— - [ P [ P P . CE L [ cp42
Figure 9

CommandLineToArgvW is utilized to extract an array of pointers to the command-line arguments, along with a count of arguments (similar to
argv and argc):

|push ecx XBTSW_SF O XBTSW_P 1 xB7SW_U 0O
ush eax S P Y=
| ‘dword ptr ds:[<4CommandLineToArgviw>] _
T = Default (stdcal) =
- 1: [esp] 03102146
[ d ptr [69DEF1FC <lazarus.&C =5 32, NETOAF gV I esp+4] ODCFFBS4
| esmsi CD424448

- Text:690D7447 Tazarus.d11:57447 #6847

$Woump1  YHoump2 @WDump3  UMDumps  WWoumps @ warhi  Iellocals Y stuct
Figure 10
According to an article published at https[:]//zhuanlan.zhihu.com/p/453894016, the malware is supposed to run with the following parameters:

“‘NTPR
P6k+pR6iIKwJpUGoR6ZilgKPL7IxsitJAnplY Sx2KIdSSRFFyUIzZTBVFAwgzBkI2PS/+EgASBik/GgYBwBbRNy7pP+Xq4uTsxOXUG6NPmudaEz7 Xy5fL

The binary decrypts the above parameter using a custom algorithm displayed in figure 11. The list of resulting strings contains multiple C2
servers:

Yy
lall s (=
.text:690D30988
.text:6900398@ loc_69DD398@:
Jtext: 69003980 mov cl, [edxtedi]
.text:69DD3983 mov al, dl
.text:69DD3985 xor cl, B8Egh
.text:69DD3988 add al, al .
.text:69DD398A sub cl, al Figure 11
.text:69DD398C lea eax, [edx+74h]
.text:69DD398F add cl, 3Bm ; ":7
Ltext:s9DD3992 xor cl, al
Ltext: 69003994 mov [edx+edi], cl
.text:69003997 inc edx
.text:69D03998 cmp edx, esi
.text:69D0399A jb short loc_69DD3980
11

2/15



&
g

i3S mpbhTWOTTMED |

Address | Hex
0313630868 00 74 00|74 00 70 OO(73 00 3A 0O0|2F 0O 2F 0O
03136318| 6D 00 61 00|6E 00 74 00|65 00 ZE 00|6C 00 69 00
031326328|2F 00 69 00|60 00 61 00|67 0D &5 00|73 00 2F 00
03136338|64 00 72 00|61 0D 77 0OO|2E OO 70 00|68 0O 70 0O
03136348| 3B 00 3B 00|68 00 74 00|74 00 70 00|73 00 3A 0O
03136358|2F 00 2F 00|62 00 6D 00|61 00 GE 00|61 0D 6C 0O
03136368|2E 00 63 00|6F 00O 6D 00|2F 00 69 00|60 0O 61 0O
03136378| 67 00 65 00|73 00 2F 00|64 00 72 00|61 00 77 0O
03136388|2E 00 70 00|68 00 70 OO(3B 00 3B 00|68 0O 74 0O
03136398 |74 00 70 00|73 00 3A OO(2F 00 2F 0OOD|73 00 &8 00
031363A8|6F 00 70 00|61 00 &E 0OO(64 0O 74 00|72 00 61 OO
031363B8| 76 00 &5 0O0|(6C OO 75 0O(73 00 61 OO|2E 0O &3 OO
031363C8|6F 00 &D 0O0|2F 00 76 00|65 00 GE 00|64 00 &F 0O
031363D8| 72 00 2F 00|60 00 GF 00|6E 00 &F 00|6C 00 GF 00
031363E8| 67 00 2F 00|60 00 &F 00|6E 00 6F 00|6C 00 &F 0O
031363F8| 67 00 2F 00|73 00 72 00|63 00 2F 00|4D 00 GF 0O
03136408| 6E 00 6F 00|6C 0D 6F 00|67 0D 2F 00|6D 0D &F 0O
03136418|6E 00 6F 00|6C 0D 6F 00|67 00 2E 00|70 00 68 0O
03136428| 70 3B 00|3B 00 68 00|74 00O 74 00|70 OO 73 0O

oo
The following URLs have been decrypted:
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https[:]//mante.li/images/draw.php

https[:]//bmanal.com/images/draw.php
https[:]//shopandtravelusa.com/vendor/monolog/monolog/src/Monolog/monolog.php
https[:]//industryinfostructure.com/templates/worldgroup/view.php

The GetNetworkParams routine is used to retrieve network parameters for the local computer:

S0 PHS:: !:)f XB7SW_SF D XB7SW_P 1 Xx87SW.U 0
57 ush edi EP= N S o

F— FF 15 &C FO DE &9 | a1l dword ptr ds:[<&GetMetworkParamss] |
e ———— e — 3 [ Defautt (stacal)

1 e
dword ptr [69DEFOSC <lazarus.&GetNetworkParamss]=—< 7. GetNetworkParams> N T
esp+s} CD4245AC
.text:6300431A lazarus.d11:§4314 #3714 esp+C ] OOCFFBAD
7 " 031
Woumpi  @Woump2 UWoump3  PWOump4  PEDumps @ waxhi  Ir-llocals i stuct Hxsﬁ:u OOCFF20C

Figure 13
The malicious process extracts the name of the DNS domain assigned to the local host (0x2 = ComputerNameDnsDomain):

push ecx XB7SW_C1 0 XB7SW_CO O xBFSW_ES O
Dus: eax XB7SW_SF D xB7SW_P 1 xB87SW.U 0
i TR
| ea”1 edi vl
— > |osfat e ~|[s (2] uod
'1: [esp] D0000D0GZ
edi=ckernel3z.GetComputerNameExw> (76AT4BFO) 23 [esgﬂ] 03146000
2 [:sp-rs% DOCFF210
.Text:690D4200 lazarus.d11:$4200 #360D i T R
@oumpt  @4Dump?  Moump3  EMDump4  UDumps @ warhi  Irellocals 9 Struct m‘
[addrace [uaw lTaerTr I - || DOCFF188 | 0OCFF210
Figure 14

The following network information is written to a temporary buffer:

Address | Hex

03139098 | 0D 00 DA 00|57 00 69 OO|GE 00 64 OO|GF
03139DA8|73 00 20 00(49 00 50 00|20 00 43 00|6F
03139DB8| 66 00 69 00(67 00 75 00|72 0D 61 00|74
03139DC8| 6F 00 6E 00|0D 00 DA DO|OD 0D OA 00|09
031390D8| 6F 00 73 00|74 00 20 00|4E 00 61 00|ED
03139DE8| 20 00 2E 00|20 00 2E 00|20 0D 2E 00|20
03139DF8| 20 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139E08| 20 00 2E 00|20 00 3A 00|20 0D 44 00]4c
03139E18| 4B 00 54 00[/4F 00 SO 00(2D 00
oz139e2: | 00|00 00 0A 00]09
D3139E38|72 00 69 00|6D 0D 61 00|72 00 79 00|20
03139E48|6E 00 73 00|20 00 53 00|75 00 66 00|66
03139E58|78 00 20 00|20 00 2E 00|20 00 2E 00|20
03139E68|20 00 2E 00|20 00 3A oo|oD 00 OA 00|09
D3139E78| 4E 00 53 00|20 00 53 00|65 0D 72 00|76
03139E88|72 00 73 00|20 00 2E 00|20 0D 2E 00|20
03139E98| 20 00 2E 00|20 00 2E 00|20 00 2E 00|20
D3139EA8| 20 00 2E 00|20 00 3A 00|20 00 31 00|39
03139EBS| 2E 00 31 00|36 00 28 00|2E 00 31 00|36
D3139ECS| 2E 00 31 00|32 00 28 oo|oD 0D OA 00|09
D3139EDS| 6F 00 64 00|65 00 20 00|54 00 79 00|70
02139EES| 20 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139EF8| 20 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139F08| 20 00 2E 00|20 00 3A 00|20 00 48 00|79
03139F18|72 00 69 00[64 0D OD 0O|0DA 00 09 00|4E
D3139F28|74 00 42 00(49 00 4F 00|53 00 20 00|53
D3139F38|6F 00 70 00(65 00 20 00|49 00 44 00|2E
03139F48|2E 00 20 00(2E 00 20 00|2E 00 20 00|2E
03139F58|2E 00 20 00(3A 00 20 oo|op o0 0A 00|09
03139F68|50 00 20 00|52 00 6F 00|75 0D 74 00|69
03139F78| 67 00 20 00(45 00 6E 00|61 00 62 0O|6C
03139F88| 64 00 2E 00|20 00 2E 00|20 0D 2E 00|20
03139F98| 20 00 2E 00|20 00 3A 00|20 00 6E 0O|6F
D3139FAS|0A 00 D9 00(57 0D 49 00|4E 00 53 00|20
03139FB8|72 00 6F 00|78 00 79 00|20 00 45 00|6E
03139FC8| 62 00 6C 00|65 00 64 00|2E 00 20 00|2E
03139FD&|2E 00 20 0O|2E 00 20 0O|2E 00 20 00|3A
D3139FES|6E 00 &F 00(0D 00 DA 00|09 0D 4E 00|65
D3139FF8| 42 00 49 00[4F 00 53 00|20 0D 52 00|65
D313A008| 6F 00 6C 00|75 00 74 00|69 00 6F 00|6E
0313A018|55 00 73 00(65 00 73 00|20 00 44 00|4E
0313A028| 20 00 3A 00|20 00 6E 00|6F 0D OD 00|0A

= Figure 15

3/15



Address | Hex ASCII
03149522 0DY 00 OA 000D OO0 OA OO(45 00 74 00|68 00 65 00| .......
03149532 |72 00 6E 00|65 00 74 00|20 00 61 00|64 0D 61 0O|r
03149542 |70 00 74 00|65 00O 72 00|20 0D 7B 00|36 0D 32 00| p
03149552|32 00 44 00|32 00 38 00|39 00 45 00|2D OO 45 00| 2.
03149562 |32 00 31 00|44 00 2D 00|34 00 33 00|38 00 38 00| 2.

o

4

03149572|2D 00 38 00|37 0D 42 00|30 00 2D 00|39 0D 30 0O
03149582 |30 00 42 00|35 00 45 00|34 00 44 00|32 00 35 0O
03149592| 34 00 37 00|70 00 3A 00|00 00 O0A 00|0D 00 0A 0O
031495A2 |09 00 44 00|65 00 73 00|63 00 72 0OO|69 00 7O 00| ..
031495B2| 74 00 &9 00(6F 00 &E 00|20 00 2E 00|20 00 2E 00| T.
031495C2| 20 00 2ZE 00|20 00 2E 0OO(20 0O 2E 00|20 00 2E OO
031495D2| 20 00 2ZE 00|20 00 2E 0OO(20 0O 3A 00|20 0O 49 00
031495E2| 6E 00 74 00|65 00 &C 00(28 00 52 00|29 00 20 00
031495F2| 38 00 32 00|35 00 37 00|34 00 4C 00|20 00 47 00
03149602 |69 00 &7 00|61 0D 62 00|69 00 74 00|20 DD 4E 0O
03149612 |65 00 74 00|77 00 6F 00|72 0D 6B 00|20 0O 43 0O
03149622 | 6F 00 6E 0OD|6E 0D &5 00|63 00 74 00|69 00 &F 0O
03149632 | 6E 00 OD 00|0A 0D 09 00|50 0D 68 00|79 0D 73 0O
03149642| 69 00 63 00|61 00 6C 00|20 0D 41 00|64 0D 64 0O
03149652|72 00 &5 00|73 00 73 00|2E 00 20 00|2E 00 20 00
03149662 | 2E 00 20 0O0|2E 00 20 OO(2E 00 20 OO|2E 00 20 0O
03149672 | 3A 00 20 00|30 00 30 0O(2D 00 30 00|43 00 2D 0O
03149682|32 00 39 00|2D OO0 32 0OO(35 00 2D 00|36 00 36 OO
031496592 | 2D 00 21 00|35 00 OD OO(0A OO 09 OO|44 00 48 00
031496A2| 43 00 50 00|20 00 45 OD(GE 00 61 00|62 00 6C 00
031496B2| 65 00 64 00|2E 00 20 0O|2E 00 20 0O0|2E 00 20 00
031496C2
03149602
031496E2
031496F2
03143702
03149712
03149722
03149732
03149742
03149752
03149762
03149772
03149782
03149792
031497A2
03149762
031497C2
031497D2
031497E2
031497F2
03149802
03149812
03149822
03149832
03149842
03149852
03149862
03149872
03149882
03149892
031498A2
031498B2 are aae e
031498C2|0A 00 OO0 00|00 00 OO0 OO(OD 00 OO0 OO|O0 OO0 O0 OD| . .cucncannnnannas
The process gets the username associated with the current thread by calling the GetUserNameW function:

50 push eax | HBTSW_O 0 NBTSW_Z
53 ) ush ebx ===---—x

FF 15 | : &n dword ptr ds:[<éGetUserNamew-] | v

_— X 2 Deia‘t'm}
esp] 031 8
ESD+4j OOCFFA44
esp+8] DOCFFBAD
esp+C]| THATSA40 <kernel32.L

i el

S=Som=m3

C O R

- Figure 16

ol e

32.GetUserNamew:

+Lext:690D6BLF lazarus.d11:$6B1F #5F1F

| Woomp1  @oumpz  @oump3  Woumpa  Bioumps @ watchi  e-llocals ) struct o mmtad 031350C8
Figure 17
The binary takes a snapshot of all processes in the system using the CreateToolhelp32Snapshot API (0x2 = TH32CS_SNAPPROCESS):

push edi ~ XB7SW_C1 0 XB87SW_CO O x87SW_ES O
mov dword ptr ss:ffebp-af,edi XB7SW_SF 0 XBFSW_P 1 x87SW.U 0
mov 51 ,dword ptr ds:[<&CreateToolhelp3zsnapshot>] METSW_O O XB7TSW_Z 0 xXB7SW._D o
ush 2 =
x N - < | v | r———— = T
o > Defaudt (stdcall) i

2: [esp+4] 00000000
: EeSD+B CD4Z45A8

esp+C] 00CFFBAD

. TeXT: 69006006 lazarus.dl1:$6DDE #61D6

Woumpi  @Houmpz  @Woump3  Woumps  @Moumps @ watch1  feellocas ) struct Rt Conns
Figure 18
The file extracts information about the first process from the snapshot via a call to Process32First\W:

Dusr']| ecx XB7SW_ 0 O xBFSW.Z O XB87SWD 0O
ush eax Bttt e it

. " _
%-Mﬂl PLrids:[<&Process32Firstw>] = -

OOCFF830
CD424548
OOCFFBAD

. Text:690D6DF9 Tazarus.d11:$6DF9 #61F3
Woump1  oump2  @WDump3  Woump4  WMDumps @ wathi  Irellocas ) Stuct
Figure 19

The malicious binary opens the process object using the OpenProcess routine (0x410 = PROCESS_QUERY_INFORMATION |
PROCESS_VM_READ):
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®| 630D7009 X87r5 00000000000000000000 ST5 Empty 0.00000

»| 630D7004 x87r6 3FFFS000000000000000 ST6 Empty 1.00000

o| s30D700C X87r7 3FFFEDB70CI75DF22363 ST7 Empty 1.10714

o| 6s0D70EL

®|| ES0D70E4 00 00 mov x87Tagword FFEF

b [t e oy X87TW_0 3 (Empry) N87TW_1 3 (Empty)

= 22340:5 % - X87TW_2 3 (Empty) X87TW_3 3 (Empty)

ol aop7100 00 iizhy X87TW_4 3 (Empty) xB7TW S 3 (Empty)

ol 63007107 00 it X87TW_6 3 (Empty) x87TW_7 3 (Empty)

@[ 630DT10E o0 mov

o s90D7115 0o mov x875tatusword 00z0

o| ss0D711C 00 mov 27 X87SW_B O xB7SW_C3 O xB7SWC2 0

o| 620D7123 00 mov § Xx87SW_C1 0 xB7SW_CO O xB87SW_ES 0O

o| 630D7124 00 mov :fleb X87SW_SF O XB7SW_P 1 XB7SW_U O
650D7131 00 mov X87SW_Z O x87SWD O
69007138 o0 mov
Llre

¥ |5 3]0 unlod

L TeXT:630D713F lTazarus.d11:$713F #653F

Ghoump3  WlDump 4

Wourp1  @oump2 @4oumps & watch 1

OOCFEATC 00 53 00|79 00 73 00|74 OO0 65 OO|&D OO0 20 00 e.m.
OOCFEASC |50 00 72 00|6F 00 63 00|65 00 73 00|73 00 5D 0O|P.r.o.c.e.s5.5.].

Figure 20
Whether the file doesn’t have enough rights to open a process, it copies “Unknown” along with the process name to a temporary buffer.

The binary takes a snapshot of the current process along with all its modules using the CreateToolhelp32Snapshot API (0x8 =
TH32CS_SNAPMODULE):

XB7SW_SF O XB7SW_P
XB7SW_D 0 XxB7SW.Z

FF BS 84 FO FF FF push dword ptr ss:fflebp-Frg
89 85 8C FO FF FF mov dword ptr ss:febp-F74f,

LTeNT:690D6E7L Tazarus.dl1:S6E71 #6271
Woumpt  WHoumpz  UMDump3s  WHoumps  SWoumps @B watchi  pellocas ) struct
Figure 21
Module32FirstW is utilized to retrieve information about the first module associated with the current process:

&3DDBEAS
GIDDEEAG

»text:6I0DGEAT lazarus.d11:$6EAT #62A7

Woump2  WWDump3  @WDumpd  UHDumps @ waxh1  Iellocals 4 Stuct
Figure 22
The malicious DLL gets information about the next process recorded in the snapshot:

DOCFF830
esp+s] cD4245A8
esp+C] OOCFFBAO

LTeXT:690DEF2A Tazarus.dl1:S6F24 #6324

Woump1  Woump2 UMoump3  Moump4  Houmps @ wathi  pellocals ) stuct _

Figure 23
The OpenProcessToken routine is used to open the access token associated with a process (0x8 = TOKEN_QUERY):

ws: eax
push 3
push ebx

MBTSW_SF O xBTSW_P 1 xBTSW.U O
XB7SW_ O O X87SW.Z 0O xB87SWD 0

. Text:6390D715A lazarus.di1:§715A #655A

Woumpt  Hoump2 @4oump3  Woumps  EMoumps 8 watchi

Peeltocals 4 Struct

Figure 24
GetTokenInformation is utilized to extract the user account of the token (0x1 = TokenUser):

o| 63007 1FE push eax = XB7SW_B 0 XB7SW._C3 O xB7SWCZ O
2C 01 00 00 push 12C XB7SW_C1 O xXB7SW.CO O xB7SW_ES O
pusn f“ MB7SW_SF 0 XxB7SW_P 1 xB7SW_U O
Pus! XB7SW_0 0 Xx87SW_I 0 x875W_D o
push dword ptr ==:[Qebp-35] -
1 dword prr 1 [<tGerTokenInformation:

f i
5 |Default (stdcal) v |[s 2] 07 unlock
'2: [espra] 000000OL
[esp+g] 03149438
esp+C] 000DO12C

.Text:630D720A lazarus.d11:5720A #660A

@Wowmpt | @Wpump2  WMoump3  Upump4  UDumps M warhi  Ieellocals 9 Struct

03 8|16 00 00 00[00 00 0O DO|D0 OO0 OO 00|00 00 0O 0| Besssacrarerssss

Fni:qure 25
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The process retrieves the name of the account for a SID and the name of the first domain on which the SID is found via a function call to
LookupAccountSidW:

— — e ra—— P ——
690D7 283 ea eax,dword ptr ss:[Qebp-z0f
63DD7 286 push eax

XBTTW_6 3 (Elpty) XB7TW_7 3 (Empty)

690D7 287 sh edi xB7Statusword 0020
63007288 !I.:a eax,dword ptr ss:febp-343 XB7SW_B 0O x87SW_ €3 0 xB7SW L2 O
push eax MBTSW_C1 0 xB7SW_CO O xB7SW_ES O
push ebx : MB7SW_SF Q0 XB7SW_P 1 x875wW_U [+]
w:n g-md ptr ds:[esi] XB7SW_ D O XB7SW.Z O XxB87SWD 0
<4lLookupAccountsi w | e
5 | Defaut (stdcal) >[5 E]00 unlock

2: [esp+d] 03149440
esp+8] 03149FDE

.text:690D7291 lazarus.d11:§7291 #6691 EDHLCUEEERLD

PWoumpl  WHoump2 UWDump3  UHDumps  @Moumps B watch1  Iellocals ) struct

03149FDE oo 00|00 00 00 OO|00 OO OO OO|00 OO0 00 OO(f....ccuoeonnas
03149FES| 00 DD 00 00 00|00 00 00 DO{00 D0 00 00| cvsesnssnnssnans
03149FF8| 00 00 00 OO DO|00D 00 OO0 00|00 D0 00 O0| sssasassnsssanss

Figure 26
GetTokenInformation is utilized to extract the Terminal Services session identifier associated with the token (0xC = TokenSessionld):

push eax XE/DTATUSWOra vuzu

ush 4 X87SW_B 0 XB7SW.C3 0 x875W.C2 O
gea eax,dword ptr ss:Qebp-z24) ¥B7SW_C1 0 XB7SW._CO 0O XB7SW_ES O
push eax X8TSW_P 1 XB7SW U O

XB7SW_Z O XB7SWD O

.Text:690D7315 lazarus.d11:§7315 #6715

@oumpl  Y4oump2  @Dump3  @4Dump 4

Flgure 27
The RtlGetCompressionWorkSpaceSize API is used to determine the correct size of the WorkSpace buffer for the RtiICompressBuffer function

(0x102 = COMPRESSION_FORMAT_LZNT1 | COMPRESSION_ENGINE_MAXIMUM):

push eax A/ IM_D 3 LEEPLY S AOr Wt 3 LEMELY )

lea eax,dword r ss ey
mov dword ptr pt l 4ﬂ o8

w87S5tatusword 0020

3
i
E push eax XB7SW_B O xBFSW C3 O xBFSW.C2 O
' mov eax,dword ptr :!s:[emrssj XB7SW €1 O X87SW CO O x87SW_ES 0
i XB7SW_SF O XB7SW_P 1 XBTSW._U O
' X87SW.0 O xB7SW.Z 0 XB7SWD 0
i
* |[s 5] urioc

esps4] DOCFFEOS
esp+8] DOCFFB4C

. text:ES0D764D lazarus.d11:$764D #EA4D ESPIn) COAE 1AL

oump1  @oump2 Bloump3  WiDump4  UMDumps @ wath1  Irellocals 5 Struct

Figure 28
The process compresses the buffers from figures 15 and 16 using the RtICompressBuffer function (0x102 =
COMPRESSION_FORMAT_LZNT1 | COMPRESSION_ENGINE_MAXIMUM):

— - SR s e s ey A vm_s e ey

o[ 690D76A2 80 45 E8 1 dword ptr ss:ffebp-1 XS7TW_4 3 (Ewpty) x87TTWS 3 (Empty)
o5 p::,f::,; rd ptr ss:liebp-168 X87TW_6 3 (Empty) X87Tw_7 3 (Empty)

8B BA mov eax,dword ptr ds:[edi+sa]

€8 00 10 00 00 push 1000 x875tatusword 0020

FF 28 FF FF FF push dword ptr ss:gebp-D XB7SW_B 0 xB7SW_C3 0O x87SW.C2 O

EC push dword ptr ss. ebn :I. XB7SW_C1 0 XB7SW_CO O XB7SW_ES 0O

FE FE FF push dword ptr s X87SW_SF 0 xB7SW_P 1 x875W_U O

630D7 6BF FF- FF FF push dword ptr = XB7SW_O O XxB7SW_Z 0 xB7SWD 0

69007 6C5 00 00 push 102

~ [5 B0 wiod
esp+4] 03176250

esp+8] 0002991E
$76CA #BACA & esp+C] D319FB8S

Woumpi | @Hoump2  UMDump3  HDumps U4 @ wach1  [ellocals 4 Struct

. Text:690D76CA Tazarus.dil:

03176250 [il] 00 69 00|6E 0D 64 O0|6F O
03176260 ?3 0o 00 50 00|20 00 43 00
03176270 00 00 75 00|72 00 €1 00
DBI?GZEOSFO‘U 00 0A 00|00 00 OA 00|09 O
An nn =

n31veaanl ee an nanlac An e1 An

Figure 29
The DLL randomly chooses a C2 server from the list of four. It initializes the application’s use of the WinINet functions via a call to
InternetOpenW:
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.TexT:690D77BE lazarus.d11:$77B8 #6BBB

@owp1  Wpump2 WUpbumps WDump4  WDbumps @ watch1

03135BA0

Figure 30
InternetCanonicalizeUrlW is used to canonicalize the URL:

P —— ——
xB7TW_4 3 (Empty) XB7TWS 3 (Empty)
XBTTW_6 3 (Empry) XB7TW_7 3 (Empty)
X87Statusword 0020

XB7SW_B O xBTSW.C3 0 xB7SW.C2 O
XB7SW_C1l O XB7SW_CO 0O xB7SW_ES 0O
XB7SW_SF 0 XB7TSW_P 1 xB7SW.U 0
¥BTEW.0 O xB7SW.Z O x87SWD O

push 3E000000
mov dword ptr ss:febp-acl,eax
‘leu”eax,umrd ptr ss:[febp-10§

netcanonicalizeurl

031CETTD
DOCFFATOD

. TexT:690D1877 lazarus.d11:$1877 #C77 SECIOO

@Woumpt  @oump2  @Moump3  @Woump4  EMoumps @ watch i

Figure 31
The malware cracks the URL into its component parts by calling the InternetCrackUrlW API:

63001897 push eax 0 xB7SWC2 0
630D1898 push 0 0 x87SW.ES 0
6DD189A sar ecx,1 1 x87SW_U 0
630D189C push ecx 0 x87SW.D O

69001850 push edi

> |5 {541 unlock

.TEXT:690D189E lazarus.d11:$189E #C3E

@oumpi  @lipump2  @Wpump3  @lpoumps Ulpumps @ warchi  esliocals 9 struet

Figure 32

The connect, send and receive timeouts are set to 150s using the InternetSetOptionW routine (0x2 =
INTERNET_OPTION_CONNECT_TIMEOUT, 0x5 = INTERNET_OPTION_SEND_TIMEOUT, 0x6 =
INTERNET_OPTION_RECEIVE_TIMEOUT):

! @] 630D1918 GA 04 push 4
! ®| 6300191D 50 push eax
i ef w0D191E 6A 02 push 2
i o 65001920 FF 36 push dword ptr ds:[esi]
i ®| 630D1322 C7 45 FB FO 49 02 00 v _dword p 55 [febp-5J, 245F0 e . -
d 1923 § d v =
1 e - E— c -
; | < ult (st [s_[£] 0] uriock

. text: 69001929 lazarus.d11:51929 #0239

WWoump1  @pump2 B Dump3 Youmps  GhDumps @ wathi  bellocals o stuct

00CFFATS 49 02 00]50 45 42 CD[38 FB CF 00[6B 78 DD €9|BI..PERI.UL. kxY
Figure 33

69001928 o4 push 4 X&/STATUSWOra wuZu

63001920 45 F8 lea eax,dword ptr ss.le - | XB7SW_B 0 XB7SW.C3 0 xBTSW.C2 O
63001930 45 F8 FO 49 02 00 mov dword ptr ss:febp-3] 249F0 X87SW_C1 0 X87SW_CO O X87SW_ES 0
69001937 push eax XB7SW_SF 0 X87SW_P 1 XB7ISW_U O
69001938 o5 push 5 XB7SW_ O O XB7SW_Z O o

D1 36 push dword ptr ds:[esi

lefd > |5 5|00 unlock

E esp+4] 00000005
l esp+8] OOCFFATS
I esp+C] 00000004

. Text:690D193C lazarus.d11:$193C #D3C

¥ourp1  @Uoumpz  @lDump3  WhDump 4 ElDumps @ wathi  bellocals 5 stuct

OOCFFATS[ED 45 02 00150 45 42 CDI28 FB CF 00]68 -8 OD &9 BI..Pesl. 0T, k¥t
Figure 34

69001948 push & XB7SW_O O XB7SW_Z
690D 194D : push dword ptr ds:[esi !

] @®|| 630D193E BA 04 sh 4 NE/DTATUSWOrg vuLw

! ®| 52001940 8D 45 F3 ea eax,dword ptr ss:|ffebp-s) XB75W_B 0 xXB7S5W.C3 0 xB7SW.C2 0O
| o 6a0D1943 €7 45 F8 FO 43 02 00 mov dword ptr ss:febp-s§,245F0 XB7SW_C1 0 XB7SW_CO O X87SW_ES O
| o co0DD194A o push eax XB7SW_SF O xBTSW_P 1 XB7SW U O
! : 0 x875WD 0
—

1 L

L Text:690D194F Tazarus.d11:5194F #D4F

WWoump1  Woump2  UWoump3  WMDump4  WWoumps @ wawhi  Pellocals 4 stuct

DOCFFATE 49 02 00|50 45 42 CD|28 FB CF Q0|68 78 DD 69| OT..PEBI.UI.kx¥1i
Figure 35
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The DLL opens an HTTP session to the C2 server on port 443 (0x3 = INTERNET_SERVICE_HTTP):

690D195E ASI ML 3 (SRLY)  AGs IW_s 3 LEWRLY)

xB75tatusword 0020
XB7SW_B 0 XB7SW._C3 0O X87SW.C2
X87SW_C1 O xB7SW._CO O XB7SW_ES
1
o

push 3

push dword ptr ds:[esi+2C
pusn dword prr ds:[esi+28
push eax

push dword D‘tr ds.
push dword ptr d

X87SW_SF 0 XBTSW_P XB7SW_U
KS?SN_Q 0 xB7SW_Z X87SW_D

- -N-N-]

esi+iC]
fesi]
<aInternetConne

03134520 L"mante.1i”
DO0001BE

. Text: 69001970 lazarus.d11:$1970 #D70 _0312c140

Peellocals i Struct

& watch 1

WWoump1  @foump2 WDump3  PEDumpa L Dumps

F|gure 36
The binary creates a POST request handle to the URI extracted from the specified URL:
#] s90015a4 o0 push o XB7TW_2 3 (Empty) x87TW_3 3 (Empty)
e ER™ e XA 3 (Empry)  xe7TW3 3 (Enpry)
€30D1290 1 push ecx XB7TW_6 3 (Empty) XB7TW_7 3 (Empty)

69001991 push 0
69001933 push o XB7S5tatusword 0020

69001995 push o XB7SW_B O xB7SW_C3 O x87sw.Cz O
69001997 push dword ptr ds:[esi+20] X87SW_C1 0 xB7SW_CO O XB7SW_ES O
69001934 mov dword ptr ss:febp-cj,ecx XB7SW_SF O XB7SW_P 1 x87SwW_U (1]
63001930 push lazarus.630F51DC XBTSW_O 0O XSTSW_Z a 0
69001942 push eax o —

x =L : OF A PEF (53 [<HTTPOperk equestws &

POST"
/images /draw. php"

. TEXT:690D1943 lazarus.dl1:$19A3 #DA3

Woump2  @pump3
OOCFFA7S|EOl 49 02 00|50 45 42 D . .PEBI.Q0T. KXV
OOCFFASS| 48 43 42 €D|00 00 00 00|D0 00 00 00|18 02 00 00| HDBE i

0OCFFA98|30 EB CF 0050 68 05 I7|0C 80 B84 C2|FE FF FF FF|0GI.Pj.wi. Abyyy
OOCFFAAS| ES_FACF 00(3C 06 00 00|26 00 00 00|50 FS D1 77|00I.<..&...PO.W

Figue37 -
The security flags for the handle are set using the InternetSetOptionW API (0x1F = INTERNET_OPTION_SECURITY_FLAGS, 0xF180 =
SECURITY_FLAG_IGNORE_REVOCATION | SECURITY_FLAG_IGNORE_UNKNOWN_CA |
SECURITY_FLAG_IGNORE_CERT_CN_INVALID | SECURITY_FLAG_IGNORE_CERT_DATE_INVALID |

SECURITY_FLAG_IGNORE_REDIRECT_TO_HTTP | SECURITY_FLAG_IGNORE_REDIRECT_TO_HTTPS):

Woumps  §houmps @ watch1i  Irellocals 7 struct

% Dump 1

Ty push 4 X5/ STATUSWOra UUZY
x lea ecx,dword ptr_ss:[ebp-clj XB7TSW_BE O xBFSW.C3 O x87SW.C2 O
! mov dword ptr ss:[Qebp-CJ,F180 NB7SW_C1 O XBTSW._CO 0O XB7SW_ES 0
i push ecx X8TSW_SF O XB7SW_P x o
i X87SW_Z O o
-+

+Text:690D19C6 lazarus.d11:$19C6 #DCE

¥ourp1  @oumpz  WWoump3  Woump4  Whoumps @ watch:  Ieellocas ) struct

OOCFFA74 F1 00 OO|FD 49 02 00|50 45 CD[38 EB CF 00| n. .0I..PEEL.

Figure 38
The buffer (concatenation of two buffers) that was compressed earlier is encrypted using XOR (key = 32-byte array):

mov eax,ecx
and eax,1F

xor byte ptr ds:[ecx+esi],al
inc ecx

mov eax,dword ptr ds:[edi]
Cmp_ecx,eax

jb lazarus.&9DD11CO

test esi,esi

je lazarus.6&3DD1330

cmp_eax,3
jb lazarus.&90D1330
Tea ecx,dword ptr ds:[eax+2] Figure 39
>
al=0
LText: 690011C5 lazarus.dl 11C5 #5C5
Woump1  @pump2  @WDump3  @Woump4  WMoumps @ watch1  bellocals & Stuct
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Address | Hex

031D60ES |65 3C
031D60OFS| 81 A7

031D6128| 75 02
031D6138| 36 14
031D6148| 07 38

031D6168| 05 5D
031D6178| 25 BS
031D6188| 45 02
031D6198| B8 25
031D61AB| 35 80
031D61B8| A7 5B
031D61CE| B1 A7
031D61DE| 42 8D

031D6108| 6E 02 7
031D6118| 27 &C 7

03106158 |76 14 7

031D61E8|DC 88 26 84

ASCII
06 04]1C 03 08 11|00 16 30 21|94 BB OL 13 |B<........ 0l.w..
10 2E|15 2F 17 73|07 70 12 18|5C 09 55 22|.§.../.5.p..\.U"
71 04|AD 76 08 31|26 5F 30 71|28 01 21 50|n.q. v.1& 0q(.!'P
7E 23|73 25 7B 43|07 99 67 18(40 09 50 22| '1~#s%{C..g.@.P"
2A 43|21 49 09 DD|27 1A 39 21|60 29 3F 60 C!I.Y'.el‘j?
3E 03|15 6B 17 1A[6A 19 77 OD|32 1B 1F 02 SR
06 02|64 05 4D 11(26 45 30 6A|28 7D 03 5¢ d.M, &EDJ(} N
7F OE|15 17 17 55|34 19 69 49|67 09 64 60| V......U4,iIg.dm
56 04|57 6C 08 46|47 43 30 26|51 2B 30 7D|.]V.Wl.FGCO&Q+0}
43 23(84 43 4A 26(9C 61 12 15|23 56 32 1D %pc# Cl&.a..#v2.
91 57|55 07 27 74(26 57 46 23|20 28 3C 32 . TAWF#- (<2
04 23|2C A5 SE OA|87 1A 24 18|0A BC B5 21| .#,¥A...$. %!
05 36|A0 02 8B 3E|68 96 4F 8B|4C AB 79 47|5..6 ..>h.0.LayG
60 89|6A €D 97 3C|AD 7B 90 77|56 8F 17 47|§[ .jm.<.{.wV..G
44 84|AL DF 47 95(7C 75 BO OE|AB 03 4A 93|.8§D.iBG. |U°.«.3J.
36 88(96 OS5 94 F8|55 99 08 6D|BO DF 5F A2|B.G....oU..m*R_¢
93 68 88 B1|44 16 5C AL|0C F3 67 85|U.&..k.D.\i.0Q.
56 34 40 E4|16 DA 5F A5|F3 56 S5E E2|.zP.V4@a.0 ¥ovha

031D61F8| OF FA 50 2E
The encrypted buffer from above is encoded

vy

[l

.text:690D01222
.text:690D1222

loc_69DD1222:

using Base64:

Figure 40

The binary constructs the following parameters “search=

Figure 42

Ltext:69001222 movzx  eax, byte ptr [ebx-2]

.text:69D0D01226 lea ebx, [ebx+3]

.text:690D1229 shr eax, 2

.text:690D122C add esi, 3

Ltext:69D0122F movzx  eax, ds:byte GIDF4FE@[eax]

Ltext:69D01236 mov [edx], al

.text:69DD1238 movzx  ecx, byte ptr [ebx-5]

Ltext:69D00123C movzx  eax, byte ptr [ebx-4]

.text:690D1248 and ecx, 3

.text:690D1243 shr eax, 4

.text:690D1246 shl ecx, 4

.text:69001249 or ecx, eax

.text:69D001248 movzx  eax, ds:byte BIDF4FEB[ecx]

Ltext:69001252 mov [edx+1], al Figure 41

.text:69DD1255 movzx  ecx, byte ptr [ebx-4]

.text:69001259 movzx  eax, byte ptr [ebx-3]

.text:690D125D and ecx, @Fh

.text:690D1268 shr eax, 6

Ltext:69DD1263 shl ecx, 2

.text:690D1266 or ecx, eax

Ltext:69001268 movzx  eax, ds:byte BIDF4FE@[ecx]

.text:69DD126F mov [edx+2], &l

.text:69DD1272 movzx  eax, byte ptr [ebx-3]

.text:690D1276 and eax, 3Fh

Ltext:69001279 movzx  eax, ds:byte B9IDF4FE@[eax]

.text:69DD1286 mov [edx+3], al

.text:690D1283 add edx, 4

.text:69D01286 mov eax, [edi]

Ltext:69001288 add eax, @FFFFFFFEh

.text:69DD128B cmp esi, eax

.text:69DD0128D jb short loc_69DD1222

L

[Eshines Rl EEEE I
031DD130 | 5A 54 77 43 42 45 41|46 6A 41 68| ZTwWGEBWDCBEAFjAh
031DD140| 6C 4C 73 45 43 34 56|4C 78 64 7A|1LSBE4GREC4VLxdZ
031DD150| 42 33 41 41 6E 45 45| B3ASGFWIVSIUANEE
031DD160| 6F 48 59 4D 48 45 6F |41 53 46 51| 0HYIMSZTMHEOASFQ
031DD170| 44 32 78 65 30 4D 48|60 57 63 59| 12X+I3M1eOMHmMWCY
031DD180|51 41 &C 4B 6B 4D 68|53 51 G6E &4 |QATQInUCKkMhsQnd
031DD190| 44 78 &F 50 32 41 32|46 44 34 44| Ix0SIWApP2AZFD4D
031DD1A0| 46 57 73 64 77 30 79|47 78 35 43| FWSXGMOZdw0yGxSC
031DD1B0| 42 7A &7 54 52 45 6D|52 54 42 71|BzgGAMQFTREMRTEQ
031DD1CO| 4B 45 30 66 77 34 56|46 78 64 56| KHODXHYUFw4VFxdV
031001D0 5A 47 30 46|58 56 59 45| NB1pSWCIZGOFXVYE
031DD1ED|56 32 77 4D 43 SA 52|4B 7A 42 39| V2wIRkdDMCZRKzBEY
031DD1FD| 4A 62 56 53 69 61 63|59 52 49 56| IbVDI4RDSTacYRIV
031DD200| 49 31 59 7 6B 56 64 56|42 79 64 20| IlYyHUUCkVdVEydD
031DDZ210| 44 &C 64 50 44 4B 34|44 51 51 6A|11dGIV00PDK4100]
031DD220| 4C 4B 56 4A 42 67 4B|76 4C 55 68|LKVeCocalBgkvLUh
031DD230| 4E 59 41 69 7A 35 6F|6C 6B 2B 4C | NYAFNQACTZ50Tk+L
031DD240| 54 4B 74 22 49 gC 71|62 5A 63 38| TKtsRedbyIlqbZcs

YOIPOUP&ei=6128&o0g=<Base64-encoded buffer>":

Address | Hex

ASCII

031E24A0 |73 65
031E24B0| 69 3D
031E24C0| 77 44
031E24D0| 47 GE
031EZ4E0Q| 77 4A
031EZ24F0| 5A 66
031E2500| 4D
031E2510| 55
031E2520| 41
031E2530| 6F
031E2540|51
031E2550(|59 55
031E2560| 63 4A
031E2570| 64 44
031E2580|52 44
031E2590|55 43
031E25A0| 30 6F
031E25B0| 63 61

The User Agent extracted earlier is added to the HTTP request handle using the HitpAddRequestHeadersW routine (0OxA0000000 =

56 42 79|64 30 4A 6C|64 47
34 4A 51|51 6A 4C 4B|56 65
4B 76 4C |55 68 4E 59|41 46

26
42
45
47
4D
49
49
49
47
41
58
53
52
49
48
49
43
4E

&5
42
34
46
53
33
6E
57
&D
&D
48
57
6B
34
55
79
&F
71

sear ch=YOIPOUP&e
1=6128&00=ZTwGEE
WDCBEAFjARTLSBE4
GNEC4VLXdZ B3IASGF
wIVSIUANEEOHYIMS
ZTMHEOASFQIZX+I3
M1e0MHMWCYQATQIN
UCKkMhSQndIxo5Iw
ApPZAZFD 4DFWsXGm
0Z dwOyGX 8C Bz gGAM
QFTREMRTEQKHODXH
YUTwa4VFxdVNETpSW
CIZGOFXVYEV2wWIRK
dDMCZRKZ B2IbVDI4
RDS1acYRIVILYyHU
UCkvdvBydnIT1dGIy
00PDK4100] LEVeCo
calBgkvLURNYAFNG

HTTP_ADDREQ_FLAG_REPLACE | HTTP_ADDREQ_FLAG_ADD):

Figure 43
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puUsh ADDDOOOO
push FFFFFFFF
push esi

push dword

68 DO 00 00 AD
A FF

XBTSW_CL 0 XB7SW.CO 0O xB7SW_ES 0O
XB7SW_SF 0 XBTSW_P 1 xB7SW_U o
MB7EW_ O O xB7YSW.Z O xB87SWD 0O

56
FE

77 08 ptr ds:

.Text:690D1ABA lazarus.dl1:$1A8A #EBA

@owmpt  @Hoump2 WHDump3l  BMbump4  UlpumpS @ watthy  leelincale ) Stuct

Figure 44
HttpSendRequestW is used to exfiltrate data to the C2 server:

push edi XB7SW_C3 XB7SW_C2

H o o
H push dword ptr ss:[febp-54) XB7SW_CO O xB7SW_ES 0
i push 0 XBTSW_P 1 x875W_U 0
1 o0 push o XBTSW_I 0 X87SW.D o

push dword p esi+8]
canl Fd pEr dsr[<aHttpSendreques

.Text:690D1823 lazarus.d11:$1B23 #F23

Woumpt  @Woump2  EDump3

k65 61 72|63 658 3D 59

Figure 45
It's worth mentioning that all C2 servers were down during our analysis. We've emulated network connections using FakeNet.

The size of the C2 response is retrieved by calling the HttpQueryInfoW routine (0x5 = HTTP_QUERY_CONTENT_LENGTH):

| push o

H lea eax,dword ptr ss:[ebp-45§ x875tatusword 0020

1 ush eax X87SW_B 0 XBTSW C3 0 x87SW.C2 O
| ea eax,dword ptr ss:[febp-44] X87SW_C1 0 XB7SW.CO 0 XB87SW_ES O
! gu;: ;a.x XB7SW_SF 0 X87SW.P 1 X87SW.U O
1 u B7SW.D O xB7 (1] o
| ush dword ptr ds:[esi+8] & PR

E— tpQueryInt

o
espr4 5
esp+8] DOCFF934
esp+C] OOCFFI30

. TEXT:630D1B40 lazarus.d11:$1B40 #F40

@oumpl  @lpumpz  Wpump3  Whpump4  Wlpumps @ watch1  leilocals ) Stuct

tiits] bR e i B b e B e e L e

Figure 46

The binary copies the C2 response to a buffer via a function call to InternetReadFile:
50 push eax 0 XB7SW_C3 0 xXB7SW.C2 0O
BB 45 AS mov eax,dword ptr ss:febp-ss) 0 XxB7SW_CO 0 x87SW_ES 0
z? p:;: :‘51: 0 XB7SW_P 1 x87SW_U 0
= - ?D o8 P i) 0 X87M_Z 0 x87SW_D o

push dword ptr ds:

nternetReadrFiles

esp+8] 000005A6

esp+4] 05113490
esp+C] 00CFFa2C

- Text:690D1B7E lazarus.d11:$1B7E #F7E

Woumpl  @pump2z @WDump3 Woump4  ENDumps

& watch 1

Figure 47
The malicious process parses the data between the “<html></html>" and “<div></div>" tags:

]
.text:69DD1EAS

.text:69DD1EA4 loc_69DDLIEA4:
Jtext:69DD1EA4 push ecx

.text:69DD1EAS push offset aDivDiv ; “<dive</divs"

Jtext:69DD1EAA lea ecx, [ebp+var_C@]

.text:69DD1EB® call sub_6IDD26F@

.text:60DD1EBS test eax, eax

.text:69DD1EBT jns short loc_69DD1EDY

] 1
v Yy Figure 48

.text:69DD1EBY push ecx .text:69DD1EDY
Jtext:69DD1EBA push offset aHtmlHtml ; "<html:></html:"} |.text:69DDLED? loc_69DDIEDY:
.text:69DD1EBF lea ecx, [ebp+var_C8] .text:69DD1EDY xor edi, edi
.text:69DD1ECS call sub_6IDD26F6
Ltext:69DDIECA xor edi, edi
L text:69DD1ECC mov =L ol
.text:69DD1EDL cmp eax, @FFFFFFFFh
.text:69DD1EDE cmovnz edi, ecx
.text:69DD1EDT jmp short loc_69DD1EDB

The malware performs a similar POST request with different parameter values “search=DOWPANY &ei=6128":

10/15



57 push edi XBFSW_B 0 XB7SW_C3 0 xB7SW.CZ2 O
FF 75 AC push dword ptr ss:febp-54) XB7SW_C1 0 XxXB7SW._CO 0O xB7SW_ES 0O
6A DO push 0 XB7SW_SF 0 XB7SW_P 1 xB7SW.U 0O
A OO push 0O XBTSW.0O 0 XBTSW_Z 0 XB7TSW.D o

push dword ptr ds:[esi+s]
€AY dword ptrds:[<aHrTpsSendRequestws]°

. Text:630D1823 lazarus.d11:$1B23 #F23

@Woump1  @Ypump2 @WDump3  @loump4 @oumps @ watch1  [=llocls ;;'Simcl

The C2 response is decoded using Base64, and then XOR decrypted. The malware implements 4 different actions that will be explained based
on the EAX register value:

text:690D79C4
.text:690079C4 loc_69DD79C4:

Jtext:69DD79C4 mov eax, dword ptr [ebp+var_BC]
.text:69DD79CA test eax, eax
Ltext:690079CC jnz short loc_69DD79F7
§ ] 1
bl e =]
text:e9DD7IFY
.text:69DD79F7 loc_69DD79F7:
Ltext:69DD79F7 cmp eax, 1
.text:69DD7IFA jnz short loc_69DD7A1B
I 1 Figure 50

Ltext:69DD7ALE

.text:69DD7A1E loc_69DD7ALB:
Ltext:69DD7ALE cmp eax, 2
.text:69DD7ALE jnz short loc_69DD7A3F

M

.text:69DDTVA3F

.text:69DD7A3F loc_69DDTAIF:
.text:69DD7A3F cmp eax, 3
Jtext:690D7A42 jnz Lloc_69DD7AD2

EAX =0 - load a PE into the current process memory

GetNativeSystemlnfo is utilized to retrieve information about the current system:

ush eax g = =
dword ptr ds:[<4GetNativeSystemInfo=] v
e e e e Defauit (stdcal)

ptr 7BF130 <lazarus. I S nel32. GetNativesSyst esp+4] DL03F7CO
esp+8] 00CCO004
+C] 033BEGLS

- Text:6F7A3169 Tazarus.d11:$3169 #2569

[T e e e e Y Sl B i EEERE o03F660 .
Figure 51

The DLL performs multiple VirtualAlloc function calls that will allocate memory for the new executable (0x3000
MEM_RESERVE, 0x4 = PAGE_READWRITE):

MEM_COMMIT |

XB7SW_B 0 xB7SW L3 0 xB7SW.CZ 0
XB7SW_C1 0 xB7SW_CO 0O XB7SW_ES 0O

A 04 push 4
68 00 30 00 00 push 3000

57 push edi XBVSW_SF 0 XB7SW_P 1 XB7SW_U 0
73 34 ush dword ptr ds:[ebx+34]
&ﬂ esi : L2
S T e [
» 4
1: [esp] DOSCOO0DO0 r 32.009C0000
I2: [esp+41 00014000
3: [esp+8] 00003000
.text:EF7A3L9F lazarus.d11:$319F #259F L CL MG
$Woumpl  @Woump2 @bwmp3  @houmps  Eoumps @ wath1  eellocals ) Stuct 01037610/ 00014000
\ddress | Hex_ | AscII I 0103F614 | 00003000
Address e e AT s ~ | 5103re1s| 00000004

Figure 52
The malware changes the memory protection depending on the segment (for example, the code segment’s memory protection is set to 0x20 =
PAGE_EXECUTE_READ):
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®|| GFTAZESI
® || GFTAZESS

6FTAZESS
- | &FTA2ESR
L] | 6FTAZEAL
ol 6F7AZEAS

GFTAZEAS

XETTW 6 3 (Empty) XBTTW_7 3 (EmpLy)

xB7Statusword 0020

XB7SW_B 0 XBVSW._C3 0 xB7SW.CZ O
XB7SW_C1 0 xB7SW_CO 0 xB7SW_ES 0
XB7SW_SF 0 x87SW_P 1 xB7SW.U 0

~ |[s [2] ] unlock

GETAZEAG

00007000
00000020
DL03FE0C

. TeXT:6F7AZEAS Tazarus.d11:352EAS #22A8 | E2pL

@owmpt  @Wpump2 @Dwmp3  EEDuemp4  @loumps @ watch1  [eellocals | ) Stuet

Figure 53
After a few more operations, the process passes the control flow to the new PE.

EAX =1 - download and execute a .exe file

The binary gets the AppData folder path by calling the SHGetFolderPathW routine (0x1c = CSIDL_LOCAL_APPDATA):

L--e || 690D7DAA 5§ X87SW_B 0 XB7SW_C3
XB7SW_C1 D xB7SW_CO
XB7SW_SF 0 XB7SW_P
XB7SW O 0

GetTickCount is used to extract the number of milliseconds that have elapsed since the system was started:

EE—— <&GetTickcount>TInnFigure 55
The malware creates a file based on the above value (0x40000000 = GENERIC_WRITE, 0x1 = FILE_SHARE_READ, 0x2 =
CREATE_ALWAYS, 0x80 = FILE_ATTRIBUTE_NORMAL):

xB7Statusword 0020

X87SW_B 0 xX87SW_C3
WBTSW_C1 0 xXB7SW_CO
XB7SW_SF 0 XB7SW_P

.Text:630DTELS lazarus.d11:37E1S #7215

@owmp2  EHDump3

Figure 56
The newly created file is populated with content that is supposed to be transmitted by the C2 server:

push o
lea eax,dword ptr ss:le:iasl

oo
44 24 28 x&75tatusword 0020

)

i

E 44 24 28 00 00 0O OO mov dword ptr ss:Qesp+2s),0 XB7SW_B O xB87SW.C3 0 x875W.C2 0O
H 0 push eax XB75SW_C1 0 xB7S5W_CO 0O x87SW_ES 0
! 75 OC push dword ptr ss:febp+C XB7SW_SF 0 XBTSW_P 1 XB7TSW_U o
: 3 74 24 23 m:: 2:0!‘1‘1 ptr zz:fespr2 XB7SW_O O XB7SW.Z O X87SWD O
i 0 * —— -

<awriteril

DOCFFBLOD
00000040

p+8
. text:GSODTE41 lazarus.dl1:$7E41 #7241

@oump1  @pump2 @UDump3  Dump4  @Soumps @ watch1

le=Locals ' Struct
00CFFE10| 4

Figure 57
The malicious binary executes the file by calling the CreateProcessW API:
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FEIE]

.text:69DD7FE6
.text:690D7FB6
.text:690D7FB6
Ltext:69DD7FBA
.text:69DD7FEE
.text:e90D7FEF
.text:69DD7F10
Ltext:69DD7F12
Ltext:690D7F14
.text:690D7F16
.text:690D7F18
Ltext:69DD7F1A
Ltext:69DD7F1C
.text:6900D7F1D
.text:69DD7F1F
Ltext:69DD7F25
Ltext:69DD7F29
.text:69DD7F2F
text:690D7F33
Ltext:69DD7F35
.text:69DD7F37

lea

push
lea

push
push
push
push
push
push
push
push
push
call
mow

call
mov

mov

test

jz

loc_69DD7F@6:

eax, [esp+9Bh+ProcessInformation]

eax ; lpProcessInformation
eax, [esp+94h+StartupInfo]

eax ; lpStartupInfo

] ; lpCurrentDirectory
e 5 lpEnvironment

] ; dwCreationFlags

2] ; bInheritHandles

-] ; lpThreadAttributes
2] ; lpProcessAttributes
esi 3 lpCommandLine

<] ; lpApplicationName

ds:CreateProcessi
[esp+98h+var_ge],
ds:GetlastE
ecx, [esp+9Bh+var_78]
[ecx], eax

esi, esi

short loc_69DD7F50

Eax

EAX = 2 — download and execute a .dll file

The execution flow is similar to the above case, and we only highlight the difference. RundlI32.exe is used to execute the DLL file (an export

function can also be specified in the command line):

Figure 58

text:6F7AS14B push eax Ltext:6F7ABLG2
text:6F7AB14C push edi text:6F7A8162 loc 6F7AB162:
text:6F7AS14D push offset aRundl132ExeSS ; "rundll32.exe \"&s\"¥s"| |.text:6F7AB162 push edi
text:6F7AB152 push 468h .text:6F7A8163 push offset aRundl132ExeS ; "rundll32.exe \"¥s\""
text:6F7AB157 push esi text:6F7AB168 push 468h
text:6F7AB158 call sub_6F7A139@ text:6F7AB16D push esi
Jtext:6F7AB15D add esp, 14h text:6F7ABL6E call sub_BF7A139@
text:6F7AS168 jmp short loc_6F7AB176 text:6F7A8173 add esp, 18h
L T, ]
FEE
Ltext:6F7ABLT6
.text:6F7AB176 loc_6F7AB8176:
.text:6F7AB176 lea eax, [esp+9@h+ProcessInformation]
Jtext:6F7ASL7A push eax ; lpProcessInformation
.text:6F7AB17B lea eax, [esp+94h+StartupInfo]
.text:6F7ABL7F push eax ; lpStartupInfo
.text:6F7AB18@ push -] ; lpCurrentDirectory
Jtext:6F7AB182 push ] 5 lpEnvironment
.text:6F7A8184 push ] ; dwCreationFlags
.text:6F7AB186 push ] ; bInheritHandles
.text:6F7AB188 push 2] ; lpThreadAttributes
Jtext:6F7ASLEA push -] ; lpProcessAttributes
.text:6F7AB18C push es] ; lpCommandLine
.text:6F7A8180 push ] ; lpApplicationName
.text:6F7AB18F call ds:CreateProcessh
Jtext:6F7AS195 mov [esp+9@h+var_ge], eax
.text:6F7A8199 call ds:GetLastError
.text:6F7AB19F mov ecx, [esp+9Bh+var_78]
.text:6F7AS1AS mov [ecx], eax
.text:6F7AB1AS test esi, esi
.text:6F7AB1AT jz short loc_6F7AB1C@
Figure 59

EAX = 3 — copy and execute shellcode

The process allocates memory using the VirtualAlloc routine (0x1000 = MEM_COMMIT, 0x40 = PAGE_EXECUTE_READWRITE):

=

64 40 push 4

850 82 EO 00 00 00 lea eax,dword ptr_ds:
€7 B85 34 FF FF FF 00 00 00{mov dword ptr ss:[feb;
68 00 10 00 00 push 100

03 C7 add eax,edi

50 push eax

GA 00

FF 15 38 F1 7B €F

push O
|§gl1_@uu;q ptr dsi[<avirtualallec>]

- Lext:6F7ATAG4 lazarus.dl1:57A64 #6EG4

dword ptr [6F7BF138 <lazarus,&virtualAlloc>J=<kernel3z.virtualalloc>

@oump1  WYoump2  WDump3  WHDump4  WDumps @ watthi  Ieelloeals 7 Stuct R  oao0g

0103EDS8 | 00001000

|—f—?‘3—ff—f‘§-:.@_ R ——— \.I.ﬁ:[?__ I ~ | DLO3EDSC | 00000040
Figure 60

[esp+8] 00001000

AQsIWM_D I LCEmpLY ) AQE 1M 3 LEIMPLY )
x87Statusword 0020
BTSW_ B O XB7SW C3 0 xB7SWC2 O
0 XB7SW_ES 0
1 NB7SW_U o
v
Default (stdeall) i
"1: [esp] oooooooo
2: [esp+4] 00001000

[esp+C] 00000040

The DLL implements an anti-analysis check. It calls the isProcessorFeaturePresent API in order to determine whether _fastfail() is available. If

this feature is not supported, the current process is terminated by calling the GetCurrentProcess and TerminateProcess functions (0x17 =

PF_FASTFAIL_AVAILABLE):
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. text:6F7AEFD9

. text:6F7AEFD9

Ltext:6F7AEFDS

.text:6F7AEFDY sub 6F7AEFD9 proc near

.text:6F7AEFDY push 17h ; ProcessorFeature
.text:6F7AEFDE call ds:IsProcessorFeaturePresent
.text:6F7AEFELl test eax, eax

.text:6F7AEFE3 jz short loc_6F7AEFEA

FEE FEIE]
.text:6F7AEFES push 5 .text:6F7AEFEA
.text:6F7AEFE7 pop ecx .text:6F7AEFEA loc_6F7AEFEA: Figure 61
.text:6F7AEFES int 29h ; Win8: RtlFailFast(ecx)| |.text:6F7AEFEA push esi
text:6F7AEFEB push 1
.text:6F7AEFED mov esi, 8CeBe8417h
.text:6F7AEFF2 push esi
.text:6F7AEFF3 push 2
text:6F7AEFFS call sub_6F7AEEG@
.text:6F7AEFFA add esp, @Ch
.text:6F7AEFFD push esi ; uExitCode
.text:6F7AEFFE call ds:GetCurrentProcess
Jtext:6F7AF@E4 push eax ; hProcess
.text:6F7AFBOS call ds:TerminateProcess
.text:6F7AFB8E pop esi
.text:6F7AFBBC retn
Jtext:6F7AF@BC sub 6F7AEFD9 endp
text:eF7AFGBC

The malware jumps to the shellcode and then frees the memory area allocated earlier:

.text:6F7ATAQS call sub_GF7A3688

Ltext:BF7ATAA push [ebpt+Buffer]

Ltext:BF7ATAAR call esi

Ltext:6F7ATAAZ add esp, 8Ch

text:6F7AZAAS push ge8eh ; dwFreeType .
Ltext:B6F7ATAAA push a ; dwsize Figure 62
Ltext:BF7ATAAC push [ebp+lpAddress] ; lpAddress
Ltext:BF7ATAB2 call ds:VirtualFree

.text:6F7ATABE mov [ebptvar_CC], 1

textiB6F7ATAC2 call ds:GetLastError

As we mentioned at the beginning of the analysis, the threat actor only added the export function explained above, and the others are
legitimate.

We've studied a legitimate Notepad++ shell extension (SHA256: f3e2e6f9e7aa065e89040a0c16d1f948489b3751e5eb5efac8106d5f7d65d98d
64-bit) and compared the export functions between the 2 files. As we can see below, the functions are very similar:

=
Jtext:6F7AS5F@ ; Exported entry
Jtext:6F7AS5F@
.text:6F7AS5F@
.text:6F7AS5F@ ;
.text:6F7ASSF@
Jtext:6F7A95F@ ; HRESULT __ stdcall DllInstall(BOOL bInstall, LPCWSTR pszCmdLine)

4, DllInstall

Attributes: bp-t

JLext:
.text:
-text:
text:
Ltext:

6F7A95F@ public DllInstall
6F7A95F@ DllInstall proc near
GF7AS5FE

6F7A95F@ bInstall= dword ptr 8

6F7A95F@ pszCmdlLine= dword ptr @Ch

Jtext:6F7A95F@
Jtext:6F7A95F@ push
.text:6F7AS5F1 mov
.text:6F7AS5F3 cmp
-text:6F7ASSF7 jz

ebp

ebp, esp
[ebptbInstall], @
short loc_6F7A9616

I 1

=

.text:6F7A9616

.text:6F749616 loc_6F7A9616:
.text:6F7A9616 push 3eh ; '@’

.text:6F7A95F9 push ] ; dwInitParam
.text:6F7A95FB push offset DialogFunc ; lpDialogFunc
text:6F7A9608 push 2] ; hiindParent

.text:6F7A9602 push 65h ; ; lpTemplateName| |.text:6F7A9618 push offset Caption n:

~text:6F7A9604 push hInst ; hInstance text:6F7A961D push offset Text supported, e D1lUnre”
.text:6F7A960A call ds:DialogBoxParam .text:6F749622 push ;]

Jtext:6F7A9610 xor eax, eax .text:6F7A9624 call ds :MessageBoxk

.text:6F7A9612 pop ebp .text:6F7A962A mov eax, 200e4801h

.text:6F7A9613 retn 8 text:6F7A962F pop ebp

.text:6F7A9638 retn 8
.text:6F7A9630 DllInstall endp
.text:6F7A9636

Figure 63
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=

.tewt:BOGOO0A18E0BI0CA | Ewported entry 3.
. text : BIOGION1AAORIOCE

Jewt : HOOSB001 803D

S text : DRGBIDILEAOAIOCE
+Eext:DPORORO1EENEIDCR ; HRESULT _ stdcall DLl1Install{BOOL bIrstall, LPCWSTR pszCedline)
- text : SO0SA021520230C8 puh'lic DllInstall
Jtext:P0OB0001800030Ce DllInstall proc near
«Lent: G0N0 EA0R30CE

. Eext ; G0O0O0R1EO0DICE AwlnitParame quord ptr -18h
Eext: PGDR0R1E00RIDCE arg 8= dword ptr &

. text:B0000001500830CE arg 5= gword ptr  1oh
. tewt:BO0G001880830CE

Dllinstall

< tewt 1 DIOBHON1EAOANICE mov [rsptarg 8], rdx

L text : GROBHOBLEBORIOCS mov [rsptarg 8], ecx

text: DEGGIDILEANBINCH sub rsp, 38h

< text: BEGGOGR1EARAIICD cop [rsps3shearg 0], @

- text: 2008008182883002 j: short 1nc_lm!DFF

L
L] [ ]

et : DOOGIIO1EAOBI00 mov [raps3dhidulnitParan], @ ; dwInitParan] |.text:G000081500830FD jap short loc_ J | text
et [ P0RORIE1E00RI000 lea r#, DlalogFfunc ; lpDialegFunc Jtext 30FF loc_1B90830FF:
- text 10000001 50003DEL xor réd, réd ; hundParent Jtext:000S0021800030FF lea rex, aUninstallingho ;
. text 10000B001580030ET mov edx, €5h ; e’ ; lpTewplateName .tent10000900188003E06 call  sub_1899G17E
et DO0OBHA1BAOBIDEC mov rex, csthModule ; hInstance . text 1 000000 LEBOAIEN mov eax, Bo08dDO1R
~Rext (HOMOB01800030F3 call ea:DialogBoxPar ask
et ; POOPIINIEAORIDFY xor eax, eax
Kt (00000001 S00830FE jnp short loc_lseseicie

L

Figure 64
References

Tyy

text 1 BOBO00A1E000IE1R
Jtext  S000000150003E10 loc_188003E108:
Jext i 000R001E008IE10 add rip, 38h
~Rext : B00OROR150083E14 retn

- Tewt:BGBAMBA1580A3E14 Dl1Install endp
. text 1 BGABRGE1E0083E11

»text ; DOROSOS1500837E0
~text : GOROROR 150003780
. text:0000000150003750

£ sub
- text 1 000000150001TE0
«text 000ROB150003780 lpTexts
- text : GOA0RR150003760

- Text :0PRGRGR128083750 mov

- text:0000008180003785 sub
«text | BO00000158081T85 mov

. text :000000815000378F lea

- text :BOGO00E1E0003796 mov

. Xt 0ROR0R15800ITIE xor
-text:0000000150003790 call

- text:00000001800037A3 add

- text 1O0000E1B0003TAT retn

- LRt : ORRROR1ERRRITAT

proc near
gword ptr &

[rspelpText], rex
rsp, 28h

rad, 36h ; '8’ ; uType
r8, Caption Hotepadss Ex
rdx, [rsprisheloTent] ; lpText
ecx, ®&Cx 5 hwnd

£5:Mes sageBow

rsp, 28h

«text B0B0ROB1E008ITAT sub_lB0083TEE endp

MSDN: https://docs.microsoft.com/en-us/windows/win32/api/

Fakenet: https://github.com/fireeye/flare-fakenet-ng

VirusTotal: https://www.virustotal.com/gui/file/803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269

MalwareBazaar: https://bazaar.abuse.ch/sample/803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269/

INDICATORS OF COMPROMISE
C2 domains:
mante.li
bmanal.com
shopandtravelusa.com

industryinfostructure.com

SHA256: 803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269

URLs:

« https[:]//mante.li/images/draw.php
« https[:]//bmanal.com/images/draw.php

https[:]//shopandtravelusa.com/vendor/monolog/monolog/src/Monolog/monolog.php

« https[:]//industryinfostructure.com/templates/worldgroup/view.php
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