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Baru-baru ini threatlab mendapatkan kabar adanya aktivitas serangan malware emotet di
indonesia dan kami tidak bisa menyebutkan perusahaan yang terdampak serangan ini.
Dalam hal ini kami mendapatkan sample file macro dari email spamming atau spear phising.
Emotet sendiri adalah malware yang tidak mudah dikenali oleh antivirus karena emotet
termasuk dalam polymorphic virus, dimana polymorphic virus dapat merubah setiap byte
dirinya sendiri yang dapat menyulitkan antivirus umumnya untuk mengidentifikasi.

Apa Bahaya Malware Emotet?

Malware emotet menginfeksi umumya akan mencari celah seperti port-port yang terbuka
baik itu SMB, Telnet, Ftp, Printer, dan bahkan beberapa 10C (Indicator of compromise). Kami
menemukan adanya IOC (Indicator of compromise) dari log4j yang dapat mereka gunakan
untuk melakukan infeksi pada perangkat lain. Emotet dapat melakukan remote access, drop
malware lainya seperti ransomeware, mengumpulkan kontak email pada perangkat dan
email gateway untuk proses spear phising dan spamming pada perangkat lain, pencurian
informasi, dan lain lain.

Baca juga: Njrat malware analysis

Baca juga: Network Analysis Command And Control

Bagaimana infeksi Malware emotet?
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https://blog.threatlab.info/malware-analysis-emotet-infection/
https://en.wikipedia.org/wiki/Polymorphic_code
https://en.wikipedia.org/wiki/Indicator_of_compromise
https://blog.threatlab.info/njrat-windows-malware-analyst/#.YfIx7-pBzcc
https://blog.threatlab.info/network-analysis-command-and-control/#.YfIyFOpBzcc

Saat melakukan analisa kami menemukan beberapa cara bagaimana malware emotet
melakukan infection setelah file macro dibuka oleh korban. Pada file yang kami analisa kami
mendapatkan 2 format seperti xlsm dan pdf, pada file xlsm ketika dibuka akan memberikan
informasi untuk mengaktitkan enable editing atau enable content.
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THIS DOCUMENT IS ONLY AVAILABLE FOR DESKTOP OR LAPTOP VERSIONS OF MICROSOFT OFFICE EXCEL.
Open the document in Microsoft Office. Pr g online is not available for protected documents.

CLICK "ENABLE EDITING" FROM YELLOW BAR ABOVE
Once you have enabled editing. please click “Enable Content” button

Analysis Malware emotet malware excel file

Setelah tombol enable editing atau enable content ditekan file akan loading dan proses
kinerja CPU yang akan tinggi karena akan ada serivce yang berjalan dibackground. Malware
emotet sendiri sama dengan malware pada umumnya ketika file malware dijalankan akan
ada request DNS ke I0OC (Indicator of compromise) sebagai langkah pertama dalam proses
infeksinya.
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Analysis Malware emotet DNS Request

Pada kasus diatas saya menggunakan fakenet dimana malware tidak akan mendapatkan
respon 200 ketika mengakses domain-domain I0OC (Indicator of compromise) tersebut.
Malware emotet jika melakukan request DNS dan gagal maka malware emotet akan
melakukan request dengan domain lainya yang sudah terdapat pada list program malware
emotet tersebut seperti pada gambar diatas. Dimana malware akan melakukan request terus
menerus dengan domain berbeda.

E unifiedpharma.com

9 ) 9 security vendors flagged this domain as malicious
edpl I GoDa 1, LLC £ years ago 21
DETECTION DETAILS RELATIONS COMMUNITY
Categories

Last DNS Records

Analysis Malware emotet Domain 10C
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Konsep diatas sama akan diterapkan pada file-file lainya yang ber extension berbeda contoh
salah satunya yang kami temukan pada file pdf yang terdapat url untuk mendownload file
malware lainya.

1174 33 1370 SS/LLEALUL | S& JUd.COM 3\ (8.V.£\) )/ FIOUUGED (£.93.4
\(4.2.11\) ) /CreationDate (D:20171005125944+00'00') /ModDate
(D:20220119131250+01'00") >> <</Type /Pages/Count 1/Kids [6 0
<</Fields []/DR 7 0 R/DA (/Helv 0 Tf 0 g )>> <</Type
/Page/Resources 8 0 R/MediaBox [0 0 612 792]/Contents [9 0 R
11 0 R 12 0 R13 0 R 14 0 R 15 0 R]/Parent 4 0 R/Annots [16 C
<</Font 17 0 R>> <</ProcSets [/PDF /Text /ImageB /ImageC
/ImageI] /ExtGState 18 0 R/Font 19 0 R/XObject 20 0 B>> <</Tyr
/Annot/Subtype /Link/A 21 0 R/Rect [0 O 612 792]/BS 22 0 R>>
<</Helwv 23 0 R/ZaDb 24 0 R>> <</G0 25 0 R>> <</F0 26 0 R>> <<
27 0 R>> <</Type fAction/S /URI/URI
[Ihttps://www.mediafire.com/file/idxk3lava2m20kd/6.ppam/filej}
0>> <</Type /Font/Subtype /Typ¥l/BaseFont /Helvetica/Encoding
/WinAnsiEncoding>> <</Type ont/Subtype /Typel/BaseFont
/ZapfDingbats>> <</ca 1/BM /Normal>> <</Type /Font/Subtype
/Type0/BaseFont /Aria)MT/Encoding /Identity#2DH/DescendantFor
0 R]/ToUnicode 29 (QR>> <</Type /Font/FontDescriptor 32 0
R/BaseFont /AriaMMT/Subtype /CIDFontType2/CIDToGIDMap
/Identity/CIDgffstemInfo 33 0 R/W [0 [750 0 0 277.83203]]/DW C
<</BitsPerCemponent 8/Predictor 15/Columns 549/Colors 3>> <</
efiptor/FontName /ArialMT/Flags 12/Ascent 905.27344/C
f06/StemV 87.890625/CapHeight 716.30859/ItalicAngle

€xt | HexDump | Stream Decalls| [

0 Decompression Errors

Errors | Search| Debug (2) |

P0.48 i
Analysis Malware emotet url donwload

Setelah melakukan DNS Request dan mendapatkan domain yang dapat terhubung pada
perangkat, malware emotet akan melakukan drop file dwa.ocx, dimana file tersebut adalah
file activeX yang digunakan untuk mendownload Embed Url yang ada difile macro tersebut.
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https://en.wikipedia.org/wiki/ActiveX

Operational Number of events: 278 {I) New events available

Lewvel Date and Time Source Event D Task Category

® Information 1/26/2022 12:48:.07 AM Sysmen 1 Process Create (rule: ProcessCreate)
@Information 1/26/2022 12:48:18 AM Sysmen 11 File created (rule: FileCreate)
@Information 1/26/2022 12:48:28 AM Sysmen 11 File created (rule: FileCreate)
@Information 1/26/2022 12:48:45 AM Sysmon 11 File created (rule: FileCreate)
®Information 1/26/2022 12:48:48 AM Sysmon 11 File created (rule: FileCreate)

(i) Information 1,/26/2022 12:48:49 AM Sysmon

'\ Information 22 Sysmon
m—m.mnm SyErToT (P 1 L i e i A H e e
@ Information  1/26/2022 12:48:51 AM Sysmon 13 Registry value set (rule: RegistryEvent)
@Information 1/26/2022 12:48:58 AM Sysmon 10 Process accessed (rule: Processfccess)
@Infcrmation 1/26/2022 12:48:59 AM Sysmon 12 Registry object added or deleted (rule: RggistryEvent)
I ; nfnrrnating SIRSINDI 12-48:50 AkA Swerrinm 12 Renistru nhiect added nr deleted (roler BgnistreFuent]
Event 1, Sysmon H

General Details

® Friendly View ) %ML View

Description wWindows Nost process (Kundll3Z)
Product Microsoft® Windows® Operating System A
Company Microsoft Corporation

OriginalFileName RUNDLL32.EXE
CommandLine C\Windows\SysWOWe&4\rundll32.exe "C\Users\|EUser\dwa.ocx" DlIRegisterServer

CurrentDirectory C\Users\|[EUser\Documents\
llcar MASENGRWIN TNV IEL lcar

Analysis Malware emotet dorp ActiveX
Terlihat pada gambar malware emotet memanfaatkan API dari rund1132.exe untuk
menjalankan acticeX tersebut dan mendaftarkanya pada registry windows.

(B T ration 01
[+ SecurityHeathService exe e o e GPUGragh oo (Ve (Verified) Microso...
[ svchost exe Image Fe ration 072 (Verffied) Microsoft...
=|svchost exe ration (Verified) Microsaft...
gsvchud.aa Windows host process Rundl32) rafion % (Verified) Microsoft..
[ svehast exe (Verified) Microsoft Windows Fation 072 (Vertfied) Microsat...
[a=|svchost exe Version:  10,0,17763.1 ation 032 (Verified) Microsaft...
[asvchost exe Build Time: ration 072 {Verified) Microsoft...
[5=]svchost exe Pathe ration 072 (Verified) Microsoft...
svchost exe — ration 072 (Verified) Microsoft..
,I%,m,_m C: \Windows \SysWOWS4\rundl32.2xe | Explore Eem 072 (Vedfied) Microsoft.
[#=]svchaost exe Command line: ration [VTir (Verified) Microsoft..
E‘ﬂml-m ws\SysWowb4rundl32.exe .. \dwa.oox, D818 R B egister & Server | ::'“'“ E x’“""} :"‘”"“
= LN erfied) Microsoft...
E:mu:: [CINTEnt CharEeY: Fation o2 (Vestfied) Microso..
[i|svehost exe C:WUsers\[EUser \Documents|, | ration 072 (Verfied) Microsoft ..
[ Sysmon exe 7.6 Autostart Location: / ww sysinter... The servername ... (Verified) Microsoft...
svchost exe ration 072 ‘erified) Microsoft...
ﬂEﬁM nfa / | i Fation E genﬁed} Microsoft...
B ' fontdrvhiost exe Parent: Ef{1928) = The system canno....
B corss exe <0.0] Verify The system canno .
= | User WIN 10\[EUser
= i ¥ winlogon exe 8ring to Front The system canno
i | dwm exe <0.0] 148:07 AM  1/26/2022  Image: 32-bit The system canna._..
# ' fontdrvhost exe d | | Kl Process The system canna...
o <0 : Mo 021 Werbed Momot.
vmioolsd exe <0.0 : |02 Submit 072 (Vertfied) VMware.....
2 procexp®d exe <0.0] T ] Ww sysinter... 072 (Verified) Microsoft
‘ [Fa s Data Execution Prevention (DEP) Status: Enabled (permanent) Heveloper .. 0/72 (Verfied) Wieshar
Hrﬂepadm Address Space Load Randomization: Bottom-Lip ration 72 (Verified) Microsoft
Qidaum Control Flow Guard: Enabled The server name ... (No signature was.
| notepad exe " . ration 072 (Verified) Microsoft
188 ProcessHacker exs <0.0] e L MiA The servername ... (Verfied) Wen Jia
=8 | emd axe Stack Protection:
# ' conhost exe
- oK Cancel

(Verfied) Microsoft..

Analysis Malware emotet running activeX

Kami memeriksa pada alur jaringan yang keluar melalui wireshark dan mendapatkan koneksi
untuk mendowload file GEXSG6zSW.dll pada domain mammy -

chiro[.]com/case/zTkBzbz/ dengan menggunakan fungsi dari Dynamic-link library(dIl)
urlmon.dll pada Internet Explorer.
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519 2822-81-25 23:24:21.474693 192.168.1.16 8.8.8.8 DNS 75 Standard query 8x2461 A mammy-chiro.com

528 2822-81-25 23:24:21.681827 8.8.8.8 192.168.1.16 DS 136 Standard query response @x2461 A mammy-chiro.com A 112.78.125.227 NS
521 2022-01-25 23:24:21.682379 192.168.1.16 112.78.125.227 TCP 66 49712 + 80 [SYN] Seq=@ Win=65535 Len=0 MS5=146@ WS=256 SACK_PERM=1
522 2022-81-25 23:24:21.783313 112.78.125.227 192.168.1.16 TCP 66 80 » 49712 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=@ M55=1412 W5=64 SACK
523 2822-81-25 23:24:21.783384 192.168.1.16 112.78.125.227 TCP 54 49712 -+ 8@ [ACK] Seg=1 Ack=1 Win=262144 Len=@

524 2022-@1-25 23:24:21.785161 192.168.1.16 112.78.125.227 HTTP 288 GE] /case/ZITkBzbz/ HTTP/1.1

Accept: */*\r\n

UA-CPU: AMDB4\r\n

Accept-Encoding: gzip, deflate\r\n

User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64; Trident/7
Host: mammy-chiro.com\r\n
Connection: Keep-Alive\rin
‘rin

Ei i H : -chir T Z
[HTTP request 1/1]

Response in frame: 2364

rv:11.8) like Gecko\r\n

B8 67 62 74 ac 989 @@ @c 29 7d 77 &b 88 @@ 45 80 gbt- - Ywk -E
@1 @a 45 @f 4@ @@ 20 @6 90 20 c@ ad 81 1@ 7@ de E * pN

7d €3 c2 30 8@ 50 5c Bc 63 f7 5c dc d3 43 58 18} @-P\: c-\-'CP
84 80 bd e6 B2 B0 47 45 54 20 2f 63 61 73 65 2f . ‘GE T /case/
Sa 54 6b 42 7a 62 7a 2f 20 48 54 54 58 2f 31 2e  ZITkBzbz/ HTTP/L.
31 8d @a 41 63 63 65 780 74 3a 28 2a 2f 2a @d Ba 1--Accep t: */*

UA-CPU:  AMD64 - -8

ccept-En coding:

8068 41 43 55 3a 28
Ba7e RN 76 74 2d 45 6e 63 6f 64 69 6e 67 3a
[cENG 7 Fa 69 78 2c 28 64 65 66 6c 61

Drop dll Analysis leare emotet.

de flate-.

M Wireshark . Follow TCP Stream (tcp.stream eq 3) - emotet_pcap.pcapng — O >
GET /case/ZTkBzbz/ HTTP/1.1 -
Accept: */*

Ua-CPU: AMDG4
Accept-Encoding: gzip, deflate
= iz indows NT 18.8; Wing4; x64; Trident/7.8; rv:11.8) like Gecko

_foan

Host: mammy-chiro.com

annectlion: eep-Alive

HTTR/1.1 288 OK
Server: nginx
Date: Wed, 26 Jan 2822 87:24:35 GNJ
Content-Type: application/x-msdownIdgd
Content-Length: 481792
Connection: keep-alive
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Expires: Wed, 26 Jan 2822 @7:24:35 GMT
Content-Disposition: attachment; filename="GEXSG6zSW.d11™

Content-Transfer-Encoding: binary

Set-Cookie: 61T8f733eaf®3=1643181875; expires=led, 26-Jan-2822 @7:25:35 GMT; Max-Age=6@8; path=/
Last-Modified: Wed, 26 Jan 2822 87:24:35 GMT

PN s e e e o S B i R AR P T A R A R i 1L .!This program cannot be run in DOS

4 4 ha 1 .. -

Download file malwhare e\m\ri)tet
Komunikasi diatas diawali dengan DNS Request untuk melihat apakah domain memiliki
response 200, ketika respons didapatkan malware emotet akan melanjutkan dengan
melakukan Three—way handshake dan mendrop dll malware menggunakan fungsi activeX
yang sebelumnya pada file dwa.ocx. File dll ini akan di move kefolder:

C:\Users\IEUser\AppData\Local\Microsoft\Windows\INetCache
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https://id.wikipedia.org/wiki/Protokol_Kendali_Transmisi#:~:text=Proses%20pembuatan%20koneksi%20TCP%20disebut,saling%20bertukar%20ukuran%20TCP%20Window.

+ l |EUser AppData Local Microsoft Windows INetCache

Organize -

B Visuelstudio

. cookiesieuser@mi

Type: Appication extension

Size 470 KB

Cache name GEXSGEzSW([1].dl
Expires 1/26/2022 5:38 AM
Last Modified 1/26/2022 6:38 AM
Last Accessed: 1/26/2022 6:38 AM

Analysis Malware emotet drop dll file
Malware emotet juga akan melakukan drop file pada folder
C:\Users\IEUser\AppData\Local\{unige folder}\{unige file} yang akan
dijalankan oleh rundll.exe . Ketika proses berjalan malware akan melakukan injection
pada memory.

\1J Intermation I/ &by 2022 | 28493 AM SYsmon 11 File created (rule: Hilelreate)
1/26/2022 12:49:37 AM

ﬂ=|nformation Process Create (rule: ProcessCreate)

lf_iillnformation 1/26/2022 12:4%:37 AM Sysmon 10 Process accessed (rule: ProcessAccess)

'ﬁ:i'ﬁ'lnformation 1/26/2022 12:4%:37 AM Sysmon 7 Image loaded (rule: Imggeload) v
|

Event 1, Sysmon x

General Details

®) Friendly View () XML View

- kventlata
RuleName technique_id=T1218.002 technique_name=rundll32 exe ~
UtcTime 2022-01-26 08:49:37.296
ProcessGuid {43199d79-0b21-61f1-2503-000000001900}
Processid 5956
Image C\Windows'\SysW OWe& rundl132 exe
FileVersion 10.0.17763.1 (WinBuild. 160101.0800)
Description Windows host process (Rundll32)
Product Microsoft® Windows ® Operating System
Company Microsoft Corporation

OriginalFileName RUMDLL32 EXE

Commandline C\Windows\SysWOWEH rundli32.exe "Chl sers\EUs e\ AppData‘\Local\Zelgrjkfrvrvidwda.ndy” TMeRgm
CurrentDirectory C\Users\[EUser'\D ocurments,

User MSEDGEWINTONEUser

LogonGuid {43199d79-f151-61f0-5deb-320000000000}

Analysis Malware emotet running uniqe file

Dynamic injection pada memory dijalankan setelah proses running file unige dari backgound
berlangsung dan beberapa Dynamic-link library(dll) yang digunakan adalah ntd11.d11,
wow64.d1ll, wow64cpu.dll, KERNELBASE.d1l .
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AU LIL LU CUEC | EaS T U ALY I SITIUT] i Iridue IdueL Liuie: Ifflﬂ-QCLUﬂul
@ Information  1/26/2022 12:4%:37 AM Sysmon 11 File created (rule: FileCreate)
@ Information  1/26/2022 12:49:37 AM Sysmon 1 Process Create (rule: ProcessCreate)
1/26/2022 12:49:37 AM
1/26/2022 12:4%:37 AM

#1 Information Sysmon 0 Process accessed (rule: ProcessAccess)
y | )

@ Information

Image loaded (rdle: Imageload)

Event 10, Sysmon

General Details

®) Friendly View () XML View

- Evenwata
RuleMame technique_id=T1055.001 technique_name= Dynamic-link Library Injection ~
UtcTime 2022-01-26 08:49:37.295

SourceProcessGUID{43199d79-0af3-611-1e03-000000001900}

SourceProcessld 1968

SourceThreadld 4016

Sourcelmage  C\Windows\SysWOWES rundll32 exe

TargetProcessGUID {43139d79-0b21-61f1-2503-000000001900}

TargetProcessld 5956

Targetimage C\Windows\SysW OWES\rundll32 exe

Gran ted Acc| TR T

CallTrace CAWindows\SYSTEM3 2\ntdILdll+alecd [CAWindows'\ System3 2\wowb4 dll+ 106 5| ChWind ows\System3 2
Ywowbddli+ feb 1| C\Windows\System32\wowb4 dll+ 7783 [CAWindows\System3 2wowbd cpudll+ 1783 | C\Windows\ System3 2
Ywowb4cpu.dll+ 1199 CAWindows\System3 2Ywowb 4., dll+ of%a| CAWindows' Systerm3 2 \wowb 4.dll+ ceb 0| CAWindows\SYSTEM32
ntdll.dll+ d5b3 dCAWindows\SYSTEM32\rtdILdll+ 37 79| CAWindows\SYSTEM32 \ntdll.dll+ 7 56a3 | CA\Wind ows\SYSTEM3 2

‘ntdll.dil+ 7564 e|C\Windows\SYSTEM3 2\ntdIldll+ 71 D dcwowb4 ) C\Windows\ Systern3 2\KERNELBASE. dll+ e6b6 6 (wowb4) s
I Windraeh Suctem AKFR MFL RASFE dlle 255 chamad D1IIMKRIOWMOORNANNNAT CF DA TRKMOW MDNNNMNANNT CFR 7T

Analysis Malware Emotet Dynamic-link Library injection

Sedangkan ketika kami melakukan analisa pada file Dynamic-link library(dll) milik malware
GEXSG6zSW.d11 , ditemukan malware menggunakan beberapa fungsi APl OLEAUT32.d11,
SHELL32.d11, USER32.d11l, ole32.dll, pdh.dll . Setelah malware emotet melakukan
proses injection, malware emotet akan mendaftarkan format extension baru pada registry
sesuai dengan format file yang di drop dan file baru yang akan didrop nantinya.

| I

|- o oy IR
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B Registry Editer
File Edit View Favorites Help

Computer\HKEY_USERS\S-1-5-21-321011808-3761 8830646~ 353627080~ 10000 Saftware Microsoft\ Windows\ CurrentVersion Explorer FileExts). bl

» | adts A || Name Type Data
, .a!f 5| (Default) REG_SZ {value not set)
¥ Jaife
» aiff
» | amr
» -l
» asf
y 0 asx
y L} au
¥ i
3 bak
» Jbat
» bin
v | bif
Open . Mew Format add
» | bmp
> «<ab 1
3 cdml
» «fg
¥ «hm
» «contact
3 £pp
» €2
. i hd
< >
TarminalSarvc Processid [1:7k] ""H.._\
TerminalServic Image i ——trprirrerrrrpiorerEeg - - - ]
Terminalisnis TargetObject HKUAS-1-5-21-321011808-3761883066-353627080- 1000\ oftwareMicros oftWindows\ CurrentV' ersion) Explorer'\Fil ext<\ bif
TerminalSenvic User MSEDGEWINT 0\ EUser
erminal
H Registry Editor
File Edit WView Favorites Help
Computer\HKEY_USERS\S5-1-5-21-544025129-1543361503-2010076577-1001\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts
| > -apk ~ || Mame Type Data
> Gl ab] (Default) REG_SZ (value not set)
> ase
5 asf
5 .asx
> au
< A
5 bak
5 Jbat
> .bin Nermal
> .bmp
> ) ]
:; .ca-bundle
> cap
> .cda
5 cdxml
::» «cfg
> «<hm
:; .cin
> Lemx
> «conf
> <pl
> cr2
- T Py pap— o

<

>

Analysis Malware Emotet Add new extension
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Favorites  Help

Computer\HKEY_USERS\S-1-3-21-544025129-1543361503-2010076577-1001\SOFTWARE\Microsoft\Windows\ CurrentVersion'\Explorer\FileExts

erational Num

jvel

) Information
) Information
) Information

[/
1
1
1
information |
Information
information |
Information
) Information 1

Information
ent 12, Sysmon

General Details

[® Friendly View

:IIE e

.mpeg
.mpg

Faatatal

.mqv
.mrw

xp
nef

nfo

JArw

.obj
.ocsmeet

.ocx
.odc
.odp
.ods
.odt
.0ga

>

A

W

MName
ab| (Default)

Type Data
REG_SZ

(value not set)

+ System
- EventData 3
RuleName Edhnique_id= 11526 00T lechnique_name= Uhange U efault File 7 soaation Event 12, Sysnt
EventType CreateKey
UtcTime 2022-01-26 11:25:38.137
ProcessGuid {43199d79-152-61§0-2b01 -000000001900} T ) TT——
Processid 6628
Image C\Windows'\ExplorerEXE
TargetObject HKUNS-1-5-21-321011808-3761883066-353627080-1000\S oftware\Micr os oft\Window s\ CurrentV ersion’\Explorer\FileExts\.ndy
User IN1

Add another new extension Analysis Malware emotet

Malware emotet akan membuat otomatis menjalankan program malware setiap kali
kumputer/laptop baru saja aktif, dengan cara mendaftarkan registry file malware pada
\ Software\Microsoft\Windows\CurrentVersion\Run\ .

dp

-321011808-3761823066- 25362 7080- 1000\ Software\ Microsoft\ Windows\CurrentVersion'\Run

sociations
story

DVR

1 Policy

1 Policy Editor

+ Policy Objects
mv

|raphic

rsiveShell
Service
et Settings

Registry Analysis Malware Emotet autorun

~

4 )i
ab| dwda.ndy
#b| gogeupmazarhiz.tnn

ab|tsefmofoopnnm.ovo

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)

CA\Windows\ SysWOWBS\ rundii32 exe “C:\Users\IEUser\AppData'\Local Zdgrjlkfrvns\dwda.ndy”, mhozimk
C:\Windows! SysWOWBS rundil32.exe “C:\Users\IEUser\ AppData'\ Local\ Hxod|sfbjeroighgogeupmaarhiz...
C:\Windows\SysWOWBS\ rundil32.exe “C:\Users\|IEUser\AppData\ LocalZfzuzdknymvbmbxg\tsefmofo...

Proses lainya yang sering akan membuat sistem menjadi berat saat running service adalah
adanya prosess yang melakukan pencarian indexing dan lainya menggunakan fungsi
SEARCHFILTERHOST.EXE dan SEARCHPROTOCOLHOST.EXE, ketika malware aktif.
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Information 2022 12:52:28 A Sysmon File created (rule: FileCreate)

@Information 1/26/2022 12:52:37 AM Sysmon 11 File created (rule: FileCreate)

® Information  1/26/2022 12:53:29 AM Sysmen 17 Pipe Created (rule: PipeEvent)

@Infcrmation 1/26/2022 12:53:29 AM Sysmon 1 Process Create (rule: ProcessCreate)
Information 1/26/2022 12:33:29 AM Sysmon 1_ Process Create (rule: ProcessCreate)

Event 11, Sysmon

General Details

@ Friendly View O XML View

+ System
- EventData
RuleName technique_id=T1047 technique_name=File System Permissions Weakness
UtcTime 2022-01-26 08:52:228.831
ProcessGuid {43199d79-efb3-61f0-2300-000000001900}
Processid 1216
Image C\Windows\system32\svchost.exe
l TargetfFilename C\Windows\Prefetch\SEARCHPROTOCOLHOS TEXE-AFAD 3EFS pf I
= MY e g
User NT AUTHORITY\SYSTEM
(@) Information  1/26/2022 12:52:28 AM Sysmon 11  File created (rule: FileCreate)
i) Information  1/26/2022 12:52:37 AM Sysmon 11 File created (rule: FileCreate) |
Jinformation  1/26/2022 12:53:29 AM Sysmon 17 Pipe Creategl (rule: PipeEvent)
(i) Information 1/26/2022 12:53:29 AM Sysmon 1 Process Create (rule: ProcessCreate)
(i) Information 1/26/2022 12:53:29 AM Sysmon 1 Process Crgate (rule: ProcessCreate)
Event 11, Sysmon I

General Details

@) Frien dly View O XML View

+ System
- EwventData
RuleName technique_id=T1047 technique_namex=File Systgm Permissions Weakness
UtcTime 2022-01-26 08:52:37.738
ProcessGuid {43199d79-efb3-61f0-2300-000000001500}
Processid 1216
Image C\Windows\system3 2'\swchost.exe

TargetFilename C\Windows\Prefetch\SEARCHFILTERHOS TEXE-AATATFDD pf

CreationUtcTime 2012-02-19 12:00:13.114

User NT AUTHORITY\SYSTEM

Analysis Malware Emotet Search host and protocol

Ketika proses infeksinya sudah selesai malware emotet akan mencoba melakukan
connection to outbound dengan mengakses IP C&C malware dan kami sudah menangkap

beberapa IP C&C malware yang mencoba diakses.
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T FakeMet-NG - fakenet.exe
ERROR:

is i
und lo

Analysis Malware Emotet connection to C&C

Beberapa IP C&C yang kami temukan terdapat related dengan IP C&C yang sering dipakai

sebagai penyerangan yang memanfaatkan log4j.

DETECTION DETAILS RELATIONS COMMUNITY o

Comments

[ ionup

Malware analysis emotet log4;

Bagaimana Cara Mitigasi Malware emotet?

o Pastikan melakukan block pada domain dan IP IOC berserta C&C.

¢ Memastikan memiliki EDR sebagai pencegahan.
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o Pastikan jika menggunakan log4j sudah mendapatkan versi terbaru.

* Memastikan server mail gateway melakukan filter spam/phising pada sender mail yang

tidak memiliki dmarc.

» Melakukan cleaning pada file dan folder:
C:\Users\IEUser\dwa.ocx(atau file activeX unige lainya)
C:\Users\IEUser\AppData\Local\{unige folder}\{uniqe file}
C:\Windows\Prefetch\{bershikan isi artifact}

C:\Users\IEUser\AppData\Local\Microsoft\Windows\INetCache {bershikan

isi file}
HKEY_USERS\S-1-5-21-321011808-3761883066-353627080-
1000\Software\Microsoft\Windows\CurrentVersion\Run\ {hapus file aneh}
HKEY_USERS\S-1-5-21-321011808-3761883066-353627080-

1000\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.blf

{.ndy, .tnn, .ovo, .blf} note: format emotet masih banyak ini hanya
sebagaian yang saya temukan ketika analisa silahkan hapus.

C:\Users\IEUser\AppData\Roaming\Microsoft\Office\Recent {hapus recent

file yang dibuka sebagai malware}
¢ Melakukan scanning antivirus.
e Block domain sender.

Emotet IOC (Indicator of compromise)

bluetoothheadsetreview|[.]xyz

topline36][.]xyz

mammy-chiro[.Jcom

unifiedpharmal.Jcom

kauffmancreates[.Jcom

ecs|.]office[.]Jcom

uci[.Jedn].]office[.]net

sanagrafix[.Jcom

112[.]78[.]125[.]227

SHA256 :
CB5D0451582313831775C542C874C2FAE664CF090646987895E5645E33F1B317
SHA256 : d5e424520fc86ef4c91caacdf609bc584chb73faaf0a6131db19f6b2d0eeeS57ad
MD5 : BE4813C9B6C410BC1E0A8416BA2EE153

Emotet C&C (Command and Control)

185[.]148[.]168[.]220:8080
54[.]38[.]242[.]185
54[.]37[.]228[.]122
62[.]171[.]178[.]147:8080
85[.]214[.]67[.]203:8080
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190[.]90[.]233[.]66
37[.]44[.]244[.]177:8080
210[.]57[.]209[.]142:8080
116[.]124[.]128[.]206:8080
128[.]199[.]192[.]135:8080
195[.]154[.]146[.135
185[.]148[.]168[.]15:8080
195[.]77[.]239[.]39:8080
207[.]148[.]81].]119:8080
78[.]47[.]204[.]80
62[.]171[.]178[.]147:8080
37[.159[.]209[.]141:8080

Sender Spam dan Phising Emotet

*@rubioguzman[.Jcom
*@alianzagb[.Jcom
*@allinautos[.Jcom
*@nanaki[.]col[.]jp
*@daiwaconst[.]co[.]jp
*@cangroup[.Jcom[.]sg
*@berlina[.Jcom[.]uy
*@denyuusyal.]co[.]jp
*@kare[.]Jcom
*@expresoeltero[.Jcom
*@ptsif[.Jcom
*@amarishotel[.Jcom
*@alobhainfotech[.Jcom
*@maidohal.Jcom
*@pecconsultltd[.Jcom.gh
*@galaxycorp-vn[.Jcom
*@gunungabadi[.Jcom
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