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Overviewq|

Cobalt Strike is a premium offensive security tool leveraged by penetration testers and red
team members as a way to emulate adversary behavior. The goal is to validate security
detection capabilities and processes replicating a real-world intrusion. While Cobalt Strike is
a legitimate tool, it is often abused by actual threat actors as a way to gain and maintain
persistence into targeted networks.

To manage command and control, Cobalt Strike leverages an implant that uses beacon
configuration known as a Malleable Command and Control (Malleable C2) profile. A
Malleable C2 profile contains a tremendous number of options to configure the beacon’s
functionality, please see Cobalt Strike’s official documentation for specifics on configuring
Malleable C2 beacons.

This blog will focus on using the Elastic Stack to collect Cobalt Strike beacon payloads,
extract and parse the beacon configurations, and an analysis of the metadata within the
configurations. This will all be taken from the memory of targeted Windows endpoints that
we’ve collected from our telemetry.

The Fleet Policyq

Fleet is an app in Kibana that provides a central place to configure and monitor your Elastic
Agents. Fleet uses integrations, which are unified plugins that allow data to be collected from
apps and services, and then stored in Elasticsearch. Integrations are added to policies, and
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Elastic Agents are added to policies.

First, we need to configure the collection of shellcode and malicious memory regions in a
Fleet policy. This will collect 4MB of data from memory surrounding shellcode and malicious
memory events. It should be noted that this collection may significantly increase the amount
of data stored in Elasticsearch.

You can add this to an existing policy or create a new policy. To create a new policy, in
Kibana, navigate to Fleet — Agent Policies — Create agent policy. Give your policy a name
and description. Optionally, you can disable “System monitoring” and “Agent monitoring” to
reduce the amount of system and agent metadata collected from your endpoints. Click on
“Create agent policy”.
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Create agent policy

Agent policies are used to manage settings across a group of agents. You can add integrations
to your agent policy to specify what data your agents collect. When you edit an agent policy, you
can use Fleet to deploy updates to a specified group of agents.

Name

Cobalt Strike Beacon Collection

Description

This will be used to collect Cobalt Strike beacons.

System monitoring

Collect system logs and metrics @

v Advanced options

Default namespace

. . default
Namespaces are a user-configurable arbitrary

grouping that makes it easier to search for
data and manage user permissions. A policy
namespace is used to name its integration's
data streams. Learn more 2.

Agent monitoring agentlogs ©

Collect data about your agents for debugging
and tracking performance. Monitoring data will
be written to the default namespace specified
above.

Collectiagent metrics @

Unenroliment timeout

An optional timeout in seconds. If provided, an
agent will automatically unenroll after being
gone for this period of time.

Cancel Create agent policy

Next, click on your new policy and click the “Add integration button.
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@ elastic

= D Fleet

Agent policies Cobalt Strike Beacon Collection

(7 Send Feedback

1 Fleet settings
View all agent policies

Cobalt Strike Beacon Collection Revision Intagrations Usec by

Last updated on
1] 0 agents

Nov 23,2021

Actions
3
s will be used to collect Cobalt Strike beacons.

Integrations Settings

®

Add your first integration

This policy does not have any integrations yet

Add integration

In the search box, type “security” and select “Endpoint Security”.
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& elastic
= o

Integrations Browse

Elastic Agent
Integrations

Collect data from popular apps and services using
Elastic Agent

t T
Browse Manage
Browse by QU security
category —
BETA EXPERIMENTAL

Al e I-' -
AWS 20 H .

CyberArk Endpoint Proofpoint
Azure 20 priv“eged Securlty Email
Cloud 27 ACCESS Protect your hosts Secu rity

. with threat
Config management (8 securlty prevention, detection, This Elastic
This Elastic and deep security integration collects
Containers 10 integration collects data visibility. logs from
Proofpoint Email

logs from CyberArk .
Custom 2 Security
Datastore 15
Elastic Stack 7

.
Google Cloud 1
Prebuilt
Kubernetes 10 .
Security

Message Queue 5 Detection
Monitoring 5 Rules

Prebuilt detection
Network - rules for Elastic

Security

0S & System 8

Next, click the “Add Endpoint Security” button.
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& elastic

= . Integrations Endpoint Security

¢ Browse all integrations

1

H - Version Agent po\icwes D N o
Endpoint Security o :

Overview Policies Assets Settings Advanced

Endpoint Security Integration Details
This integration sets up templates and index patterns required for Endpoint Security. Version 111
Category Security
Compatibility
For compatibility information view our documentation 2. Elasticsearch Ingest 1t
assets pipelines
Index
Logs
templates

The log type of documents are stored in the logs-endpoint . indices. The following sections
define the mapped fields sent by the endpoint.

Transforms 1

Features logs, metrics

alerts
License basic

Next, you'll give the integration a name and description, and then click “Save integration”.
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@ elastic

D Integrations Endpoint Security Add integration  Send Feedback (S} Fleet settings

Cancel

Add integration

Follow these instructions to add this integration to an agent policy.

o Configure integration

Integration settings Integration name

Choose a name and description to help identify
e ption P y Endpoint Security
how this integration will be used

Description

Optiona

Endpoint security integration

Advanced options

We'll save your integration with our recommended defaults. You can change this later by editing
the Endpoint Security integration within your agent policy.

© Apply to agent policy

Agent pollcy Agent policy Crelte agent policy
Agent policies are used to manage a group of

Cobalt Strike Beacon Collection ~
integrations across a set of agents

0 agents are enrolled with the selected agen@policy.

Cancel [5) Save integration

Finally, we're going to add the memory and shellcode collection options. Click on the
integration name (“Endpoint Security”).
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@ elastic

= D Fleet Agent policies Cobalt Strike Beacon Collection [© Send Feedback (3} Fleet settings

View all agent policies

CObaIt Strike Beacon co"ection Revision Integrations Used by Last updated on Actions
2 1 0 agents Nov 23,2021

This will be used to collect Cobalt Strike beacons

Integrations Settings

QQ search... Namespace @ Add integration
Name T Integration Namespace Actions
Endpoint Security « Endpoint Security v1.1.1 default

Under “Protections”, leave the different protection types selected, but change the Protection
level from “Prevent” to “Detect”. This will allow malware to continue to run to allow for more
rich event collection. There are several types of Protections (Malware, Memory, etc.), select
“Detect” for each type that has Windows as an available “Operating system”; you can
uncheck Mac and Linux Operating Systems. If you are enabling this feature for a
production environment, leave the Protection levels as “Prevent”
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3 Edit Endpoint Security

. . Agent policy
|nteg ration Cobalt Strike Beacon Collection
Modify integration settings and deploy changes to the selected agent
policy.
Integration settings Integration name
Cho?se a na.me a'nd description to help identify how Endpoint Security
this integration will be used.
Description Optional

Endpoint security integration

> Advanced options

Protections

Type Operating system

. . « Malware protections enabled
Malware Windows, Mac, Linux

Protection level

© Detect Prevent

User notification
Agent version 711+

Notify user
Customize notification message @

Elastic Security {action} {filename}

At the bottom of the integration configuration page, you can toggle “Register as antivirus” so
that the Elastic Agent is registered as the Antivirus solution, and disable Windows Defender.
Click on “Show advanced settings”.
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Type
Register as
antivirus

Operating system
Windows Restrictions @

Toggle on to register Elastic as an official Antivirus solution for Windows OS. This will also disable
Windows Defender.

a Register as antivirus

Show advanced settings

At the very bottom of the advanced settings page, type “true” for the
windows.advanced.memory_protection.shellcode_collect_sample and
windows.advanced.memory_protection.memory_scan_collect_sample settings, and
then click “Save integration”.

windows.advanced.memory_protection.shellcode_collect_sample @ 715+
true

windows‘advanced.memory_pmleclion‘memory_scan_ccllect_sample @ 715+
true

windows.advanced.memory_protection.shellcode_enhanced_pe_parsing @ 715+

Cancel [2) Save integration

Once you have created this specific Fleet policy, you can apply this policy to an endpoint
running the Elastic Agent. For specific instructions on how to deploy the Elastic Agent, refer
to the official Elastic documentation.

Collecting the Beacon]]

Now that we’ve made a collection policy and applied it to a Windows machine you can target
it with a CobaltStrike campaign. Instead of mimicking what a CobaltStrike beacon could look
like in a lab, we're going to use live CobaltStrike beacon payloads from Elastic’s telemetry.

To find Cobalt Strike beacon payloads, you can use the Discover app in Kibana to return
events identified as Cobalt Strike. These events are provided by the Elastic Endpoint
Security Agent, which identifies Cobalt Strike beacons and modules with the
“Windows.Trojan.CobaltStrike” malware signature. A simple Kibana Query Language (KQL)
search is as simple as:
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KQL search for Cobalt Strike

event.category: (malware or intrusion_detection) and
rule.name: (Windows.Trojan.CobaltStrike or Windows.Trojan.Cobaltstrike)

& elastic
= . Discover Options New Save Open Share Inspect
[¥] ~ event.category:(malware or intrusion_detection) and rule name:(Windows Trojan CobaltStrike or Windows. Treian.Cobaltstriked QL o] Last 90 days Show dates C Refresh
z + Add filter
944 hits Sep 2, 2021 @ 00:00:00.000 - Dec 1, 2021 @ 14:54:34.290 Auto w Hide chart
! I ,l
3
31
—— - . - e — - —— — — - .
@timestamp per day
Time event.code event.category rule.name
Dec 1, 2021 @ 12:31:24.329  memory_signature malware, intrusion_detection, process Windows.Trojan.CobaltStrike
Dec 1, 2821 @ 12:12:25.392 memory_signature malware, intrusion_detection, process Windows.Trojan.Cobaltstrike
Nov 29, 2021 @ 19:01:23.293 memory_signature malware, intrusion_detection, process Windows Trojan.Cobaltstrike
Nov 29, 2021 @ 18:59:57.683 memory_signature malware, intrusion_detection, process Windows .Trojan.Cobaltstrike
Wov 29, 2821 & 18:59:57.682 memory_signature malware, intrusion_detection, process Windows.Trojan.Cobaltstrike

Next, let’s filter on documents that have the
process.Ext.memory_region.bytes_compressed field (this is a field populated by the
windows.advanced.memory_protection.shellcode_collect_sample and
windows.advanced.memory_protection.memory_scan_collect_sample settings we
configured in the Fleet policy above). To do that we can simply add a filter for the
process.Ext.memory_region.bytes_compressed_present field with a value of true .

= . Discover -~

[3) ~ event.category:(malware or intrusion_detection) and rule.name:(Windows.Trojan.CobaltStrike or Windows.Irojan.Cobaltstrike  KQL

@ |+ Add filter

. L

9| Edit filter Edit as Query DSL 1:09.844 Auto
.| | Field Operator
£
& process.Ext.memory_region.bytes_compressed_present ~ is s
— | F—
Value 2021-10-24
true ~ Hay

X Create custom label?

>
Cancel
>
b3 NAwv 20 20421 @ 14-a41-+-27 202 mamAarv eiAanatura malwara intrueinn datartinn nrarace

Finally, add the process.Ext.memory region.bytes compressed field to our view so that
we can see the value of the field.
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& elastic

= . Discover -~

[5] ~ event.category:(malware or intrusion_detection) and rule.name:(Windows.Trojan.CobaltStrike or Windows.Trojan.Col

@ process.Ext.memory_region.bytes_compressed_present: true x + Add filter

N
N
i

133 hits Sep 2, 2021 @ 00:00:00.

. 25
Q process.Ext.memory_region.by 20
E 5
3
. 2 10
Filter by type O v O I I
0 - - — — [ 1]
. X Add field as column 2021-09-05 2021-09-12 2021-09-19 2021-09-26 2021-10-03
v Available fields
t process.Ext.memory_region. e
R Time . event.code event.cal
@ process.Ext.memory_region.
bytes_compressed_present > Nov 29, 2021 @ 86:31:15.878 memory_signature malware
> Nov 27, 2821 @ 20:86:24.484 memory_signature malware
> Nov 27, 26271 @ 13:21:58.838 memory_signature malware

We can see that we have 133 examples with data in the
process.Ext.memory_region.bytes_compressed field. This field contains the file
extracted from the memory of the infected host and then zlib deflated and Base64 encoded..

elastic
= . Discover Options New Save Open Share Inspect
event.category:(malware or intrusion_detection) and rule.name:[Windows. Trojan.CobaltStrike or Windows, Trojan.Cobaltstrikel* koL [ Last 90 days Show dates Refresh
process_Ext. memory_region.bytes_compressed_present: true + Add filter
* 1133 hits Sep 2, 2021 @ 00:00:00.000 - Dec 1, 2021 @ 15:02:54.725 Auto Hide chart

Count

@timestamp per day
Time event.code event.category rule.name process.Ext. memory_region bytes_compressed
Nov 29, 2621 @ @6:31:15.978 memory_signatu malware, intrusion.d Windows.Trojan. eAHs/X1EVOXZPATPZCYQ1QNCKCDKIKhOXKJXSRZRH
re etection, process CobaltStrike 7/2+7JOTCYVPS /kSn+/39F2 1 tHHOVE/ X dIXd1+3

+@1Zmr TGDO1 campraaSad9ZXGmaPyv3aBz+arRy X

267sabb j CulZ dwbmwdrkm

Z2ZRGUUBRINL ) gF UrhQygsnaIMBxPSes+2taZ ttpal] tta2VyyJZ2MI1m7 1ANr 3DUIALBFDP
uKvZPJTAAHKe/ J0THWIVF3XHhxBsXUBBVIS a +Z5cxzFPX3US5UGT4Y2LEr #MBAStBAYZAwdd
SmOW1SP2E9aZ2ng16w91UNZ TS/ InJGeVKexPvnlad2DRTM5AS9WA s 1NGRaoGHPSLF 54
7t J10d6ZMDf e x9k tuBbAN ] NVKx 661 J2AZ tOmoaT| vL1xZKBJ3P/ 7204+ fe0PF
N/ +tZCDT InSmzStewBreZ viKXxUTNZ rkRm7yTyaByOfWvgz018smSNUOST2C 16geR
VaTtOHg/GVWwhPZxXPLfTnt rimTedh6She 91 v/ TK131gYDnoNhCBx Taf ZTDpF La2eNOML SUGT 23nyE 1y Jus3TVSipraadwdlab
FehnTabitieny /1P /Fudi dax7G7aNIT+1KPA+ 1IN RERPPTeVNSATarnRaavMPrF| mhXATwAr TY eNOYni rmdNsdanine 7M. 1fan

€J4Yix89Th1hV10
3zCtW27adDWf o
M R N7 1

Wov 27, 2621 @ 20:06:24.484 memory_signatu  malware, intrusion.d Windows.Trojam.  eAHtwOTALNXWNZSCRIHBWRLFMQXES1iz6IKhxuhgz+RgNGNZr EsspOVR2 fUTmrggIGPodYoVmgAF xBUPNVRREODSe 18 JaSm1 2eNiUG T2 4y Fn/ 1 r7MD
re etection, process CobaltStrike Kidy/e+3//73sSHhTXXXvu9tSrr732 fvaTZ01ZqqMncUySdBp6 NI NnT oG f9TTrdosQxhpdgwUnen]AJTxofHaVkfKuknIgAh+K44Qe3262k 1Cdepd

050y g2 SeaMSonBIDIpinssbPxHiul Jecy deGaAtbyvuHOVErLr2iNa/bte0/ XJe1 00y onzzqyhy x fApwStKEUS/ FSe /5l ePLzrzxegvBuwpf7FL

12R{H/K+GLRoyr +eg+ZX FKGFAMsAXVTT+rZ§517utS.)/XeLIHSVODr OtOMcb+kxTYqet fabluaqLécy /NLITENFT rpwS9ededQe+OXReTZIPBGH /v IW

9e30kzrvSZoBIVESETMY Tyt +LX3IhvGS0/be K2 uPnI NP/ 63GNdKx n5up1 1879+E+MS3gadT F16eDFQac7AqS040U1j+ha nsR3/ 78/ Toek

o1112ASWhEPBARSY Lcedc /6y f7 1HA4s T9d] Lekk631 B9nbe+D1/np+h 4Keh71536n0RATEE2 s4vRIGo7qleBolAMaXT BykBTZEVY +PeME 53yz

110 FFnMT D+ T HDecHF S S 7VF XIVROPOGY A 1 ReHunz 01 heaPAF GAD T ASHhvA 1XNG / TeNvAGhA /NXEND 44 f JuknHPhAx TvaF e dntAde? 1 fwek. 17447

o6

Nov 27, 2621 @ 13:21:58.838 memory_signatu  malware, intrusion.d Windows.Trojan eAHM /QLEVNXSBwSPHhMS IDBBGEVF1R11Ga:

aCelgTs 91 pUZbg 1 aKWOE 1dUhwnCdaqt W29 rifVqin2aqt leUtkBghAcRFNnHERXL 10l 10BF DY
re etection, process Cobaltstrike +/@+585kwm /v / £3/T+f149h7 tmd5

5zzn2c52T0stHIS] gRn/ poiMT xxsxqcHBy s2BStNVIgVOB2 r81W3y+AgX+2dMxu/3 1eCL jPRTTFb3a7 ShoNzdt t 1P
5q1e1+8351tdvtdhQvzkSX10%hed /Rr1/ 1xL+BrSbs1BHADZPZEQdyE Sy jDnzP1CsNGT3YR] cwr zDXsxt  enBnaJKYQESHTI3/BvCHBRKcObLVZ tIF4vS
olq7e]ve/GB10BMNY 1 JOWMAVLIkWNY 102 riWk 1xUBLe 7HXT5aZc SbGBNBVKEK +AD | nDHeUNy 4woX L xCA+CVD S rNgUSZS1 22 tthr J4BquIL1AR1 {3078
JUvaSnduw19rL1RP1USS riNp | xHBMGIcQBG+r 26HMZ2K/Z1HTnd1g/ +ubDvemo+ / 7920H3ZLmDa3YFLJBErcoMd/ swI1VILDYOnhCezwl Mbs L jeuMs
A1 r jmuubli1bZuo CMerB70F SWZ swmCX1f69YybMweFE3 JNTICSjUQ7EWbOERVOYUTZbDNIV/Bh1 1TIESwI Mwd5Yshj JsT1YSELUF JcKnnOkTx1J50ME
101 TXRONZCHFRIT ] TS ir | ht+Anhzmni PAuRIGE BunnHunT 1mha0t 079X Arahtn0V+Y av? RelaHe ra? s siMA VY. |s7WMCTAGnA 40w ve BRYKX S0

Now that we’ve collected the file in the Elastic Stack, let’s turn that raw data into a file that we
can analyze.
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There is a lot of nuance between operating systems on how to decode Base64 and inflate
zlib deflated files. If you’d prefer to use your command line or local tools, feel free to do so.
That said, CyberChef is a browser-based data parser that is provided for free by the United

Kingdom’s Government Communications Headquarters (GCHQ).
Using the CyberChef web application, add the “From Base64” and “Zlib Inflate” recipes.

Click on the disk icon to download the inflated binary.

Download CyberChef & Last build: 3 months ago Options Q About | Support 0
. . . length: 168541 1

Operations Recipe “H B Input Tj:;; 2 + O 8 =

kearch Erom Dassad Qn eAHs/Q1cINX2NwaPzICKFv iWFngk@)zYFSgabYyHCQUuxpwsMzvVybe@LE2Po L 1gqSMYTRIxj

CUgZmY1cUSpyky lwDADDDo j g46KSgmFBYD 1 1GBTvvBB176uATTP737uS/N5/p/ / TXBYvbj2tV
Favourites r Alohabet /vi3nvttddea+23CU9ny+QymUyBp7VVIvsab/pppPf/9Ful572B394m293twF1fBz 1y4K4nXpy

A-Za-z0-9+/= - ZKHLBwvkvLIw+L3LmIFdemZ8WOWNWSMLF roTOeSVy3KOTIufNf37WA7 feGjpYgjExSSZ7IKir
LK337qcDcOt 1Y fLuQUEY2TSUbAEBwWvFKkS296gHT@DhbLTb/AD/ yAXPY1/HOj FRQsJuBpAu+2F
/9NgSTLFgUS3+wHeB3j3/g75pbL+t/EfBBAqsd/ /z2QNmt pGt5 1d@oFGtChEaGyySZ0e+D56W
Remove non-alphabet chars KAJRtBC/TE4umK]/L6eBrZNNsDCBWI1VRp ] QRLeWOBWMADMxYt4uWiBI1/KRb/ rSR4cAR4SZT
VNCnf+/4Cz/bA2MefIPcI+kNtRfnzjxvipc31+UaKGY jxHrxIvKVzX+dNPgZtT23+d7wfujde
YNRF79P56/x1/p/nb/0X+evB89f56/x1/jp/nb//le+cY93ue8ixbudQeunP3LclcglG5hw30

Data format

Encryption | Encoding

Public Key

Ziib inflate © 1| Ly/+07aQ3wruuK9j Ty3DiY fxWAFXpnjBvdoWn+HTLZtAL7@Zfc511nugzdgnG32qjGk3U142h

ety ok k5i@jQ7GX0kPvaXMo211pypb24rQ/1o8GfdFuaFnmRvt j8IPKBuxW/pmBopIa+46hMVybhj+w

Start index nitial output buffer size 1IPj3d1QovOme7sh5TIBHAS1t3j CbvmxAoIpITRKANYHS3rx7drahrxolW/Ut 1Y9sEeveltfi

. e o UnHWx/ rPXtXSPSgtgV7BYekvIVPIN2uQ+LawjH/ iw/CeHx/DbOmHwky20+Phs24JwfBwQiNrG

Networking . hFKQZSx/ rU8ILiPEMQ2iQn2UYI74TM7e/ Iwh+ZP3/SE/50n183+eF Imj f7MBNMFO2KbDVWTye

Buffer mpention type Resize buffer after 4tWzducTS+3ueUufFzahTiq6vA6iGHsVXH/HVX3uNo F+1E/CYVhE0]D4/FayVRhGvagaGZs

Language Adaptive decompression SNPFNHNUSBE1/hKDCTACOWA/qzy i0z01XmcB80V IArA7FNUS iN/kyPdNv iA1u7wiNY rdd fFLBG

- B2Tyb+SwZgTBCZFJ)bcigeaQmfKbXLu7iWzuQYG1ldqeGtOiCQDIEWNS/ yos/WamTU1LsHI9hxh
s

D Verify result ObW2vd51BcF2yYAdpMZ2KIkMoDJBDHB1fDQrgDZ jUCEIBV189heKIJEP89t /RBRhUBZYIqT7 rz
mUxtbsSxugtwWFWcIXtkS+8WumS38uaGXL3wHj XMINCO/eHvZ7TmHXy4YtJ1UHbToHGVkajooZ

Date / Time n4CQqCUuyb2uC29CX0sKw2nUKE11VMifnolhNebcD@20022QmZRuSctNtb6hBb4otFIiOwHUL
' gj JHDG5aSPEmZ2cq8gx9tugdQZ1pg7siSuYTgxVNOoSp/pm7eF9pQ7AhKdup4KambQSe6Q+gY

Extractors Ws2ZNWR f60CZ4Vv5Czjdy jMFhrbyDkplAXoNI6 LLpV/ cFo5%2] rPiRAGUMOhaUKb rvQFNApZN+
vBMBIN /Wegv/BW3EPtSU2ZHn6t tRU4HKRA6CALCTRYegRCiPEI TyZzg3EGGVINURHKGUCxqddM
Compression Xrra2ZvZBm4@TW/TOS/AQwzkHQO r+YuoelHodUp/eRWLQiX/hIxuk4QyhZuW9+DbgQF /W47T1
CjLnbKctnH5NvBGYRuHrEZ7Nf5Mz fOKf6b81EqwBhKFGRpEgo9a+apQHTIAAKBBwOSXkgRsIL
Hashing NOefoiTGKVuPbTPgfoC3j8dIugA/En6MyMMSTBA0OCVGIMSykENT 1HA1qUASGQenpnkcyad]?
/mcYak85m18g1d8ZYndQ2z9CcPe2nLoN]f/hZUra+X31stTwoPs8iGHXs rilflJ4uRfWGWXm+
Code tidy F65P0k7cqqefy30bAHTe4j9STUAGTYSN7NC rDU@97 j9s60CPPFBM/ r+xzcBwpqVyxoKEKBwaN
aullrzeS )l ikl ilK80bba, T mgE AL E U abE0LRELZCAE 1 i EwhDdhDMud s RTCEACTHIAERTWE.
Forensics iaai .
o OutplT 7" B0 m Zr
Multimedia LT
MZiiunnnnnan FHarannnnns Bas s seasenas i eataa e e i a b a e 2.’
Other I!, .LI!This program cannot be run in DOS mode.
Flow control

..................... @ A.rdata..Beu..@isinaas
lesesnssssnnses @.00.055...000000 Pesssasnsssannnsnanannnan *A.idata..0...."

........ @.0A.CRT....4.... veenea@0A LS.,

Running the file command, we can see that this is a Portable Executable (PE) file that
can be analyzed by a malware reverse engineer (RE).

Using the file command to validate the file type
While an RE can identify a tremendous amount of information, let’s explore what additional
information a non-RE can obtain from this file.

Next Steps]|
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https://gchq.github.io/CyberChef
https://gchq.github.io/CyberChef/#recipe=From_Base64('A-Za-z0-9%2B/%3D',true)Zlib_Inflate(0,0,'Adaptive',false,false))%0Aand%20then%20paste%20the%20contents%20of%20the%20process.Ext.memory_region.bytes_compressed%20field%20into%20the%20%22Input%22%20section.%20This%0Awill%20decode%20the%20Base64%20encoded%20string%20and%20inflate%20the%20zlib%20archive.%20There%20are%20more%20recipes%20that%20we%20could%20add,%20like%0A%22Strings%22,%20but%20we'll%20download%20the%20actual%20beacon%20payload%20binary%20and%20do%20some%20local%20analysi

In the next release, we’'ll use the beacon that we’ve just collected and extract its
configuration. With this information, we’ll be able to identify other important elements such as
license identifications, watermarks, and atomic indicators.
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