Analysis of njRAT PowerPoint Macros
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| wanted to do a quick write-up on an interesting PowerPoint macro document that contains
njRAT. njRAT is a .NET trojan first identified in 2013 that has largely targeted countries in the
Middle East as well as South America.

The malicious document can be found via MalwareBazaar:

https://bazaar.abuse.ch/sample/edba3ca498110106418658167533034aeb929276fe81de80c
6de1a6bb95120e0

Information Gathering

When triaging a suspected malicious file, running one of the many scripts from OLETools is a
must. The malicious PowerPoint has the extension .ppm, so we will run Olevba and see what
it outputs.
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Olevba output
Our suspicions are confirmed that this document not only contains macro code (Auto_Open),
but also spawns WScript.exe, creates and drops files, communicates with a URL.
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The output from Olevba provides a roadmap of where to start our analysis methods. Let’s
first take a look at x.vbs:

Figure 2

Before we dive into the VBS code, | had to start off with the image above in Figure 2. The
document starts with almost 100 lines of colons but has this helpful string identifying a recent
update to the njRAT malware.

Much of the script is obfuscated, however, this does not prevent us from gaining an
understanding of what the document is capable of.

On Error Resume

i Uwd
31 U HssQz (HssQz (HssQz (Dilwd

C:I1lyeH:QMIQh aVvieG: KFkAG

In Figure 3, we can clearly make out the word “Startup” reversed at the DiUwd variable. A
few lines down, we see some string concatenation, an if-else block, as well as a call to
WScript.Shell.

Forgive me for skipping around, but much of what comes after the code in Figure 3 is more
concatenation and reversed letters | would rather not waste time on. Scrolling down further,
we finally see some interesting calls to replace and references to PowerShell.
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JICYU( HssQz

C:IlyeH:Q

NuwVn

Figure 4

If you have analyzed malicious macro documents before the above is likely familiar. We have
Base64 data to decode as well as a few items to replace: the ‘££’ is replaced with ‘A, and
‘%HVDIHGRjuC%’ is replaced with an empty string.

At the very top of the image, we can see that WScript.exe will make a request to
hxxps://wtools.io/code/raw/b833.

Figure 5: Before replacing characters

Figure 6:
Once all characters are replaced and combined, we can throw the Base64 encoded data in
CyberChef to see what’s behind the curtain (the ‘TVgQ’ maybe a giveaway).
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start: 12286

. —1 len, @ 12289 =
Recipe Oma Input Gt pretn + O3 @ =
© g TVAQAAMARAREAAAA/ /BAALEAAAAAAAA BAMAAGFUEAATARNTbEBTMERVG
A hpcyBwcmancmF tIGNhbmSvdCB 1 ZSBy dWagakagREITIG1vZGUUDQOKIAAAAAAAAABQROAAT AEDATWT PZKAAAAARARAAOAAA EL AVAAABWAA
Alphabet AAGAAAAAAAALT SAAAAEZAAAAQAAAAAAAE AARAAAAAZAABAAAAAAAAAAGAAAAAAAAAAC AAAAAAZ AAAAAAAAMAY T UAABAAABAAAAAAE AAAEAAL

- AAAAABAAAAAAAAAAAAAAAKBGAABPAAAAAEAAAE EDAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAWAAAD BOOAADAAAAAAAAAAAAAAAAAAAAAAAAAL
AAARAAAAAAAAAAAAAAARAAALAALAAAAART AAACARAAAAAAAAALAAACCARAEEAAAAAAAAAAAAAAC SBZXHBAAAACES AAAAE AAAAHAAAAATALA
AAAAAAAAAAAAAAAC AAAGAUCNINY YWAAAE gDAAAAQAAAAAQAAAAE AAAAAAAAAAAAAAAAAABAAABAL N ] 1 bGIJAAAMAAAAAGAAAAACAAMAT EAAL

Remove non-alphabet chars AAAAAAAAAAAAMAADAAADSAAAAAAAAAAAAARAAAAAADNOEAAAAAAAE e AAAACAAUAXCTAATANAAADAAAAAAAAAE QSAACAAAAAAAAAAAAAAAAL

AAAAAAAAAAAAAAAAAAARAAAAADAAAAAAARAAAAAAABACK BCAARDQHR TOGAAAC 1 gme xkAAAGAAQAABHMAAAAK gATAAAR ZGWAACOADAAAE C xw

AAAGABAAABCouFgEAAARVHQAAC 1oufg TAAARVHEAAC ioufgMAAARVHWAAC iouf gQAAARY TAAAC i rGFgUAAAQUKCEAAAD SHNTBAABWBALAAA

ToIgAACTE jAAAK CYQAAAGABQAABHAF AAAEKhp+BEAABCORACAGAAAEK L ZZDAAABLE 1AMK dAYAAAKABWAABC oo Al EMAAAKK hp-+BWAABCOAK

ABAAAYQHET0IWAAC 10AGZAHANAAAAABAAARTAAMAAAOKAAACNMPAAAK IS EqAAAK DY SAAADYMDAAC CESAAAKDYBAAACKBLgs AAAKC g ZyrQAA

CHK ZAABWbYAAAAOK €y KAAAD1KCOAAAPVKWAACE TOLAAACME tAAAKCWC OLAAAC E Y tWAACAWI CVOAAHAOLWAAC EWOMAAACEYOMQAACMBY AAA

KchUBAHBVMWAACNT

/ AQBDZQAAACUGTBXAAABIRYT CkCBAHAOLWAACGT 1 FWCOMQAAC TVNQAAC 1 beD1UONEAACERONWAACTAAK EEQAARARAAAWCEADI TARREZAE

A-Za-28-9+/=

. start: 9215 time: Gms

. end: 9215  lengtn: 9216 Ir HH
Output /# length: @  lines: 84 B D 2 o
MZ.oennnnnnn W, cananns Q.. I! .LIIThis program cannot be run
in DOS mode. l
| T PE..L....; T T [~
................................................................... E TR - T P

T T T T T | P text........
hssafeccnssiisssnssssnnsans B Brelot..iiiii cansass iiiiisnnssnnns BeaBiiisssasssannnas Hlecuass
D9u,itsnasstiurisnsasstesasiissesansssnasiistesns [

Figure 7 Decoded output
In figure 7 we can see all the replacing and reversing was done to cloak an executable file.

Scrolling down some in CyberChef an additional URL and PDB path are visible in the
CyberChef output.

.s..{t.x.t...3.8.e.p.m.u.R./.3.0.-.e.p.m.u.r./.s.me.t.i./.2.1.
f.g.r.o...e.v.i.h.c.r.a...s.u...3.8.4.1,0.6,a.i././.:.s.p.t.t.h... . &.& .A. .EC.:.\.W.1.n.d.o.w.5.
VoMiilcoriolsiolfutLLUNGELTU LR aumee w0 LK. .
\.v.4...08...3.8.3.1.9..)C.1l.a.5.5.L.i.b.r.a.r.y.1...C.1.a.5.5.1...R.u.n...\.R.e.g.A.s.m...e.x.e...
T S 0 1 B [ [ A (..a...(..9%.

T T T T T T I . S

(revvsrrnresacesss .. WrapNonExceptionThrows. . ...ovvveveaee. ). .$79172813-EDBA-4896-
B725-8E92B730B2BA. ... .. 1.0.0.0..I....NETFramework,Version=v4.5..T..FrameworkDisplayName. .NET Framework

MyTemplate.11.8.8.8..A..35ystem.Resources.Tools.StronglyTypedResourceBuilder.16.0.8,.0..Y. . KMicrosoft.Visualst
udio.Editors.SettingsDesigner.SettingsSingleFileGenerator.16.2.0.8..a. . .45ystem.Web,Services.Protocols.SoapHtt
pClientProtocol.Create__Instance__.Dispose__Instance_ .......My.Computer......My.Application......My.User....
. .My.WebServices......My.Settings..... ...IEi%........1System.Resources.ResourceReader, mscorlib,
Version=4.0.0.8, Culture=neutral,

PublicKeyToken=b77a5c561934e089#System.Resources.RuntimeResourceSet......oovvu PADPADP .. .uuu [ [ ok SN y
R RSDSAyXGZATO.U{2&.]G. .. .C:\Users\pjoae\Desktop\UpCry\Metodo
DF\ClassLibrary3\ClassLibrary3\obj\Release\ClassLibrary3.pdb.0:..........1:,..

Figure 8
Powershell is once again used to download and convert the text file above into another VBS
file.

The above URL is hxxps://ia904600.us.archive.org/4/items/rumpe-03/Rumpe03.txt.

The PDB path is

C:\Users\pjoao\Desktop\UpCry\MetodoDF\CLassLibrary3\obj\Release\ClassLibrary3.pdb
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Viewing a memory dump of the executed malware produces the configuration that includes
identifiers that may assist defenders in hunting this remote access trojan.
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Figure 9
RegAsm.exe, the .NET framework Assembly Registration tool makes two DNS requests for

the above domain, fidapeste2[.]Jduckdns|[.Jorg. No additional network traffic to that domain
was identified.

HE 3@

The .NET assembly is loaded utilizing PowerShell’s
[AppDomain]::CurrentDomain.Load() method.

» At the end of the output in figure 9 is a base64 encoded string, ‘TIIBTIiBDQVQ=, which
decodes to NYAN CAT.

o The 0.7NC signifies the version of njRAT, as well as the identifier for NYAN CAT, ‘NC”.
‘a918117a6dc84b8a’ is utilized as a mutex to prevent a second infection of the victim.

Last but not least, ‘@!#&"%$’ acts as a delimiter for information siphoned to the
attacker command and control infrastructure.

This was a pretty quick analysis but served as a great learning experience. | hope to make
more quick posts like this in the future. Thanks for reading!
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