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Introducton

Dridex is a famous banking Trojan which appeared around 2011 and is still very active today.
This is because of its evolution and its complex architecture, which is based on proxy layers
to hide the main command and control servers (C&C). The APT known as TA505 is
associated to Dridex. 1

MD5: 6A8401448A5BD2B540850F811B20A66D

Static

Openitin DiE to see Entropy . It's too high and if we open the sample in IDA . IDA will
pop up a warning which means that the sample is packed. After it's opened in IDA we see
that it's less number of functions and no imports.
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Section(2)[.data’] 00005000 00001000 0.07993 not packed
Section(3)[.text1'] 00006000  0002c000 7.95756 packed

Section{d)[".rsrc’] 00032000 00001000 1.32229 not packed
Section(5)[.reloc’] 00033000 00001000 0.66502 not packed
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Figure(1):

Unpacking Process

Then open the sample with x32dbg and set 3 breakpoints VvirtualAlloc and
VirtualProtect and CreateProcessInternalw . Then press F9 to hit the first BP. We
hit virtualAlloc then Execute till return and dump EAX . We see that's empty.
Then run again and Execute till return and dump EAX . Then run again for the third
time and Execute till return and dump EAX . We notice that there’s a PE header
starts with Mz magic byte which we can assume that’s our unpacked file. Don’t close
x32dbg yet Follow in memory map and save it then openitin pestudio . It shows that
we didn’t finish the unpacking process.
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Figure(2):
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We keep doing the same steps till we hit virtualProtect BP.then Execute till
retrun then we look at the second parameter which will change the permission at this

memory location which is 10000000 .

Breakpoints
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bmmand:

INT3 breakpoint at VirtualProtect>

If you follow in

unpacking.
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Then run again which will hit virtualProtect again. Then Execute till return andit
points at the same location 10000000 , but this time shows us it's only R in memory map.
Now we don’t know that if it's done or not. So run again and Execute till return we
see it points at another location but in the same region of memory of 10000000 which is
10001000 .

001 EBFD1C FrONZF26DR
00 10001000 dridex. 10001000

dridex. 10001000

) dridex. 10000108

Figure(5):

This the 3rd time to hit virtualProtect BP we keep doing the same steps which will point
at another locations but in the same region of memory of 10000000 . and in the 6th one we
stop. We press F9 to run. It shows us EXCEPTION_BREAKPOINT it's done unpacking.
Don’t close the debugger.

ALID_PARAMETER)
VALID_PARAMETER)

Figure(6):

Now we hit virtualAlloc 3times and virtualProtect 6 times at the 6th one we
finished unpacking. We will restore the snapshot and do it again till hit
VirtualProtect atthe 6th time and Execute till return .
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Then open Process Hacker tool to to save the unpacked file.

- r— . » . H H I
i | dridex.exe (2724 ) P ;@.LI
Hacker VIE\rN Tools _Users _Help | General I Statistics | Performance | Threads | Token | Modules
% Refresh (7 Options | A0l Find handles or DLLs 2% System information | . Memory ‘ e | Handles | GPU | [—
Processes ‘ Services | Nebﬂcrkl Disk |
Name PID CPU I/Ototalr.. Private a/ Hide free regions ’ Strings... l ’ Refresh ]
L _I] spoolsv.exe 260 596 Base address Type Size Protection Use o
B suchostexe 1036 8.2 MB > 0x350000 Private 512kB RW Heap (1
| svchost.exe 1180 0.03 552 B/s 1205 MB > 0x3d0000 Mapped 1,568 kB R
| taskhost.exe 1188 001 11.54 MB > (570000 Private 1,024 kB RW Heap 3
# | svchostexe 1292 363 MB > DX670000 Mapped L540 kB R
# | VGAuthService.exe 1472 242 MB > (800000 Mapped 20480 k8 R B
4 -,] e e 1644 12 MB > 1c00000 Prfvate 168 kB RW
- ) > Ox1d30000 Private 256 kB RW Heap 3
# | vm3dservice.exe 1664 1.34 MB - 0x1d70000 Mapped 3388 kB R
mvmtoolsd.e)(e 1676 049  202kBfs  11.87 MB > Ox2240000 Private 256 KB RW Heap 3 =
# | sppsvc.exe 1896 mﬂ.-_’. I EYEYFERTY Ci\Usel
# | svchostexe 2004 EMB. 0x1000000 Read/Write memo C:\Usel
" | svchostexe 1104 154 MB 0x1000100 Ci\usel—
i dilhost.exe 2188 4,07 MB 0x1002200 Change protection... Ci\Usel
¢ msdtcexe 2288 329 MB o] Free 332::
# | Searchindexer.exe 2436 27.34 MB 01002300 Decommit C:\Usm
0 7'1 Isass.exe 476 015 3.55 MB - 0x72430000 Read,/Wiite address.. C:\Win
B Ism.exe 484 218 MB > 0x72d30000 Copy CtrisC C:\Win
5 csrssexe 368 047 101kBfs 839 MB > Dx748b0000 Cony “Base address” C:\Win
@ winlogon.exe 404 277 MB > 74800000 icd C:\win
4 explorerexe 2716 019 39.05 MB ig:i:iigggg “w“:g: 22: Eg mg Em:
ﬁ vmtoolsd.exe 2892 031 1.07 kB/s 10.03 MB > (b74eB0000 Lmage 384 kB WX C:\Win
4 3% "32db9‘e"e 2486 043 4249 MB > 0x74ef0000 Image 72kB WCX c\Win
o 2724 002 146 MB > F4FL0000 R — —
B ProcessHacker.exe 2880 2.57 9.97 MB S
CPU Usage: 11.41% Physical memory: 773.28 MB (37.77%) Processes: 38

Figure(7):

Unmapping

Then we repair the unapcked file to restore the imports table. As we did Here and save it.
Then openitin pestudio if you unmapped it right, will show the imports table and you
could analyze it easy.
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