TokyoX: DLL side-loading an unknown artifact

7 lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact/

During Christmas holidays, Lab52 has been analyzing a sample which loads an artifact that
we have decided to refer to as “TokyoX” since no similarities have been found as to any
known malware, which we usually detect in open sources. However, we cannot confirm so
far that it is indeed a new family of malware.

The first thing we identified was a DLL
(382b3d3bb1be4f14dbc1e82a34946a52795288867ed86c6c43e4f981729be4fc) which had
the following timestamps in VirusTotal at the time of the current analysis, and was uploaded
from Russia via web site:

Creation Time 2021-12-09 02:46:43
First Submission 2021-12-09 08:48:20
Last Submission 2021-12-09 08:48:20
Last Analysis 2021-12-23 23:38:08

Some antivirus engines tagged the sample as PlugX, but it seems that the attribution might
be due to the final payload’s loading mechanism: DLL sideloading with an encrypted payload
in the same directory. After analyzing the final payload we could not find any similarities with
other known samples from PlugX other than the loading TTPs.

This DLL had a related .zip file with the name nnanupoBanue.zip (translated to as
planning.zip). When unzipping, the following files are observed:

C Creative. exe
Data

| —

|%) wersion.dll

The legitimate file Creative.exe, an encrypted Data file and the version.dll DLL, which
implements the loader function for the Data file, and therefore responsible of mapping the
“TokyoX”.

If we execute it from a path which is not final or the expected by the malware, it replicates to
another path and executes from there, which is something it does have in common with
some PlugX dll loaders:
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« Disco local (C:) » Users » Public » Z46F4501-F44G-4DLS-AVEE-4E4ADFDY918FG-DLSF102TVSFGT

[=) Abrir Compartir con

Nueva carpeta

~[4 ][ &

Nombre : Fecha de modifica... Tipo Tamario
|as |c 125.exe 08/12/2021 1:15 Aplicacion 415 KB
io |_| Data 07/12/2021 17:40 Archivo 97 KB
cientes %/ Version.dll 08/12/2021 16:46 Extension de la apl... 79 KB

Once executed, we observe how the netsh.exe process tries to establish connections with

port 443 of the IP address 31.192.107[.]187.

In this analysis we will focus on different aspects about the process; from double-clicking the
binary 123.exe process (which is a copy of Creative.exe but in another path) to the execution

of “TokyoX” already decrypted in memory.

The first thing we observe within the process is how the version.dll library prepares the
decryption and the final payload’s loading in the remote process:

In fact, we can see how the content of the Data file is read in the code section of version.dll:

B DA View- R
132.d11:77213F58 @b 98h

erneldl.dll: 7T723F5C

ernel32.d11:77213F5C

=

ernel32.dl1: T7213F5E push
erneld2.d11:77219F5F mov
ernel32.d11: T7213F61 push
ernels2.dll: 77213962 push
ernel32.dll: T7213F63 push
erneld2. dll: 77213666 lea
erneld2.dl1: 77219569 push
rrel32.d11: 77213764 call
erneld2. dl1: 77213679 test
wrnel32.dll:77213F72 §1

ernel32.dl1: 77213878 push

5 3

ernels2.dll: 7721995C kerneld2 Createfilew:

ebp, esp

eox

dword ptr [ebped]
eax, [ebp-8]

eax

of f_77210550

eax, eax
loc_TT23FECE

dword ptr [ebp+ach]

REX BOGDEDEDBAISFBFR % debugfld: BalIsFn
R xRN

AOX BOGREE00008000EC

AST GOOO00B0QIECTIC % debughld: 0036
RO BOGBEOAOAIEN110 S debuglle:B83s01
B et O (3 eeee

Path

(38 CrWvndowsleyswone4is 1041

(3 C:Windowaeymwontie 12 8

(3 C:WWindowalsystem 3ot

5‘ C:Windows srawoné4ipiemt12.d1

.
= Linel9of26

(L . dichernel12 ¢
Hex ew-1
00 00 00 00 20 00 00 00 00 00 S 00 W0 0 0 W
00 60 0O 80 00 00 B0 90 00 00 00 00 00 80 80 09
1 00 00 00 00 00 00 00 B0 00 90 00 00 00 0D B0
o 00 60 0 B0 B2 00 B0 B8 0O G0 B3 B 80 B9 80
sepese [l ee 34 00 5C 00 55 80 73 00 €5 00 72 80 73
SC 00 50 00 75 00 62 00 60 00 69 00 63 B0 SC
5S4 80 34 00 36 00 45 B0 34 80 35 80 30 80 31
20 00 46 00 34 00 34 B0 AT 80 2D 90 34 00 44
4C B0 53 80 1D 80 41 B8 56 60 38 00 45 89 2D
34 60 45 00 M4 00 44 B0 46 80 44 90 53 80 39
31 00 35 00 46 00 4T 0 1D 00 44 80 AC B0 35
46 60 31 80 30 00 32 B8 54 00 56 00 53 99 46
....... A7 00 37 00 5C 00 44 B0 £1 90 74 00 E1 B0 80
00 60 0 B0 B0 00 B0 B8 B0 G0 B0 B0 80 B9 80
00 00 00 00 B9 00 60 B0 0O 00 &) B 80 B B0
00 00 00 00 B0 00 00 00 00 00 0 00 W0 M0 W0
00 60 0O B0 00 00 B9 B8 B0 00 8O B 80 B B0
S0 00 00 00 00 00 00 00 B0 00 00 0 90 00 B0 0

If we edit the Data file with a
identify it in memory later (beginning with E3 84):

EEEARERERARRRRR

F4 GBABDEAS debuglle:BR4E0EAS
POLBOESE  det
FL BBMBCETE  det

PG

4 SR4BETIS

hexadecimal editor we will see their values, which will help us to
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i) Archive Edicién Buscar Ver Analisis Extras Ventanas Ayuda
ahd IE B RERERENT =] | Windows (ANSD [v]| hex |

&8 Data

Cffzet(h) 00 01 02 O3 04 05 06 07 08 0% 04 OB OC OD QE OF Texto decodificado
00000000 E3 24 CE D2 89 F1 AF FO B ES 13 LS F8 &0 B3 A7 A&, 10uwA &te.¥s" 3§
00000010 4F DO 6D CB F7 EZ 46 4B F1 00 ED BD SE CF ES 40 ODmE<aFEA.1%wEIeR
00000020 38 2F AR AS D3 13 C4 28 29 9E 17 58 BF CF 50 4D 8/ ¥0.A()z.X:IpM
00000030 A0 BC 90 ZF B1 &7 FB 04 33 6E BO 34 14 FS 64 73 4.?.g®.3n"4.0jy
00000040 79 DS DF 4E D4 FE A4 FF B 4B F4 LA 4D 20 &D E4  yORNOpH{IKA=M ma
00000050 10 15 BF 38 70 C2 Bl FE8 BA 84 4C L9 46 21 4C 2B ..:8pl+e°5LeF!L+
00000080 AF DS 2B SA 1E &7 2C 88 C1 25 CT7 gE O E2 FO DS _ﬁ+2.g,'ﬁm§n.éﬁé
00000070 B6 DY C1 49 22 F4 6D &8 5B 3C 91 34 84 22 BE 00 9qUAI"Amh[<'4."Z.
00000080 4e EC 15 2C 52 85 FS 44 EF E1 AS 12 FA 00 CE = FE.xRetiDia®.n.i?
00000080 31 =D E7T T2 5D CC 51 FS Ee DE 13 C2 BE 02 0OC 73 1=gI]iQ5£E.ﬁﬁ..s
000000A0 50 SA F7 98 4C 25 AR &1 95 8A 29 &4 8D BE 77 0&A PZi~L3%=a-5)d.%w.

After reading the file from disk, a child process netsh.exe is created. This just-created child
process is where several new memory segments will be located (a total of 5, including the
final decrypted payload) to decrypt the final “TokyoX” payload. The APIls which were
observed for the creation and writing of the remote process are the native APIs
NtAllocateVirtualmemory and NtwriteVirtualmemory.

First, it creates two segments: 100Kb where the encrypted payload is located and which
comes from the disc, and another one of 4Kb. In the 4Kb segment we observe how the
following string is set (which will be the string used for the decrypting process):

R8 FE18!

| R9_4DBD(

| netsh.exe (3640) (0x3¢0000 - 0xB¢1000) =8 EoR " .

00000000 21 55 70 3f 66 30 52 2e 44 2a 77 4e 2d 2d 00 00 'Up?fO0R.D*wN--.. A

00000010 00 &4 01 00 00 00 00 00 00 00 00 00 00 00 00 00 .cvevcnnsnsnsnns il

00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .cvievcnnsnansnns E =]

00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..vvvcnnsnnnanes =
00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..vevsnnsnnnsnns
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .evevsnvscnnsnns
00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .svvevsnvscnnsnns

The other memory segment of 100Kb contains the following (encrypted content, as we see
how it matches the content from Data file on Disk):
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# | netsh.exe (3640) (0x8c0000 - 0x8d9000)

00000000
00000010
00000020
00000030
00000040
00000050
000000&0
00000070
00000080
00000080
000000a0
000000b0
000000cO
000000d0
000000e0
000000£0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001a0

After the creation of these two _seg_m_ents, a third segrﬁenfis allocated, where it is loaded the

e3
4f
38
a0
79
10
af
bé
46
b |
50
ga
co
76
53
06
ge
96
ca
ae
b7
gse
6l
3e
40
49
46

g4
do
2f
bec
ds
15
d9
d9
Ec
3d
Sa
4d
cé
e3
75
01
a9
92
f9
Oa
cl
vE
ea
44
eé
c?
d4

d2
cb
as
3f
de
38
S5a
439
9c
72
98
a7
12
28
ab
49
38
ac
71
4d
bb
ed
dd
13
g1
f2
a5

ce
ed
ag
a0
df
bf
2b
cl
19
e’7
£7
be
f2
c2
1f
ds
le
16
57
15
59
3f
09
b5
26
de
77

g9
£7
d3
gl
d4
70
le
22
52
5d
4c
a6
b0
2b
b9
2f
d2
51
ge
34
g9
9e
07
la
18
55
1]

fl
e2
13
&7
fe
c2
&7
£4
65
cc
25
e3
3e
91
ge
€3
gl
el
ea
27
d4
Ob
ad
ca
fb
€0
ef

af
48
cd
f8
ad
bl
2c
ed
£9
51
aa
02
29
10
2e
a5
e2
d9
d2
gé
9a
70
1b
co
7f
49
1d

f0
4b
28
04
ff
fe
gs
68
44
£5
6l
el
0b
eb
70
21
08
2e
14
13
56
78
ed
==
g0

g6
f1
29
33
bé
ba
cl
Sb
ef
eé
a5
Oe
05
42
d2
g4
53
bc
49
dé
4f
3d
ds
ab
éd
3b &f
4e 35

et
00
9e
ce
4b
ga
es
3c
el
de
ga
25
gé
9b
e’7
f1
g9
45
g3
9e
Sb
f4
57
87
cd
f8 ee
c2 dc

13
ed
17
b0
£4
4c
c7
91
ad
13
29
2a
45
a4
Tc
€5
co
41
30
g9
es5
ed
et
bd
24
2f
ca

as
bd
58
34
aa
a9
ge
34
12
c2
64
40
39
ct
e3
92
b5
79
b3
25
fb
96
b5
ba
6a

f8
9e
bf
14
4d
46
0é
g4
fa
be
eéd
e2
£4
do
13
36
atd
70
b2
50
ag
75
38
9
c9
77
87

&0
cft
cf
f9
20
21
e2
22
00
02
be
32
4d
1f
ea
ae
04
dd
éa
0b
ee
Oa
2d
el
b2
ba
Oe

b3
e9
S0
éa
éd
ic
£0
ge
ce
Oc
77
eb
24
08
9f
3f
al
&9
bc
cé
2e
g4
87
3b
b5
do
79

Ly S e A

40 O.m...FK....... @
4d 8/..c.. () . .X..PM
79 ...?2.9..3n.4..3y
ed v..N.. K..M m
| RG] . | P L.F!'L+
D et lills e snile

00 ...I".mh[<.4."
3f F...Re.D....... ?
73 1=.2] Qeccsnnes s
Oa PZ..l%.a..)d..w
g 7 BN FedRi s $*@.2kg
M ceene) e E9.HG]
0d Ve [+eeuBoveenns
Bl SMllesies Peclecces
97 ...I/c.!..e.6.?
_ . N | (R
B ....Q....EAYP.1.
a7 ..Ng.j..I.0..j..
 { [ERESS $P...
CE safaneaWf.aal.
le ..2...px=...U.
€9 8ccecnca.W..0-..
€C >Devvnncnnnnns :1
4c @.Geeune m.$j...L
c2 I...U'I;../.w

g2 F.w.h..N5..... ¥

absolute memory addresses from several win32 APlIs (VirtualAlloc, LoadLibrary,

GetProcAddress, the home address of the coded payload, etc.) for its later use by the loader:

] i =
aoaaaa8a7 26510868
apaa808872651088 loc 72651C88:
apaa808072651088 mov al, [ecx]
BSeeBE88872651082 inc ecx
aaeae88a7 2651083 test al, al
Be00e88a72651085 jnz short loc_72651C88
=
480008007 2651087 mov eax, off_7265D888 ; GetProcaddress
2800808872651C8C sub ecx, edx
BRA066887 2651C0E mov [espt31ABhtvar 388C), eax
BREEEE887 2651015 mov eax, off 72650844 ; Loadlibrary
BREeEE8872651C1A push 48h
BBEBEE8872651C1C mov [esp+31ad4htvar_3818], eax
480008087 2651C23 mov eax, off_7265D848 ; VirtualAlloc
|eeBaa8a72651C23 push 3e8eh
|eaRaaea7 2651020 mov [esp+31ABh+var_3888], eax
200800887 2651C34 lea eax, [espt+3lAShi+var 319448]
Baa080887 2651038 push eax
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We can notice how the segment will have the memory addresses (starting from 123.exe they
are located in netsh.exe segment through the version.dll code):

00000000 [0 00 8e 00 Oe 00 00 00 00 84 01 00 00 00 8C 00)..uuunnnnnunnnn. a

00000010 H7 49 21 77022 12 21 77MSe 18 21 77 00 00 00 00 .I'w".!wV.!w.... ﬂ

AanAananaan an [alal nn Aan o Aan oA AN AN [alal an Aan AN an an nan [alal =
Then, another segment of 4Kb is created where it loads the code that will decrypt and load
the final payload.

00000000 ES €b ec 81 ec 14 02 00 00 8b 55 08 33 c0 53 56 U..vvunnnn U.3.5V -
00000010 57 8b S5a Oc 89 5d £& 66 0f 1f 84 00 00 00 00 00 W.Z..].f..uuunnn
00000020 88 84 05 ec fe £f £ff 40 3d 00 01 00 00 7c £f1 Eb .......l=....|.. 2
00000030 72 04 33 c9 €b 3a 8b cl 33 d2 £7 £6 B8a 04 3a €88 r.3..:..3.....:.
00000040 84 0d ec £d £f £f 41 81 £9 00 01 00 00 Tc €7 33 veenns Bovunnn .3

00000050 ££ 33 £6 Of 1f 40 00 &6 Of 1f 84 00 00 00 00 00 .3...@.f........
00000060 8a 94 35 ec fe £ff £ff 0f b6 84 35 ec £d ££f ££f 03 ..5.......5.....

00000070 £8 Of b6 ca 03 £9 81 e7 ££ 00 00 80 79 08 4f Bl ...vvvnnnnnn y.C.
00000080 cf 00 ff £ff £f 47 Ba 84 3d ec fe £ff ff 88 84 35 ..... G..=uua..e 5
00000090 ec fe £f £f 46 88 94 3d ec fe £f ££ 81 fe 00 01 ....F..=ccvueuss
000000a0 00 00 7c bc Bb 7d 08 33 £6 89 75 fc 39 77 08 76 ..|..}.3..u.9%.v
000000b0 71 33 db 43 81 e3 ££ 00 00 80 79 08 4b 81 cb 00 q3.C...... v.K...
000000c0 ££f ££f £ff 43 Ba 8¢c 1ld ec fe £ff f£ 0f b6 dl 03 £2 ...Cuiuvvrnnnnnnn
00000040 81 eé £f£ 00 00 80 79 08 4e 81 ce 00 ££f £ff £ff 46 ...... ¥.N...... F
000000e0 Of b6 84 35 ec fe ff ff B8 84 1d ec fe £ff ff 88 ...5..... cesssns
000000£0 8c 35 ec fe ff ff 0f b6 €4 1d ec fe ff £ff Bb 4d .S.vevvvvrennsns M
00000100 £c 03 c2 03 4f Oc 0f bé cO 0f b6 &4 05 ec fe ff e0ececnnncnann

00000110 ££ 30 01 8b 45 £c 40 89 45 fc 3b 47 08 72 94 &b .0 .E.@.E.;G.r..
00000120 Sd £8 8b 4b 3c 8b 47 18 03 cb 6a 40 68 00 10 00 ]..KE<.G...j@h...
00000130 00 €9 4d £fc 0f b7 71 14 ££ 71 50 €3 cé 18 6a 00 ..M...qg..qF...].
00000140 03 £1 £ff d0 8b £8 €9 7d £4 85 ££ 75 Oc 5f 58 83 ....... }eoou._".
00000150 c8& ££ 5b 8b e5 5d c2 04 00 8b 55 fc 83 7a 54 00 ..[..]....0..z2T.
00000160 76 23 8b c3 8b cf 2b c7 33 db 89 45 £0 &b £8 90 v#....+.3..E....
00000170 8a 04 Of Bd 49 01 88 41 £f 43 3b 5a 54 72 f1 &b ....I..R.C;ZTr..
00000180 7d £4 8b 5d £8 33 c9 33 c0 89 4d & 66 3b 42 06 }..].3.3..M.£;B.
00000190 73 3e 83 Te Oc 00 74 29 83 Te 14 00 74 23 33 d2 3>.~..T).~..TH#3.

00000120 33 56 10 76 19 &b 46 14 &b de 0C 03 €2 03 ca 42 €V.v..F..N.....B i
AAAANATIRA ©=- NA 10 00 NAA 20 2% EL£ 1A 79 A= @l AA £0 0w CC M aTl
Revead || wite || Goto.. |[16bytesperrow | | save.. ][ Close |

Finally, the “TokyoX” loader runs from the DLL (version.dll) in netsh.exe through the API
NtcreateThreadEx and we see the start of the last page created in the stack:
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s =

0000000072651CC3 push
2000000072651CC4 push
2000000072651CC5 push
0000000072651CC6 push
2000000072651CC7 push
2000000072651CC8 push
2000000072651CCC push
2000000872651CD@ push
0000000072651CD4 push
2000000872651CD5 push
2000000072651CDA lea
2000000272651

2000000072651

eax
eax
eax
eax
eax

dword ptr [esp+31B4h+var_3194+8Ch]

[esp+31B8h+var_3184)

dword ptr [esp+31BCh+var_3168]
eax

offset unk_1FFFFF

eax, [esp+31CBh+4var_3004]

= ]

72651CEA test
0000000072651CEC jnz

T
eci, esi
short loc_72651CF@

13604982 (Synchronized with RIF)

8 Z....De..iinnns
ee ....%....... i...
ol R e - e
o@ HA..3D..........
e S r J
@ ....e....e0rLA..

80 “A..He..f..w....

~

|RCX POGOPOAOBI4ERDOR
RDX 00000000000BDD28 % debug
RSI 000OARR000015400 % debug
ROT BEOREEAREGEEERA0
REP B0OORRR0RO1AFE10 % debug
RSP 00000000001AC644 % debug
RIP BOO@ARE872651CE2 % sub_7
R8 FE18958D51000006
lna ANRNARECASCAEEER L.
(8 Modues
Path
(3 C:\Wsers\Public\Z46F 450 1-F44G-4D
3 C:\Windows\system32\version.dl
(3 C:\Windows\SYSTEM32\wowswin.
3 C:\Windows\SYSTEM32\wow64.dl
(3 C:\Windows\SYSTEM32\wow64cpu.

AT Wi cdeviscg VG s AN WAL ) meneinalen, A
‘

Line 5 of 26

ug@l9:unk_1FFFFF

After the execution of NtCreateThreadEx, as indicated, the loader is initiated in netsh.exe in

the segment:

debugh30: 883168888
debug@30: 86918881
debug@30: 86918683
debug@3o: 88918889
debug@39 : 8a9188aC
debug@39 : 8891888E
debugd39:0091008F
debug@30: 889168018
debug@30: 8689168611
debug@30: 86918814
debug@30: 868918817
debug@3o: 88918828
debug@39: 88918828
debug@39: 88918828
debug@39:00918027
debug@30: 809168028
debug@30 : 88918620
debug@30:8a891882F
debug@30: 868918832
debug@39: 88918834
debug@39: 88918836

55
8B
81
86
33
53
56
57
8B
89
66

88
48
3D
7
8B
33
86

EC

EC 14 &2 o8 aa
55 88

e

5D F8

8F 1F 34 &8 &8 86 B0 65

84 85 EC FE FF FF

&8 81 o& oe
F1

72 84

9

3A

push
maow
sub
mow
xor
push
push
push
mow
maow
nop

ebp

ebp, esp

esp, 214h

edx, [ebptarg_®]
eax, eax

ebx

esi

edi

ebx, [edxt8Ch]
[ebptvar_B8], ebx
word ptr [eaxteax+28628206h ]

loc_918828:

mo
inc
cmp
j1

mo
or
mow

[ebpteaxt+var_114], al
eax

eax, l1laeh

short loc 918828

esi, [edx+d]

ecx, ecx

edi, [edx]

Once the execution is moved to the netsh.exe process, it takes the string located in the initial
4Kb segment, copies it into the stack and replicates it (0x100, 256 bytes) to match the
specific block size of 256bytes. In the following screenshots we can observe how the block
ends with the string “!Up?” when it reaches the value 0x100 in hexadecimal.
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S

M2

GeBEea80889108836
Bepe000000910836
GeeaaRaaa0 18836
Beaaaeea918833
BeEEaa80091883A
Beaaaaa891883C
Beaaaaaa891883F
Beaaaaaaa0918846
aeaaapaao 10847
Bepaapeae01084D

mov_string to stack:

mowv
xor
div

eax, ecx
edx, edx
esi

al, [edxtedi]

[ebp+ecx+var_214], =zl

eCcx

ecx, 256

short mov_string to stack

B313FD58
B313FDe8
B313FD7a
B313FDa8
B313FD98
B313FDAB
B313FDES
B313FDCE
B313FDDa
B313FDES
B313FDF&
B313FERB
B313FEL1G
B313FE28
B313FE3B
B313FE4B
B313FESH
B313FEGB

M T e TTo

aa
aa
2D
21
78
66
52
44
77
2D
21
g
66
52
44
7
2D
21

e

B
B
20
55
3F
38
2E
28
4E
2D
55
3F
38
2E
28
4E
20
55

After the block i

a8
98
21
g
133
52
44
L
20
21
ia
66
32
44
i
20
21
ia

e

3
1 B

55 7@
3F 66
3@ 52
2E 44
28 77
4E 2D
2D 21
55 7@
3F 66
3@ 52
2E 44
28 77
4E 2D
2D 21
55 7@
3F @8

A A

S create

aa
55
3F
38
2E
2A
4E
2D
55
3F
38
2E
2A
4E
2D
55
3F
a1

-

J

a8
ia
66
52
44
77
2D
21
ia
66
52
44
77
2D
21
7a
66
a2

-

with
used for the decrypting process.

a8
3F
38
2E
2A
4E
2D
55
3F
38
2E
2A
4E
2D
55
3F

38
a3

tF;e rébliqcraferd.;tr‘i;g‘,r:fr;e" \;e;lues from 00 to FF are found and

a8
66
52
44
77
2D
21
7a
66
52
a4
77
2D
21
7a
66
52
84

8a
38
2E
2A
4E
2D
55
3F
38
2E
2A
4E
2D
55
3F
38

2E
85

a8
2E
2A
4E
2D
55
3F
38
2E
2A
4E
2D
55
3F
38
2E
2A
a7

ea
44
i
20
21
78
66
52
44
i
2D
21
7a
66

e
838

a8
2A
4E
2D
25
3F
38
2E
2A
4E
2D
55
3F
38
2E
2A
4E
L5

77
2D
pra |
78
66
52
A4
77
2D
ra
e
(5
52
A4
77
2D
BA

--1Up?feRr.D*wN--
|Up2f@R.D*wN--!U
p?feR.D*wN--!Up?
foR.D*wN-- |Up?fe
R.D*wN--!Up?TeR.
D*wN--!Up?feR.D*
whi--1Up?f@R . D*wN
--1Up?foOR.D*wN--
lUp2f@R.D*wN--!U
p?feR.0*wN--!Up?
foR.D*wN-- |Up?fe
R.D*wN--!Up?ToR.
D*wN--!Up?TeR.D*
wh--Up2feR. D*wl
--1Up?fOR.D*wN--
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00 e0 90 Ve 21 55 7@ 3F 66 30 52 2E
2D 2D 21 55 7@ 3F 66 30 52 2E 44 2A 4E 2D 2D --!Up‘fBR D“‘wﬂ--
21 2D 21 55 !Up?feR.D*wN--!U
70

55 70 3F p?feR.D*wN--!Up?

55 7@ 3F 36 52 2E 44 2A 77 4E
3F 66 30 2E 44 2A 77 4E 2D 2D

66 30 52 2E 38 feR.D*wN--!up?fe

4E 2D 2D 21 55 7@ 3F 30 52 2E R.D™wN--!Up?feR.
44 2A 77 4E 2D 21 55 7e 3F 66 30 2E 44 2A D*wN--!Up?f@R.D*
77 4E 2D 2D 55 7@ 3F 66 3@ 52 2E 2A 77 4E wN--!Up?T@R.D*wN

n

%]

[

m

B

¥

SRBIENR
=
=J
wJ
B
m
pa
=
ha
=
[
l—'i
V)|
;|
JENGRIRBIER

w
m
(=]
o

2D 2D 21 55 7@ 3F 66 3@ 52 2E 44 2A 77 4E 2D 2D --!Up?fOR.D*wN--
21 55 7@ 3F 66 30 52 2E 44 2A 77 4E 2D 2D 21 55 !Up?f@R.D*wN--!U
70 3F 66 3@ 52 2E 44 2A 77 4E 2D 2D 21 55 7@ 3F p?f@R.D*wN--!Up?
66 30 52 2E 44 2A 77 4E 2D 2D 21 55 70 3F 66 3@ TOR.D*wN--!Up?fe
52 2E 44 2A 77 4E 2D 2D 21 55 7@ 3F 66 3@ 52 2E R.D*wN--!Up?feR.
44 2A 77 4E 2D 2D 21 55 7@ 3F 66 3@ 52 2E 44 2A D*wN--!Up?fer.D*
77 4E 2D 2D 21 55 7@ 3F 66 30 52 2E 44 2A 77 4E wN--!Up?f@R.D*wN
2D - e : Ml - - ! Up?fOR.D*wN--

"#$3R" ()4
= fa123455?sa
=>?@ABCDEFG-|I]H:
OPQRSTUVMXYZ[
]*_"abcdefghijk
Imnopgrstuvwxyz{
|}~ €., fotd B0

I'J‘ﬂ'.'l.l. g,

& ZY ‘¢£n¥ I § a!{{
g-ntilfpﬂ..lg“

l IIIDWEQUW
[YpRasdadad=ciéde
; 1115ﬁ6&&5~n-dilﬁﬁ

At this point, the loader transforms the 00-FF block with a series of additions combining the

replicated string’s block with the 00-FF block, as we can see:
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Y9

P
BHOOD0 T DD
GRA0000000910868 of fzet_calculate: ; Value from chunk 88 - FF ; inital value edi = @
GOD00S0009 10868 mov dl, [ebp+esitchunk 8@ FF]
GRA0000000010867 movzx  eax, [ebptesitchunk_pass repested] ; Value from chunk string repeated
GE0DR00000910a6F add edi, eax ; add string value + edi
0000000000910871 movzx  ecx, dl
G2000000289102874 add edi, ecx
ARAQ00000010a76 and edi, BERARAFFh
000800891887 C jns short save_new_value_stack
L

[

GeeeRE8e0891087E dec edi

ReeREoaaR018a7F or edi, OFFFFFFagh

GeeoREeeR8918885 inc edi

¥

FE
BOMDDE0I0TLEE6
S0000000B0TLE8EE save_new_value_stack:
20000008091 0886 mov al, [ebptedi+chunk 8@ FF]
SO00S0000TLM8ED mov [ebptesitchunk_8& FF], al ; owerwrite chunk_&&_FF
2200200028 918894 inc esi
SO00S000ETLEEI5 mov [ebpteditchunk @& FF], dl ; owerwrite chunk_&& FF
020020000091089C cmp esi, 180h
ooooeoooaeTleasr 1 short of fset_calculate ; Value from chunk @@ - FF ; inital value edi = @

L

The combination of the blue block (in following image) and the 00-FF block (pointed in red in
previous image) results in the following block in memory, marked in red in the image:

9/18



@313FD60 «sss lUp?fOR.D*wWN
@313FD70 --1Up2?f@R.D*wN--
@313FD8e !Up2fBR.D*wN--!U
@313FD90 p?fOR.D*wN--!Up?
@313FDA® fOR.D*wN--!Up?fe@
@313FDB@ R.D*wN--!Up?f@R.
@313FDCO D*wN--!Up?f@r.D*
@313FDD@ wN--!Up2f@R.D*wN
@313FDE@ --1Up2?f@R.D*wN--
@313FDF@ Up?feR.D*wN--!U
@313FEQ0 p2foR.D*wN--!Up?
@313FE10 foR.D*wN--!Up?f@
©313FE20 R.D*wN--!Up?f@R.
@313FE30 D*wN--!Up?fer.D*
@313FE40 wi--!Up?f@R.D*wN
@313FES@ D 2D 0 66 30 44 : --1Up2?f@R.D*wN--
#313Fe6fl 21 5570 SF 0780 FQ I8 37 CA 77 S7 A3 A5 /8 BAJ !Up —ké+7E"WE!x”
@313FE70 ; ALES 45 /0 AE 5 vo 44 90 A7D 9L (#RipHp"..D.ﬁﬁﬁi
@313FESe 47 OF DD F5 C9 10 F@ EE 3F 1F sl G.YSE.312.E..pa2
©313FE9@ $iqY:t" |Bayut.e
@313FEA@ [Z.39L.z;*-0AI..
@313FEBG 5T.2BAR0.~X..0h¢
@313FECO <.’E=8"U.A.0ONj..m
@313FEDe 4Da.I02.Quki~*zA
@313FEE@ OcMcII%N™.0%-w V
@313FEF@ 3.Y°XUAS¥H. .. "<}
@313FF00 «i. I0z.8. ;"mi2d\
@313FF1@ yvyiCP_~1i0,./.-
@313FF28 &E3.0@1".¢92nd=p
@313FF30 @.€EGt{SeC.s104e
@313FF40 6>byafF, .60. teke
@313FF50 »6.F- 1AK®%-X]Aa
0313FF60 212 (-

On the next step, the loader reads the initial argument, arg0, whose value is 0x900000 and
points at the 4Kb block, which stores the absolute addresses to different APl from Win32:

h J

esi, esi
[ebptvar_4], esi
[edi+B], esi

short loc_918122

L .

After this, the decrypting process for the final payload begins. The decrypting process gets

two values from the second block, exchanges and adds them, and the result serves as a

final index to recover the element from the second block with which the xor will be achieved

through the coded block.

This description of the decryption algorythm has been identified as the RC4 algorythm.
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vi

"™ |

DO0HMOHR01 81

0200000000910€83 loc_910083:

0000000009 10084 and cbx, BOGGBOFFh

PefelateThetels iy Iy tu SN jﬂ! short 1“_91“4 » Now it isn't @@-FF .. it's changed previously || INITAL ESI = @

|

[l = |
898C dec ebx
GDIOIRRI1RABD or ebx, BFFFFFF@@h

22000000009100C3 inc ebx

™=

R
OOOOBDBOGRD 1 BT 4
00000000009100C2 loc_9%10eC4: 5 Mow it isn"t @@-FF .. it's changed previously || INITAL ESI = @
0E0ORE00EI108CE mov cl, [ebp+ebx+chunk_88_FF]
V0000000009100 movix  edx, cl

DEBOOEORORI1BOCE add esi, edx ; add previous value + actual value
DR000AR00R0 10808 and esi, BOBBOBFFh
0B00000000910806 jns short decrypt_final_payload
1
e
0009000000910008 dec esi
B080000000910009 or esi, OFFFFFFBh
BO0OOHO0009108DF inc esi

¥ ¢

0@0O0080009188ED decrypt_final_payload:

00p00000009108E0 movix  ecax, [ebptesitchunk_8e_FF]

62000020009 100E8 mov [ebptebx+chunk_88_FF], al

0220020000 100EF mov [ebp+esitchunk_8@_FF], cl

00000000009108F6 movix  eax, [ebptebxtchunk 2@ _FF]

DPRODDDODEI 1IFE mov ecx, [ebp+contador]

@ep0000eeI 10101 add eax, edx

Een0a000091081083 add ecx, [edi+8Ch] ; payload address to descbfuscate
movzix eax, al

eax
eepeeeeeeeI10117 mov [ebptcontador], eax
020000000091011A cmp eax, [edi+8]

Depo00aesr910110 jb short loc_918083

4

After the decryption process, we find a PE binary, as seen in the following image. In this

case, the payload does not start with the traditional MZ header but the string “tokyo”:
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00000000

ooooooz2o
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0
000000cO
oooooodo
000000=0
000000£0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
ooooole0
00000190
000001a0
000001b0
000001e0
00000140
000001e0
000001£0
00000200
00000210
00000220
00000230
00000240
00000250
00000260
00000270
00000280
00000290
000002a0
0000020

AAAAASAM

Then, we see how it loads the VirtualAlloc absolute address (0x77211856) from the segment
previously created:

74 &f &b 79

oo
00
e
0o
0o
0o
30
&0
60
26
&0
cl
cl
00
50
0o
il
i
06
00
i
00
50
0o
00
00
00
0o
00
0o
0e
il
2e
00
0o
10
00
Ze
i
0o
fo
0o

fAaf

0o
00
1f
0o
a0
ao
19
13
13
0d
13
od
0d
00
45
00
a0
10
0g
do
00
oo
b
00
b0
00
oo
00
00
i
fa
a0
72
13
o0
14
00
72
02
00
10
00

Af

oo
1]1]
ba
(1]1]
an
u]i]
ba
d7
do
d7
ds
dd
da
(1]1]
(u]]
u]i]
an
01
00
01
10
(a]]
01
1]
01
0o
(u]]
]
(a]]
ii]
1]1]
(a]i]
a4
(a]u]
]
1]
u]]
73
(u]]
00
1]
]

Af

i)
4]
if
L]
00
00
ge
d4
d4
d4
d4
d4
d4
oo
00
00
00
00
[1]4]
00
[1]4]
00
00
oo
00
4]
00
00
00
00
L]
00
al
00
00
oo
00
72
00
00
oo
00

[aly]

0o
00
]
00
1]
b
T4
Te
66
65
T
72
75
00
e
el
i
i
00
1]
00
10
T8
i
f0
00
1]
1]
1]
]
00
i
T4
]
40
00
1]
63
1]
40
0o
1]

An

oo
0o
b4
0o
o0
od
78
T8
78
78
T8
T8
T8
0o
01
0o
o0
0o
0o
04
10
o0
0o
0o
10
0o
o0
0o
00
0o
10
oo
61
00
0o
go
0o
0o
70
0o
b0
0o

AR

00
00
a9
00
ao
od
d4
d4
d4
da
d4
d4
d4
00
s
02
oo
40
00
00
00
oo
oo
00
oo
00
oo
0o
oo
0o
00
ao
00
01
oo
01
oo
00
01
0o
01
oo

(311

00 00 04

0o
4]
ed
0o
(u]4]
Oa
ds
ds
ds
ds
ds
ds
ds
0o
(4]
01
(4]
oo
(1]]
oo
0o
(u]4]
oo
oo
0o
0o
(a]4]
0o
(u]4]
oo
]
oo
(1]1]
(a]u]
40
4]
oo
0o
(a]4]
40
oo
oo

(1]

oo
fulla]
21
i
oa
24
T4
[-11]
26
26
T4
cl
52
oo
17
0b
bl
il i]
0e
oa
ful]
oa
1]
oo
el
a4
18
oo
oa
2e
i
oo
ge
aa
ie
oo
oa
el
oa
e
oo
oo

[aly]

00 00 00 £ff £f 00 00

il
i
b8
il
aa
Qo
T8
13
0d
od
T8
0d
69
i
29
01
59
10
]
aa
a]
a0
a0
i
S5e
00
5f
10
ao
T4
fc
aa
]
aa
a4
Oa
aa
01
i)
72
12
aa

Tyl

0o
a0
01
0o
a0
a0
d4
dl
do
d1l
d5s
Z2b
63
a0
b0
Oe
a0
a0
ag
a0
10
a0
01
a0
01
00
01
01
a0
65
a0
a0
11|
a0
6l
a0
a0
1]
a0
&3
a0
a0

A

oo
1]
ic
(i]i]
ao
ao
ds
d4
d4
dd
ds
ds
&8
1]1]
61
14
oo
ao
0a
ao
0d
ao
ao
1]
oo
1]1]
ao
ao
oo
78
1]1]
ao
0a
ao
T4
1]
ao
1]1]
ao
&c
1]
ao

Af

oo
]
cd
]
oo
]}
74
iB
[ ]
Se
0b
75
T4
]
oo
oo
oo
i}
00
03
00
oo
el
oo
38
]
40
cc
i}
T4
]
20
00
oo
6l
]
40
1]
oo
6f
1]
40

fif

i
01
21
0o
00
00
78
78
78
78
T8
78
78
00
00
fc
10
02
0d
00
10
00
01
00
0o
00
00
0l
00
il
04
00
10
00
0o
66
00
al
00
63
72
0o

A

a0
Qo
ao
]
a0
Q0
dd
d4
d4
d4
d4
d4
dd
Qo
ao
0o
a0
a0
00
40
il
a0
0o
k]
0o
Q0
a0
0o
a0
0o
00
ao
01
a0
Qo
0l
0o
01
ao
0o
01
0o

AR

0o
0o
oo
]
aa
]
ds

iiiiiiiiiii

nnnnnnnnnnnnnnnn

vvvvvvvvvvvvvvvv

iiiiiiiiiiiiiiii

l’liilitl-‘iil’liil

0...tX..CX..CH..
R S N
QI & SO -
E...BX..8..."H..
T e TH. LK.
. o SR F i
«ss-UX..Richtx..

IIlIEI .E.dﬂ.tﬂ. ()

-!!‘I——ml!!!-f!m
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Bresponts e Ganeral 1t
RAX 00000OETTI118%6 % kernelll dll hrml)}_vlrhlullo(l
T —
& 100

RO ODOLOMDBCNIN W delugl
ADY BREDEOBOIDROREST
751 BOPDMBOORBONRED
ROL SOOD0D00NS00000 L -
REP DOODODODOI 1FFTE & e
RSP BOODODODRI 1 IFDAC N debugh

RIP BOOOEOOOBRFL0130 % desclfrade_plugre138
R S900000000000000 .

RS SOO0D0000000000 .

R1E OODODB0US SO0FCD

R11 SP0D0D000F B4FOTE

R11 SRETFEFLITSIAF &

117 MIDMM000F B4EC1R W

A4 PODIDIHDBHBINTG

15 DOBOMOROOF BAEC2E
(-172.2680) (968, 166) LMIOWN D0D0D00000% 10 125: descfrade_plugs « 175 EFL DOODRI06

w1 * Fae Ve 4 O & x [T suchvew

00 90 BE 00 OF 00 00 80 80 B4 01 00 B0 08 BC M o GRERATLE BB 0B B0 b 00 6 B0 B0 B0 00 00 00 00 B0 b cemox IIENTEEESPTTONNNEES 800900
ppenTTRLANAT .uurxnuu- DRE [0 B0 00 00 00 00 00 B2 B0 B0 00 B0 D0 M0 N N N 13FD58 SO bDe

LA R R R N N B 3 N N N N N N _N_J | oose a2 R B N N N R B B R N N N _N_N._J J 0 BEDEDOLE

00 00 00 00 99 00 09 80 99 B0 00 00 00 00 90 B9 ) 90 00 99 00 99 00 00 B0 00 00 00 00 00 00 09 00 e

NN NN .. ““ .i’“ﬂ"ﬂ“ﬂ 600 00 00 FF FF 0 L]

00 00 00 00 00 00 00 0 00 20 00 00 0 00 N W BE 00 00 00 00 00 00 00 40 00 00 00 0 M W W L e

This creates another memory segment in the process netsh exe W|th RWX I|censes (that of
116Kb) which will be used to load the PE:

080000 Private: Commit 100kB RWX 10018 100 k8

0x8e0000 Private: Commit 4kB RWX 4k 4k
0300000 Private: Commit 4kB RWX 4kB 4kB
0x910000 Private: Commit 4kB RWX 4k8 4kB
| ox920000 Private: Commit 116kB RWX 4kB 4kB

In this new segment, it maps the binary using the virtual addresses as the regular Windows
PE loader would do.

Then, it calls the API LoadLibraryA (it has the address since the DLL saved it in the memory
segment) of the strings located in the mapped block:

LEQTERATON, I View A, LRASDONAS, el SeQEirE, Hew Vw1, Mex Vew-3, Yack vew B3 | (Al SWuchres L L Enums.

Program Segrentation o @ 10 Yo 5 s S—
RAX DODS00007 7214007 % hernelll gl

REE GOGM0BGE5 11014
DX GOBSIONO0S 10100
5] 0000009009 3COFD
ROT POSBIONI0GT 20000 e
REP DOOIIOMILIFFTE %o e
RSP 000000000 311F054 e cr

% descifrado_p
RE GOOMOMNGS0ON0SS -
RO GOBMGMGIR -
R10 G00B0000ASL00F (R
R11 BOGBO0BSEFSIFATE
R12 GOBMTFEFLITIIAF e

wnem_\eauv.r,al

e 1 13 PUGMIOREOFSAZCID
R14 SOOBIORMDE00M00S
|E!EE=“"°’“”"°" ecx, [ebu] 1 LS GOBSOOBOAFE4LCIE S
(P4,6104) (997, 153) LHRNCHIN COO0D00009 103064 descadsphagn +304
owil o0& x T
) A7 65 74 46 63 6C 65 53 69 A 65 80 E2 01 47 65 GetFileSive.d.Ge 00 00 00 00 00 09 00 00 65 71 01 00 83 11 81 80 ........nq..€
I 4 AN GF G0 7O TS T4 65 T2 4E 61 €D 65 57 0 M  tlomputertiamel. 80 6D 0L 00 B0 00 00 B0 00 B0 00 90 TA TL 1 W U=,
| TH 02 47 65 74 4D 6F 64 T 6C 65 43 61 6F 64 6C [.GetModuleMandl BE 11 01 00 00 00 00 60 00 03 0O 90 03 00 90 80
| 65 5T B0 8 32 92 4T 65 T4 &4 T2 B9 T 65 54 TH oW, .2.GetDr T G0 00 00 00 B9 B0 0 M 34 70 81 8@ 24 TR 1 W
) 78 65 57 00 B 45 52 4E 45 4C 33 32 2F 64 6C 6C pew. KERNEL32. 11 16 70 01 0 43 78 01 80 00 be 0o oo [ 0 o1 00
) 0000 €203 77 73 70 72 €3 6L 74 66 57 00 1 03 ..d.wsprintfu.b. 05 Bf 01 00 18 6£ 01 80 26 62 01 00 33 ££ 01 00
I 7773707269 6E T4 66 41 90 55 53 45 52 M3 2 Mﬂi!"lﬂk]! AA GE 01 DO 60 GE 01 @0 76 6F @1 00 B3 6F 81 M Da.
| 2 64 6C 6C 00 90 58 02 52 65 67 43 6C &F 7D 65 .gll..[.RegClose 9B GF 01 00 B4 6F 01 00 CF GE 01 00 DS 6f 01 90 n. 0 $5212000
| 48 E5 T9 80 7B @1 47 65 T4 55 73 65 72 2& 61 &0 .:l)‘[ﬂﬂll‘“- EC GE 01 90 E6 60 @1 @ 12 6F 01 @@ XC &F 91 @@ in. 4 3BSEIFTR
) 655700 00 6B 02 52 65 67 4F 70 65 6€ 40 65 79 eW..{.Be 34 GF O1 0O 44 EF 01 80 5A 6F 01 00 72 6F 01 89 io.. 3 24042652
I.‘?‘.l“”m‘aﬁ! 67 S1 73 65 72 79 %6 61 EwA.” RegQueryva BC 6F 01 90 9¢ 6F 01 @0 AC &F 01 00 9 & 91 8 @o..le . IDI0AETT
6C 75 65 45 78 41 80 00 41 &4 56 41 50 €9 33 32 lueExA..ADVAPT3 D4 6F D1 00 66 75 91 00 52 75 01 00 DE 60 81 90 do..fu..Ru..Pu.. o 3F7eS521
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.nu
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i
i
5

tiveary furcson [ Regquisr orcion [l Temucton [ Dot [ Unenghored

B Genersl reguaers.
| nax 00000000003 160PC S otugnaipons

kernel2_SetProciddress

ROX BODOODNTTILIIIL e horn

ROT CRMMGMMI0HT 20000 e

BOP BOBOSBO0EI1IFFTE

RSP POBIEBBIRI1IF0SE e

1

w descifrade,

22

8 &

R17 M0OTFEFLITIIAF

11 PIOIODIINF BIECLE

R15 OBIGMMFBAECIE
EFL BOR286

!

(=)

1.00% (321,6865) (330, 166) UNGVOWN 0O0OBMOD00S10258: desciado_Shugn + 298

0 & x| [T sackwen

5 bk et

0 & x

6.6 6. GIGCENELE

PETENELE" GdBheLE

| 066" 606 676
B e

1] Hew vew-1

AETTIAML

B0930FC

gEgsiseReEREse
SRR R
SRERBEEESSS
EXEAMRRZIRRE
EEEREEEZREEE
FEEIESSSEEER
FEERBEEEIIIXN
LR R L - T
EE2zizzeeRes
223555558338
EEEBREEYABIN
g2223=as3ss
£23333228888
gZ3szssssses
BEBREEETELS
g838:=3 2583

apsis

X%
¥238888808%8%
2XAnEEERIRER
FiRlEEEERERR
RARnEERRRRRE
XId¥iZRRRRRR
EXRLEEEERERE
RIEREEERNERE

ERATEERERERER
“¥3szeessssse
222738888883
SR2i2EsEEEEs
SAANERERIREE
IIXIEEEEREES
£85%32328888

13

m
:
&

2EEHE800068010298 call

Next, the libraries and functions block may be appreciated
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Hex View-1

BE93GE38 75 7@ 49 6E 66 6F 41 89 E3 @8 43 72 65 61 74 65 upInfoA.d.Create
BEI36E408 58 72 6F 63 65 73 73 41 @6 @9 F3 63 4D 75 6C 74 ProcessA..d.Mult
BE936E58 69 42 73 74 65 54 6F 57 B9 A4 65 43 68 61 72 88 iByteToWideChar.
BEO3GEGE B2 86 57 69 64 65 43 B8 61 72 54 6F 4D 75 6C 74 . .WideCharToMult
BEI3GETE 60 42 79 74 65 88 82 01 46 69 [g3 64 46 69 72 73 iByte.f.FindFirs
BEO3REEE 74 46 69 6C 65 57 @8 80 BF ©1 46 69 BGE 64 4E 65 tFileW....FindNe
BEY3RESE 78 74 46 69 6C 65 57 @9 B5 ¥l 45 73 78 6l 6E 64 xtFileW.e.Expand
BE93GEAR 45 B6E 76 69 72 6F BE BD 65 BE 74 53 74 72 69 6E EnvironmentStrin
BE93GEEE@ B7 73 57 88 BB 84 52 65 6D BF V6 65 44 69 72 65 gsW.».RemoveDire
BEIZEECE 63 74 6F 72 79 57 @0 @8 73 @1 46 69 6E 64 43 6C ctoryW..x.FindCl
BBI3GEDE® BF 73 65 8@ 1F 83 47 65 74 56 6F 6C 75 6D 65 49 ose...GetVolumel
MAI3GEER GE 66 6F 72 6D 61 74 69 ®F GE 41 @6 CE @88 43 72 nformationA.I.Cr
BEI3EEFE 65 61 74 65 46 69 6L BS 57 @8 BA 62 47 65 74 4C eateFilel. j.Getl
BEO3EFEE BF 67 69 63 61 6C 44 72 69 76 65 53 74 72 69 6E ogicalDriveStrin
BB936F1E8 87 73 57 88 6D @81 46 B9 6L 65 54 69 6D 65 54 6F pgsW.m.FileTimeTo
BE93EF28 53 79 73 74 65 6D 54 69 6D 65 88 80 18 81 44 65 SystemTime....De
BE936F38 BC 65 74 65 46 69 6C B5 57 ©8 E6 82 47 65 74 53 leteFileW.z.Gets
BEI36F48 79 73 74 65 6D 49 6E 66 GF @@ F6 6@ 43 72 65 61 ystemInfo.d.Crea
BE936F58 74 65 54 68 72 65 61 B4 @6 @0 28 63 47 65 74 57 teThread..(.Getl
BEI36FEE 69 BE 64 6F 77 73 44 B3 72 B5 B2 74 6F 72 79 41 indowsDirectoryAd
BEO3RF7E o0 88 6C 81 46 69 6C BS 54 B9 6D 65 54 6F 4C 6F ..1.FileTimeTolLo
BEO3EFEE8 B3 61 6C 46 69 6C 65 54 60 6D 65 80 Bl 82 47 65 calFileTime.t.Ge
BE93EF98 74 58 72 6F 63 41 64 B4 V2 B5 V3 73 80 80 4E 82 tProcAddress..N.
BE93EFAR 47 65 74 46 69 BC 65 53 B9 JA 65 89 E2 91 47 65 GetFileSize.3.Ge
BE936FEe 74 43 6F 6D 7@ 75 74 65 72 4E 61 6D 65 57 88 88 tComputerNameW..
BEI3EFCE 7B 82 47 65 74 4D 6F 64 75 BC 65 48 61 6E 64 6C {.GetModuleHandl
BE936F0E 65 57 88 88 32 82 47 B5 74 44 72 69 76 65 54 79 eW..2.GetDriveTy
BEI3EFEE 78 65 57 @8 4B 45 52 AFE 45 4C 33 32 2E 64 6C 6C peW.KERNEL32.d11
BEO3EFFE @8 88 E2 B3 77 73 78 72 60 BE 74 66 57 88 E1 83 ..3.wsprintfl.3.
BEo37eEE 77 73 78 72 69 BE 74 66 41 ¥B 55 53 45 52 33 32 wsprintfA.USER32
88937818 2E 64 6C 6C 88 89 5B ©2 52 65 67 43 6C 6F 73 65 .dll..[.RegClose
BE937828 4B 65 79 88 7B @1 47 B5 V4 55 V3 65 72 4E 61 6D Key.{.GetUserNam
BEas37ese 65 57 @0 88 86 02 52 65 67 4F 70 65 6E 48 65 79 eW..<.ReglpenkKey
@E9378408 45 73 41 @@ 98 @2 52 65 67 51 75 65 72 72 56 61 ExA.  .RegQueryVa
BB937058 BC 75 65 45 78 41 @0 @0 41 44 56 41 50 49 33 32 lueExA..ADVAPIZ2
BE937868 2E 64 6C 6C B8 88 70 88 48 74 74 78 4AF 78 65 6E .dl1l..y.HttpOpen
pEasve7e 52 65 71 75 65 73 74 57 66 86 CC 89 49 6E 74 65 Requestw..i.lnte
BEO37838 72 6E 65 74 51 75 65 72 VO 4AF 78 74 69 6F 6E 41 rnetQueryOptionA
BE937898 O 89 EF 88 49 B6E 74 B5 72 BE 65 74 57 72 69 74 . .i.Internetlrit
BEa37eA8 65 46 69 6C 65 88 (9 49 GE 74 65 72 6E 65 74 eFile.E.Internet
BEa37eEe 4F /8@ 65 6E 57 88 DC 49 GE 74 65 72 6E 65 74 OpenW.l.Internet
@EI378C8 53 65 74 4F 7@ 74 69 6F GBE 41 @0 6@ 7E 80 48 74 SetOptionA..~.Ht
BEasvene 74 78 51 75 65 72 79 49 bBE 86 BF 57 68 @8 72 tpQueryInfold..r.
BEOSVEEE 483 /4 74 78 45 6E 64 52 65 V1 VS5 65 73 74 57 HttpEndRequestll.
BEas7ere 86 08 48 74 74 78 53 65 bBE B4 52 65 71 75 65 £.HttpSendReques
BEas371ea 74 45 78 41 88 668 82 66 48 74 74 78 53 65 BE tExA. ., .HttpSend
BEa3711e 52 65 71 75 65 73 74 57 @6 88 95 @9 49 6E 74 65 Requesth..=.Inte
BE937128 72 B6E 65 74 43 6C 6F 73 65 43 61 6E 64 6C 65 88 rnetCloseHandle.
BE937158 9C @8 49 6E 74 65 72 BE 65 /4 43 6F 6E 6E 65 63 e@.InternetConnec
BB9371428 74 57 @@ @@ (E @8 49 6E 74 65 72 6E 65 74 52 65 tW..I.InternetRe
88937158 61 64 46 69 6C 65 @@ @0 DF @9 40 6E 74 65 72 6E adFile..B.Intern
53
4E

ae
ae

8a
ea
73
64

BE937168 865 M4 65 74 4F 7@ 74 69 6F 6E 57 988 88 57 49 etSetOptionW..WI
BEa37178 4E 49 45 54 2F B4 6C BC @8 57 53 32 5F 33 32 NINET.d1l.ws2 32
BE937138 2E 64 6C 6C 88 80 4F ©4 51 75 65 72 79 58 65 72 .dll..0.QueryPer
88937198 66 6F 72 6D 61 BE 63 B5 43 B6F 75 BE 74 65 72 8@ formanceCounter.
BEa371A8 1B 82 47 65 74 43 75 72 72 65 BE 74 58 72 6F 63 ..GetCurrentProc

After the correct mapping and having loaded the necessary libraries for its proper
functioning, it calls EAX to run the decrypted and mapped payload:
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Lbvary funcion [l Reguiar fonction [l Trarucsen 1 Dats [ Ureniered | Extesnsl rprisel

ragran Segmentaton, KA Va4, Breskpants, Seneral regters, Hex vew 4, Stack vew | (] Shuctares. | Eruss

B T1agan Sagrentaten 1] DA vewd (] LI Brasmnty |- JE -

REx SRNODIIIeeR Ld -

Ri R

RDx SRS IRLEd e g

RST -

RDT SO000QIIIOIIRODY 8 oo

REP SODRDNRIIIF TS e detug

e P

RIP SOGIOMNIS1RICT e descifrads_pluge20C
.

7= Idebug@g1:@@9259A2 push esi
debugBB8l: 88925943 call sub_927798
debugBB8l : 88925948 push dword ptr [ebp-28h]
debugB8l: 88925948 call sub_92775C

cOLUEHa L ;3 Trap to Debugger
de bR TEa ORI e
debug@gl : @e925361 sub_076C7B

debug@8l: 88925986 j loc_92582F

debug@B81:089259BB ; =============== S UB R O U T I N E ================ccc=ccocoomooomoooo oo
debugBsl : #A925968

debugB8l: 88925988 ; Attributes: thunk

debugBsl : #A925968

debugB8l : 88925988 sub_9259BB proc near ; CODE XREF: sub_9256FBtj

To summarize, this article goes through the process followed in memory after executing the
Creative Cloud application until deploying TokyoX in memory. This DLL sideloading style is
often linked to APT groups whose attribution is also linked to China, however being a known
technique as it is, we are not able to consider any feasible attribution at the moment.

As reviewed at the beginning of the article, what we have named as “TokyoX” has not been
identified as a known malware so far (at least, with the sources that we have).

Additionally, at some point of the analysis we identified a tool used by this group for the
creation of version.dll, which pretends to be a Windows DLL located in SysWOW/System32.
The string “AheadLib” found among the code of the malicious version.dll drew our attention,
and we quickly found two chinese (casually or not) GitHub repositories with the source code
of some tool called AheadLib.
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O https://github.com » strivexjun : AheadLib-x86-x64
GitHub - strivexjun/AheadLib-x86-x64: hijack dll Source ...

AheadLlb-x86-x64 hijack dll Source Code Generator. support x86/x64 snapshot screen. AZH
SHFSHE 7?1/ E NOTE. Pay attention to the generated file header prompt information

Actions - Releases 1 - MNotifications - Issues

O https://github.com » Yonsm » AheadLib
Yonsm/AheadLib: Fake DLL Source Code Generator - GitHub

AheadLlb. Fake DLL Source Code Generator. AheadLib 2.2150 - BE1ER— T &R DLL 4917
KB IE ..

README.md

AheadLib

Fake DLL Source Code Generator

AheadLib 2.2.150 - BaER—1F

Al

Basically, this tool will allow you to create a C++ source code file, implementing a DLL with
the same exported functions as a given DLL. For the purpose of the current analysis we
generated a source code file using this tool and giving the legitimate version.dll as input.

mydil.cpp
Data Unexplored External symbol

X_l [Ema.. | Peeud... [ | W Unmatched in se... | “Lﬂ

1
I

1FARPROC _ thiscall sub_1@@@leee(LPCSTR lpProchame) L
2{

T Unsigned int wl; /7 e

4 FARPROC result; // eax

5 WCHAR Text; // [ th] [ebp-21

6 CHAR wa; // [esp

7 . Prociame]

8 1 = {unsigned int}lpProchame; R tzTemp[r

3  result = GetProcAddress{hLibModule, lpProcName);

e if ( lresult ) fpaddress

h1 { (fpadd
2 iF ( I(v1 »> 16) )

14 '.-.';p'int".%(& 1, "™, wl);

Wiy
1] vl = (unsigned int)}&v4;
h7 wsprintfu(&Text, "I*, vi); - .
ha ! geBoxli(@, &Text, L"AheadlLib™, @x1@u); b U=y 2 222222%), FSEF:U'ZN?["E)E
o ExitProcess(@xFFFFFFFE); e : k p LR
ba 1}
21 return result;
221
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In the shown screenshot we can see on the left side the pseudocode generated by IDA Pro
while analyzing the malicious version.dll sample. On the right side, we can observe the
source code automatically generated by AheadLib using the legitimate version.dll as input.
Even though the exported functions are not shown in the previous image, we can appreciate
how there is a perfect match between both snippets.

Read the second part of the analysis of the final “TokyoX” RAT and its capacities here.

I0OCs

o 382b3d3bb1be4f14dbc1e82a34946a52795288867ed86c6¢c43e4f981729bedfc
e 31.192.107[.]187:443

Customers with Lab52’s APT intelligence private feed service already have more tools and
means of detection for this campaign.

In case of having threat hunting service or being client of S2Grupo CERT, this intelligence
has already been applied.

If you need more information about Lab52’s private APT intelligence feed service, you can
contact us through the_following_link
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https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact-part-2/
https://lab52.io/contact

