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Part 01 summary

Download the sample: Here
found virtualAlloc callin sub_417D50 and its address.

we search for abnormal jumps. we found jmp ecx and its address.

Introduction

we will debug our sample with x32dbg tool to unpack the Emotet malware

Notes to be taken

o What is Packing: A trick which is Used to avoid AV detection and analysis.

o What is a packer: A tool that compresses, encrypts, and/or modifies a malicious file
format. 1

« Why using packers: To avoid AV detection and analysis to make it harder for
researchers to analyze the code

» We need to find the the original entry point (OEP). What is the OEP: is the address of
the malware’s first instruction (where malicious code begins) before it was packed. 2

e How to find the OEP: find the tail jump . the tail jump It's an unconditional jump
exists in the tail of stub code , it points to address of unpack file. 3

How to the unpack happen? 3 As we see in the figure (1). OS create stub code with packed
file

What is stub code? 3 Stub code is responsible for unpacking packed sections, when
you are running the file ,the address of unpack file exists in the stub code to unpack
file. So at the end of the stub code we will see an unconditional jump (tail jump), that is
meant after execute the stub code will jump to the address of unpacking file.
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Original file, Packed File.exe  ynpacked File.exe in
EX: file.exe memory during runing

,
PE Header] /-\'[PE Headen}

# Packed
.code .te:@ .
E / ections -\ '{.code/ .tex]

.data,.rsrc,

- data,.rsrc,
.rdata..... Stub Code
. Jrdata .....
- - -

Figure(1):

What is stack string? answer
We need to know what is VvirtualAlloc ? Here

Says that “Reserves, commits, or changes the state of a region of pages in the virtual
address space of the calling process. Memory allocated by this function is automatically
initialized to zero.”

Syntax

LPVOID VirtualAlloc(
[in, optional] LPVOID lpAddress,

[in] SIZE_T dwSize,
[in] DWORD flAllocationType,

[in] DWORD flProtect
)i

The most important parameter of this function is 1paddress , which returns the starting
offset of the newly allocated memory. where we will extract the malware then dump it.

Start Debugging

Open our sample by x32dbg and hit the entry point
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Memory Map C ack 5 B Script | Source

0c

FC 00000000 dp
08 dword
DCC14100 dword ptr
D BCC14100 dword ptr
FC 00000000 dword ptr
, 27FEFFFF
, 82040000
00
} 66020000
68 582C0000
3 11FFFFFF
83c4 04 €
C705 CBC14100 000000C d ptr
Al CBC14100 : dword
A3 €CCC14100 ord ptr
C705 C4C14100 0200000 ord ptr
C745 F4 00000000 rd ptr
8BOD ABC14100
51

3 66000000
83c4 08
A3 00C24100
Al CBC14100
3605 A4C14100
72 02

-n TR

Figure(2):

We set a breakpoint over the jump instruction jmp ecx atthe address 00417F1F by
pressing f2 . because after this jump the unpack process will happen.

CPU B Log B notes Breakpoints R Memory Map C < B Sscript | Symbols

8915 CCC14100 ¢ dword ptr
Al 0CCO4100 i ., dword
0345 F4

0305 CBC14100 dword
A3 CBC14100 f rd ptr
8BOD ABC14100 ! dword
2B0D ACC14100 dword
890D ABC14100 ptr
333D EBC14100

OF85 S54FFFFFF

E8 CFFEFFFF

8BFF

B9 C47B4100

8BFF

B3E9 04

8BFF

FFE1

5F

BBES

5D

c3

cc

cc

cc

cC

cC

cC

cC

cc

cc

cC

cc

U<ifi

Figure(3):

Then we press f9 to hit the breakpoint.
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B Log B totes Breakpoints Stack t Source feri s -»

bibibibibibibibibibibibibibibib

gfwl11112clddr111”

59 C47B84100
B
a9 04

Figure(4):

Then press 7 we jump to another function. If we analyze this function we will notice that:
epilogue

J B hotes Breakpoints R Memory Map Call Stack °R S5EH B
EIP ECX 00417BCO 55

B BBEC

{ 3 EE 00 ip e eT 7BCS

I: 004 3 E.-'S.l FOC14100 : dword ptr
i 3CA 8B25 BCC14100 : dword ptr c

Al FOC14100 : dword ptr
58 I
BBES :
Al FOC14100 € rd ptr
Al D8C14100 OV & ord ptr

Figure(5):

Abnormal prologue

pop ebp

60;1

Figure(6):

The last figure shows the abnormal prologue (1). And (2) is a suspecious instruction which
we will know late that is new VvirtualAlloc .

So we set a breakpoint over this instruction mov edx, dword ptr ds:[41C1B4] by f2
and press f9 to hit the breakpoint.
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8ED2
BBDZ2
Bel5 B4C14100 . rd ptr ds:[41ClB4]

L P

c3

sD pop ebp
c3

Figure(7):

Now if we follow in dump We see that it’s allocating memory.

Then Press f8 itwill push edx tothe stack which is the value of mov edx, dword ptr
ds:[41C1B4] .

Then Press f8 . There is abnormal ret . Normal ret value will get back to wherever it
was called from.

Here it return to this address 002302F0 . Which will be the address of the unpacking
section.
GDIEFFED

0018FFF

J| rpcrtd. 77096289

Figure(9):

So step over it.

In the next part we will see functions (Unpacking routine) and we will explain it on the fly in
the next figure
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B Log B Notes FH - Memory Map Call Stack S B Sscript 5 Symbols

Figure(10):

Keep stepping over untill you reach the breakpoint.

Then we see this funtion and step into 7 .

=

L
ES EBF4FFFF
83C

8945 a0

Figure(11):

It uses stack strings. which is mentioned above In introduction. (1) pushes them on the
stack.
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CPU B 1o B notes Breakpoints 3 “E SEH B script S symhols Source

0022F830 55

0 8 8BEC
83EC 3
C645
Cc645
C645
C645
Cce45
C645
C645
Ccoe45
C645

ED 6
EE 33
EF 3
FO
F1 &
F2 ©
F3 6
F4
EE 65050000
8945 DO
EE 7DFEFFFF
89 : rd ptr
dword ntr

Figure(12):

To get out from this function find ret and set a breakpoint then press 9

And these functions do the same as above. So step over them f8 . to see what inside a
function without executing it: Double click over a function and press - button to get out.

CPU B Log B Notes Breakpoints F# - Memory Map y tack “E SEH B script | Symbaols

52
EE& EBF4FFFF
83C4 04
E8 E3F3FFFF
8945 B84 ord ptr =
BB45 F8 dword pti
8045 AD dword ptr
8B4D BC dword
894D | d ptr
8B55 dword
8955
BB45
8B4D
0348 ;
894D d ptr
8B55 : dword

T

E8 ADF3FFFF

05 20114000

8945 B8

8855 B8

8802

8945 BO

E8 9BF3FFFF

05 24114000

8045 BB ord ptr
BB4D BO dwor ¢
51

E8 B7F6FFFF
f3cd 04

Figure(13):

Untill we get to this last function. step into 7 .
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50330308

EOQ

Figure(14):

08
94 dword ptr

98 dword ptr
EE AOFBFFFF
85C0
75 04
33c0O

After we get into the function we need to analyze it carefully

50330308

EOQ

Figure(14):

08
94 dword ptr

98 dword ptr
EE AOFBFFFF
85C0
75 04
33c0O

As we can see call edx iscalling virtualAlloc

push 40 RWX which is our

B Notes

ernel32.virtualalloc>

0022FFCS

Figure(15):

Breakpoints

indicator to know that this call could be VvirtuallAlloc

Memory Map Ci ; °R B script 2 Symbols Source #  References
55

8BEC

B3IEC 2

BB45

8945

BB4D

BB55

0351 3

8955

748 14
BB55 E4
BD440A 18
8945 EC

E4
50
FC

00300000

50
6A 00
8B4D
BB51
FFD2
8945
BB45
BB48
51

BB55
52

One step over 8 and we will get the adress of newly memory allocated in eax
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FH Memory Map C C S symbols ce ® References  » Threads ' Handles Trace

0a 18 r e FPU
o . Hide FpU

address of the new mamory

000000 PROC_NOT_FOUND)
00001 _ENTRYPOINT_NOT_FOUR

W pump2 WM Dump3 M Dump4 WM

)0[00 00 00 00(00 00 00 00(00 00 00 00(00 00 00 O
0/00 00 00 00|00 00 00 00|00 00 00 00|00 00

00 00 00 00(00 00 00 00|00 00 00 00|00 00

00 00 00 00 00 00 00|00 00

00 00 00 00 00 00|00 00

00 00 00 00 00 00|00 00

00 00 00|00

00 00

00 00

00 00 00 00/00 00 00 00/00 00 00 0000 00 00 O

Figure(16):

Then keep stepping over and get to this function call 22FBC® and then one more step
over. As we see in the dump section, the function writes over the newly memory allocate with
the exe file.

00 F 50
0022FF EE EZFBFFFF
83c4 oC
00 1 5 F4 00000000
09 22FFF3
BBAD F4 / dword
33C1 01 1
894D F4 / d ptr
8B55 E4 / word ptr
OFB742 06 rd ptr

Q0000

837 00
4
8655 EC

A 10 00

6 0
8B45 EC ! ptr
8B48 10 ¢ ecx,dword ptr

0022FBCO

0022FFD9

M Dump 2 Ml Dump 3 M Dump 4 M Dump 5 @ watch1 Loca

ASCII
90 00|03 00 00|04 00 |FF 00 0OC
00 00 00 00 00 |40 00|00 00
00 00|00 00 00|00 00 (00 00
00 00 00 00 00 |B8 cr c e e
0E cD 4c |CD 4 BE .. LI LItTh
707 6 63 o] is program canno
65 6E 20 ! T be run in DOS
00 ( |mod
98 9¢ | " R.
98 |E/ 9 |.C.

Figure(17):

When keep stepping we see that it's copying files to the exe file

.text
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0
00230038

Figure(18):

then .rdata then

.data then

E8 E2FBFFEF
83c4 0OC
C745 F4
EE 09

8B4D F4
83C1 01
894D F4

00000000

F4
86000000

00

00

804401 FE
884D E4

E
8B55 E4
OFAF42 3C
50

8845 EC
864D OC
0348 14

.reloc

Untill we get to the last ret 8 as shown.

EB 7CF9FFFF
83c4 04

B8 01000000
BBES

5D
c2
cC
cC
cC

0800

1
word ptr
rd ptr
ord pt

————r—— fm

—%

jord ptr
rd ptr
rd ptr

Figure(19):

Stay awake our file is almost finished. After the second ret .

B og B notes

Breakpoi

0040C 90!

7 Memory Map
c

4 £8
C 74060000

i
04010000
8424 7C040000

084100
24 78040000
040000

000000
0100

W pump2 W@ Dump3 ® pump4 W@ Dumps @

00 00 00(04 00 00 00 |FF FF

o 00 00 00|40 00 00 0000 00
00 00 00 00|00 00 00 00|00 00 00 00|00 00
00 00 00 0 00 00 00|00 O 0088 00

00
o1
20

Command:

Figure(20):

Watch 1

B scoipt & oym Source

Locals 2 struct

A References ™ Threads = Handles Trace

The OEP address.
remmber it

Hide EPU
00400000

00000057 (ERROR_TNVALTD_PARAMETER)
s 0000045 (STATUS_INVALID_PAGE_PROTEC

esp+4] 7EFDE00D
+8] O018FFDA
+C

Default
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Now we can dump the unpacked exe. right click over eax and press Follow in
Mwmory map

Sorry for this Mistake in the next figure. It’'s Follow in Mwmory map

Show FPU

2040000C
"EFDEOOC Modify value Enter
0040000C
0040C9AC
O018FF 54
0018FF 8¢
oooooooc ™ Follow in Dump
Q000000 cC .

Follow in Dump

Follow in Disassembler

004 0C oAl

=/ Follow in Memory Map
Copy value Crl+C
Copy Symbol Value  Ctrl+5
Copy all registers
Highlight
Zero

Default (st ' B Increment

;EI‘H DEE % Decrement
sp+C] 772
sp+10] 7E B¢ Increase 4
p+14] 77.

[ R RN N

Decrease 4
Push

Fop

Figure(21):

Then right click andthen press Dump memory to File
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00007000 J 4 -RW--
00079000 L d —-RW-—
00014000 d 4 ERW--—
" 0007000 B8 Follow in Disassembler : -R--—-
0427000, 179000 | Res= ; -R---
0540000 | 10003000 . - : ===
05A2000| 10005000 | pes " Follow in []IJITIﬂ 1 —-RB———
05F0000 | J000E0DO J 4 -RW--
05FEQQD | D00F2000 | Re: Dump Memory to File J -RW-—
0eF0000 | 00181000 -R—-——
0880000 00067000 . . J 4 -R——-
08BE7000 01399000 Res Comment ; - —R-———
F4120000 00001000 3 ERWC -
F4121002=Q0075000| . Find Pattern... Ctrl+B xecutable code B ERWC -
7 | 03000| . nitial d data ERWC-
4007000 ° esources C 1 ERWC-

7 004000| . Switch View ase relocations : ERWC-
F4200000 | 00008000 ) C ERWC -
F42e0000 | 0005C000 Find references to region ERWC -

340000 Q003F000 ERWC -
AQ000 | 00001000 A _ 4 ERWC -
9A1000| 00008000 . + Allocate memory xecutable code ERWC-
ASQ00 | 00001000 . tialized data M ERWC -
AAQ0OQ | 00001000| . Free memory : ERWC -
ABOOO | 00001000 . ase relocations ERWC-
B0O000 | Q0001000 | = . virti _ 4 ERWC -
£1000 | D00OF000 Add virtual module ERWC—
FASCO000 | 00016000 | = 4 ERWC -
FA49pa000 | 0000A000 = Go to ( ERWC-
F49EQO00 | 00001000 | = 4 ERWC -
FAQETL Q00 | QOOOF0O00 | Res _ " _ el ERWC -
- 19F0000 | 00001000 | 5¢ et Page Memory Rights ERWC -

ommand: 1 Memory Breakpoint *

00400000[ 1400 Copy

Figure(22):

Now if we tried to open it in IDA. We will notice that’s can’t be analyzed
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start proc
push
lahf
popf
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov

]
]
]
]
]
]
]
]
]
]
]
]
1,
]
]
]
]
]
]
]
]
]
]
]
]

Figure(23):

So we need to repair section headers using PE bear tool.

Before
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Disasm: .texy | Generalll DOSP‘dr | Rich ldr | File Hdr Optional Hdr Section Hdrs = BaseReloc.
+ v

MName Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Pir to Reloc.  Num. of Reloc.  Num. of Linenur

> text (400 CEDO 1000 CC24 60000020 0 0 0
> rdata D200 Coo EQOO BOO 40000040 0 0 0
> data DEOD 1200 FOOO 3DE4 C0000040 0 0 0
> reloc FOOO 600 13000 58C 42000040 0 0 0
Figure(24):
After editing
| Disasm:.tex] | Generd | DOSgdr | RichHpr | FileHdr | Optional Hdr | SectionHdrs | = BaseReloc.
+ 4
Name Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Ptr to Reloc.  Num. of Reloc.  Num. of Linen
> text 1000 DOooo 1000 Dooo 60000020 0 0 0
> rdata EQOO 1000 EQOO 1000 40000040 0 0 0
> data FOOO 4000 FOOO 4000 C0000040 0 0 0
> reloc 13000 600 13000 600 42000040 0 0 0
Figure(25):

Then change the image base: if it's different value of the OEP.
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Disasm: .text General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs ™ BaseReloc.
Offset MName Value Value

Do Magic 10B NT32

D2 Linker Ver. (Majar) C

D3 Linker Ver. (Minor) 0 o

D4 Size of Code CEOO

D3 Size of Initialized Data 5000

DC Size of Uninitialized Data 0

EQ Entry Point C9AD
E4 Base of Code 1000
ES Base of Data EQOO @
EC Image Base 400000
FO Section Alignment 1000
F4 File Alignment 200
F8 OS Ver. (Major) i) Windows Vista / Server 2008
FA OS Ver. (Minor) 0
FC Image Ver. (Major) 0
FE Image Ver. (Minor) 0
100 Subsystem Ver. (Majar) 6
102 Subsystem Ver. Minor) 0
104 Win32 Version Value 0
108 Size of Image 14000
10C Size of Headers 400
Figure(26):

Unmap the unpacked file

How we edit the section headers? ordered steps.

first: copy Vvirtuall address valuesinto Raw address values.

second: Raw size Raw size of .test = Raw adress of .rdata - Raw adress of .text
EGOO - 1000 = DOOO

Raw size of .rdata = Raw adress of .data - Raw adress of .rdata

FOOO - EOGO = 1000

Raw size of .data = Raw adress of .reloc - Raw adress of .data

13000 - FOOO = 4000

Raw size of .reloc = still the same third: copy Raw size valuesinto Vvirtual size
values.

After changing save the file. This is our unpacked malware
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See you in the next article. inshAllah

Article quote

| B s s AN daall e

Refernces

1- https://www.mcafee.com/blogs/enterprise/malware-packers-use-tricks-avoid-analysis-
detection/

2-https://www.oreilly.com/library/view/learning-malware-analysis/9781788392501/12556df2-
7825-4e43-8811-cOfabeab78d8.xhtml

3- https://www.0xbyte.com/unpacking-mzp-ransomware-manually/

4-
https://isc.sans.edu/forums/diary/Stackstrings+type+2/26192/#:~:text=This%20is%20a%?20te

chnique%20that,the %20allocated%20chunk%200f%20memory

5- https://msdn.microsoft.com/en-us/library/windows/desktop/aa366887(v=vs.85).aspx
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