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Introduction

Emotet is a Trojan that spreads through spam emails. The infection may arrive either via
malicious script, macro-enabled document files, or malicious link. 1

Download the sample: Here

MD5: CAO6ACD3E1CAB1691A7670A5F23BAEF4

Virustotal VT

we can see that the malware is detected by 57 out of 68 as a trojan.

Figure(1):

In Details section VT Details

1- Different names of the sample

Mames with which this file has been submitted or seen in the wild

Figure(2):
2- Header info
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npilation Time

Entry Point

Figure(3):

Shows compilation Timestamp which can be changed. and Shows number of sections

DiE

open DiE to get more info about the sample

E? Detect It Easy v3.01 - E‘@&J

File name

C:\Users\muha2xmad'Desktop\emotet_trojanEmotet.bin

File type Entry point Base address

00417600 00400000 Memory map

Sections TimeDateStamp SizeOflmage
2019-04-17 10:59:10 00012000
Scan Endianness Mode Architecture

Detect Tt Easy(DIE) 1386

Microsoft Visual C/C++(2008)[-]
Microsoft Linker(9.0)[GUI32,signed]

|:| Deep scan

Figure(4):

As we see that info about file type, Entry point, and sections. It will help us in our analysis

Entropy:

press over “Entropy” as in the previous figure(4)
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\ Total Offset i
: Reload
- 7.15835

Offset Size Entropy Status
PE Header 00000000 00000400 2.23745 not packed
Section(1)['.rdata’] 00017800 00002300 5.85374 not packed
Section(2)['.data'] 0001a000 00000200 471047 not packed

Figure(5):

Shows that it has high entropy in .text section which is an indicator to be packed

PEstudio analysis

Indicators section:

indicator (41) detail level
The file references string(s) type: blacklist, count: 65 1
The size of the certificate is suspicious size: 3384 bytes 1
The file references functions(s) type: blacklist, count: 65 1
The file references a URL pattern url: http://www.usertrust.coml 1
The file references a URL pattern url: http://ocsp.usertrust.com0 1
The file references a group of API type: data-exchange, count: 12 3
The file references a group of API type: console, count: 47 3
The file references a group of API type: file, count: 60 3
Figure(6):

*Level 1 is most malicious and bigger numbers “3” are less malicious. Shows different
malicious indicators that help us in the analysis.

Sections section:

a/14



property

name

md5

entropy

file-ratio (96.08%)
raw-address
raw-size (108032 bytes)
virtual-address
virtual-size (107050 bytes)
entry-point
characteristics
writable
executable
shareable
discardable
initialized-data
uninitialized-data
unreadable
self-modifying
virtualized

file

Figure(7):

value

value

value

value

il

The previous figure shows:

1- .text section is packed

]

rdata .data JsrC
OAOFFF22ED109FBC2235796... DES646110B1324FSFSTFB6O... 346430862013E3664DDA37F...  2CE248B02CFEEA19407DFE3...
5.854 4.708 3384

84.70 % 911 % 046 % 182 %

0»00000400 000017800 0x0001A000 0x0001A200

0,00017400 (95232 bytes) 0x00002800 (10240 bytes) 0,00000200 (512 bytes) 0x00000800 (2048 bytes)
0»00401000 000419000 0x0041C000 0x0041D000

0»00017318 (95000 bytes) 000002606 (9734 bytes) 0x0000023C (572 bytes) 0:000006D0 (1744 bytes)
0x00017E00 ; ; :

060000020 0x40000040 0xC0000040 0x40000040

2- text section contains the entry point for the executable. This means that, in addition to
holding the compressed data, .text section also contains the stub code responsible for

unpacking. 2

*The section which is responsible for unpacking can vary as in UPX packing

3- .text section is executable

4- data section is writable

Strings section:

press over blacklist to listthem
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functions (277) — placklist (65) ordinal (0) library (7)

FillC onsoleQutputAttnibute
FillConsoleOutputCharacterW

FindFirstFileA
FindFirstFileExA
FindNextFileA
GetConsoleScreenBufferinfo

=

GetCurrentProcessld
GetCurrentThread
GetCurrentThreadld
GetEnvironmentStnings

GetEnvironmentStringsW
GetEnvironmentVanableA
GetbBxitCodeProcess
GetModuleHandleExW
GetOverlappedResult
GetThreadTimes
GetTimelonelnformation
GlobalMemoryStatus
MapViewOfFile
OpenProcess
RaiseException
ReadConsoleOutputW

X X X X X x X X X x X xXx X x xXx xXx xXx x x x x

Figure(8):

Strings are good indicators to know what this malware is trying to do on the system

IDA analysis

To analyze the assemble code to know how to unpack and where to start the debugging

Open it in IDA: It shows that is low number of functions which another indicator that is
packed
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Function name

sub_417B00
sub_417B20
sub_417C50
sub_417C80
sub_417CD0
sub_4170D50
sub_417DED
start

sub_417F30
sub_417F90
sub_418060
sub_4180A0
sub_418150
sub_4182B0

Figure(9):

Segment

et
et
et
et
et
et
et
et
et
et
et
et
et
et

Start

0o00o00000417800
0000000000417820
0000000000417C50
0000000000417 Ca0
0000000000417CD0
0000000000417050
0000000000417DED
0000000000417E00
0000000000417F30
0000000000417F90
0oo0oo0000418060
00000000004180A0
0000000000418150
0o00o0000041828B0

Press over “start” which located in the function as in the previous figure to get started
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; Attributes: bp-based frame
public start
start proc near
var_C= dword ptr -8Ch
var_ 4= dword ptr -4
arg 0= dword ptr 8
push ebp
mov ebp, esp
sub esp, @Ch
push edi
mov [ebp+var_ 4], &
mov edx, [ebp+arg 8]
mov dword _41C1DC, edx
mov dword 41C1BC, ebp
mov [ebp+var_ 4], &
call sub_417C58
call sub_4182B0
jmp short $+2

s

loc_417E38:

call sub_4180A0
push 2C58h

call sub_417D58
add esp, 4

Figure(10):

Because Emotet malware uses a customized packer. we can try to unpack it through
dynamic analysis. Through dynamic analysis the malware does the unpacking process.
The process will need to allocate memory for the next stage.

So it’s a good assumption that we will see a call to VirtualAlloc. We need to search which
function has VirtualAlloc call. 3

If you searched you will find that call sub_417D56 is the unpacking routine
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https://distributedcompute.com/2020/02/20/unpacking-emotet/

FIZE

loc_417E38:

call sub_4180A8

push 2C58h

call sub_417D50

add esp, 4

mov dword_41C1C8, @
mov eax, dword 41C1CS8
mov dword 41C1CC, eax
mov dword 41C1C4, 2
Figure(11):

This our unpacking function: sub_417D50
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loc_A17D9A:

mov [ebp+var 10], eax
mov edx, [ebp+var 18]
mov dword 41C1E8, edx
mov eax, dword 41C1A4
mov dword 41C1A8, eax
mov dword 41C1B4, ©
mov ecx, dword 41C1ES
add ecx, 102F@h

mov dword 41C1B4, ecx
mov eax, [ebp+var 10]
mov esp, ebp

pop ebp

retn

; Attributes: bp-based frame
sub_417D50 proc near

var_14= dword ptr -14h
var_10= dword ptr -16h
var_C= dword ptr -8Ch

var_ 8= dword ptr -8

var_ 4= dword ptr -4

push ebp

mov ebp, esp

sub esp, 14h

mov [ebp+var_ 4], 46h

mov [ebp+var C], @

mov eax, dword 41C1A4
mov [ebp+var 14], eax
mov [ebp+var 8], BFFFFFFFFh
mov ecx, ds:VirtualAlloc
mov dword 41C218, ecx
push [ebp+var 4]

push 3000h

push [ebp+var 14]

push [ebp+var (]

mov ecx, dword 41C218
push offset loc_417D9A -l—
push ecx

retn

Figure(12):

Abnormal epilogue

First we need to clear what normal prologue and epilogue are?

The procedure prologue and epilogue are standard initialization sequences that compilers
generate for almost all of their functions.
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Funetion Prologue/Epilogue Example:

push ebp € push the base pointer to the stack fo save itf
mov ebp,esp € move fo the base pointer the valwe of the stack pointer
sub esp, 10h € allocate 10h (16 decimal) bvtes of space _for the current stack frame

push eax € we might want to save the values of other general-purpose registers
push ebx € same as above

add eax,ebx € start of function body
xor ebx, eax

sub ebx, eax € end af function body

pop ebx & restore EBX
pop eax € restore EAX

mov esp.ebp € start function epilogue (free memaory)
pop ebp € resfore base pointer
ref € exif function

Figure(13):

What is NOT normal here is epilogue in the last figure:

push ecK -f—
retn

Figure(14):

You don’t push anything before ret this called abnormal.

normal epilogue is to pop EBP before ret . Here it will return ecx because it executes

the last instruction- top of the stack-.

And the real return is from this function loc 417D9A because this is 2nd top of the stack.

We need to know what is happening in this function?
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Figure(15):

push ebp

mov ebp, esp

sub esp, 14h

mov [ebp+var_ 4], 46h

mov [ebp+var C], @

mov eax, dword 41C1A4

mov [ebp+var 14], eax

mow [ebp+var 8], OFFFFFFFFh
mov ecx, ds:VirtualAlloc
mov dword 41C218, ecx

push [ebp+var 4] o
push 3000h

push [ebp+var_14]

push [ebp+var C]

mov ecx, dword 41C218

push offset loc 417D9A

push ecx o

In the last figure we see the coming:

VirtualAlloc is moved to ECX , then
ECX is moved to dword_41C218 , then
dword_41C218 is moved to ECX
then push ECX andthen ret

And the real return is from this function loc_417D9A

So we need to know the address of this function to set a Breakpoint in x64dbg by pressing

space .
.text:00417E30

.text:00417E30 loc_417E30:

.text:00417E30 call  sub_4180A0
.text:00417E35 push  2C58h
text: | call  sub_417D50
.text:00417E3F add esp, 4
Figure(16):

We know that code is packed. We search for abnormal jumps:
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e jmp or call Instructions to registers
e Jmp to strange memory addresses (long jump)

Why searching for abnormal jumps? the address to the location of where data is being
unpacked to is stored in a register (such as ecx ), and that memory address is often in an

entirely different section.

| will write an article about “indicators of packed file”. InshAllah

If we return to start function and search you will find it.

Here we see our abnormal jmp ecx :

] e [

loc_A17F0C:

call sub_417DE®
mov edi, edi
mowv ecx, 417BC4h
mov edi, edi

sub ecx, 4

mov * edi, edi

jmp ecx =
start endp H‘a

Figure(17):

Press space to getits address: 00417F1F .

.fext:00417F1F |-— jmp ecx
.text:00417F1F start endp
Figure(18):

How to Unpack in the next part. InshAllah

Edit: part 02

Article quote

£l Y1 Y Wl J )
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