noPac: A Tale of Two Vulnerabilities That Could End in
Ransomware
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Numerous public proof-of-concept exploits reveal that the noPac vulnerabilities (CVE-2021-
42278 and CVE-2021-42287) are trivial to exploit and lead to privilege escalation. Friday,
December 17, 2021 By: Counter Threat Unit Research Team and Incident Response Team



https://www.secureworks.com/blog/nopac-a-tale-of-two-vulnerabilities-that-could-end-in-ransomware

While the focus in mid-December 2021 has been on Log4j vulnerabilities, two weaponized
Windows privilege escalation vulnerabilities (CVE-2021-42278 and CVE-2021-42287) also
pose a serious risk to organizations. These vulnerabilities, which are collectively referred to
as noPac, enable a threat actor to gain control over a domain controller in matter of minutes.

CVE-2021-42287 is a privilege escalation vulnerability associated with the Kerberos Privilege
Attribute Certificate (PAC) in Active Directory Domain Services (AD DS). CVE-2021-42278 is
a Security Account Manager (SAM) spoofing security bypass vulnerability. Threat actors
could leverage these flaws to escalate to domain administrator privileges from a standard
user account.

Gaining domain administrator access

NoPac relies on changing the SamAccountName of a computer account to the name of a
domain controller. By default, every authenticated user can add up to ten computers to the
domain. The exploitation process includes the following steps:

1. Create a new computer account in Active Directory (AD) with a random name, and then
rename it to one of the domain controllers without the trailing $ (see Figure 1).
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Figure 1. Renaming a user account to spoof a domain controller. (Source:
Secureworks)

2. Request a Kerberos ticket-granting ticket (TGT) for the created computer account from
step one. Once the ticket is granted, change the name of the computer account back to
its original value (see Figure 2).
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https://docs.microsoft.com/en-us/windows/win32/adschema/a-samaccountname
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-kile/b4af186e-b2ff-43f9-b18e-eedb366abf13

Obtain TGT from DCO1 using password from created computer object

Action: Ask TGT

Using rcd_hmac hash: OEDDEDC3ISEB7BTECDEOCSFOSG4ES4CA3S

Building AS-REQ (w/ preauth) for: "acme.klrk.dk\ACME-DCO1"

TGT request successful!

base6d (ticket.kirbi):
Figure 2. Successful ticket request for spoofed domain controller. (Source:
Secureworks)

3. Request a Kerberos ticket granting service (TGS) for the Lightweight Directory Access

Protocol (LDAP) service using the TGT from step two with the name of the spoofed
domain controller from step one. Because there is no longer an account with that
name, TGS chooses the closest match and appends an $. Access to the service is
granted, and domain administrator access is acquired (see Figure 3).

Get TGS for CIFS/DCOL

v2.0.0

[*] Action: S4U

Action: 54U

Using domain controller: ACME-DCO1 (10.10.100.220)
Building 54U2self request for: °“ACME-DCOLRACME. K1RK.DK'
Sending S54UZ2self reguest
SA2zelf success!
Substituting alternative service name "cifs/ACME-DCOL’
*] Got a TGS for "Administrator” to "cifs@ACME.K1RK.DK'
] bases4(ticket.kirbi):

Figure 3. Successful service request for spoofed domain controller. (Source:
Secureworks)

Timing is everything

Secureworks® researchers confirmed that exploitation of the noPac vulnerability can be
accomplished in as little as 16 seconds. The following video demonstrates real-time domain
administrator access.
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https://docs.microsoft.com/en-us/previous-versions/windows/desktop/ldap/lightweight-directory-access-protocol-ldap-api

~/sam=the-admin-main

Potential precursor to ransomware infections

After gaining domain access, a threat actor’s ability to deploy additional malware, including
ransomware, is virtually unlimited. AD abuse is involved in most ransomware incidents
Secureworks researchers investigate. Threat actors typically leverage misconfigurations to
escalate privileges within AD. In this case, AD design flaws create the escalation path.

Conclusion

Organizations should immediately apply the applicable Microsoft patches to all domain
controllers in their environments. These patches include the November 9, 2021 releases for
CVE-2021-42278 and CVE-2021-42287, as well as the November 14 out-of-band update. If
one domain controller is overlooked, the domain remains vulnerable. Organizations should
also follow Microsoft guidance to phase updates for CVE-2021-42287 and restrict users’
ability to join workstations to a domain. As of December 17, Secureworks researchers have
not observed noPac exploitation in the wild but recommend that organizations remain
vigilant.

If you need urgent assistance with an incident, contact the Secureworks Incident Response
team. For other questions on how we can help, use our general contact form.
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https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-42278
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-42287
https://support.microsoft.com/en-us/topic/november-14-2021-kb5008601-os-build-14393-4771-out-of-band-c8cd33ce-3d40-4853-bee4-a7cc943582b9
https://support.microsoft.com/en-us/topic/kb5008380-authentication-updates-cve-2021-42287-9dafac11-e0d0-4cb8-959a-143bd0201041
https://social.technet.microsoft.com/wiki/contents/articles/5446.active-directory-how-to-prevent-authenticated-users-from-joining-workstations-to-a-domain.aspx
https://www.secureworks.com/contact/emergency-response
https://www.secureworks.com/contact/talk-with-an-expert

