New Yanluowang Ransomware Found to be Code-Signed,
Terminates Database-Related Processes
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Ransomware

We analyzed new samples of the Yanluowang ransomware. One interesting aspect of these
samples is that the files are code-signed. They also terminate various processes which are
related to database and backup management.
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WOR ECH, ECH

<O CL, i

JAP SHORT d1179343, 81345061
HOR_CL,CL

TEST CL,CL

JE d1é?9343 81346867

PLISH

MOU DWORD PTR S5:[CEEF-117GE1, &
LEA ECH,OWORD PTR SS:[CEEP-117E]
PUSH d1179343.813957RH4

MOY OWORD PTR S5: CEEF-11661, 4
MOU OWORD PTR 55: CEEF-115C1, AF
MOU BYTE PTR S5:[EEF=117@1, 4
CALL d1179242.81349:10

MOU BYTE PTR S5:[EBP-41, 6A

LEA ED:,OWORD PTR SS:CEEF-117E1
MOW EDI,OWORD PTR SS:CEEP-12A21
MOU ECH,ESI

0OR EDI, 4

MOU DWORDTFTR SS55CEEF= 13A31, EDI
MOU OWORD PTR S5:[EEF-13921, EOI
CALL d11792432.81344430

TEST HL,HL

#DE SHORT d1179243. 61345016
FUZH d11?9343 B1395FAC

LER ECH,OWORD FTR SS5:CEEF-11481
MOU OWORD PTR S5:CEEF-11481, &
MOU OWORD PTR S5:[CEEF-11261, 4
MOU OWORD PTR S5:CEEP-112C1, AF
CALL d1179242.81349610

OR EDI, S
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ASCII "-pass™

ASCII "--pass™

Flgure 2' Checklng for arguments (pass)
The ransomware then encrypts the files from the provided file path on the argument,
appends the extension (.yanluowang), then drops the ransom note (README.txt).

Operation

process exit

NEW process

Info

"

Yemd.exe” taskkill /f firn sage”

create file Chvirus\ READPE. tt

madify file T _virus\README.txt

madify file M_virus\Email and Password List.htm

rename file M _virushErmnail and Password List.htmuyanlucwang
madify file T _virus\Email and Passwerd List.htmuyanluewang
rmodify file M _wirus\Ermail and Password List.s

rename file 0 _virus\Email and Password List,js.yanluowang Figure 3. Yanluowang
madify file T _virus\Email and Passwerd Listjs.yanlucwang
rmodify file T _virus\Ermail and Password List.bet

renarmne file T _virus\Email and Passwerd Listbdyanluowang
madify file M_virus\Email and Password List.tdtyanluowang

modify file

Ch_wvirus\Email and Password List.vbs

renarme file T _virus\Email and Passwerd List.vbs.yanluowang
rmodify file M _virushEmail and Password Listovbsyanluowang
create file CUsersy "Desktop README. bt
madify file ChUsers "DeslktoptREADME bt

ransomware appended files
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ur communicati naught)
lity of their yption.

partners.
CH WILL LEAD TO THEIR UNAVAILABILITY!

should contact us within 24 hours by email.

Figure 4. YanLuoWang ransomnote (README.txt)

Digital signature, other features also found

It is important to highlight that the samples obtained are code-signed with a digital signature
— and a valid one on that note, during the time of the analysis. The question remains
whether this signature was stolen from a company or fraudulently signed.

Code signing is performed to validate the authenticity of a piece of software; thus, code-
signed malware can appear legitimate and non-malicious, allowing it to bypass certain
security measures.

Digital Signature Details ? >

General  Advanced

— . Digital Signature Information
d-i/ This digital signature is QK.

Signer information

Mame: |
E-mail: Mot available
Signing time: |Saturday, 18 September 2021 2:33:42 PM
Figure 5. Digital signature found
View Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
Mot available Saturday, 18 Septe...
Details

with Yanluowang ransomware samples
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Upon execution, the ransomware also terminates the following processes, which are related
to managing databases and backups, through Windows API:

e VVeeam
e SQL

The termination of database-related processes could potentially lead to loss of access to
backup files, which then places additional pressure on ransomware victims to pay up to

retrieve their files.
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Terminating processes

ruon cul

FUSH _ER:

LEA ERX,.OWORD PTR SS:[EEBP-CI

MOU OWORD PTR
FPUSH &

H“OR ERX, ERX
MOY OWORD FTR

FUSH d1179343.

LER ECx, DWORD
MOU OWORD FTR
MOU OWORD PTR

FS:[81,ERX

SS: [EERP—481, 0
A1395734

PTR 55: [EEF-4@]
S5: [EBP-2@A], 04
S5: [EBP-2C1, 7

MOU WORD PTR S5: [EEP-4@1, Ak

CALL diiv92432,

MOU OWORD PTR
LER EC, DWORD
FUSH =

AOR ERX, ER-
MOU OWORD FTR

PUSH 41179242,

MOU OWORD PTR
MOU OWORD PTR

H1349326
S5: [EBP-41,5
FTR SZ: [EBFP-221

S5: [EBP-281,0
A1 395738

S5: [EBP-121,4
S5: [EBP-141,7

HMOU WORD FTR SS: CEEF-221, Ax

CALL 41179343,
FU2A EHA

a1349228

LEA ERX,OWORD PTR S5:CEEF-2421

FUSH ERX

CALL d1179343.01343328

AR ECH,ECH

MO BYTE FTE S5: [EBF-41, 1
CALL <d1173343, string_compare:

HOO ESP, 26
CHMP ERX, -1

JE SHORT d11792432.813455F7
FUSH DWORD FTR SS5: [EEF-2641

FUSH &
FUSH 1

CALL DWORD PTR 55:[EBF-2541

MOU ESI, E”R
TEST ESI,ESI

JE SHORT d1179243.813455F7

FUSH 2
FUSH ES

I
CALL DWORD PTR SS: [EEF-2831

FUSH ESI

CALL DWORO PTR S55: [EEF—2501

MO EST, OWORD
LER EHELDNDRD

Ale e

FTR S5:[EEF-Z2C]
PTR 55:[EEBP-2&C]

UHICOOE "weeamt

UMICODE "f=ql™

Figures 6-7.

Open_proc

terminate_proc

The ransomware also attempts to terminate a few more processes through the command
prompt if they match the following strings:

e mysqgl*
e dsa*

e veeam®
e chrome*
e iexplore*
o firefox*
e outlook*
o excel”
o taskmgr
o tasklist*

*
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o Ntrtscan®
e ds_monitor*
o Notifier*
e putty*

e ssh*

e TmListen*
e iVPAgent*
e CNTAoSMgr*
e |IBM*

e bes10*

e black*

e robo*

* copy*

e sql

e store.exe
e sql*

e vee*

e wrsa*

e Wrsa.exe
e postg*®

e sage*

Aside from processes, the malware will also forcefully stop (through net stop command line)
the following services:

e MSSQLServerADHelper100
o« MSSQLS$ISARS

e MSSQL$MSFW

o SQLAgent$ISARS

« SQLAgent$MSFW

o SQLBrowser

o ReportServer$ISARS

o SQLWriter

e WinDefend

e mr2kserv
 MSExchangeADTopology
o MSExchangeFBA
 MSExchangelS

e MSExchangeSA

o ShadowProtectSvc

o SPAdmMinV4

e SPTimerV4

e SPTraceV4
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e SPUserCodeV4

e SPWritervV4

e SPSearch4

e |[ISADMIN

« firebirdguardiandefaultinstance
e ibmiasrw

o QBCFMonitorService

e QBVSS

e QBPOSDBServiceV12

e \"IBM Domino Server (CProgramFilesIBMDominodata)\"
e \"IBM Domino Diagnostics (CProgramFilesiIBMDomino)\"
¢ \"Simply Accounting Database Connection Manager\"
e QuickBooksDB1

e QuickBooksDB2

e QuickBooksDB3

e QuickBooksDB4

e QuickBooksDB5

e QuickBooksDB6

e QuickBooksDB7

e QuickBooksDB8

e QuickBooksDB9

e QuickBooksDB10

e QuickBooksDB11

e QuickBooksDB12

e QuickBooksDB13

e QuickBooksDB14

e QuickBooksDB15

e QuickBooksDB16

e QuickBooksDB17

e QuickBooksDB18

e QuickBooksDB19

e QuickBooksDB20

e QuickBooksDB21

e QuickBooksDB22

e QuickBooksDB23

e QuickBooksDB24

e QuickBooksDB25

Lastly, it will forcefully terminate running virtual machines (VMs) through the following
command line:

powershell -command \"Get-VM | Stop-VM -Force\"
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Figure 8. Terminating services
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push
push
push
push
mow

mow

push
call
push
push
push
push
push
push
call
push
push
push
push
push
push
call
push
push
push
push
push
push
call
push
push
push
push
push
push
call

a ; lpDirectory

offset Parameters ; “/c powershell

offset File ; "cnd_exe™
offset Operation ; "open”
byte ptr [ebp+var_u4], 1%5h
edi, ds:ShellExecuten

a ; hund

edi ; ShellExecuten

a s nShowCmd

5} ; 1pbirectory
offset aHetStoplssglse ; “net
offset File ; "cmd.exe™
offset Operation ; “open”

a s hund

edi ; ShellExecuten

a ; nShowCmd

a ; 1pbirectory
offset aNetStopMssqlIs ; "net
offset File ; "cnd_exe™
offset Operation ; "open”

a ; hund

edi ; ShellExecuten

a ; n3howCmd

5] ; 1pbirectory
offset aMetStopHssqlHs ; "'net
offset File ; "cnd.exe”
offset Operation ; “open”

a s hund

edi ; ShellExecutef

a 5 nShowCmd

a ; lpDirectory
offset aHetStopSqlagen ; “net
offset File ; "cnd_exe™
offset Operation ; “open”

a ; hund

edi ; ShellExecuten

stop

stop

stop

stop

-command “Z'Get-UH | Stop-"...

MSSLServerADHelper18a8™

HSSOLSISARS™

HSSOLSHSFW"

SOLAgent$ISARS™

We will continue to monitor events related to the Yanluowang ransomware and share any
updates.

Strengthening defenses against ransomware

As new ransomware families continue to emerge, we foresee in our 2022 security predictions
report that ransomware operators will use more modern and sophisticated methods of
extortion. Moving forward, enterprises must then take extra caution in applying preventive
measures.

It would also help enterprises to establish frameworks that would help them with ransomware
defense. Here are some of the best practices that they can include in their frameworks:

Audit and take inventoryof assets and data, authorized and unauthorized devices and
software, and logs of events and incidents.
Configure and monitorhardware and software configurations, and only grant admin
privileges and access when absolutely necessary to an employee’s role.

Patch and update for operating systems and applications, perform regular vulnerability
assessments, and conduct patching or virtual patching for operating systems and

applications.

Protect and recover essential information and files byenforcing stringent data
protection, backup, and recovery measures.

7/9


https://www.trendmicro.com/vinfo/us/security/research-and-analysis/predictions/2022

o Perform security skills assessment and training regularly and conduct red-team
exercises and penetration tests.

o Secure and defend systems by employing the latest version of security solutions to all
layers of the system, including email, endpoint, web, and network.

Trend Micro Vision One™ offers multilayered protection and behavior detection, allowing for
the detection of and blocking ransomware early on before it can do any real damage to the
system. This is done by identifying questionable behavior that might otherwise seem benign
when viewed from only a single layer.

Trend Micro Cloud One™ — Workload Security defends systems against both known and
unknown threats that exploit vulnerabilities through techniques such as virtual patching and
machine learning. It also leverages the latest in global threat intelligence to provide timely,
real-time protection.

Trend Micro™ Deep Discovery™ Email Inspector employs custom sandboxing and
advanced analysis techniques to effectively block ransomware before it gets into the system,
blocking phishing emails that can be used by ransomware as entry points.

Trend Micro Apex One™ provides a closer inspection of endpoints through next-level
automated threat detection and response against advanced concerns such as fileless threats
and ransomware.

Indicators of Compromise (loCs)

View the full list of IOCs here.

We analyzed new samples of the Yanluowang ransomware, a recently discovered
ransomware family. One interesting aspect of these samples is that the files are code-signed
using a valid digital signature, which was either stolen or fraudulently signed. They also
terminate various processes including Veeam and SQL, which are related to database and
backup management.

After being uncovered a few weeks ago, the Yanluowang ransomware (named after the
Chinese deity Yanluo Wang) has since been associated with campaigns, and its operators
are said to launch targeted attacks on US corporations since at least August this year.

Yanluowang ransomware initial analysis

The Yanluowang ransomware samples we analyzed still have only a few detections as of this
writing. Just looking at the files themselves shows very little about where or how they arrived
at a user’s system. But since the samples require certain arguments for proper execution, it
appears that the most likely scenario for their execution is through remote desktop tools.
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We also believe that the files analyzed here are merely part of a toolkit used by operators
once they have compromised their victims’ machines.

From our initial analysis, the ransomware checks for the following arguments that are
primarily used to specify the directory where it would do its encryption:

e -h/--help
e -p/-path/--path
e -pass

Cislzsers™ PCislsers™ “Desktopsd11793433065633h84567de483c1 787640207 ?a392d

d27536af1188%1ce?ic.exe —p "C:i:s_virus~Email and Password List.htm"
Syntax: encrypt.exe [{—p,—path,.—path><{path>]

Figure 1. Checking for arguments (path)
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