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The team of expert analysts at GoSecure Titan labs have reverse-engineered a new TrickBot cleverly hidden in a Zoom job interview

email through a sample obtained from GoSecure Titan Inbox Detection and Response (IDR). The email message contained a shortcut
(LNK) file entitled Interview_details.Ink and that LNK file downloads a loader which will be examined in this blog. GoSecure Titan Labs
named the loader TrickGate because it uses the Heaven’s Gate technique to load TrickBot, one of the world’s most prevalent botnets.

Analysis

Infection Chain

The initial infection vector is via malspam. The email (906379938be59269713995cf29058f42), shown in Figure 1, is entitled FINAL
interview — September 3 and congratulates the user on passing an internal interview. It provides a link purporting to be zoom details for a
final interview. The link downloads an LNK file (6e49d82395b641a449c85bfa37dbbbc2) from
hxxps://workdrive[.]zohoexternal[.Jcom/file/6c8ha295582e90c3e4655b87b82bb100f011b.

Client Service <manjuc@resilienceit coms Undisclosed reciplents:

[EXTERMNALIFINAL interview - September 3

Congratulations on passing the intemal interviews! &
e are pleased to move ahead with your application for the FINAL interview with the Client TOMORROW, September 3 at 5 20PM EDT. Please see below zoom details.
Ihltgs Hfzoom usimeetingireomf17252147% dewnload I

T

https://workdrive.zohoexternal.com/file/6c8ha295582e90c3e4655b87b82bb100f011b

Please make sure to login at least 10mins before your time.
Check your connectivity 1o avoid delay and interruptions

Secure a good place and put a professional virual background (if needed).

Be presentable.

Downloads LNK File

Figure 1: Zoom Interview Malspam
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Once executed, the LNK file, displayed in Figure 2, opens Notepad as a decoy, then uses curl —silent to download TrickGate, a 32-bit
C/C++ compiled portable executable (PE), from hxxp://185[.]14[.]131[.]112/images/moonfrontmars|[.]Jpng. The LNK file then saves
TrickGate (442f1e3d2825d51810bf9929f46439d2) in the % TEMP% directory as tmp.exe and executes it using the start command.
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Figure 2: LNK Contents

TrickGate

In TrickGate’s .rsrc section, the file HTML/DATA contains over 255 KB of encrypted shellcode. The shellcode is decrypted directly in the
.rsrc section using the decryption key planbetufernasoberpalade. It should be noted that the decryption key varies from sample to
sample. The decryption routine is depicted in Figure 3.

. ~ 74 DE je bée,EE3CD1
. €785 FOFEFFFF 24CCFO(mov dword ptr ss:Qebp-110],bée.Foccz4 FOCC24:' p'I:u1bcl:ufc|'r|asobcr:a]adci
. 8B9% FOFEFFFF mov edx,dword ptr ss:fflebp-110]
. EE3DO3 52 push edx
e || DOEE3DO4 FF15 BC20FQOQ €all dword ptr d;.[(&lstﬂen»]
® || DOEE3DOA 3345 F4 mow dword ptr ss:febp-C),e
e[ 0oEE3DOD 685 EEFEFFFF FF mov byte ptr ss:febp-1150, F’
e || DOEE3D14 BB85 E4FEFFFF mov eax,dword prr ss'[ebp 11
- ‘- 0345 EC add eax, > dword ptr[s :bp]u]
. B985 F4FEFFFF maw duord ptr s5:febp-10C),eax .
. &8 40ccFoOD push bee.FocC40 Foccan:"1ist" Decryption Key
. FF15 2890F00Q €all dword ptr ds:[<&SetConsoleTit]eax
. FF15 A430F D00 €all dword ptr ds:[<&GetConsolewi ndows
o|| 00EE3DI4 5945 FC mov dword ptr ss:febp-4) ,eax
o OOEE3D37 785 D4FEFFFF 000000 mov dword prr ss:febp-12C]),0
sfocciipil] - eeor o lm bee.eesosa
[ COEES DA MOV &L ,0word pEF StiDebp- Locd
. 49 83C1 01 add ecx,1
. 8980 D4FEFFFF mov dword ptr ss:Qebp-12C],ecx
—e E D52 EB35 D4FEFFFF mov edx,dword ptr ss:ffebp-12C]

@ || DOEE3DS & 3BES F cmp edx,dword ptr ss:febp-C])

|————* |DOEE3DSE ~r0OFED F2000000 joe bée.EE3ES4
o[ DOEE3IDEL 2B25 FOFEFFFF mov eax,dword prre ss:febp-110
o || 00EE3DEY 0385 D4FEFFFF add eax,dword prr ss:flebp-120
L] OFBEOS mowsx ecx,byte prtr ds:[eax]
. 81F1 FFODO0DOO XOr ecx,FF hellcode di Vi
. 888D CFFEFFFF mov byte ptr ss:febp-131[,c1
. senl pusn " Decrypts shellcode directly in
- rnEE'!EJ'E &8 84030000 push 254 =
o 00EE3DE3 68 84030000 push 334 Resource section
®[ooEE3DSS SA B4 push &4
. E 68 FAODOOOD push Fa
- 8B55 FC mov edx,dword ptr ss:febp-4]
. 52 push edx
. FF15 FEQ21FD0D &Nl dword ptr ds:[<tMovewindows]
e | ooEE3D3S SB35 E4FEFFFF mov eax,dword ptr ss:ffebp-11C
@ (| OOEE3D2F 0385 D4FEFFFF add eax,dword ptr ss:flebp-12<
o || DOEE3DAS 8985 DOFEFFFF mov dword ptr ss: [ebn 130Q,eax
o || DOEE3DAB 8680 DOFEFFFF mov ecx,dword prr ss:febp-130
. E E 380 F4FEFFFF cmp ecx,dword ptr sc:febp-10C
. ~| OF83 92000000 jas bée, EE!E-!F
. €8 48CCFDO0 push bée.FOCC48 FOCC48:"br"
. EB E?74UDOD €a11 bée.EEBZAE
. 53C4 add esp,4
® | DOEE3DCA E=1:31 IJOFEFFFF mov edx,dword ptr ss:febp-130]
- OFE&02 movzx eax,byte ptr ds:[edx]
- 0OFEB&3D0 CFFEFFFF movzx ecx,byte ptr ss:flebp-131]
. 3C1 XOr eax ,BCx
. 8B9% DOFEFFFF mov edx,dword ptr ss:ebp-130
. 2B95 E4FEFFFF sub ed=,dword ptr 5:.[ehp :llf_]
L] OFBECA movzx ecx,dl
. S1E1 FFOOD0DOD and ecx,FF
. 32 XOr Ead,ecx
. 8B95 DOFEFFFF mov edx,dword ptr ss:flebp-130]
. 8802 mov byte ptr af'[&dx] yal
. 68 4CCCFDO0 push bee. FOCC4C:"6e4d dacaresaaadscab d2 d T6183564 26b22 écdeesr44asys”
. snss FEBFEFFFF Tea :ax,uworu ptl“ ss:febp-10&]
. push eax
. ES 743E000D €all beée.EE7CED
. H3C4 08 add esp,s
o oocE3E0F 68 4CCF0OD push bie, FOCCS4
(| OOEE3EL4 8080 FEFEFFFF lea ecx,dword ptr ss:flebp-10:]
o || DOEEIELA B1 push ecx
- E8 G03E0000 E&1T1 bée.EE7CE0
. 83C4 08 add esp,8
. 3 8080 FEFEFFFF Tea ecx,dword ptr ssilebp-10c]
®|| DOEE3E29 EE 320C0000 E&al1 bée.EE4A&0
o || ODEE3EZE 68 BECCFOOD push bée.FOCCES FOCCES: " copy#paste”
® || DOEE3E32 ES 7&740000 £all bée.EEBZAE
®(| OOEE3E38 23C4 04 add esp,4
®|| OOEE3E3B #B95 DOFEFFFF mov edx,dword prr ss:[ebp—J.sL]
. 0355 F4 add edx,dword ptr ss:febp-CJ
- 8995 DOFEFFFF mov dword ptr ss:febp-130],2dx
. ~| E9 SCFFFFFF jmp bée.EE3DAB
. ~| E? EFFEFFFF Jmp bee.EE2D42

L — e loncEaEcs Lezge C A =130

Figure 3: TrickGate’s Initial Decryption Routine

Once decrypted, the shellcode (87dc309108bbf70e3e67efbfod4c09da) is copied to memory and executed there. Besides executable
code, the shellcode also contains an encrypted 64-bit portable executable. Figure 4 shows the PE in the process of being decrypted. As
can be observed from the decryption routine, the decryption simply involves XORing a byte from the decryption key with a byte from the
encrypted PE. The decrypted PE (8da11d870336¢1c32ba521fd62e6f55b) only contains headers and a .text section, which is later written
to yet another section of memory.
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33F6 ®0or es51,e5i
33FF xor edi,edi
il PP
83FF 1F cmp edi,iF
. 7F 10 ja 209D2CA . .
8A1C38 w3V b1 jbyte ptr ds:[eaxredi] || li— Decryptlon Routine
03FE add edi,esi
50 push eax
BAFE mow bh, bl
BBCL mow Ea, BCK
4l inc ecx
EIP 3038 xor byte ptr ds:[eax],bh
0 55 pop eax
> « EB 02 jmp zD8p2cC
2 33FF xor edi,edi
2L IBCA cmp ecx,eds
2 ~ F2 ES jb zZDSDZBS
- - pr——
*l<
byte ptr ds:[eax]=[02093F07]=AE '«
bh=0F 'R’
02D%D2C5
% Dump 1 o2 Dump 3 o Dump 4 % Dump 5 B8 wstch 1 L=| Locals 1;" Struck| @4 Dump 2 - m} b4
Address Address

-
2B 7F 19 F3 DE 30 3F
DE FB 11 :F 6B 38 OF | . af
IO O O O o oy

0ZDEEFDSYBE EA FF Cé
0ZDBEFES|SF F8 52 A7

”E‘JE 0zD93F9 180 A B0 oL bl AaE T T T e e, : -
DZD3IFAL 00 20 01 DL1|00 70 4C 00|00 OL DE L1F|.8.@. .euplissss
D o,. .11, .L1This

020BBFF8 02 IO 10 10 5
02099FE 03 CO 21 B 01 4C CD 21|54 68 63 73

020B8C008 |00 00 00 00 00 00 00|00 00 0C 00|, 02033FC 15 E1 20 36|34 20 62 63 H...a é4-bit PE

020BC018) 00 00 00 00 00 00 00100 00 0C 0Q). 02053F0 63 75 AB 35145 13 7C Fd execuesT, |50, 20

020BC028| 00 00 00 0O 00 00 00|00 00 00 0D|... S o

020BC038| 1B 00 04 0O
0ZDECO48( 00 0D OO0 0O
020BCOSE| 00 00 00 00
020BCO6E| 00 00 00 00
02ZDBCO7E (00 00 0D 0D
02DBCO88| 00 Q00 00 00
0ZDECOS2 (00 00 00 00 0 00 00 00|00 00 QO 00| .
020BCOAS | 00 00 [0 00 00 00| cuesarananns
0208C0BE |00 00 RO ﬁ tiﬁm K 0 00 00 00|cvurasannsas
02DBCOCE |00 00 00 0D ) 00 00 00400 00 00 00|.
02DECODE (00 00 00 0O(00 00 00 0O(0D OO0 OO 00|00 0O 0O 00| .
02DBCOES |00 00 00 0O0(00 00 00 0O0(00 OO0 OO 00|00 0O 0O 00| .
02D0BCOFS| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 0O0f.
020BC108| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 0O

00 00 00|00 00 00 0Of...
00 00 00|00 00 00 0O0f.
00 00 00|00 00 00 00| .
00 00 00|00 00 00 00| .
00 00 00|00 00 00 00
00 00 00|00 00 00 0Of.

Partially Decrypted PE Header

Figure 4: 64-bit PE Decryption Routine

Next, the shellcode calls kernel32.CreateProcessinternalW, as depicted in Figure 5. Since the second parameter, [pApplicationName, is
null, the process to be created is specified by the third parameter, lpoCommandLine, which contains a pointer to the path for Windows
Error Reporting Manager (wermgr.exe). The seventh parameter, dwCreationFlags, which specifies flags that define options for the
created process, contains the value 0x800000C. This value corresponds to the flags CREATE_NO_WINDOW, DETACHED _PROCESS,
and CREATE_SUSPENDED. Thus, wermgr.exe will be created in a suspended state, without a console window. This is the beginning of
process hollowing, a technique used to inject and execute malware in a legitimate process.

ﬁ CPU |8 Log | Hotes ® Breakpoints B Memnory Map [ Call Stack ‘=7 SEH J22| Scripk %1 Symbals <2 Source 2+~ References " Threads

®(|0z203FE8332 GA 00 push o ~
®||0203F335 Bh 00 push o
. B
o|o3n5rass|  6a oo iy s P eosleed EEX  00sFoAFs
phedwond prr ss:[espias] EEX  F3E0QSEE4
e MM Fro: call_cox | — = A02EALED
EFTgT dword ptr ss:[esp+lc] FEOF40ED <ke_rne132.Create_ProcessInterna]'r\':—l
® (| 0203F3A3 B5C0 test eax,edx
® (| 0203FSA8 BA DC2ARL1LE moy edx, 15512400 ESE OO0SFSAE0
®| 0203FSAF 5901 moy dword ptr ds:[ecx],eax ESI O08F9E0S
®||0ZD3FSEL BE D&35C4AE mow gax , ABC43E0E EDI O0SFaAFD0
® (| 0ZD3F3EBS OF45C2 CMowne eax,edx
o|| 0zDzFzES 30 DOF24000 CMp eax,A07200 Default (skdcally
®| 0202FEEE|  ~ OFSF FFF3FFFF ja 2D9ECEB 1: [esp] 0OOO0OOO
®(|0209FSC4 ~ ES FEFSFFFF Jmp 209F2C1 el
®||0zZ03FSCH BA 00 push o 3: esp+8] OOSFa040
e|0zD3FECE A 25 push z5 e
' @l 0z03FSCD E& FEzZ20000 call zpAzzlo 5: [esp+10] 00000000
®(|0z209FS02 8324 04 add esp,4 -
®(| 0209FS05 594424 EC moy dwior ssiflesp+eC],eax 7
’ e|0zoeFs0s S50 tes ) BN ] E‘%
®||02D3FS0E BS 43323076 Bax  USEr3Z2. FEI03242 a: esp+20] OOSFIE30
® (| 0ZDSFSED EZ FFEDZF4% mow ek, 452FEDTF 10: [esp+z4] O0SFA3FS
® || 0209FSEE ~ ES C9FSFE imp 209F2B32 4 11: [esp+28] 00SF2B0S
< >

W4 Dump 1 Wy Dump 3 4y Dump 4 B Dump 5 @ watch 1 |x=] Locals i struct
ASCTIT
e —
O0SF9D40 | 43 00 34 00(LC Q0 L7 O0(49 00 4E OO0 (44 00 4F 00| C. . %.W.I.N.D.O.
O08FS050|57 00 53 00|5C 00 73 00|79 00 73 00|74 00 65 O0|W.S5.%.5.%.5.LC.8.
D0SF9D60| 60 00 33 00|32 00 5C 00|77 00 &5 00|72 00 &0 00|[M.3.2.%.W. e, F.m,
MSD?D £F 00 72 O0|2E 00 ﬁ QolFe 00 &b Qojon 00 00 009, 2 =

Figure 5: Create Suspended wermgr.exe Process

At this point, we expected to simply continue stepping through the disassembled code and observe the remaining process hollowing
steps. However, as displayed in Figure 6, the shellcode makes a far call to 0x33:2F60011, which in turn, makes a call to 0x70001000,
which is where the 64-bit code from the decrypted PE’s .text section is located. Also displayed in Figure 6, on the left, is Process Hacker,
which shows the process wermgr.exe outlined in black, signifying that it is suspended. When we try to step into the far call, instead of
stepping into the instructions at address 0x2F60011, the debugger executes for a few moments, then the instruction pointer returns to the
previous function. Afterwards, wermgr.exe is no longer outlined in black, meaning that something has resumed the process, but we could
not observe it being resumed or whether code was injected into it before it was resumed. Furthermore, setting breakpoints on API calls
associated with process hollowing did not cause the debugger to pause. So, what just happened? Enter Heaven'’s Gate.
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it cie 1700 Lz

v A 32dbg.exe 5624 018 80,08 ME  DESKTOP-87...\mabaare

L1 Mates ® praakpoints ™ Mamory Map [ Call Stack
3] 30 [

SA_1100FE02 3300
50

pop ebp /
Tee

.
-
¥ 04 b png L 263MB  DESKTOP-87, Amakware 2
. 836C 20 sub esp,20 l
Wireshark.exe 11541 MB  DESKTOP-67..\mabaare. Wireshark = I LB
© PE-bearexe G648 2618MB  DESKTOP-87..\mabenare H &
B ResourceHacker.exe o661 622MB DESKIOP-87.\mabware  Resource viewer, decompiler .. . 2000 A
B cie.exe &% 1074 MB  DESKTOP-87. Amabware - 0000 a1
v & Procmon.exe 1616 467MB  DESKTOP-87.\mabaare  Process Monitor . 2000 add byte prr ds i 33.]:31
27 Procmanéd, exe 5976 18 1.55MEBA 8081 ME  DESKTOP-87.\mabsars  Proces: Monitor *|<

Figure 6: Far Call

Heaven’s Gate

Heaven’s Gate, first introduced in 2009, is a technique used to execute 64-bit code from a 32-bit process by using a far call, far return, or
far jump. Unlike regular calls, jumps, and returns, which only specify the memory address, far ones also specify the code segment,
allowing them to call, jump, or return to a different code segment. 0x23 specifies a 32-bit code segment whereas 0x33 specifies a 64-bit
code segment. Thus, when 0x33 is specified with a far call within a 32-bit process, it switches the context of the 32-bit process to that of a
64-bit process. Since we are analyzing the sample with x32dbg, which can only analyze 32-bit code, the debugger is not capable of
handling the process after it switches to 64-bit, and we only regain control of the process when it returns from the far call and reverts
back to 32-bit. Most debuggers will behave in the same manner, except for WinDbg, a debugger created by Microsoft that can debug
both 32-bit and 64-bit code. Using WinDbg, we can step seamlessly through Heaven’s Gate and analyze the 64-bit code being executed.
Figure 7 displays the disassembly in WinDbg before and after crossing Heaven’s Gate. We can see that the registers before the call
pertain to a 32-bit architecture whereas 64-bit registers are being used after the call. Moreover, the code segment (CS) register now
holds the value 0x33.

P E=8
028c2318 EbZa i ebp.dvord ptr [edx] ds 002b: 005ibcéd=005£a198 -
0:000: %863 p
028c231a ££7214 push  dvord ptr [edx+14h] ds:002b:005fbc78-02022b89
0.000: %86 p
028c231d o3 et
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02BaZbd8 Bicdlc add esp. OCh
0000 %863 p
02Ba2bdb BS5cO test BaX, 2aK
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Ereakpoint 3 hit " -
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0:000:x863 p
00bEOD0E 9a1100b£003300) call 0033 DOBFOO11
0:000 %867 & -hi i
00000000 00BEODL1 48E3ee20 sub rsp 20h g 64-bit register after
0:000> p .
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< >
00005 |

E1E
Customize..,

Reg Yalue
rax EfSele
rcx bed000D
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rsp  G£%ddd
rbp SE%00
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8 Zb
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10 o

rll 4fedlD
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es Zb
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Figure 7: Stepping Through Heaven’s Gate

Even though WinDbg can handle the context switch, it is still confused in regard to breakpoints on API calls. This fact is illustrated in
Figure 8. When a breakpoint is set for ntdll. NtWrite VirtualMemory, WinDbg sets it for the 32-bit ntdll.dll, as revealed by the x86 identifier
and ntdll.dll’s address, 0x77912d70, which falls in the 32-bit address space. However, the actual version of ntdll. NtWrite VirtualMemory
being called by TrickGate is 64-bit, as its address, 0x7ff8’670ed4a0, lies in the 64-bit address space. Therefore, the debugger will not
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pause at the requested breakpoint unless it is manually set at the appropriate address. This exemplifies just how pernicious Heaven’s
Gate can be. By hiding API calls, it makes malware detection and analysis very difficult. This is why Heaven’s Gate was initially used by
many malware authors. However, the use of Heaven’s Gate has greatly declined since Microsoft introduced Control Flow Guard (CFG) in
Windows 8.1. CFG places restrictions on addresses called by executing code and, as such, can mitigate Heaven’s Gate. There has been
some malware in recent years, such as HawkEye Reborn Keylogger and Remcos RAT, abusing Heaven’s Gate to avoid detection.
Publications on the topic state that malware still using Heaven’s Gate does so to target legacy machines, since CFG should terminate the
execution on modern systems. However, we at GoSecure Titan Labs ran TrickGate on a Windows 10 machine with CFG enabled, and it
fully executed.
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Figure 8: Call to ntdll. NtWrite VirtualMemory

As anticipated, the 64-bit shellcode in Heaven’s Gate completes the process hollowing that begin in the 32-bit shellcode. Looking once
again at Figure 8, we see that the value in rdx is Ox7ff7a77a650. This is the second argument passed to ntdll. NtWrite VirtualMemory and
it specifies the base address to where data should be written. Also displayed in Figure 8 is the memory map view in x64dbg, which we
had opened at this point and attached the suspended wermgr.exe process to. It can be seen that the base address to be written to falls
within the .text section of wermgr.exe. r8 contains an address to the buffer containing the bytes to be written and r9 contains the number
of bytes to be written, which is 0x70, or 16 in decimal. The memory window in the top right corner displays the data stored at the address
in r8. Therefore, the call to ntdll. NtWrite VirtualMemory writes the bytes 48 b8 00 10 6f 9d d0 01 00 00 40 0b c0 50 ¢3 00 to the .text
section of wermgr.exe. The 64-bit shellcode then calls ntdll. NtResume Thread to resume the execution of wermgr.exe, completing the
process hollowing. Before wermgr.exe was resumed, we placed a breakpoint on the address in wermgr.exe where the bytes were written.
As displayed in Figure 9, these bytes replace the return address of the current function with the address 0x7D09D6f1000 and then
returns, passing execution to that address.

—» | EEEE 00 45:B8 00L06FS000010000 mov rax,l00S06FL1000 ", 100906F1000:" &0E"
o [ 0ODO7FF7AT7AGE DA 48: 5BCE Mo F O, o
o 0o007FF7AT7AGS OD 50 push rax 0

|| OO e =2 BEE
Figure 9: Injected Code in wermgr.exe

So, what exactly is stored at this address? Back in Trickgate’s 64-bit shellcode, another call to ntdll. NtWrite VirtualMemory was made
before resuming wermgr.exe. As can be observed from Figure 10, 0x28bd4 bytes, which is a little over 166 KB, was written to memory
beginning at address 0x1D09D6f0000. This written shellcode is TrickBot (8da11d870336c1c32ba521fd62e6f55b), the entry point to which
is at address 0x1D09D6f1000. Thus, TrickGate’s 64-bit shellcode injected code into wermgr.exe so that it would execute a section of
memory containing TrickBot. Therefore, TrickBot is executed disguised as Microsoft's Windows Error Reporting Manager.
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Offset: Mext Previous
00138c 0000 add byte ptr [rax].al

00138e 488972400 T cuord ptr [reode?0b] adi

0001393 f£f15bc0=0000 call s r [00000000°10002255] d=:00000000°10002255={ntdl]lINtUriteVirtualMenory
| € >
Registers @ x|
Customize...

Reg Valus [l

rax c3 Address to write to
TCH 230

rbx 5£6268
rep 5£81d8
rbp 5£84d0
rsi be0000 ‘//,,- Address containing the bytes to be written

B 2820000 . i
-— Number of bytes to write

Figure 10: ntdll. NtWrite VirtualMemory Writing TrickBot To Memory

TrickBot’s Latest Variant

As TrickBot is very well-known malware, discussed in many publications, we will only focus on interesting aspects of the current TrickBot
variant. It creates a folder in the C:\Users\<username>AppData\Roaming\ directory. The folder’'s name is UniLiteGames with 4 characters
appended to it, such as UniLiteGames5UIH. It then copies the original PE, TrickGate, and an obfuscated batch file, named command.bat
to this folder. The batch file, shown in Figure 11, is obfuscated with simple string replacements. Once deobfuscated, the file contains the
command start C:\Users\<username>\AppData\Roaming\UnilLite Games<4-characters>\<trickgate-pe-name>.

Figure 11: Obfuscated Batch File

TrickBot then creates a COM object for an interface of Task Scheduler, which it uses to create a scheduled task to run command.bat
every time the user logs on, as depicted in Figure 12. The name of the scheduled task is UniGamesSoft followed by the same 4
characters used when creating the aforementioned folder, and the Author is UniGamesSoft.
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Figure 12: TrickGate Scheduled To Execute at Logon

TrickBot contains 18 command and control (C2) IP addresses, listed in the loCs section below. All C2 communication occurs over HTTPS
and uses Windows HTTP Services (WinHTTP), as can be seen in Figure 13, which displays the initial check-in. The third argument

passed to winhttp.HttpOpenRequest, which creates the HTTP request handle, is
/rob128/<computer_name>_W10019077.19D16C537142D197E33B9D65DF03B33E/5/file/, which specifies the path on the target server.

All following information sent to the C2 server is sent in similar GET requests. For example, information pertaining to the victim machine’s
network address translation (NAT) status is sent as

/rob128/<computer_name>_W10019077.33A1A5DD03BBFFOFD7BA9BB14F9FBCDF/14/NAT % 20status/client%20is%20behind%20NAT/0/.
As this demonstrates, the data sent to and from the C2 server is not encrypted or obfuscated in any way, presumably since TrickBot is

using HTTPS to encrypt communication.

I00100S0EF2 . ‘s
e h0001003D6F2D0E 45:33¢C9 ®or rsd,: ad RAX  0000000000800000
. FF15 BE3E0200 call gqword ptr ds:[<awinHttpopenkequest>] | REX  000000837ESBEL7O
TETETTT I T e T T T BCX  000001D03DE42CA0
483 B5C0 CeSt rax,rax BRx 00000082 FESEDF7O L"GET"
~ OF34 C5000000 j& 1D09D&FZEBC REF  0000000000000000
i 837F 04 00 cmp dword prr ds:[rdi+4],0 RSP 000000837ES8EDEED
F i “ 74 20 je 1DOSDEFZEZA RSI  000000837ESBEODSC
E i C74424 48 00230000 mov dword ptr ssifrsp+4s],2200 RDI 00000LDOCFFI0898
[ 1 41804424 48 lea rg,qword ptr s5:firsp+4a]
1 ! BA 1F000000 mov edx,1F
. 41183 04000000 mov red,a A et
| ! 48:8BCS mov Fox, Fax SE18F0IBDIAS4IEF
! ! FF1E 8232E0200 E&11 qword ptr ds:[<aWinHEtCpSetoptions] Ll “ £
H ! 85C0 Test eax,max Bil 000000837ESBOACI )
1 I - OFS4 26000000 i& 1D09D6FZEBC R1Z  000000537ESBEAGO aL"file”
1 ! 48:8647 10 mov rax,gword ptr ds:[rdi+10] R12 00007 FFE5 E03ADAD <kernel3z.sleep>
H : 48:C74424 30 00000000mov gword prr ss:frsp+3o],o R14  000000837ESBEASS
H 74424 28 00000000 |mov dword ptr ss:frsp+2e],0 R1E  0DOD000S37FESBEASD
H C74424 20 00000000 |mov dword ptr ss:frsp+zo),0
| 33p2 xor edx,edx RIP  000001D0SDSF20E4
! 48:33C0 xor reéd,rsd
[ 45:33C9 xor rad,rad RFLAGS  0000000000000344
i 48:8BC8 L 2F 1 PF 1 AF D
i FF15 443E0200 €811 qword ptr ds:[<awinHttpSendrRequests] DF O SFO DF D
| 85C0 Lest eax,eax
IH R - 74 4F je 1D0206FZEAT CE o0 TF 1 IF1
! 48:8B4F 10 mov rcx,qgword ptr ds:[rdi+10]
1 31302 xor edx,edx LastError 00000000 (ERROR_SUCCESS)
| FF15 E43E0200 E&1T qword ptr ds:[<awinHttpReceiveResponses] LastsStatus CO0D00Z4 (STATUS_DBIECT_MAME_NOT_FOUMD]
i S5CO Test eax,eax
| I v 74 54 j& 1DOSDEFZEBC G5 002B FS 0053
F | 481 BB4F 10 mow rcx,gword ptr d::Erd\ +10 ES ARYE NS ANR
: i 481804424 4C lea rax,gword ptr ss:ffrsp+4ac
i 481894424 20 mov gword ptr ss 20, rax  Default (x64 Fastcal)
i ! 48:C74424 28 0000000(mov gword ptr ss efl,0 Z v
H | 4CIBDACZE 44 lea ro,qword ptr ss:
i | BA 13000020 mov edx, 20000013 H Erd: 4
! 1 45:33C0 xor rad,rsd = r3 G000 00
! i FF15 4E3E0200 E&NN qword ptr ds:[<awinHttpQueryHeaderss] v | 5% [rsp+20] 0000000000000000
! 3 ARCA MY PrW L PAN
i
=

gword ptr ds:[0D0DO0LD0SD716CAS <&wWinHLTPOpPEnReques T» ]=<wi NNLTp. Wi NHTCpOpenReques o

00000100306FZDE4

Wourp!  @oumpz  $hoump3  @Wpump4  Wpumps @8 watchi  le=llocals ;?’%

00000083 7ESBELTOD
00000083 7EBBELS0
00000083 7ESBELOD
00000083 FESBELAD
00000083 7ESBELEO
D000DOE3TESBELCOD
00000083 FESBELDO
00000083 7ESBELED
00000083 7EBBELFO

Figure 13: TrickBot’s Check-in Request

The C2 URL path follows the same format observed in previous variants of TrickBot. rob128 follows TrickBot’s convention of using
alphabetic characters followed by a decimal value at the beginning of the path. rob128 was observed in all other samples of the current
campaign. Next is the computer name of the compromised machine, followed by _ W, which is hardcoded in all TrickBot samples we have
encountered. A decimal number always follows the _W. Next is a decimal followed by a hexidecimal string 32 characters long. This string
is created based on system time and involves using the function kernel32.GetTickCount and the instruction RDTSC, which is a time
stamp counter. The next value in the path appears to signify the type of request being made and corresponds to values used in a switch
statement that controls the flow of requests, displayed in Figure 14. For example, the initial check-in, which was created in case 5, has
the value 5 for this part of its path. Likewise, the URL containing the NAT status uses the value 14, as it was created in the function
corresponding to case 74.
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Figure 14: C2 Communication Switch Statement

An interesting feature observed in this variant is that after TrickBot obtains the public IP address of the victim machine, it will query IP
blacklist services to determine the reputation of the IP address. As we can see in Figure 15, TrickBot calls ws2_32.getaddrinfo, which
queries information about a specified IP. The value passed to its first parameter is .zen.spamhaus.org. zen.spamhaus.org is a domain
name system blacklist (DNSBL) service. Prepended to this is the victim machine’s IP address in reverse order. TrickBot also uses other
DNSBL services to check the victim machine’s IP address. These include cbl.abuseat.org, b.barracudacentral.org, dnsbl-

1.uceprotect.net, and spam.dnsbl.sorbs.net.

LA SR

FF15 C2310000

3 .
call qword ptr ds:[<&getaddrinfo>])

-

— o et o

o 74 1E je 10030713470 3
. 411FFC4 inc rizd

. 41:83FC 04 cmp rizd,4 4

Figure 15: IP Reputation Check

: rox 00000100CFFDFOED ™
AL AL e
: P8 D00D0OS37ESBETDO
: r9 D00000837ESBETCO

TrickBot will then send a request to its C2 server stating the results of the reputation checks. As displayed in Figure 16, an example of the
URL path generated for such requests is rob128/<computer_name>_W10019077.33A1A5DD03BBFFOFD
7BA9BB14F9FBCDF/14/DNSBL/not%20listed/0/. Of course, if any of the DNSBL services report the IP as blacklisted, not%20listed will

be changed to listed in the URL path.

® 00010020EF20D0E
® 00010020EF200OE

481809424 50000000
45:133C3a
A SRS

Tea rd=<,gward ptr ss:[rsp+20]
xor rad,rsd

ity m ok

FF15 EE3EO0200

E-Hi-r) U

call gword ptr ds:[<aminHttpOpenkeguests=]
T qWare per H s

Defaulk (%64 Fasteall)

1: rcx 00000100003C5100
e e UMMM P S B el LS E T

I S 000001D0CFFOESAD

® 100010090&F20DEE 48185C0 TEST rax ,rax T
IO epetuggepeimgateg=yayol IR0y g TR 5: [rsp+z0] 000ODOOONODOOOODD
¢ > & [rsp+28] 0000000000000000
i) i)
ety Dump 1 e Dump 2 Wl Dump 3 WLl Dump 4 Wl Dump 5 52 watch 1 lx=] Locals ;,F ct

_WLl0013077.33A1AS0D03BEFFOFOFBASEBEL4F 3FEC

00000100CFFOESAD | froblza
00000100CFFOEAZD| DF /14/DNSEL /notxz0listed/ 0
E

Figure 16: Reporting DNSBL Status to C2 Server

Conclusion
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The notorious botnet and information stealer, TrickBot, has remained active since 2016 and continues to live up to its name, as it
regularly incorporates new tricks into its already long list of abilities. TrickGate Loader is the latest addition to those tricks, and a very
impressive one at that, since its use of Heaven’s Gate allows it to effectively conceal API calls used to load TrickBot.

Through close monitoring, analyzing, and reverse engineering, GoSecure Titan Labs, as part of our GoSecure Titan Managed Detection
and Response offering, have created signatures to detect the emerging threats discussed in this report. One such signature, listed below
in the Detection section, is a file detection signature for the TrickBot shellcode entitled malware_trickbot_4, which was created using
binlex, an opensource genetic binary trait lexer library and utility. By unpacking TrickBot shellcode from numerous samples of TrickGate,
we were able to utilize binlex to extract the common traits and thus, to create an effective signature.

Increased work from home and remote work have led to a rise in these types of threats for users. Tools like GoSecure Titan IDR, which
can be installed in desktop, mobile and web applications, allow users to send suspicious emails for expert analysis. This can help identify
and remove potentially harmful threats from the environment before they spread—while also delivering samples to experts for
documentation and reverse-engineering.

Malware Analyst: Sean Mahoney

Indicators of Compromise

+ + + +
| type | indicator | decription |
| md5 | 906379938be59269713995cf29058f42 | Malspam Email |
Fommmma L R e B e +
| md5 | 6e49d82395h641a449c85bfa37dbbbc2 | LNK Downloader |
Foomoo - T NS e e mmmmemmmeemamememeeaamaaaa +
| md5 | 442f1e3d2825d51810bf9929f46439d2 | TrickGate Loader |
P Fommm e e e e e mmm e e oo m o m e e e mm oo o +
| md5 | 87dc309108bbf70e3e67efbf9d4c09da | TrickGate Loader Shellcode |
Foo-oo- o oo e oo i +
| md5 | 8dal1d870336clc32ba521fd62e6f55b | 64-bit PE |
P Fommm e e e e e e mmm e e—ao- S +
| md5 | 0d9febdee78018daea87101c0d1a5362 | Trickbot Shellcode |
Foomoo- U o m o e e e oo +
| ip | 97[.]83[.]40[.]67 | TrickBot C2 |
S R IS Fmmmmmmememeeeemeemeemeaeaaaa +
| ip | 46[.]99[.]1175[.]217 | TrickBot C2 |
Fommmo - i e m e e e e eoooooo +
| ip | 46[.]99[.]1175[.]149 | TrickBot C2 |
+ommna- B T NS B S +
| ip | 128[.]201[.]76[.]252 | TrickBot c2 |
Fommmm - L R T L L B +
| ip | 103[.]165[.]254[.]17 | TrickBot C2 |
Fommoo- B TN Fmmmmmmememeeeememeeeeaaaaaaa +
| ip | 179[.]1189[.]229[.]254 | TrickBot C2 |
teommmen L T T e B T +
| ip | 24[.]162[.]214[.]166 | TrickBot C2 |
Foomoo- N s e mmmememmmeememememeeaaaaaaa +
| ip | 65[.]152[.]201[.]203 | TrickBot C2 |
B Fommm e e e e e e mmm e aao- S +
| ip | 62[.]99[.]176[.]213 | TrickBot C2 |
Foo-oo- o oo e oo i +
| ip | 216[.]166[.]148[.]187 | TrickBot C2 |
B Fommm e e e e e e e mmmm oo S +
| ip | 184[.]74[.]199[.]214 | TrickBot C2 |
Foomoo- i ot o e +
| ip | 185[.]56[.]175[.]122 | TrickBot C2 |
S R L IS Fmmmmmmememeeeemeeeeemeaaaaaa +
| ip | 181[.]129[.]167[.]82 | TrickBot C2 |
Fommmo- o m e e e e eeaoaoo- e e e e emeaoooo +
| ip | 60[.]51[.]147[.]65 | TrickBot C2 |
Fommoo- T NS Fmmmmmmemeeeeemeemeeamaeaaaa +
| ip | 46[.]99[.]1188[.]223 | TrickBot C2 |
Fommmma L R e B e +
| ip | 82[.]159[.]149[.]52 | TrickBot C2 |
Foomoo- S N IS e mmmmmemmmeemememeeeeaaeaaaa +
| ip | 45[.]136[.]199[.]184 | TrickBot C2 |
teoemmen L T e o e e ee e ee e n +
| ip | 62[.]199[.179[.]177 | TrickBot C2 |
+ + + +
Detection
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https://github.com/c3rb3ru5d3d53c/binlex
https://github.com/c3rb3ru5d3d53c/binlex

GoSecure Titan Labs are providing the following signatures to help the community in detecting and identifying the threats discussed in
this report.
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rule other_lnk_download_and_execute_0{

meta:
author
company
descripti
hash
created
tlp
os
type
rev

strings:
$1nk
$file 1
$file_2
$file_3
$file_4
$file 5
$file_6
$execute_
$execute_.
$execute_
$execute_.
$execute_
$execute_
$execute_
$execute_.
$execute_
$execute_
$download
$download
$download
$download
$download
$download
$download

condition:

on

1
2
3
4
5
6
;
8
9
10

_1
_2
_3
_4
_5
)
_7

"Titan Labs"

"GoSecure"

"LNK downloading and executing a file"

"6e49d82395h641a449c85bfa37dbbbc2"

"2021-10-14"
= "white"
"windows"
"other"

1

-~

4C 00 00 00 01 14 02 00 }

.exe"
.d11"
.scr"

ascii wide nocase
ascii wide nocase
ascii wide nocase

.pif" ascii wide nocase
"This program" ascii wide nocase
"TVQQAA" ascii wide nocase
ascii wide nocase

= "cmd.exe"
"/c echo"

$lnk at @ and
any of ($file_*) and
any of ($execute_*) and
any of ($download_*)

}

"/c start"

"/c set"
"%COMSPEC%"
"rundl132.exe"
"regsvr32.exe" ascii wide nocase
"Assembly.Load" ascii wide nocase

"[Reflection.Assembly]::Load" ascii wide nocase

ascii wide nocase

ascii wide nocase
ascii wide nocase

ascii wide nocase
ascii wide nocase

"process call" ascii wide nocase
"bitsadmin"

"certutil"

"ServerXMLHTTP"
"http" ascii wide nocase
"ftp" ascii wide nocase

"ogrln
"curl"

rule malware_trick_gate_loader_0 {

meta:
author
company

description

hash

created

os

type

tlp

rev
strings:

"Titan Labs"
"GoSecure"
"Tickbot Loader using Heaven's Gate"
"442f1e3d2825d51810bf9929f46439d2"
"2021-11-04"
"windows"
"malware.loader"

1

= "white"

$get_base_address = {

55
48
??
??
8h
89
74
eb
??
41
89
74
eb
42

8b
08
85
c7
4?
5?
??
07
50
04
4?
??
07
04

ec
6a
co
42
??
??
8b
c7
ff
00
??
8b
c7
8b

$resolve_api_

55
50
22
22
42
22
02
22
54
22

8b
64
??
??
04
00
8b
00
01
8b

ec
89
22
22
8b
of
48
74
3c
08

83
40
74
04
8b
8b
4?
42
15
00
8b
4?
42
47

ec 14
8b 57
?? 8b
00 00
51 08
4? ?7?
?? 8b
?? 00
?? ??
00 00
5? ?7?
?? 8b
?? 00
?? 8b

call = {

6a
25
??
c7
47
94
04
27
89
8b

ff 68
00 00
8b 4?2
4?2 ??
?? 8b
?? of
8b 5?
8b 472
5? 2?72
51 04

89
??
4?
00
89
83
51
00
??
eb
83
48
00
e5

??
00
??
00
54
b6
??
??
8b
8b

4?
8b
??
00
10
78
08
00
??
??
7a
08
00
5d

22
00
50
00
01
c8
8b
8b
4?
4?

ascii wide nocase
ascii wide nocase

ascii wide nocase

??
42
c7
e9
8b
08
03
00
85
8b
08
03
00
c2

??
81
8b
00
0c
85
44
11
??
??

8b
08
01
?7?
47?
00
5?

co
5?
00
4?
8b
04

??
ec
8?7

89
c9
Oa
8b
es8
8b

ascii wide nocase
ascii wide nocase

42 72
50 ff
00 00
22 22
22 8b
74 27
22 89
f8 00
74 27
22 8b
74 27
22 89
572 27
00}

64 al
94 00
?? ?2?
8b 47
5?7 ??
74 ??
3c 89
42 04
?? ??
4c 10

8b
15
00
??
08
83
57?
00
8b
02
83
4?
8b

00
00
??
??
33
8b
4?
8b
??
oc

47
22
00
8b
8b
7?2
2?2
00
47
8b
72
2?2
47

00
00
??
8b
co
5?
??
4?
??
89

27
??
8b
4?
51
??
eb

??
48
?7?
eb
??

00
89
es
11
83
??
83
??
8b
8?

89
?7?
5?
??
3c
00
il
4?
c7
3c
00
??
89
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?? ?? ?? 33 d2 83 b? ?? ?? ?? ?? 00 Of 94 ?? 8b
8? ?? ?? ?? 2?7 88 50 04 c7 4?7 ?? ff ff ff ff 8b
8? ?? ?? ?? ?? 8b 4?7 ?? 64 89 0d 00 00 00 00 8b
e5 5d c2 04 00}
$heap_writing_function = {

5? 8b ?? 6a ?? 68 ?? ?? ?? ?? 64 al ?? ?? ?? ??
5?7 64 89 ?? ?? ?? ?? ?? 57 81 e? ?? ?? ?? ?? 57
5? 5?7 89 ?? ?? c7 4? ?? ?? ?? ?? ?? 8b ?? ?? 89
?? ?? ?? ?? ?? 8b ?? 2?7 ?? 2?7 ?? 83 c? ?? 89 ??
?? ?? ?? ?? 8b ?? ?? ?? ?? ?? 8a ?? 88 ?? ?? ??
?? ?? 83 8? 2?7 ?? ?? ?? ?? 80 b? ?? ?? ?? 2?7 ??
75 ?? 8b ?? ?? ?? ?? ?? 2b ?? ?? ?? ?? ?? 89 ??
?? ?? ?? ?? 8b ?? ?? 2?7 ?? ?? 33 ?? 89 ?? ?? 89
?? ?? 8b ?? ?? 8b ?? 8b ?? ?? 8b ?? ?? 8b ?? ??
?? 89 ?? ?? 8b ?? ?? ?? 89 ?? ?? 83 7? ?? ?? 7UC
?? 7f ?? 83 7? ?? ?? 76 ?? 8b ?? ?? 8b ?? 8b ??
?? 8b ?? ?? 8b ?? ?? ?? 89 ?? ?? 8b ?? ?? 2?7 89
?? ?? 8b ?? ?? 3b ?? ?? 7c ?? 7f ?? 8b ?? ?? 3b
?? ?? 76 ?? 8b ?? ?? 8b ?? 8b ?? ?? 8b ?? ?? 8b
?? ?? ?? 89 ?? ?? 8b ?? ?? ?? 89 ?? ?? 8b ?? ??
2b ?? ?? 8b ?? ?? 1b ?? ?? 89 ?? ?? ?? ?? ?? 89
?? ?? 2?7 ?? ?? eb ?? c7 8?7 2?7 ?? ?? 7?7 ?? 2?7 ??
?? C7 8?2 ?? 2?7 ?? ?? 2?7 ?? 2?27 ?? 8b ?? ?? 2?7 ??
?? 89 ?? ?? 8b ?? ?? ?? ?? 2?7 89 ?? ?? 8b ?? ??
57 8d ?? ?? e8 ?? 2?7 ?? ?? C7 4?7 ?? ?? ?? ?? 7?7
of b6 ?? ?? f7 d? 1b ?? f7 d? 83 e? ?? 83 f? ??
75 ?? 8b ?? ?? 83 c? ?? 89 ?? ?? e9 ?? ?? 2?7 ??}

condition:
uint16(0) == 0x5a4d and
uint32(uint32(0x3c)) == 0x00004550 and

all of them
3
rule malware_trick_gate_loader_shellcode_0 {
meta:
author = "Titan Labs"
company = "GoSecure"
description = "Shellcode decrypted from TrickGate's resource section"
hash = "87dc309108bbf70e3e67efbfod4co9da"
created = "2021-11-04"
os = "windows"
type = "malware.loader"
tlp = "white"
rev =1
strings:

$decryption_routine = {
5?7 4? 75 ?? 5? 8b ?? 8b ?? 05 ?? ?? ?? ?? 68 ??
?? ?? ?? 89 ?? ?? 5? 8b ?? 4? 8b ?? 4? 8b ?? 66
ad 85 ?? 74 ?? 3b ?? 77 ?? 2b ?? cl e? ?? 5? 8b
?? 03 ?? 81 c? ?? ?? ?? ?? 8b ?? 57 03 ?? 5? eb
?? 89 ?? ?? b? ?? ?? ?? ?? 03 ?? 8b ?? 2b ?? 2b
?? 8b ?? 89 ?? ?? 8b ?? 83 e? ?? 8b ?? c7 4? ??
?? ?? ?? ?? 89 ?? 57 ff d?}

condition:
$decryption_routine

3
rule malware_trickbot_4 {
meta:
author = "Titan Labs"
company = "GoSecure"
description = "Unpacked Trickbot Shellcode"
created = "2021-11-26"
type = "malware.botnet"
0s = "windows"
tlp = "white"
hash = "0d9febdee78018daea87101c0d1a5362"
rev =1
strings:
$heap_write ={

90 90 90 90 90 90 90 90 90 90 90 90 90 Of b6 1la
88 18 Of b6 5a ?? 88 58 ?? Of b6 5a ?? 88 58 ?7?
of b6 5a ?? 88 58 ?? Of b6 5a ?? 88 58 ?? Of b6
5a ?? 88 58 ?? Of b6 5a ?? 88 58 ?? 49 83 cO f8
of b6 5a ?? 48 8d 52 ?? 88 58 ?? 48 8d 40 ?? 75
bc}
$requestOptions = {

Cc7 44 24 ?? 00 33 ?? ?? 4c 8d 44 24 ?? ba 1f ??
?? ?? 41 b9 04 ?? ?? ?? 48 8b c8 ff 15 ?? 2?7 ??
?? 85 cO Of 84 96}
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$createProcess

c7 44
?? 48
74 24
?? ??
?? ??
?? ??
$get_path
33 db
33 c9
48 of

24
8b
27
22
22
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48
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??
8c
48
??
??
85

8d
8b
b

$incrementvars

33 ff
90 ff

$readFile_.

48 c7
ch 49
cO of

$readFile_.

4c 8b
02 ?7?
33 d2

74 58}

48
c7
1

a4
8b
95
2

25
??
45

8d
66

24
d4
co

??
??
33

$query_headers
48 8h 4f ?2?
44 24 ?? ??
20 45 33 co
?? 85 c9 75
$return_static

55 48
8d 05
$logic_1
44 89
8b 44
fa 41

7f 43}

$logic_2
48 83
of 45
$logic_3
48 89
?? ??
44 of
$logic_4
48 8b
?? ??
?? ??
?? ?7?
?? ??
89 4c
?? ??
66 15
$logic_5
48 8b
8b 44
48 8b
$logic_6
48 8b
24 ?72
5d ?7?
41 of
$logic_7
48 8b
8d 14
8b c3
89 b4
74 24
f1 8b
?? ??
96 f9
$logic_8
49 63
84 01
84 24
84 24
f8 ec
$logic_9
49 8b
84 24
07 83

8b
?7?

5c
24
of

7c
cl

9c
27
45

44
48
48
48
48
22
22
of

44
24
a4

6C
48
88
45

84
01
8b
24
2?2
44
b8
f

45
22
22
22
22

07
??
7c

ec
fF

24
?7?
42

24
e9

24
??
cl

24
89
89
89
89
24
83
45

24
??
24

24
ff
5c
ea

24
48
df
??
48
01
7
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??
??

of

of

24

={

68 ?7?
24 77
c7 44
?? c7
?? 33
co 74
={

8c 24
c6 ff
48 85
={

6Cc 24
83 7d
={

?? ?7?
44 8b

74 08}

= {
22 22
48 8b
co 45

48 8d

?? ??
ff 15

38}
= {

48 83
Ff FF

?? 4c
48 8b
ee 48

22 22
73 fb

22 22 7

80 38
e9 6f
={

?? 48

84 24 ~

84 24

84 24 7
84 24

48 83
7c ??
cl e9

?? 8a
80 38

?? eb

?7? 48
c5 48
24 77
e9 33

2?2 22
89 94
44 8b
?? ??
03 f2
?? 48
db c4

4c 89
?? ?2?
?? ??
?? ??
45 c1

b7 08
?2? 2?2
2?2 2?2

??
??
24
44
d2

68}

22
15
ff

22
22
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c5

??
ch
33

89
6¢C
8b

bs
f

??
24
ce
??
48
03
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6¢C
48
48
83
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?? 48 8b
?? ?? ??
?? ?2? ??
24 ?? ??
45 33 cO

22 22 272
22 22 27
75 0a}

90 90 90
?? 48 8d

22 22 4c
ff 15 27

33 f6 33
41 £f d4
c9 48 8b

24 ?7? 48
4c 8d 4c
?? 72?2 27

8 48 8d
2b c1 48

7c 24 27
24 27 48
44 24 27

95 6a 7d
£}

?? 89 74
b8 od 1la
ff ff}

44 24 7?27
?? ?2? ??
?? ?2? ??
?? ?2? ??
?? ?2? ??
02 49 89
?? b8 6b

fc ff ff}

48 8b 6¢C
bd 9e 58

c5 48 89
6c 24 727
7c 24 ??
ff ff}

22 8b 27
22 22 27
48 8b 74
49 8b ds
89 b4 24
44 24 27
49 8b cd

24 ?? 48
89 84 24
89 84 24
38 ?? b8
05 f7 ff

4c 24 ??
8b 84 24
18 ab 0Oa
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??
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of 45
$logic_10
83 7c
4f c1
$logic_11
8b 44
?? ??
48 89
8b ?7?
b9 29
$logic_12
8b 44
2?2 2?7
03 44
33 33
}
$logic_13
8b 44
48 83
?? ??
26 e6
$logic_14
8b 44
3b c8
44 24
$logic_15
8b 44
3c 26
ff f7
$logic_16
8b 44
al 64
?? b8
$logic_17
8b 74
24 ?7?
bd f3
$logic_18
f6 44
45 c1

condition:

}

filesize < 328KB and 10 of them
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alert http any any -> $EXTERNAL_NET any (

msg:"GS MALWARE Trickbot C2 Communication";
content:"_W"; http_uri; fast_pattern;
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pcre:"/A\/\w+\d+\/[A\/]+_W\d+\.[A-FO-9]{32}\/\d+\//U";
flow:to_server,
metadata:created 2019-06-06, updated 2021-11-25,
classtype:trojan-activity;
$id:300000464;

rev:3;

established;

type malware.botnet, os windows,
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tlp white, id 3;
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