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.text: 00501019 C7 85 BC FB FF FF 41 &4+mov dword ptr [ebp+var_4441, ’avdA’
.text: 005801023 C7 85 Co FB FF FE 7@ 69+mov [ebp+var_440]1, '23ip’
.text: 00501020 C7 85 C4 FB FF FE 2E &4+mov [ebp+var_43C1, 'lld.’
.text: 00501037 C& 85 C8 FB FF FF @@ mov [ebp+var_4381. @

text:QOSH1O3E C7 85 AC FB FF FF 4B &5+mov dword ptr L[ebptLibFileMNamel, ’nrek’
text: 00501048 C7 85 B FB FF FF 65 &6C+mov [ebp+var_450]1, '23le’

text: 00501052 C7 85 B4 FB FF FF 2E &4+mov [ebp+var_44C], 'lld.’

ext :0@5Q105C C6 85 B8 FB FF FF @@ mov Lebp+var_ , @

text : Q0501063 C7 85 CC FB FF FF 4E 65+mov dword ptr L[ebp+var_434]1, ’ateN’
text: 00501060 C7 85 DU EB FF FF 70 &6%9+mov [ebp+var_430]1, '23ip’

text: 00501677 C7 85 D4 FB FF FF 2E &4+mov [ebp+var_42C]1, 'lld.’

text: 00501081 C6 85 D8 FB FF FF @@ mov [ebp+var_4281, @

text: 0051088 C7 85 9C FB FF FF 49 7@+mov dword ptr [ebptwvar_4641, ’lhpl’
text: Q51092 C7 85 AQ FB FF FF 7@ &6l+mov [ebp+var_460], 'ipap’
text:0050109C C7 85 A4 FB FF FF 2E &4+mov [ebp+var_45C]1, 'lld.’

ext :D@QSD1DAE C6 85 A8 FB FFE FF @@ mov Lebp+var_ , @

text : 005010AD C7 85 DC EB FF FF 52 73+mov dword ptr L[ebp+var_424]1, ’rtsR’
text : 0050160B7 C7 85 E0V EB FF FF 74 6&D+mov [ebp+var_420], ’r?mt’
text:0050168C1 C7 85 E4 FB FF FF 2E 6&4+mov [ebp+var_41C1, '11d.’
text:005010CB C& 85 E8 FB FF FF @@ mov [ebp+var_4181, @

text: Q0501002 C7 85 AC FC FF FF 57 73+mov dword ptr [ebptwvar_3541, ’_2sW’
text:005010DC C7 85 BB FC FF FF 33 32+mov [ebp+var_3501, 'd.Z3’

text :QOSD1IBES 66 C7 85 B4 FC FF FF 6C+mov [ebp+var_ 34C], 6C6Ch

ext :DPSIPEF C&6 85 B6 FC FF FF @@ mov Lebp+var_ %]

text:Q050160F6 C7 85 AD EC FF FF 55 73+mov dword ptr [ebp+var 3601, ’resU’
text: 00501100 C7 85 A4 FC FF FF 33 3Z+mov [ebp+var_35C1, 'd.Z3’
text:0050110A 66 C7 85 A8 FC FF FF 6&C+mov [ebp+var_2581. 6&C&Ch

text: 00501113 C6 85 AA FC FF FF @@ mov [ebp+var_3561,

text:Q5S111A C7 85 20 FC FF FF 53 &68+mov dword ptr [ebp+var BEBJ 'wlhS’
text: 00501124 C7 85 24 FC FF FF 61 7@+mov [ebp+var_3DC]1,
.text:DRSALIZE C7 85 28 FC FF FF 64 6C+mov [ebp+var_3D81, ’lld'
.text:PE5B1138 FF D6 call esi ; LoadLibraryA
.text:0@5113A 89 85 20 FB FF FF mov [ebp+hModulel, eax
.text: 00501140 8D 85 BC FB FF FF lea eax, L[Lebptvar_444]
.text: 00501146 5@ push eax i lpLibFileName

Conti is a sophisticated Ransomware-as-a-Service (RaaS) model first detected in December 2019. Since its inception, its use has grown
rapidly and has even displaced the use of other RaaS tools like Ryuk. The Cybersecurity and Infrastructure Security Agency (CISA) and the
Federal Bureau of Investigation (FBI) issued a warning about Conti in Sept 2021, noting that they had observed it being used in more than 400
cyberattacks globally, though concentrated in North America and Europe.

The most common initial infection vectors used are spear phishing and RDP (Remote Desktop Protocol) services. Phishing emails work either
through malicious attachments, such as Word documents with an embedded macro that can be used to drop/download BazarLoader, Trickbot,
IcelD trojans, or via social engineering tactics employed to get the victim to provide additional information or access credentials. Following
initial access, attackers download and execute a Cobalt Strike beacon DLL to gather information about domain admin accounts. Additionally,
threat actors use Kerberos attacks to attempt to get admin hash in order to conduct brute force attacks.

A Conti affiliate recently leaked what has been dubbed the Conti playbook. The playbook revealed that Conti actors also exploit vulnerabilities
in unpatched assets to escalate privileges and move laterally across a victim’s network. They check for the “PrintNightmare” vulnerability
(CVE-2021-34527) in Windows Print spooler service, EternalBlue vulnerability (CVE-2017-0144) in Microsoft Windows Server Message Block,
and the “Zerologon” vulnerability (CVE-2020-1472) in Microsoft Active Directory Domain Controller. The playbook has been translated from
Russian to English by security researchers and has provided other useful Indicators of Compromise (IoC).

Conti actors also use the RouterScan tool to identify router devices in a provided range of IPs and attempt to find logins/passwords from a
standard list available with the RouterScan tool. They then install AnyDesk or Atera on the target machine to maintain an open communication
channel. Like other ransomware attacks, Conti actors exfiltrate data from victims’ networks to cloud storage services like MEGA and then
deploy Conti ransomware. To upload data on cloud storage Conti uses open-source Rclone command-line software. They use a double
extortion approach in which they demand a ransom to release the encrypted data or threaten to publicly release it if a ransom is not paid. They
may also sell the data to the highest bidder.

Technical Details:

Conti ransomware uses obfuscation. The most notable use is to hide various Windows API calls used by the malware. It is common for some
malware to lookup API calls during execution. Initially, it brings import module names then decrypts the APl names and gets their addresses.
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Fig. 1 De-obfuscation of Windows API

Conti uses a unique String Decryption Routine that is applied to almost every string text or APl name used by the malware as shown in Fig. 2:
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.text:
.text:
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.text:
.text:
.text:

.text:
.text:
.text:
.text:
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:00504D35 @F B6 CO
:20504D38 B9 73 @0
100504030 2B C8

:00504D3F 6B C1 1A

100504048 88 57 FF
:00504D4E 83 EB ©1
:20504D51 7S DD

:00504D53 8B 45 FC

:0P5P4DSA 8B ES
: 00504DSC 5D
:@0504D3D C3

2 String Decryption Routine

After getting API addresses, it calls for CreateMutexA API with the Mutex Value of “CONT/” as shown below in Fig. 3:

-text :ARSAS3D4

-text :ARSAS3D4
-text:=AR5A53D4 8D 44 24 {F
-text:ARSAS3DE 58
-text:=AR5AS3D? 6A A1
-text:=ARSAS3DB 6A 6@

-text:ARSASIDD FF 15 14 98 51 6@
-text:=ABLSAS3E3 6A 6@
-text:BARLSAS3IES 58

-text:=ARSAS3EL 87 44 24 54
-text:BBLSASIEA FF 15 78 BA 51 6@

-text:ARSAS3FA B85 CA
-text:AASAS3IF2 74 @8
-text:AB5AS3F4 6A A1
-text:ABLA%3IF6 FF 15 14 BA 51 BR
-text :BBSAS3IFC

Mutex

TN T IO I
UL R e e e e |
4]
N

PE B

&64+mov
69 +mov
&64+mov
mov
65+mov
6C+mov
&4+mov
mov
E5+mov
6F+mov
&64+mov
mov
7D+mov
61l+mov
&4+mov
mov
73+mov
6D +mov
64+mov
mov
73+mov
32+mov
6C+mov
mov
7 3+mov
32+mov
6C+mov
mov
68+mov
TB+mov
6C+mov
call
mov
lea
push

loc_5853D4:
eax,. [esp+2ABh+Hame]

lea
push
push
push
call
push
push
moy
call
test
J=
push
call

eax

dword ptr L[ebp+
[ebp+var_440],

[ebp+var_43
Lebp+var_

wor

[ebp+var_45
[ebp+var_44
[ebp+var_44
dword
[ebp+var_43
[ebp+var_42
Lebp+var_
dword
[ebp+var_460]
[ebp+var_45C]
[ebp+var_4581]
dword
[ebp+var_420]
[ebp+var_41C]
Lebp+var_
dword

4447, *avdA’
R
ptr [e

ptr 4?4], 'ateN’
p’

r1
QX0 OEM 000
e e [ e e T e

ptr [eb 4641, ’lhpl’
pl

ptr [eb6+ I 4?4], 'rtsR’

ptr Lebp+var_3541, *_2sW’

[ebp+var_3501, 'd.Z3’
[ebp+var_ 34C], 6C6CHh
[ebp+var_34A1,

dword ptr [ebp+var 36@] ‘resl’
[ebp+var_35C], ’'d.
[ebp+var_3581, 6&6C6&Ch

Lebp+var_

dword ptr [ebp+var 3E®] 'wlhS’

[ebp+var_3DC1, ipa
[ebp+var_3D81, 1i1d”

esi

LoadL1braryA

[ebp+hModulel, eax

eax,
eax

[ebp+var_444]

loc_504D30:

mov al, [edil

lea edi, [edi+l]
mowvzx eax, a

mov ecx, 73h

sub ecx, eax

imul eax, ecx, 1lAh
cdqg

idiv esi

lea eax, [edx+7Fh]
cdqg

idiv esi

mov [Ledi-11, dl
sub ebx, 1

inz short loc_504D30
mov eax, [ebp+var_4]
pop edi

PopP ebx

inc eax

[=]a]=] esi

mov esp, ebp

pop ebp

retn

a
gs:CPeateHutexﬂ

; CODE XBEF: start+LB1j

; lpMame
; bInitialOuner
; lpMutexfittributes

eax
[esp+2A8h+hMutex], eax
NaltForSlngleOhJect

eax.

ExitProcess

ea
ihort loc _GB53FC

It deletes Windows Volume Shadow Copies and also resizes shadow storage for drives C to H:

}eName] 'nrek’

lpLibFileName

Fig.

Fig. 3 Create
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ltext:0@5R612C 68 @0 DR @2 08

ltext:0@506137 8D 85 A8 FB FF FF

[text:02506140 FF 15 30 Be S1 g2

.text:@Qa5@614C FF 75 F@
.text:Q@5@614F FF 15 78 B@ 51 @@
.text :Q@5@6155 FF 75 F4
.text: Q0506158 FF 15 S5C B@ 51 @@

o 8 Fi
.text:@@5B6161 FF 15 5C B@ 51 @@

ltex 528506 2C 68 Q2 22 200 @8

tex EBBSBG 37 8D 85 A8 FB FF FF

‘tex 598506 49 FF 15 30 Bo 51 @0

ltex ;BBSBG 4C FF 75 F@
.text:@050614F FF 15 78 Bo 51 @@

. 8 F
ctext 00506158 FF lg EC B@ 51 @@
‘tex 5285@6 61 FF 15 SC B@ 51 @@

EL
push 7] p+Str 156471: aCmd_exeCVssadm]
call CreateprocessA aCmd exeCVssadm db ’cmd.exe /c vssadmin Delete Shadows rall /quiet’,@

EE
EC
EL
ES

push (5]

push 8006028h

push 5]

push 5]

push %]

lea eax, L[ebp+Stringll
push eax

test eax, ea

iz short loc SBel167
push @FFFFFFFFR

push [ebp+var_10

call Na1tForSln?1e0bJect
push [ebp+var_C

call CloseHandle_@
push [ebp+var_10T

call CloseHandle_@

F|g 4 Deletes Windows Volume Shadow Copy
Next, Conti executes commands for stopping potential Windows Services related to antivirus, security, backup, database, and email solutions:

EF

push eax ~ ||EAx 8ODSEE
ga:h % EBX 60088¢

ECX E5C7BF
gg:h 8@@8@@@}1 EDX BBDSEF
push %] ESI BBDSEF
push EDI 00880t
leah eax, [ebp+Stringll EBP GODSEE
Push & Tebp+Strinal =[Stack [ OPOBISE4T: aCmd_exeCNetStopEnT B
call CreateProcessA aCmd_exeCNetStopEn db *cmd.exe /c net stop "Enterprise Client Service" /y',@
test eax

iz sh orteloc S6167
push BOFFFFFFFFR
push Lebptvar_10

call HELtFOFSln?lEObJECt
push Lebp+var_C

call CloseHandle_@

push Lebp+var_l0

call CloseHandle_@

F|g 5 Stop Potential Windows Services
The table below contains the names of the Windows Services that Conti stopped by calling the code in Fig. 5 in the loop.

MSSQL$BKUPEXEC MSSQL$SQLEXPRESS MSSQLFDLauncher$SHAREPOINT
MSSQL$ECWDB2 MSSQL$SYSTEM_BGC MSSQLFDLauncher$SQL_2008
MSSQL$PRACTICEMGT MSSQL$TPS MSSQLFDLauncher$SYSTEM_BGC
MSSQL$PRACTTICEBGC MSSQL$TPSAMA MSSQLFDLauncher$TPS
MSSQL$PROD MSSQL$VEEAMSQL2008R2 MSSQLFDLauncher$TPSAMA
MSSQL$SPROFXENGAGEMENT MSSQL$VEEAMSQL2008R2 MSSQLSERVER
MSSQL$SBSMONITORING MSSQL$VEEAMSQL2012 MSSQLServerADHelper
MSSQL$SHAREPOINT MSSQLFDLauncher MSSQLServerADHelper100
MSSQL$SOPHOS MSSQLFDLauncherSPROFXENGAGEMENT MSSQLServerOLAPService
MSSQL$SQL_2008 MSSQLFDLauncher$SBSMONITORING MySQL57

Acronis VSS Provider Mfemms DCAgent

AcronisAgent Mfevtp EhttpSrv

AcrSch2Svc MMS Ekrn

Antivirus Mozyprobackup Enterprise Client Service

ARSM MsDtsServer EPSecurityService

AVP MsDtsServer100 EPUpdateService
BackupExecAgentAccelerator MsDtsServer110 EraserSvc11710
BackupExecAgentBrowser MSExchangeES EsgShKernel
BackupExecDeviceMediaService MSExchangelS ESHASRV

BackupExecJobEngine MSExchangeMGMT FA_Scheduler
BackupExecManagementService MSExchangeMTA MSOLAP$TPSAMA
BackupExecRPCService MSExchangeSA McShield
BackupExecVSSProvider MSExchangeSRS McTaskManager
Bedbg msftesql$PROD Mfefire

IISAdmin MSOLAP$SQL_2008 Kinagent
IMAP4Svc MSOLAP$SYSTEM_BGC MSOLAP$TPS
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Conti also leverages the Windows Restart Manager to close applications and services that are running in order to make them available for
encryption and to maximize the damage:

textide s /P1S DY PUsSh eax

.text :BBC77914 FF D2 call edx ; RmStartSesslon
.text :BOC77916 85 CB test eax,

.text :DBOC77918 75 68 inz short loc _C77982
.text :QRCT7791A S push eax
.text:QOCT7791B S@ push eax
.text:@QRCT791C S0 push eax

.text :@RCT7791D S@ push eax
.text:QRC77/91E 8D 45 F4 lea eax, Lebp+var_C]
.text:QRCT77921 S0 push eax
.text:0QCT77922 6A Q1 push 1

.text:@0C77924 FE 75 FC puUsS [ebp+var_4]
.text:@QC77927 FE 15 C8 Bo C7 2@ cal RmReglsterResources
text :0QC7792D 85 CO test eax,
text:@QACT7792F 75 48 Nz short loc _C77979
text:0AC77931 8D 45 Fo fea [ebptvar_ 1@]
text:0QC77934 89 7D Fo mowv Eebp+var 181,
text :@QCT77937 SO push eax
text:QRACT77938 6A QB push

text:@AC7793A 8D 45 EC lea eax, L[ebp+var_14]
text:@C7793D 89 7D F8 mowv Lebp+var_81, edi
.text :QRCT77940 S0 push eax
.text:00C77941 8D 45 F8 lea eax, Lebp+var_81]
.text:@00C77944 89 7D EC mov [ebp+var_141, i
.text:@RC7 7947 S0 push eax
text:0QC77948 FF 75 FC push [ebp+var_4]
text:@0QC7794B FF 15 3C B8 C7 0@ call RmGetList
text:@AC77951 3D EA @0 0B D@ cmp eax, BWEAh
text:0BC77956 BF 85 8E @0 @ VD jinz loc_C779EA
text:@QCT7795C 39 7D F8 cmp [ebp+var_81, edi
text:QRC7795F BF 84 85 0B D VB iz loc_C779E4
text:QRC77965 6A QB push %]

text:QRC77967 6A Q1 push 1

.text:QRACT77969 FF 75 FC push [Lebp+var_41]
.text:00C7796C FF 15 B4 B@ C7 00 call RmShut down
.text:@00C77972 8B F8 mov edi, eax
.text:@QC77974 F7 DE ne edi
text:@QC77976 1B FF sbl edi, edi

text :QQCT77978 47 inc edi

text :@ACT7979

text :@RC77979 loc _C77979: ; CODE XREF: su
text:@C77979 FF 75 FC pus [Lebp+var_4]
.text:@RCT7797C FF 15 A4 B0 C7 00 call RmEndSession
.text :ORACT7982
Fig. 6 Unlock files with Windows Restart Manager
It collects information about drives and drive types present on compromised systems:
text:0OSPS77C OF 84 1A 01 ¢ @0 iz Toc_S0589C
.text:Q@SES/82 S56 push esi

.text:@@505783 57 push edi

.text:BEBSE5784 FF 15 OC B S1 0@ call GetLogicalDriveStringsH
.text:Q@5@578A 33 FF xor edi, edi

text: @OSES7/8C 8B DE mowv ebx, esi

text: QEOSBS/8E 56 push esi

text: DSOS /8F 89 7C 24 1@ mov [esp+2Adh+var_294], edi
text:@BSE5793 FF 15 C4 B S1 0@ call lstrlenl

text:BEOSES799 89 44 24 14 mow [esp+ZABh+var_2Z28C1, eax
text: @OSES79D 85 CO test eax, _eax

text:PRSES/9F OF 84 94 Q2 @2 Q@ iz loc_585839

text : BESBSAS

text: BOSEAS7AS loc_S@57A5: ; CODE XREF: start+4DFi1j
text: BESEBS/AS 53 push ebx

text:BOSES7A6 FF 15 A8 B@ S1 0@ call GetDriveTypeH
text:@BSBS7AC 8B FQ@ mov esi, eax

text SOS/AE 83 FE 902 cmp s5i,

text:@050S7B1 74 OF iz short loc_5@5702
text:BBSES/B3 83 FE @3 cmp esi,

text: BOSES7/B6 74 BA iz short loc_5@57C2
text:B5EB57BS 83 FE 24 cmp si,

text: BOSES7BB 74 @5 iz short loc_5@57C2

text PS7BD 83 FE @6 cmp si,

text: ESVUS/CEA 75 S6 inz short loc_505818

Fig. 7 Collect Drives Information

As shown in Fig. 8, Conti uses multi-threaded tactics. It calls CreateIoCompletionPort API to create multiple instances of worker threads
into memory to wait for data. Once the file listing is completed, it is passed to the worker threads. Utilizing the computing power of multi-core
CPUs, the data is quickly encrypted:

4/11



A LEXL .

o w
1 PBC6SEDA

" O IO

.text loc_CE5SEDR:
.text:PBCESEDR C6 Q1 @A mov byte ptr L[ecx]1, @
.text:PBCESED3 8D 49 @Al lea ecx, L[ecx+1]
.text:PBCESEDE 83 E8 @1 sub eax, 1
.text:@BCESED? 75 FS inz short loc_C656D@
.text :@BCES6DB 6A 20 push 28h
.text :Q@C656DD SB pPush eax
.text :QAC6SEDE S0 pPush eax
.text :QBC6SEDF 6A FE push BFFFFFEFEh
.text:QBC656E1 FF 15 A® Bo C7 @@ call CreateloComplet ionPort
.text:QBC6S6E7 8B @D 74 B1 C7 @@ mowv ecx, dword_C7B174
.text :QACESEED 89 41 @4 mov [ecx+4], eax
.text :QACESEFA
.text :QACESEFA loc_C656F@:
.text :00CE6S6F@ 33 F6 xor esi, esi
.text:0@C6S6F2 39 31 cmp [ecx], esi
.text :00C6S6F4 7E 3@ jle short loc_C65726
.text:Q0CE56F6 8D 7E B8 ea edi, [esi+8]
.text:QOCESE6F9 BF 1F 80 00 PP OB VO nop dword ptr [eax+B0PD2RLBAGK]
.text :QOCES700
.text :QOCES700 loc_C&5708:
#° L text :QBCES700 6A BB push @
L text :@RCES702 6A VD push 7]
1Yl text i QECAST7E4 S1 push ecx
C Ltext :@RCES7EUS 68 F@ 7D C7 D@ push of fset sub_C77DF@
VOl text i QECASTRA 6A D push 4]
U Ltext:QBC6S7OC 6A V@ push @
L text :@RC6S/OE FF 15 E4 B C7 0@ call CreateThread
1oL text:QECAS714 8B ©BD 74 B1 C7 @B mowv ecx, dword_C7B174
C Ltext :@RCES71A 8D 7F ©4 lea edi, [edi+
VO |- text:0@C6571D 46 inc esi
U lLtext:@@C6S/1E 89 44 @F FC mov [edi+ecx-41, eax
L text :@RC6S722 3B 31 cmp esi, [ecx]
Ll Ltext:Q@C6S724 7C DA Jl short loc_C6970@
F ok DGR ES T,
Fig. 8 Implementation of Multi-threaded Processing
THHEE s Fant B 123.exe:1708 Properties - O
View
= Environment Job Strings
¥ Process Explorer - Sysinternals Image Performance Performance Graph GPU Graph Threads TCR/TP Security
ile Options  View Process Fi Count: 40
HdE=EEOE| = TID  CPU CSwichD..  Suspend Court Start Address
'rocess
1| Registry 6260 IRtlUser ThreadStart
i System Idle Process 3568 IRt UserThreadStart
3[m System 1716 IRtlUserThread Start
i ' Intemupts 328 IRtlUserThread Start
B | smss.exe 1004 |RtlUserThreadStart
# " Memaory Compression 3332 IRtlUserThreadStart
B ' csrss.exe 3656 |RtlUserThread Start
3 |0 7 wininit exe 5020 IRtlUserThread Start
¥ cerss.exe 8244 IRtlUserThreadStart
3Ji 7 winlogon exe 8416 IRtlUserThread Start
B Fortdrvhost exe 1276 |RtllUser Thread Start
- /! L ser | hrea al
In W;“'F‘.EH th 2648 IRtlUserThreadStart
D oy lleatoysay e 8752 IRt UserThreadStart
Ol 1378 IRt User ThreadStart
&, OneDrive.exs 2680 IRtiUserThreadStart
By WinSCP exe 8384 IRt UserThreadStart
E] &7 procexp exe 1460 IRtlUserThread Start
Ly procexp64 exe 3872 IRtlLUserThread Start
(25 mspaint.exe 1088 IRl UserThread Start
B " GoogleCrashHandler exe 3824 IRtlUserThreadStart
# " GoogleCrashHandler64 exe 3634 IRtlUserThreadStart
5028 |RtlUserThread Start
8408 |RtlUserThreadStart
6956 IRtlUserThreadStart
2604 |RtlUserThread Start
6912 |RtlUserThread Start
6400 |RtlUserThreadStart
6300 IRtlUserThreadStart
6760 |RtlUserThread Start
U Usage: 0.75% Commit Charg 8072 IRtlUserThread Start
08 |RtlUserThreadStart
6704 IRtlUserThreadStart
2140 |RtlUserThread Start
820 |RtlUserThread Start
< >
Thread ID: nfa Stack Module
Start Tima: nia

File Encryption

; CODE XREF: start+389.j
; CODE XREF: start+36Etj
; CODE XREF: start+3D4yj

Fig. 9 Multiple Threads Perform

Conti then iterates files on the local system and those on remote SMB network shares to determine what data to encrypt. It looks for folders

and drives shared on remote systems using NetShareEnum API. If the remote share is accessible, it encrypts the files present in that share:
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It collects ARP cache information from the local system using the GetIpNetTable API. ARP cache information is a list of all the systems with
which the computer recently communicated. It checks for “172.”, “192.168.” etc., on the collected IP list. If an IP address is in a different range
it skips that system from encryption:

It uses an AES-256 encryption key per file with a hard-codedRAS-4096 public encryption key. As shown in Fig. 12, the 0x6610 parameter is
CryptGenKey API. 0x6610 is the value of the CALG_AES_256 identifier and is only alg_id:

:textE

.text : OOBOEF D

B 8
1 QESES911 74
1 @ESE5913 3D

used while calling the

1 @51 7BBS
1 PBS17BB9

:PP517800
:PPS17BD2

: @B517BDD
:@BS17/BE1
1 PBS17BES
:BBS17BEA
1 @ES17BED

:QR517BF2
:PPS17BFS

.text:
.text:
.text:
.text:

+awd i 1A

24 68
24 7@
24 4C

24 58

AC B@ 51 @@

8o 20 oe
81 2a oo
Fig. 10 Getting Info of Remote Shares

40
E9
FS
45
4ap

o8

oC
aF
73
aF

a1
a1

ac
sa

EC

Bo 51 oo

1C
44 24 30

44 24 38

2o @
Bo 51 @@

24

24 @C 02 0@ o

Bo 51 @@

B@ S1 @@

Fig. 12 Create CALG_AES_256 Key

Conti has a unique feature that allows attackers to perform file encryption in command line mode:

loc_S@58FA:

lea eax, [esp+2A0h+var_238]
push eax

lea eax, [esp+2i4h+var_234]
push eax

lea eax, [esp+2A8h+var_25C]
push eax

push BFFFFEFFFh

lea eax, L[esp+2BOh+var_258]
push eax

push 1

push esi

call NetShareEnum

test eax, eax

iz short loc_5SB591F

cmp eax, BEAh

iz short loc_ SBS8F@

jmp loc_S@85A3T

; CODE XREF:

start+5C81j

lea eax, Leax+1]

sub ecx, 1

inz short loc_5B5D54
push ecx

lea eax, [ebp+var_2C]
mov [ebp+var_2C], ecx
push eax

push ecx

call GetIpNetTable
mov eax, L[ebp+var_2C]
test eax, eax

iz short loc_S5SB@SDAF
push eax

push 8

ebx
xmmd

1C]
208Ch

mowv [esp+d4Bdh+var_241,
movlpd [esp+d4@dh+var_101,
ea esi, [ebx+Z8h]
movlipd [esp+d4@h+var_81, xmmd
push esi

push 1

push 6610h

push [ebptarg 1]

call CryptGenKey

test eax, eax

jz short loc_S17C@9
ea eax, Lesp+dbh+var_
mov [esp+4Dh+var_1C1,
push eax

lea eax, [ebx+ZCh]
push eax

push 4]

push 1

push [Lebp+arg_4]

push dword ptr [esil
call CryptExportKey
test eax, eax

inz short loc_S17C12
push dword ptr [esi
call CryptDestroyKey
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Ltext i ydleodyaya Do PuUsh ebp

.text :@0CE5001 8B EC mov ebp, es

.text i 0ACESEPP3 83 EC SC sub esp, oC

.text : PACESERE 53 push ebx

.text : DACESDT S6 push esi

.text : 0OCE50B8 57 push edi

.text :0OCESER9 8D 45 FC lea eax, [ebp+pNumirgs]

.text:@0CES0BC C7 45 FC Qo 00 @0 @0 mov [ebp+pNumArgs ],

.text:@0CE5013 SO push eax ; PNumArgs
.text: 00065014 S1 push ecx ; lpCmdLine
.text:@0CE6501S FF 15 28 9@ C7 0o call ds : CommandLineToArgvi

.text :QOCESPDIB 8B D8 mov ebx, eax

.text:BBCESR1D 85 DB test ebx, ebx

.text :00C6501F OF 84 20 B3 00 QB iz loc_C65345

. text :@BOCESR2S C6 45 F1 @20 mov [ebp+var_F1,

.text :00C65029 BF 7F 0@ Q@ 00 mov edi, h

.text :PACESPZ2E C6 45 FZ 36 mov [ebpt+var_E]l, 36h

. text :@OCE5032 C6 45 F3 57 mov [Lebp+var_D]1, S7h

.text :@0OCE5036 C6 45 F4 46 mov [ebp+var_Cl, 46h

.text :0BCE503A C6 45 FS 57 mov [ebp+var_Bl, S7h

.text:QOCESEU3E C6 45 F&6 57 mov [ebp+var_Al, S7h

.text: 00065042 C6 45 F7 57 mov [ebp+var_%91, 57h

.text:@0CES046 8A 45 F2 mov al, [ebp+var_E]

.text:00CE65049 80 7D F1 0@ cmp [ebp+var_Fl, @

.text :@0CESR4D 7S 29 inz short loc_ (65078

.text:0ACESR4F 33 Fé xor esi, esi

Fig. 13 Command Line Mode of Operation

Modes of Operation

Conti allows 2 command line modes --encrypt-mode and - h

.text: 00405178 loc_485178: ; CODE XREF: sub_485808+193}]

-text:00405178 8D 45 AC lea eax, [ebp+uar_54]

.text: 00485178 50 push  eax

.text:8048517C FF 34 B3 push dword ptr [ebx+esixh]

_text:0848517F FF 15 D8 BO 41 08 call  lstrcmpill @

SIS (5 (B TSE  GEEp G dword ptr [ebx+esi=h]=[debug028:0070221C]

-text:pO4p5187 75 067 nz cshort loc_ 485198 - "
_text:@8485189 8D 46 61 lea eax, [esi+1] ddNofi6SetESENCYREHOdCN: Rl ENIC Y L SMOCE
.text:0040518C 3B C7 cnp pax, edi

.text:B848518E 7C 16 1 short loc_he51A6

+awt - ARMACA0R

Fig. 14 Command Line --encrypt-mode Mode
--encrypt-mod marks which files are encrypted. There are 3 options for its value: all , local ,and network . By default, ransomware
runs with the all parameter:

.text:-a0405206 loc_485286: ; CODE XREF: sub_4850808+1E2T5

.text:-a8485286 BD 45 E9 lea eax, [ebpsuap 17]

.text:-a84852089 58 push eax

oBEERESCINERAI Y puSh U S— [ebp+uar_17]=[Stack[ B00026E 0]:aA11]

.text:@0405208 FF 15 D8 BO 41 00 call  lstrcmpiW @ an1l db *a',8,"1',08,°1',8 Fig.
.text:-00485211 85 CO test eax, eax

.text:-a84A5213 75 OF jnz short loc_AL@85224

.text-@8485215 C7 65 06 AG 41 60 BA BO+mov dword_4%1A8008, BAh

.text:-a8408521F E9 13 81 60 68 jmp loc_485337

ook AARLACAS L

15 Command Line --encrypt-mode with V;alue all
In all , encryption carried out for — local and network. network means that shared resources on the local network will be encrypted:

-text: 88485280 loc_L4@5280: ; CODE XREF: sub_485008+25FTj
.text 004685289 8D 45 DC lea eax, [ebp+uar_24]

.text:00408528C 508 push eax

.text:0840528D 57 push edi [ebp+var_24]=[Stack[ 8BBB26E0] alocal]
.text:00408528E FF 15 D8 BB 41 B8 call 1strcmpiW_8 alLocal db *1°,8,'0",8,'c’,H,'a",8,'1",8
text:ao485294 85 CA test eax, eax

.text: 00485296 75 OF jnz short loc_4B852A7

.text: 004085298 C7 65 60 AG 41 B8 BB B6+mov dword_41A868, BBh

.text:0046852A2 E9 90 60 60 B0 jmp loc_485337

Fig. 16 Command Line --encrypt-mode Mode with Value local
-textiuyausL316

-text 08485316 loc_hB5316: ; CODE XREF: Suh_llﬂSl][Iﬂ+2F21j

_text:00485316 8D 45 CB lea eax, [ebp+uar_35]

text:B0485319 58 push eax

-text:00408531A 57 push edi [ebp+var_35]=[Stack[ 080026E0] :aNetwork]

text:08048531B FF 15 D8 BO 41 88 call 1strcmpid @ aNetwork db ‘n‘',8,'e",8,"t",08,"'w' ,08,'0",08,'r",8,"k",8
-text:884A5321 8B 15 B8 AB 41 68 nov edx, dword_41A88

-text:0084085327 85 CH test eax, eax

.text: 00465329 BY BC OO 60 68 nov ecx, BCh

-text:00408532E OF 44 D1 cmouz edx, ecx

text:B80485331 89 15 68 A0 41 68 nov dword_41A088, edx

tert -AALASRAT
Fig. 17 Command Line --encrypt-mode Mode with Value network

In command line -h mode, the parameter may contain the name of a file that lists the DNS and NetBIOS addresses of remote servers. The
malware will then build a list of folders to ignore during encryption:
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A1 DAZBEA /G DD EB 2B WA dd oftset almp
B]:AZBEATE AD FB 2B BA dd offset alinnt
B]:0AZBFA7C @8 FB 2B BA dd offset aApplicationData
@]:BAZBFABE 8F FB 2B BA dd offset aAppdata
@]:BAZBFABY CS FB 2B BA dd offset alemp
@]:BAZBFABE AD FB ZB BA dd offset aThumb
@]1:9AZBFASC 63 FB 2B BA dd offset aRecycle_bin_1
@1:0AZBFASE 48 FB ZB BA dd offset aRecycle_bin

@]: 0AZBFAS4 AA FA ZB BA dd offset aSystemVolumelnfor
0]:DAZBFA98 ZB FB ZB BA dd offset aProgramEiles
0]:0AZBFASC DF FA 2B @A dd offset aProgramFilesX86
0]:0AZBFAAD BA FB ZB @A dd offset aBoot

[81: 0AZBFAA4 7E FB 2B BA dd offset alindows

Fig.

18 Folders rg‘nored in Encryption

“tmp"
"winnt"

:'Applicat ion Data" |

"AppData”

] cle.Bin
"$RECYCLE.BIN'

"System Volume Information"

"Program Files"

"Program Files (x86)"

'Boot "
"Windows"

It skips the following extensions during encryption: .exe, .dll, .sys, .Ink, and .CONTI. It appends the file extension .CONTI and creates a
ransom note named CONTI_README.txt in every folder to notify users about the infection:

View @
PC » Local Disk (C:) » Software » Files v O Search Files
CahUnlock.asc.C cahunlock.exe CahUnlock.bat.C CommandLinelr CONTI_README. CreateThread.pn file_id.diz. CONTI files.Ist. COMTI
ONTI ONTI gu.png. CONTI txt g.CONTI
Fig. 19
hiew.wmm.CONT hiew.xlt.COMNTI hiew_en.bet. CON hiew_ru.tet. CON hiewT.ord COMTI hiew8.hlp. CONTI hiew8.ini, CONTI hiew32-bljh01fy.
| Il T cah.CONTI
hiew32demo.txt. hiew6212.ked.CO license.bet. CONTI Met_Stop_Service register,ru, COMTI registertxt. COMT senasc, CONTI
CONTI NI bt CONTI I
__CONTI” Extension Appended to Files
The Ransom Note:
The ransom note and the note’s file information are present in the resource of malware files:
w' CFF Explorer VIl - [123.exe]
File Settings 7
H @ 123.exe
2
=) RCData _ .
0 [File: 123.exe i 03 101 - flang:0] I% EE © p =
— [£] Dos Header {3 101 - lang: 1043] —
= {C3) 102 - [lang:0] Off=et 01 2 3 4 5 & 7 8 9 & B C D EF Ascii
2l Mt Headers . .53 102 - Jlang: 1049]|[ 00000000 | 54 68 65 20 GE 65 74 77 6F 72 6B 20 69 73 20 4C | The.nstwork.is.L
(= File Header --@Conﬁ uration Files 00000010 | 4F 43 4B 45 44 2E 20 44 6F 20 sE 6F 74 20 74 72 OCKED. .Do.not . tr
(=] Optional Header g 0ooooozo | 79 20 74 6F 20 75 73 6% 20 B6F 74 68 65 72 20 73 v.to.use. other. =
&l Data Directories [x] 00000030 | 6F 66 74 77 61 72 65 2ZE 20 46 6F 72 20 64 65 63 of tware. . For.dec
; - 00000040 | 72 79 70 74 69 6F 6E 20 4B 45 59 20 77 72 69 74 ryption KEY writ
— = Section Headers [x] 00000050 | 65 20 48 45 52 45 34 0D 0A& 0D 04 66 6C 61 70 61 e HERE: ... . flapa
— [ Import Directary ooooooenl | 6C 69 BE 74 61 31 39 35 30 40 70 72 6F 74 6F BE | lintal950@proton
|— [C3) Resource Directory oooooo7o | 6D 61 69 BC 2E 63 6F 6D 0D 0OA& 78 65 72 73 61 6D | mail . com.  =ersam
0oooooso | &9 40 70 7?2 6F 74 6F BE 6D 61 69 6C 2E 63 6F 6D | i@protonmail . .com

— ) Relocation Directory
| Debug Directory
"‘j;,kki'm Converter
2, Dependency Walker
%, Hex Editor

9, Identifier

%, Import Adder

%, Quick Disassembler
%, Rebuilder

‘ﬁ; Resource Editor

9, UPX Utility

Fig. 20 Ransom Note Content
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we' CFF Explorer VI - [123.exe]
File Settings 7

ki @ .“1 23.exe

B [F]File: 123.exe

- Jang:0] B B = ™ P, =

- llang: 1049]

= ijD°SHembr - fang:0] Of fset 0 1 2 3 4 5 & 7 & 9 4 B C D E F | Ascii
- Tj?$mﬁmd ! -[ang:1045]|| 00000000 | 48 4F 57 CF 54 4F GF 44 45 43 52 59 50 54 HOW_TOQ_DECRYET
=l Flle Heaader
3] Optional Header - _‘] Configuration Files
'zl Data Directories [x]

— (=] Section Headers []
— 2 Import Directory

— |2 Resource Directory
— |2 Relocation Directary
|2 Debug Directory

— '*‘l,ﬂd*m Converter
— ), Dependency Walker
— ®, Hex Editor

— 4, Identifier

— %, Import Adder

— "‘l,&.ick Disassembler

L— 4% UPX Unility

Fig. 21 Ransom Note Name
It calls the LoadResource API to get ransom note-related information:

textivkdoWod3dE 6A WA push WAh

.text : QESES44R 6A 65 push 65h

text : 505442 56 push esi

.text: 00505443 FF 15 @8 B S1 6@ call FindResourcea

.text: 00505449 8B D8 mov ebx, eax

.text : 00505448 85 DB test ebx, ebx

.text : Q0505440 GOF 84 83 PR YO B jz loc_SB54D6

.text : QOSES453 6A VA push AR

.text : 2RSE5455 &A 66 push 66h

.text : 2QSRS457 S6 push esi

.text: 20505458 FF 15 @28 B@ S1 6@ call FindResourcea

.text : QB5E545E 89 44 24 1@ mov [esp+2ABh+var 2901, eax

.text : 00505462 85 C@ test eax,

.text: 00505464 74 70 iz short loc _5Se54Dé6

.text : Q55466 53 push ebx

.text : QSRS467 S6 push esi

.text: 00505468 FF 15 1C Bl 51 @@ call SizeofResource

.text:050546E FF 74 24 1@ push [Lesp+2ABh+var_290]

.text: 00505472 89 44 24 1@ mov [esp+2Adh+var_294]1, eax

.text : QQSRAS476 S6 push esi

.text: 00505477 FF 15 1C Bl 51 @@ call SizeofResource

.text: 00505470 89 44 24 18 mov [esp+Z2ABh+var_288], eax

.text: 00505481 39 7C 24 aC cmp [esp+ZABh+var_294], edi

.text : 00505485 74 4F iz short loc _5054D6

.text : 00505487 85 C@ test eax,

.text : 20505489 74 4B iz short loc _5Se54Dé6

.text : BB5E548B 53 push ebx

.text : 2050548C S6 push esi

.text: 00505480 FF 15 &@C Bl 51 @@ call LoadResource

.text 00505493 FF 74 24 1@ push [Lesp+2ABh+var_294]

.text : 00505497 8B D8 mov ebx, eax

.text : QASEAS499 56 push esi

.text: 00505494 FF 15 @C Bl 51 @@ call LoadResource

.text : 00505440 8B F@ mov esi, eax

.text: Q0SE54A2 85 DB test ebx, ebx

text : 05054A4 74 30 iz short loc _5e54D6

.text : 005054A6 85 F6 test esi,

.text:@@5@54A8 74 2C iz short loc _5Se54Dé6
TARAERCAAAL OO = o[l

The ransom note contains 2 email addresses to get in touch with the attackers. The addresses are unique for each victim:
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File Edit Format View Help
hhe network is LOCKED. Do not try to use other software. For decryption KEY write HERE:

| CONTI_README txt - Notepad

flapalintal95@@protonmail. com
xersami@protonmail.com

— O

X

Ln 1, Col 1 100%  Windows (CRLF) UTF-8
Fig. 23 Ransom Note
loC:
eae876886T19ba384f55778634a35a1d975414e83F22f6111e3e792f706301fe
TTP Map:
Privilege Credential Lateral
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collect
Valid Command and  Valid Process Obfuscated Files or  Brute Force System Remote Archive
Accounts Scripting Accounts Injection: Information (T1027)  (T1110) Network Services: Collecte
(T1078) Interpreter: (T1078) Dynamic- Configuration SMB/Windows Data:
Windows link Library Discovery Admin Shares  Archive
Command Injection (T1016) (T1021.002) Utility
Shell (T1055.001) (T1560.
(T1059.003)
Phishing: Native External Valid Process Injection: Steal or System Taint Shared
Spearphishing Application Remote accounts: Dynamic-link Library  Forge Network Content
Attachment Programming Services domain Injection Kerberos Connections  (T1080)
(T1566.001) Interface (API)  (T1133) accounts (T1055.001) Tickets: Discovery
(T1106) (T1078.002) Kerberoasting (T1049)
(T1558.003)
Phishing: Windows Scheduled Deobfuscate/Decode OS credential Process Exploitation of
Spearphishing Management task/job: Files or Information dumping Discovery Remote
Link Instrumentation scheduled (T1140) (T1003) (T1057) Services
(T1566.002) (T1047) task (T1210)
(T1053.005)
Exploit public- User execution  Startup item Impair defenses: Credentials File and Lateral tool
facing (T1204) (T1165) disable or modify from Directory transfer
application tools (T1562.001) password Discovery (T1570)
(T1190) stores (T1083)
(T1555)
Scheduled Boot or Network
task/job: logon Share
scheduled task  autostart Discovery
(T1053.005) execution: (T1135)
Winlogon
Helper DLL
(T1547.004)
Command and Remote
Scripting System
Interpreter: Discovery
PowerShell (T1018)
(T1059.001)
Network
Service
Scanning
(T1046)
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Initial Access Execution

Privilege
Persistence Escalation

Defense Evasion

Credential
Access

Lateral

Discovery Movement

Collect

Permission
groups
discovery:
domain
groups
(T1069.002)

System
information
discovery
(T1082)

System
owner/user
discovery
(T1033)

Security
software
discovery
(T1063)

Account
Discovery:
Local
Account
(T1087.001)

Permissions
Group
Discovery:
Local Groups
(T1069.001)

Summary

To defend against threats, Qualys recommends good cyber hygiene practices, and moving to a preventative approach by keeping network

configurations, backup, application access, and patching up-to-date.
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