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> 1 %pip install requests
[59] v’ 3 sec

Requirement already satisfied: requests in /anaconda/envs/azureml_py36/1ib/python3.6/site-packages (2.26.8)

Requirement already satisfied: urllib3<1.27,»>=1.21.1 in /anaconda/envs/azureml_py36/lib/python3.6/site-packages (from requests) (1.25.11)
Requirement already satisfied: charset-normalizer~=2.€.@ in /anaconda/envs/azureml_py36/1lib/python3.6/site-packages (from requests) (2.0.7)
Requirement already satisfied: idna<4,>=2.5 in /anaconda/envs/azureml_py36/1lib/python3.6/site-packages (from requests) (2.18)

Reguirement already satisfied: certifi>»=2017.4.17 in /anaconda/envs/azureml_py36/1ib/python3.6/site-packages (from requests) (2021.5.30)

Note: you may need to restart the kernel to use updated packages.

This installment is part of a broader learning series to help you become a Jupyter Notebook
ninja in Microsoft Sentinel. The installments will be bite-sized to enable you to easily digest
the new content.

o Part 1: What are notebooks and when do you need them?

Part 2: How to get started with notebooks and tour the features

Part 3: Overview of the pre-built notebooks and how to use them

Part 3.5: Using_ Code Snippets to build your own Sentinel Notebooks

Part 4: How to create your own notebooks from scratch and how to customize the
existing ones - this post

KNOWLEDGE CHECK: And, once you've completed all of the parts of this series, you can
take the Knowledge Check. If you score 80% or more in the Knowledge Check, you can
expect your very own Notebooks Ninja participation certificate from us.

Jupyter Notebooks are a fantastic resource for security analysts, providing a range of
powerful and flexible capabilities. Microsoft Sentinel’s integration

with Notebooks can provide a quick and straightforward way for security analysts to
use Notebooks, however for those new to Notebooks and coding they can be a little
daunting.

In this blog we will cover some of the basics of creating your first Microsoft
Sentinel Notebook using Python, including how to troubleshoot some common issues you
may come across.

Installing and importing packages in Python
Installing and importing MSTICPy

Setting up MSTICPY’s config file

Getting data from Microsoft Sentinel
Working with data
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» Enriching results with external data sources
o Visualizations with MSTICPy

Before we begin, make sure to familiarize yourself with Notebooks in Microsoft Sentinel via
Azure Machine Learning.

Use Jupyter Notebooks to hunt for security threats

If you wish to learn more about this topic, we are running introductory training on December
16th, 2021: Become a Jupyter Notebooks Ninja — MSTICPy Fundamentals to Build Your
Own Notebooks. Sign Up Here

Installing and Importing Packages in Python

One of the important things about using Python in Notebooks is that you can install and use
code libraries (referred to as packages) created by others, allowing you to access the
functionality they provide without having to code them yourself.

There are several ways to install Python packages depending on how you want to find
and access the packages, however the simplest and easiest is using pip.

Pip (https://pypi.org/project/pip/) is the package installer for Python and makes finding and
installing Python packages simple.

You can use pip to install packages via the command line, or if you are using a Notebook,
directly in a Notebook cell. Installing directly in a Notebook is often preferred as it ensures
that you are installing the package in the same Python environment the Notebook is being
executed in. To install via a Notebook code cell, we need to use "%pip" followed by install

and the package name. e.g.:

%pip install requests

> 1 %pip install requests
[59] " 3 sec

°  Requirement already satisfied: requests in /anaconda/envs/azureml_py36/lib/python3.6/site-packages (2.26.8)
Requirement already satisfied: urllib3<1.27,>=1.21.1 in /anaconda/envs/azureml_py36/1ib/python3.6/site-packages (from requests) (1.25.11)
Requirement already satisfied: charset-normalizer~=2.8.8 in /anaconda/envs/azureml_py36/1ib/python3.6/site-packages (from requests) (2.8.7)
Requirement already satisfied: idna<4,>=2.5 in /anaconda/envs/azureml_py36/lib/python3.6/site-packages (from requests) (2.1@)
Requirement already satisfied: certifi»>=2017.4.17 in /anaconda/envs/azureml_py36/1lib/python3.6/site-packages (from requests) (2€21.5.38)

Note: you may need to restart the kernel to use updated packages.

Notebook output of running %pip install requests

Note: "%pip’ is what is called a magic function in Jupyter. This tells the Notebook to use pip
to install the package in the Notebooks compute environment.

If you already have a package installed but you want to update to the latest version, you can
add the "--upgrade’ parameter to the command used:
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%pip install -upgrade requests

You may also want to install a specific version of a package. This can be done by specifying
the version number.

%pip install requests==2.22.0

B> i %pip install requests==2.2

[se] " 3 sec

' Collecting requestsss2.2
Using cached requests-2.2.8-py2.py3-none-any.whl (623 kB)
Installing collected packages: requests
Attempting uninstall: requests
Found existing installation: requests 2.26.8
Uninstalling requests-2.26.8:
Successfully uninstalled requests-2.26.9

Output of running %pip install requests==2.22.0

Note: Once you have installed a package it is recommended to restart the Notebook kernel,
this will ensure that when you import the package you will be using the latest version. This is
not necessary with newly installed packages but is important when

Note: During installation of packages you may see some warnings related to package
dependencies. This is because some packages have requirements on other packages being
installed and sometimes these requirements can have conflicts (i.e., package 1 requires
package A version 1.1 but package 2 also requires package A but version 1.2). We try to
avoid conflicts as much as possible with our Notebooks but sometimes these can occur. You
can usually run the Notebook without the conflicts affecting you. However, if you encounter a
problem with a pre-made Microsoft Sentinel Notebook, please report this at via GitHub.

Once a package is installed, you need to import the package before it can be used. This is
done with the “import’ statement.

There are 2 ways to import things in Python:
- 'import <package>" - this will do a standard import of the package

- ‘from <package> import <item>" - this imports a specific item from the package

You can also import packages and rename them for ease when calling them later:
‘import <package> as <alias>"
import pandas as pd

Troubleshooting Tip: Some packages do not use the same name for installation and
import. You many need to check package documentation to ensure you are importing
correctly.
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For example, the popular Machine Learning tool package scikit-learn is installed with:
%pip install scikit-learn

However, it is imported with:

import sklearn

Installing and Importing MSTICPy

Now that we know how to install and import packages, we can install packages that will be
useful to us in creating our Notebook. MSTICPYy is a package created by the Microsoft Threat
Intelligence Center (MSTIC) and provides a range of tools to make security analysis and
investigations in Notebooks quicker and easier. You cand find out more

about MSTICPYy here:

ReadTheDocs - MSTICPy,

We can now install MSTICPy. To make sure we get the latest version if we already have
it installed, we are going to use the —upgrade parameter.

%pip install --upgrade msticpy

Now we could import MSTICPy with “import msticpy” however it is a big package with a lot of
features, so to make it easier we have a function called "init_notebook™ that

conducts several checks to make sure the environment is good, handles key imports and set
up for us.

import msticpy
msticpy.init_notebook(globals())
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b3 = :
b 1 import msticpy
2

msticpy.init_notebook (globals())
[1e3] | v 2 sec

True

Starting Notebook initialization...
Starting notebook pre-checks...

Checking Python kernel version...Recommended: switch to using the 'Python 3.8 - AzureML' notebook kernel if this is available.Info: Python kernel version
3.6.9 - OK

Checking msticpy version...

Info: msticpy version 1.4.5 (>= 1.4.5) - OK

Notebook pre-checks complete.

Processing imports....

Imported: pd (pandas), IPython.get_ipython, IPython.display.display, IPython.display. HTML, IPython.display.Markdown, widgets (ipywidgets), pathlib.Path, plt
(matplotlib.pyplot), matplotlib.MatplotlibDeprecationWarning, sns (seaborn), np (numpy), msticpy, msticpy.data.QueryProvider,
msticpy.nbtools.foliummap.FoliumMap, msticpy.common.utility.md, msticpy.common.utility.md_warn, msticpy.common.wsconfig.WorkspaceConfig,
msticpy.datamodel.pivot.Pivot, msticpy.datamodel.entities, msticpy.vis.mp_pandas_plot

Checking configuration....

Azure CLI was detected but the token has expired. For Azure CLI single sign-on, please sign in using 'laz login'.

For more information see Caching credentials with Azure CLI

Setting notebook options...,

Notebook initialization complete

Notebook output of running previous code cell.

Setting up MSTICPy’s Config File

MSTICPy can handle connections to a variety of data sources and services, including
Microsoft Sentinel. As such it needs to handle several configuration details and credentials,
things such as the Microsoft Sentinel workspaces you want to get data from, or API
(Application Programming Interfaces) keys for external services such as Virus Total.

To make it easier to manage and re-use the configuration and credentials for these
things MSTICPYy has its own config file that holds these items - "msticpyconfig.yaml'.

The first time you use MSTICPy you need to populate your msticpyconfig.yaml file. This is
a one-time activity once you have created it, you can simply re-use in future. To help with
the set-up we have created several Notebook widgets to help you populate the file.
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AzureSentinel Tl Provide Dala Providers GeolP Provide Key Vault Azure Autoload QueryProve | Autoload Component

Azure Sentinel workspace settings

r C = =
Workpecas |28 Name | CyberSecDemo
[C?UO'FVWDWW Workspaceld | 8ecfB077-cf51-4820-aadd-14040956f35d
Dafault
Wb Tenantld | 72fa88bf-86f1-41af-91ab-2d7cd011db4T
Web2

Subscriptionid

ResourceGroup
Add Delete
Set as default
Update
Help
ConfFile | /fmnt/batch/tasks/shared/LS_root/mounts/clusters/pebryan/code/Users/pebryan/msticpyconfig.yaml
Save Settings L) Create backup Validate Settings

Note: If using Azure Machine Learning then you may notice this config widget can take some
time to load. We are working to improve this but if you run the notebook in Jupyter,
JupyterLab or VSCode you will not have these performance issues.

We have also created a Notebook to help you create to file. Once you have run the ‘Getting
Started’ Notebook it is recommended that you run the ‘Configuring your Notebook
Environment’ Notebook before creating your first Notebook, you can find this in the Microsoft

Sentinel portal.
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& News & guides Overview  Mynotebooks  Templates E  Configuring your Notebook Environment
Whirdat managament £ Search by name or provide Natebook Types : All # Microsoft =) 7 months ago
Craated By ast Version Update

B Incidents

2 T4 + a... T
@ Workbooks Netebook name T4 Notebook types Ty Last version upda iR Des
= Microsoft SRS PM a  This notebook takes you through detailed setup of your settings for
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Azure Synapse - Configure Azure ML NEW Getting Started, i S g
1 o 10/06/21, 05:00 " a
E Notebooks @  and Azure Synapse Analytics Cenfiguration 1o 2 our msticpy
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e . Azure Synapse - Detect potential e 10/06/21, 0500 While mary of these settings are eptional, i .
&) Threat intelligence £J  network beaconing using Apache Spark Hunting, Synapse oM thim correctly you'll experier
Microsaft example, using Threat
Content management key. To save yo 1o type this in every
w F::nﬁgunng your Notebook Envirenment Configuration 04/26/21, 05:00 Address you should s in a config file.
B Content hub (Freview) Microsoft P through creating set or: Microsoft Sentinel workspaces Thieat
Intedligence prowid location providers Other data providers
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& Community TOREN ’
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£5 Automation & ,I,{_“_" Hunting oy
£+ Settings
g Entity Explorer - Domain and URL . 04/26/21, 05:00 = D
B oon Hunting iy =
Entity Explarer - IP Address 04/26/21, 05300
B) oot Fntang PM B
i = Li 4/26/21, 05:0(
a F:ﬂ:l?f Fﬁplurer Linux Host Hunling E-Uzﬁ 05:00
of Entity Explorer - Windows Host Hunting 04/26/21, 05:00
# Micrasoft M

Microsoft Sentinel Notebook feature blade highlighting the Configuring you Notebook
Environment Notebook

You can also find more documentation on the config file and creation of it, in
the MSTICPy docs

Getting Data from Microsoft Sentinel

Querying data from Microsoft Sentinel is handled by MSTICPy's "QueryProvider'. The first
step is to initialize a QueryProvider and tell it we want to use the Microsoft Sentinel Query
provider.

Note: MSTICPy contains several QueryProviders for other data sources as well.

The other thing we want to provide the QueryProvider with is some details of the workspace
we want to connect to. We *could* do this manually, but it is much easier to get details from
the configuration we set up earlier. We can do this with "WorkspaceConfig’

frommsticpy.nbtools import nbinit
nbinit.init_Notebook(namespace=globals())
gry_prov=QueryProvider("MicrosoftSentinel")
ws_config = WorkspaceConfig(workspace="MyWorkspace")
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What WorkspaceConfig is doing is creating the connection string used by the QueryProvider.
We can see what that connection string looks like with:

ws_config.code_connect_str

g 1  ws_config.code_connect_str
[65] v <1 sec

"loganalytics://code().tenant('72f988bf-86F1-41af-91ab-2d7cd@11dba7" ) . workspace( "Becf8877-cf51-48208-aadd-14848956F35d" )"

Notebook output showing the connection string generated by code_connect_str

Once set up we can tell the "QueryProvider’ to "‘connect’ which will kick off the authentication
process. There are several ways that we can handle that authentication but when starting off
we can use the default options that prompts the user to log in using a Device Code.

gry_prov.connect(ws_config)

This will then display a code in the Notebook cell output and prompt you to open a browser
and end the code shown. You will then login as normal using your Azure AD (Azure Active
Directory) credentials.

8% Microsoft B® Microsoft B \icrosoft

Enter code Sign in KustoClient

Enter the code displayed on your app or device. You're signing in to KustoClient on another device II You have signed in to the KustoClient application on

located in United States. If it's not you, close this your device. You may now close this window.
FCYYIXWEC page-

Screenshots of the Device Code authentication flow

You can then go back to the Notebook and see that the authentication has been completed:

ML Lt g e
° # Get the Azure Sentinel workspace details from msticpyconfig

# Loading WorkspaceConfig with no parameters will use the details

# of your "Default" workspace (see the Configuring Azure Sentinel settings section earlier)
ws_config = WorkspaceConfig()

= IV, B VU N

# Connect to Azure Sentinel with our QueryProvider and config details
7 qry_prov.connect(ws_config)

v 2 min 12 sec
Copy code to clipboard and authenticate here: https://microsoft.com/devicelogin

FCYY9XW6C
popup schema 52b1ab41-869e-4138-9e40-2a4457f09bf0@loganalytics

4_
Notebook output showing the completed authentication flow
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Built-in Queries

Now that we are connected to Microsoft Sentinel, we can start to look at running some
queries to get some data. MSTICPy comes with several built-in Microsoft Sentinel queries to
get some common datasets into the Notebook. These are different to the queries included in
the Microsoft Sentinel GitHub and are more focused on collecting common sets of data that
users might need to answer analytical questions.

You can see a list of the MSTICPy queries with ".list_queries.

> 1 qry_prov.list_queries()
[66] v <1 sec

[ 'Azure.get_vmcomputer_for_host’,
'Azure.get_vmcomputer_for_ip',
'Azure.list_aad_signins_for_account’,
'Azure.list_aad_signins_for_ip"',
'Azure.list_all_signins_geo’,
'Azure.list_azure_activity_for_account’,
'Azure.list_azure_activity for_ip’,
'Azure.list_azure_activity_for_resource’,
'Azure.list_storage_ops_for_hash',
'Azure.list_storage_ops_for_ip°',
'AzureNetwork.az_net_analytics’,
'AzureNetwork.dns_lookups_for_domain’,
'AzureNetwork.dns_lookups_for_ip’,
'AzureNetwork.dns_lookups_from_ip’,
'AzureNetwork.get_heartbeat_for_host’,
'AzureNetwork.get_heartbeat_for_ip',
'AzureNetwork.get_host_for_ip®,
'AzureNetwork.get_ips_for_host',
'AzureNetwork.list_azure_network_flows_by_host’,
'AzureNetwork.list_azure_network_flows_by_ip"',
'AzureSentinel.get_bookmark_by_id®,
'AzureSentinel.get_bookmark_by_name',
'AzureSentinel.list_bookmarks®,
'AzureSentinel.list_bookmarks_for_entity',
'AzureSentinel.list_bookmarks_for_tags',
'Heartbeat.get_heartbeat_for_host’,
'Heartbeat.get_heartbeat_for_ip*,
'Heartbeat.get_info_by_hostname®,
'Heartbeat.get_info_by_ipaddress’,

Notebook odtpUt of the list_queries command

Note: MSTICPYy also includes queries for its other Data Providers, and not just Microsoft
Sentinel.

You can also use ".browse_queries()’ to see the available queries in an interactive browser
widget.
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Filter:

Select an item |AZure.get_vmcomputer_for_host
Azure.get_vmcomputer_for_ip
Azurelist_aad_signins_for_account
Azure list_aad_signins_for_ip
Azurelist_all_signins_geo
Azure list_azure_activity_for_account
Azure list_azure_activity_for_ip
Azure list_azure_aclivity_for_resource
Azurelist_storage ops_for_hash
Azure list_storage_ops_for_ip
AzureNetwork.az_net_analytics
AzureMetwork.dns_lookups_for_domain
AzureNetwork.dns_lookups_for_ip
AzureMetwork.dns_lookups_from_ip
AzureNetwork_get_hearltbeat_for_host
AzureMetwork.get_hearibeat_for_ip
AzureNetwork.get_host_for_ip
AruraMatwnrk nat ins far hnst

Gets latest VMComputer record for Host
Parameters

add_query_items: str (optional)
Additional query clauses
end: datetime (optional)
Query end time
host_name: str
The Computer name of the VM
start: datetime (optional)
Query start time
(default value is: -5)
table: str (optional)
Table name
(default value is: VMComputer)

Query

{table}

| where TimeGenerated »>= datetime({start})
| where TimeGenerated <= datetime({end})

| where Computer has “{host_name}"

| take 1

Notebook output of browse queries

Running a query

Now that we have found a query that we want to run we simply pass its name to the
"QueryProvider’ and that in turn returns to results of the query in a Pandas Data

Frame. Most queries support additional parameters, but we are showing one here that does
not need any parameters.

Note: the queries are attached to the QueryProvider as methods (functions) and grouped
into categories based on the data source being queried. You can use tab completion or
IntelliSense to help you navigate to the query you need.

gry_prov.Azure.list_all signins_geo()
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1 qry_prov.Azure.list_all_signins_geo()

~ 10 sec

Tenantld SourceSystem TimeGenerated Resourceld OperationMame OperationVersion Categery ResultType ResultSignature ResultDeseripti

Azure AD 2021-11-14 Mtenants/4b2462ad-bbee-495a-a0e1 SloncIn acHivit 10 Sianinbot 0 Nos
AT 03:59:18.995000 +00:00 f23ae524ccte/providers/Microsoft.aadiam L ANACERLY, : OIEROD one

2021-11-14

ftena 4b2462ad-bbee-495a-a0e1-
04:20:18.703000400:00 f23ae524c

viders/Microsoft.aadiam

ure AD Sign-in activity 1.0 SigninLogs 0 None

2021-11-14 ftenants/db2462ad-bbee-495a-ale1
] - i 10 SigninLoa . or
RIS 04:23:19.176000+00:00  f23ae524ccde/providers/Microsoft.aadiam SIgrcin activity 0! Signintogs 0 biope

14040956f35d

Output of the list_all_signins_geo query

Troubleshooting tip: If a query does not execute at first make sure you have run
‘qry_prov.connect()” to authenticate to Microsoft Sentinel first. Notebook cells do not have to
be run in order so you can go back and run any that you missed. However, many notebooks
do have cells that rely on previous cells being executed first so be careful about jumping
ahead if you have not created the notebook yourself.

Troubleshooting tip: If a query is not returning the results you expect, pass ‘print’ along as
a parameter when calling the query to print out the KQL query being executed.

More typically the query function will expect parameters such as the host name
or IP address that you are searching for.

gry_prov.LinuxSyslog.user_logon(host_name="mylxhost")

If you try to run a query without supplying the required parameter, it will return an error
message including the help for the query with the parameter definitions.

Most queries also require date/time parameters for the beginning/ending bounds of the
query. By default, these are supplied by a time range set in the query provider. Each instance
of a query provider has its own time range. You can change the default query range by
running the following.

qry_prov.query_time

This brings up a widget letting you change the defaults for this query provider. You can also
supply "start” and “end” parameters to the query function — either as Python datetimes or as
time strings:

from datetime import datetime

gry_prov.LinuxSyslog.user_logon(
host_name="mylxhost",
start="2021-11-19 20:30",
end=datetime.utcnow()
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Customizing Your Queries

In addition to the stock query, we can customize certain elements of the query.

For example, if we want to append a line with | take 10" to the query we have selected to
limit the number of results returned we can pass that in with the
‘add_query_items’ parameter:

gry_prov.SecurityAlert.list_alerts(add_query_items="| take 10")

1 gry_prov.Securitydlert.list_alerts(add_query_items="| take 18")

[76] W <1 sec
Tenantld TimeGenerated AlertDisplayName  AlertName Severity Description ProviderMame VendorMame VenderOriginalld SystemAlertld Res

A known

credential theft
BecfB077 Malicious tool execution 41f0e73a-
cf51-4820- 2021-11-08 credential theft : command line AT TENGREG FEEG T D b20f-c74d-
o e 22 Ca0 L 00 phustalpiireii High e MDATP Microsoft  da637717609691265939 1692814474 L
1404095635d detected detected \nEither ficfd6239c3e

the process itself
OF—

BeefB077 Daily

n g4 0 0o This pseud lert
151-4820- 2021-11-08 Daily Account e =

ASI Scheduled

gedi A=A erocalt
1 1:06:33.977000+00:00  Entity Generator MACCIS - Ifiie Sredtes 2 Alerts Micricolt
: Account Entity
A known
credential theft
BacfB077 Malicious tool execution
cf51-4820 2021-11-08 credential theft command line &
h VDA icros dag3771 3 5_201 TO0
2 aadd-  21:10:09.530000+00:00 | High e MDATP Microsoft 1a637716395339341506_2014377908
14040956f35d detected detected \nEither f500602belic3
the process itself
or
BecfB077- d6106fdd-
3 cf51-4820- 2021-11-08 WAF events  WAF event High A5l Scheduled [T—— 9cB0daTf-5fa0-420e-94ch- Ofef-Tfad-
aadd-  21:44:54.032000+00:00 SESISIEIES: SHSSIES 2 Alerts HEESE 6455066731 39fc-
14040056135d d131de575f28

The output of the list_alerts query

Tip: You can also use KQLMagic to query Sentinel data using KQL queries within notebooks.
KQLMagic also returns data in a Pandas Data Frame.

Working With Data

Data returned by the "QueryProvider’ comes back in a Pandas Data Frame. This provides us
with a powerful and flexible way to access our data.

One of the core things we want to do is look at specific rows in our table. Each table has an
index that can be used to call a row using ".loc’, alternatively we can return a row by its
position in the table with ".iloc’

alert_df.loc[1]

12/23
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[79]

Selecting a row with iloc

I Louc ] vian Ruuwin

1 alert_df.loc[1]

v <1 sec
TenantId B8ecfBO77-cf51-4828-aadd-14040356F35d
TimeGenerated 2021-09-29 20:29:48.932000+00:00
DisplayName Maayan Azure Resource PP test
AlertName Maayan Azure Resource PP test
AlertSeverity High
Description
ProviderName ASI Scheduled Alerts
VendorName Microsoft
VendorOriginalld f8b38681-e787-43b3-bbdé-ddefdf41653b
SystemAlertId 41d2adcl-7abb-41b@-8458-3e2558ebef95
Resourceld
SourceComputerId
AlertType 8ecfB8O77-cf51-4820-aadd-14840956135d_46e9e770~-2cb2-4529-acaa-ad4ad7354808d
ConfidencelLevel
ConfidenceScore Nah
IsIncident False
StartTime 2021-89-15 20:24:44,666000+60:00
EndTime 2021-89-29 20:24:44.666000+60:008
ProcessingEndTime 2021-89-29 208:29:48.932000400:00
RemediationSteps
ExtendedProperties "Query Period": "14.60:00:80",\r\n "Trigger Operator": "GreaterThan",\r\n "Trigger Thre...
Entities "3",\r\n "Resourceld": "/subscriptions/d1d8779d-38d7-4f86-91db-9cbc8de. ..
SourceSystem Detection
WorkspaceSubscriptionld d1d8779d-38d7-4T06-91db-9cbcBdedl7ef
WorkspaceResourceGroup SoC

ExtendedLinks
Producthame

ProductComponentName

AlertLink

Cmmidmian

Azure Sentinel
Scheduled Alerts

We can also choose just to return specific columns by providing a list of them to the Data
Frame (note the "[:5]” means return the last 5 rows):

alert_df.iloc[:5][["AlertName", "AlertSeverity", "Description"]]

[se]

Filtering columns of a DataFrame

1 alert_df.iloc[:5][["AlertName", "AlertSeverity", "Description"]]

" <1 sec

AlertName AlertSeverity

Description

0 Suspicious administrative activity

1 Maayan Azure Resource PP test

4 Malicious credential theft tool execution detected

The user "Chris Boehm (chboeh_microsoft.com@ext# @secapninja.onmicrasoft.com)” performed more th...

A known credential theft tool execution command line was detected \nEither the process itself or...

We can also do things such as search for rows with specific data:

alert_df[alert_df["AlertName"].str.contains("credential theft")]
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1 alert_df[alert_df["AlertHame”].str.contains("credential theft")]

[81] ' <1 sec
Tenantld TimeGenerated DisplayName AlertName AlertSeverity Description  ProviderName VendorName VendorOriginalld SystemAlertid Resourceld
A known
sects0r? Maicous  Malious i saadrst
4 ::;; 21095051 jﬁ;:éj: 'L:::J‘:: ;:p'::r; High AR “'r’; MDATP Microsoft da637681141320134770_-1707840607 s ;L::
1404085635 5 it detected \nEither Sdalaed7%aTa

detected detected

the process itself

a8~
de-33f-

2eda
252cTcafadbe

MDATP Microsoft dab3T679592297105614_-2008020024

e ton
detected

Searching for rows of a DataFrame matching a criteria

Tip: Pandas has loads and loads of features to help you find, analyze, transform, and
visualize data. As Pandas data structures are key to Microsoft Sentinel Notebooks, we
recommended you spend some time getting familiar with some of their features they offer -
https://pandas.pydata.org/

Enriching data using external data sources

One of the powerful elements of Notebooks is combining data from Microsoft Sentinel with
data from other sources. One of the most common sources of this data in security is Threat
Intelligence (TI) data. MSTICPy has support for several Threat Intelligence data sources
including:

e VirtusTotal

o GreyNoise

e AlienVault OTX

e IBM XForce

e Microsoft Sentinel Tl data

e OPR (for PageRank details)
¢ ToR ExitNode information.

The first step in using these Tl sources is to create a "TILookup™ object. This can then be
used to perform lookups against the various supported providers.

Lookups can be done against individual items via ".lookup_ioc™ or against multiple items with
“.lookup_iocs™ and you can configure things such as which Threat Intelligence sources are
used.

ti=TILookup()
ti.lookup_iocs(signin_df, obs_col="IPAddress", providers=["GreyNoise"])
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https://msticpy.readthedocs.io/en/latest/data_acquisition/TIProviders.html

2 1 ti = Tlleokup()

2 ti.lookup_iocs(signin_df, obs_col="IPAddress”, providers=["GreyNoise"])

34] ' T sec

Connecting... connected
Attempting to sign-in with environment variable credentials...
Using Open PageRank. See https://www.domcop.com/openpagerank/what-is-openpagerank

loc locType Safeloc QuerySubtype Provider Result Severity Details RawResult Reference Status
1 91.149.134.43 ipvd 9114913443 Mone GreyNoise False information Not found. ‘““[i‘;;‘;’f https://api.greynoise.o/v3/community/91.149.134.43 404
2 81211111100 vl 81211111100 Mone GreyNoise False information Not found. ‘R“[i;:fl’: htps://apigreynoise.iofv3/community/81.211.111.100 404
3 9114913443 ipvd 0114913443 Mone GreyNoise False information Not found. ‘R“[Eg:]‘f httpsy//api.greynoiseio/vd/community/91.149.134.43 404
4 2037213236 ipvd 2037213236 Mone GreyNoise False information Not found. ‘p‘“[ig:;‘f https:/api.greynoiseo/v3/community/2037.213.236 404
5 81211111100 ipvd 81211111100 Mone GreyNoise  False information Mot found. cRes[:;:]s: https://api.greynoise.iofv3/community/81.211.111.100 404
6 178153941 ipvd 178153941 Mone GreyNoise False information Not found. ‘ﬁmi https://api.greynaise iofv3/eommunity/178.153.04.1 404

Lookup _iocs results

To make viewing results easier there is a widget to allow you to interactively browse results:

ti.browse_results(ti_df)
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> 1  ti.browse_results(vt_df)
[86] + <1 sec

No results at TI Severities 'warning' or 'high'
Displaying only 'information' severity items.

Filter:

Select an item |20.3?.213.236 type: ipv4 (sev: information) providers: [VirusTi
81.211.111.100 type: ipvd (sev: information) providers: [VirusTi
91.149.134.43 type: ipvd (sev: information) providers: [VirusTi

| € | »

Details
VirusTotal
verbose_msg Missing IP address
response_code 1]
positives 0
Reference:

https://www.virustotal.com/vtapi/v2/ip-address/report

TI resUIts browser widget

Azure APl Access

MSTICPYy also has integration with a range of Azure APIs that can be used to retrieve
additional information or perform actions such as get Microsoft Sentinel incidents.

frommsticpy.data.azure_sentinel import AzureSentinel
azs = AzureSentinel()

azs.connect()

azs.get_incident(incident_id = "7c768f11-31f1-46ca-8a5c-
25df2e6b7021", sub_id = "8df49d90-99eb-4c31-985d-
64b3f33caa93", res_grp= "sent", ws_name="workspace")
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from msticpy.data.azure_sentinel import AzureSentinel

3 8zs = AzureSentinel()
4 azs.connect()
5 azs.get_incident(incident_id = "7¢768F11-31f1-46ca-Ba5c-25dF2e6b7821", sub_id = "Sdf49d90-99eb-4¢31-985d-64b3F33¢caa03", res_grps= "sent”, ws_names"workspad

7 ' 2 sec

Attempting to sign-in with environment variable credentials...
Attempting to sign-in with environment variable credentials...

id name etag type properties.title properties.description properties.severity propert

Preview:

Tadf5ele “790056a3
fsubscriptions/d1d8779d-38d7-4i06-91db- €202-4298- 0000-0100- . - . . |
Micr  Secy vl 1 e Tt o
U 9cbeBde0 176§/ resourceGroups/soc/praviders/Microsoft. Opera. Bcbb- 0000- Microsoft Securityinsights/Incidents g

e1278500fbcT  6170abas0000"
atypical
locations

Output of Azure APIs

You can find out more about MSTICPy’s support for Azure APlIs in the
documentation: https://msticpy.readthedocs.io/en/latest/data_acquisition/AzureData.html| & ht
tps://msticpy.readthedocs.io/en/latest/data_acquisition/AzureSentinel.html

Visualizations with MSTICPy

The ability to create complex, interactive visualizations is one of the key benefits
of Notebooks, allowing analysts to see data in a unique way and use it to identify patterns
of anomalies that may not otherwise be possible to identify.

Creating these visualizations from scratch can be quite a complex task and involve a lot of
code if starting from nothing. To make the process

easier MSTICPy contains several common visualizations work out the box with common data
sources from Microsoft Sentinel, and that can quickly and easily be called with minimal

code.

Timelines

Understanding when events occurred and in what order is a key component of many security
investigations. MSTICPy can plot diverse types of timelines with several types of data.

user_df = qry_prov.Azure.list_aad_signins_for_account(account_name="pdemo@seccxpninja.c

timeline.display_timeline(user_df, source_columns=["UserPrincipalName", "ResultType"]
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[88]

1 user_df = gqry_prov.Azure.list_aad_signins_for_account(account_name="pdemo@seccxpninja.onmicrosoft.com™)

2 timeline.display_timeline(user_df,

v 3 sec

source_columns=["UserPrincipalName”, "ResultType"])

3 Bokehd3 2.3.2 successfully loaded.

Event Timeline

4 SN (4 4 ¢ S

t t
11-11 00:00 11-12 00:00

Range Selector

T t t t
11-13 00:00 11-14 00:00 11-15 00:00 11-16 00:00

Event Time

11-11 00:00 11-12 00:00

Column(id = '3292°, ...)

Timeline visualization

t T t T
11-13 00:00 11-14 00000 11-15 00:00 11-16 00:00

Drag the middle or edges of the selection box to change the range in the main chart

Troubleshooting Tip: If you are defining columns from a DataFrame as a parameter in
another function (as we do above with source_columns) you can sometimes run into issues if

you specify a column that does not exist. If you want to see what columns a DataFrame has

you can call ‘DataFrame.columns’ to get a list of all the columns.

We can also plot time lines showing events with a duration rather than a single time stamp

with * display_timeline_duration':

timeline_duration.display_timeline_duration(alert_df, group_by="AlertName", time_column
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B> 1 timeline duration.display_timeline_duration(alert_df, group_by="AlertName", time_column="StartTimeUtc", end_time_column="EndTimeUtc")

[98] v <1 sec

{J BokehJS 2.3.2 successfully loaded.
Event Duration Timeline for AlertName

Terrninal - An ST Stop PLC Command was Sent =1 l |
—
. Sumpacod oo stk (047 |
s P
g @
-] ¢ >
< Device is silant ) bt
(Preview) Insider Risk - Risky User Access By Application — l |
t T t 1 t 1
11-01 00:00 11-04 00:00 11-07 00:00 11-10 00200 11-13 00:00 11-16 00:00
Event Time
Range Selector
1 .
-
T T 1 t t ~
11-01 00:00 11-04 00:00 11-07 00:00 11-10 00:00 11-13 00:00 11-16 00:00

Drag the middle or edges of the selection box to change the range in the main chart

Column(id = '3596, ...)
Timeline duration visualization

Tip: You can also call the timeline visualization directly from a DataFrame with ‘mp_plot’

alert_df.mp_plot.timeline(group_by="Severity", source_columns=
["AlertName", "TimeGenerated"])

> 1 alert_df.mp_plot.timeline(group_by="Severity"”, source_columns=["AlertName", "TimeGenerated"])

[91] <] sec

0 BokehJS 2.3.2 successiully loaded.

Event Timeline
‘ -
jo)
Medium

ep

& Low L ] L ]
¢ High 'S,

¢
T T T T T T T
20:45 21:00 21:15 21:30 21:45 22:00 22:15
Event Time

Range Selector

T T T - T
2120 21:40 22:00 2220
Drag the middle or edges of the selection box to change the range in the main chart

T T
20:40 21:00

Column(id = '3942', ...)

Grouped timeline visualization

Matrix Plots
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The Matrix Plot graph in MSTICPYy allows you to plot the interactions between two elements
in your data. This can be useful for seeing the relationships between points in a dataset, for
example if you wanted to see how often certain IP addresses are communicating with each
other in a network you can create a matrix plot with a source IP address on one axis, and a
destination IP address on the other axis.

As with the timeline plots, the matrix plot can be created directly from a DataFrame using
‘mp_plot’:

network_data.mp_plot.matrix(x="SourceIP", y="DestinationIP", title="IP Interaction")

1 network_data.mp_plot.matrix(x="SourceIP”, y="DestinationIP”, title="IP Interaction")

" <1 sec

3 BokehJS 2.3.2 successfully loaded.

IP Interaction @ £ : <
10.0.1.6 ° o
10.0.0.5 ' o ®
40.79.154.83
91.189.91.157
=
&
& 20.50.201.200
2
a
20.44.8.205
51.124.32.246
20.44.8.3 o o
20.50.80.210 ®
w2 w P~ w ==} [ag] 0w
- - . = ] o e
S = S S 2 2 5
. = . 2 @ o o
™ N ™
o = =
— [52] &3]

SourcelP

Matrix visualization

Widgets

We have seen a couple of widgets already in the query and threat intelligence result
browsers. These widgets make Notebooks much more accessible by providing a visual way
to interact and customize them without having to write any code. MSTICPYy includes a
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number visual, interactive widgets to allow users to select various parameters to customize

the Notebook.

network_vendor_data_g = "CommonSecuritylLog | summarize by DeviceVendor"

network_vendor_data = qry_prov.exec_query(network_vendor_data_q)

network_selector = nbwidgets.SelectItem(

item_list=network_vendor_data["DeviceVendor"].to_list(),

description='Select a vendor',
action=print,
auto_display=True

);

1

2 network_vendor_data = gry_prov.exec_query(network_vendor_data_q)
3 network_selector = nbwidgets.SelectItem(

4 item_list=network_vendor_data["DeviceVendor"”].to_list(),

5 description="5Select an vendor',

6 action=print,

7 auto_display=True

8

9

v

<1 sec

network_vendor_data_q = “"CommonSecurityLog | summarize by DeviceVendor"

Filter:

Select an vendor |Fortinet
Zscaler
Palo Alto Networks
Vectra Networks

4
Fortinet
Palo Alto Networks

Using the Selectltem widget to select a network vendor from data

g_times = nbwidgets.QueryTime(units="'day', max_before=20, before=5, max_after=1)

g_times.display()

s 1 q_times = nbwidgets.QueryTime(units="'day', max_before=28, before=5, max_after=1)

2 q_times.display()
[1e1] " <1 sec

Set query time boundaries

Or igin Date | 11/16/2021 Time (24hr) | 00:01:40.299551

Time Range I

Query start time (UTC): | 2021-11-11 00:01:40.299551

Query end time (UTC): | 2021-11-17 00:01:40.299551

Time range selection widget
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security_alerts = qry_prov.SecurityAlert.list_alerts(add_query_items="| take 10")

alert_select = nbwidgets.SelectAlert(alerts=security_alerts, action=nbdisplay.display_a

display(Markdown('### Alert selector with action=DisplayAlert'))
display(HTML("<b> Alert selector with action=DisplayAlert </b>"))

alert_select.display()

security_alerts = qry_prov.SecurityAlert.list_alerts(add_guery_items="| take 18")
alert_select = nbwidgets.SelectAlert(alerts=security_alerts, action=nbdisplay.display_alert)

display(Markdown('#%## Alert selector with action=DisplayAlert'))

alert_select.display()

[102] <1 sec

1
2
3
4 display(HTML("<b> Alert selector with action=DisplayAlert </b>"))
5
"

Alert selector with action=DisplayAlert

Filter alerts by title:

Select alert - |2021-11-15 15:50:17_.026000+00:00 - Users with Greater Than 1 City - {) - [id:375751ee-bdal-a2b6-38c9-a34cebB4976d)
Impossible Travel Activity by User - () - [id:63b9dce5-4c9e-0233-ac41-f8d23e580937)
- [id:3c1cZ2a0e-5668-199-28dc-5d531e3idTed)]
- [id: 1£5f855b-8d67-89c5-6e94-12ba1c31e855]
- [id:bffaSc08-ddfb-dafb-6bf3-5586ecababfe]

- [id:0cfbd Bed-eeb2-1531-c6dT-c3TbGdalb5ca]
- [id:fedc04be-bo76-b234.6633-edd1d33a0a43]
- [id:Bc3ee153-6b20-7330-5ade-210eb9caTecd)
= [id: 16ebe92c-005e-4¢7 0-2490-a02634b2234a)
- [id:0b401cce-9033-258d-2101-ecB141b5aad 3]

2021-11-15 20:58:54_028000+00:00 -
2021-11-15 21:04:42_.021000+00:00 -
2021-11-15 21:04:42.021000+00:00 -
2021-11-15 21:04:42.021000+00:00 -
2021-11-15 21:04:42.021000+00:00 -
2021-11-15 21:04:42.021000+00:00 -
2021-11-15 21:04:42.021000+00:00 -
202111415 21:04:42.021000+00:00 -
2021-11-15 21:04:42.021000+00:00 -

Device is silent -
Device is silent -
Device is silent -
Device is silent -
Device is silent -
Device is silent -
Device is silent «
Device is silent -

Alert selector with action=DisplayAlert

Selected Alert: 'Users with Greater Than 1 City'

Alert_time: 2021-11-15 15:59:17.026000+00:00, Compr_entity:, Alert_id: 375751ee-bdal-a2b6-38c9-a34ceb64976d

0
)
0
0
i}
1]
0
0

0

Tenantld
TimeGenerated
AlertDisplayName
AlertName
Severity
Description
ProviderName

VendorName

Alert selector widget

What to do Next

BecfB0T7-cf51-4820-aadd- 1404095635d
2021-11-15 21:04:53. 506000 + 00:00
Users with Greater Than 1 City

Lisers with Greater Than 1 City

High

ASI Scheduled Alerts

Microsoft

What you have seen here is just a tiny taster of what Microsoft Sentinel Notebooks can do.
However, luckily, we have a lot of additional resources to help you learn what you need and

get started with Notebooks.

We recommend that you do the following:

« Sign up for the webinar below where we will cover the topics in this blog in an
interactive manner, where you can see the code being executed and learn some extra

hints and tips about running Notebooks.
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December 16th 2021 - Become a Jupyter Notebooks Ninja — MSTICPy Fundamentals
to Build Your Own Notebooks - Sign Up Here
Run the Getting Started Notebook in Microsoft Sentinel

o This will help you get your config set up

o This Documentation will help you in running this notebook

o There is also an online tutorials
Try the interactive MSTICPy Lab — https://aka.ms/msticpy-demo
Go and read the MSTICPy docs —
https://msticpy.readthedocs.io/en/latest/GettingStarted.html
Learn more about Pandas - https://pandas.pydata.org/docs/
Check out our other Notebooks for ideas! - https://github.com/Azure/Azure-Sentinel-
Notebooks
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https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started
https://www.youtube.com/watch?v=SaEQJfoe8Io
https://aka.ms/msticpy-demo
https://msticpy.readthedocs.io/en/latest/GettingStarted.html
https://pandas.pydata.org/docs/
https://github.com/Azure/Azure-Sentinel-Notebooks

