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This sample comes from a Twitter thread located Here by Frost @frOs7_ and appears to be
“BazarLoader”

Since this is a Xlsb file | usually just open it up in my Office 2010 Pro sandbox and then
convert to XIlsm and unzip it so | can just view as xml.

The first thing | always do is take a quick look with a hex editor looking for anything of
interest.
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As we can see from the first 2 bytes we have a “PK” or zip file format.

Once we “UnZip” the file and navigate to the xI folder we can verify this is a binary file and it
also contains a Excel 4 macro folder named “macrosheets”.
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| drawings

|, macrosheets

J. media

. theme

}. worksheets

| 7| sharedStrings.bin
| 7] styles.bin

| 7| workbook.bin

Date modified

11/9/2021 10:05 AM
11/9/2021 10:05 AM
11/9/2021 10:05 AM
11/9/2021 10:05 AM
11/9/2021 10:05 AM
11/9/2021 10:05 AM
12/31/1979 6:00 PM
12/31/1979 6:00 PM
12/31/1979 6:00 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder
BIM File
BIN File
BIM File

Size

42 KB
1KB
1 KB
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If we look at the SharedStrings.bin file we can see that strings are in a Unicode format and

not that easy to see where they split up at.
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Looking at sheet1.bin in the macrosheets folder we can see it is not human readable.

This is the point where | usually convert the file.
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Here we can see we still have a “PK” file but you can clearly see the data is presented a little

differently.
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MName Date modified Type Size

rels - ile falder
Ju _rel 11/10/2021 5:25PM  File fold
Ju drawings 11/10/2021 5:25 PM  File folder
mac eets - ile folder
& rosh 11/10/2021 5:25 PM  File fold
media | 3 e folder
L medi 11/10/2021 5:25PM  File fold
| theme 11/10/2021 5:25 PM  File folder
. worksheets 11/10/2021 5:25 PM  File folder

|| sharedStrings.xml XML Document 22KB
|| stylesxml XML Document 2KB
|| workbosksml XML Decument 1KB

Once we unzip and navigate to the xl folder here it now looks a little different.
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£7xml varsion==1.0" ancoding="UTF-8" atandalcona="yas=73>

<azat xmlns="htop://schemas.openxmlformats.org/spreadshestml/2006/main” count="34" uniguaCount="34"><air<crconfecences Wwera
indeed, talked comparatively little, but I heard him talk withrelish. It was his nature to be communicative: he liked to
soanes and ways (I donot mean its corrupt scenes and wicked ways, but such as derived theirinterest from the great scale o
wore characterised): and I had a keen delight inreceiving the new ideas he offered, in imsgining the new pictures heportr
hadisolossd, never startlad or trooblad by one noxious allusion.The sass of his mannar fresd me from painful restraint: th
troatad ma, < tr< sisdnis><t>Working on till the peasantsS dinner hour, whioh was not long incoming, he went out of tha barn
naat yallow shaaf of rya laid on thathrashing floor for sead.Flodor cama from a willage at some distanoas from tha one in
assoclation. How ithad baen lat to tha innkespar.Levin talked to Flodor about this land and asked whathar Platon, awall-to
village would not take the land for the coming year.</t></si><si><c>Without answaring his words, Varia bant owver him, and
alear, notfaverish: but their expression was stern.5Thank God!5 she said. SYouSre not In pain?5hA little here,5 he poin
all-nu. atl!hnt“ his broad jaws, he looked at her while lluhmdmd him w Whan she had finished he said:5I5a not dali

And now if we look at the SharedStrings.xml file it is a little different.

By the counts there are 34 indexed shared strings. Each appears to be randomly generated
strings.
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| wrote a tool to aid in extracting and indexing the shared string from the xml file.

When | first parsed the shared strings | ended up with 0-37 index values instead of 0-33.
Turns out the tool stumbled on a rare random Char value | was using to split on.
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Here we see the xml version of the macro code. Like the shared strings it is hard to see thru
all of the xml tags what is there so | wrote a parser for those too.
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This tool is designed to extract values to aid in better viewing what is happening without all of

the xml tags. In this case some are left.
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{E11,3,1) samp MID(E11,4,1) Samp /MID(E1l 4, 1) samp CHAR (51) 54

MID(B14,%,1) samp MID (B 1l
CHAR {T4) §amp ;CHAR (67T) samp wlﬂj &
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-mmlﬂl 4Samp;CHAR (67) samp ,CHAR (74) famp ;CHAR (74) ,0,MID (H15, 35 1) Samp /MID (H15,
{ 47} i.tn_p‘IID[PEJ. 19,1) il.np‘lllb[ﬂl B,1) I-d.Ip,‘llIIH?‘?l 95, 1) ide,‘llIbt?‘?l 416,1) &
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£C
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£ r="Al3" t=mgRvElA< v o
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MID(HE,16,1) sa=p MID(HE, 41, 1) samp,MID(HE , 4, 1) samp MID(HE , 68, 1) samp MID(HS, 16, 1) sa=p MID (HE, T, 1) sa=p MID (HS,24,1) i;:]

Here we see what the values are.
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If we look at the highlighted values in green we see that it is looking for the string in cell
‘E11’ then we are taking the char at the index and taking so many chars. “MID(E11,12,1)” . In
vbs the index start at 1 but in this the index starts at 0.

So now we know the first char code was converted to “S” and now we see the first extracted
letter is “h” and the next to letter is “€” and then the next 2 are at the same index and is “I”.

Now we have the word “Shell” extracted.

This would be a pain to do by hand, but now that we understand how it works what else is
available to extract this data.

The Answer is “XLMMacroDeobfuscator” located here .
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[ERD of Decbfuscation)

As we can see here this tool does a great job of presenting us with the deobfuscated strings.

The version I'm using here is from October 3rd 2021 before it was updated several more
times. The version number stayed the same so you need to verify by the install/ file date.

Using the latest version as of November 12th 2021 it only returned the eval result. Also
notice in the screen shot that showed the data it is a “Partial Evaluation” where in the
updated version it is a “Full Evaluation”.

| have not looked at the byte format for the Macro sheet data but | have looked at the shared

strings in the binary format.

Do to the lack of information that | can find on the file format let’s take a quick look at the

data in this file as shown below. Notice the patterns.
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In the original sample | wrote an extraction tool for we can see how it is laid out slightly

different.
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32 13 07 00 201 00 00 00 T3 00
33 13 37 00 1% 00 00 00 43 00 3A 00 5C 00 55 00 73 00 65 00 72 00 73 00 5C 00 50 00 75 00 €2 00 &C 00 &% 00 €3 00 5¢
34 13 67 00 31 00 00 00 62 00 T4 00 T4 00 70 00 73 00 3A 00 2F 00 2F 00 64 00 6F 00 63 00 75 00 73 00 €% 00 €7 00 6§
25 13 0% 00 02 00 00 00 S5 00 44 00
36 13 FB 3D 00 TB OF 00 00 53 00 75 00 73 00 70 00 €5 00 63 00 T4 00 65 00 €4 00 20 00 €A 00 6F 00 6% 00 6E 00 74 00
37 13 F3 OB 00 FT 02 00 00 45 00 78 00 74 00 72 00 €5 00 €D 00 €5 00 6C 00 7% 00 20 00 €B 00 6% 00 6E 00 €4 00 6E 00
38 13 FD 07 00 FC 01 00 00 44 00 6% 00 73 00 74 00 €1 00 6E 00 63 00 65 00 20 00 64 00 €5 00 76 00 &F 00 &E 00 73 00
3% 13 A5 03 OO0 DO OO OO0 OO 20 OO0 &1 OO0 &4 OO0 &D OO0 €% 00 72 OO0 &1 OO0 74 0D €% 00 &F 00 &E 00 ZE 00 &% 0O &E 00 74 00
40 13 BS 01 OO0 58 0O OO OO 4E OO &5 00 &5 OO0 &4 OO0 €5 00 &4 OO 20 OO &6 0D €5 00 &5 00 €2 00 &C OO0 7% OO 20 OO0 &4 OO0
41 13 B5S OA 00 98 02 OO0 OO 43 00 &F OO 74 OO0 74 00 €1 OO &7 OO &5 OO 20 0O &2 OO0 &5 00 66 OO0 GF 00 T2 OO &5 OO 20 0O
42 13 593 27 00 ST 0% 00 OO0 53 00 &5 00 &C 00 &C 00 20 00 &5 OO0 &9 0D 74 00 €8 00 &5 00 72 00 20 00 &E OO &5 00 &1 OO0
43 13 07 00 01 00 00 00 45 00
44 13 09 00 02 00 00 00 46 00 44 00
45 13 0% 00 02 00 00 00 52 00 45 00
46 13 23 00 OF 00 00 00 2F 00 41 00 4D 00 44 00 36 00 34 00 €7 00 €C 00 6F 00 72 00 79 00 ZE 00 73 00 7% 00 73 00
47 13 B3 3F 00 DT OF 00 00 4F 00 €E 00 20 00 72 00 €5 00 63 00 64 00 20 00 €E 00 &F 00 77 00 20 00 73 00 75 00 73 00
48 13 BB 05 00 SB 02 00 00 4F 00 GE 00 20 00 72 00 €5 00 63 00 &6F 00 &D 00 &D 00 €5 00 €E OO0 64 00 20 OO0 74 00 &F 0O
ol
1. theme 7/6/2021 6:06 PM File folder
| worksheets 7/6/2021 6:06 PM File folder
|| qutxmil 1/1/1980 1:00 AM AML Document KB
lﬂ styles.bin 1/1/1980 1:00 AM BIM File 3 KB
|7 werkbook.bin 1/1/19801:00 AM  BIN File 2KB

Although the file in my original sample was labeled qut.xml it was not an xml file at all. So
you can not count on a file name or extension for searches.
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& qutxml -

Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
00000080
000000CO
00000000
000000ED
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001A0
000001EB0
000001CO
00000100
000001ED
000001FO
Q0000200
00000210
00000220
00000230
00000240
00000250
00000260

00
23
00
01
07
00
00
00
00
13
44
00
04
00
00
4h
00
00
13
20
65
68
20
72
&7
73
68
6E
64
73
6F
61
6E
64
65
73
73
76
69
65

01

01
00
00
0o
13
&F
00
01
o7
00
00
0o
00
01
00
4B
13
BT
00
0o
00
00
00
00
00
00
0o
0o
00
00
0o
00
00
00
0o
00
00
00
0o

02

08
65
00
01
07
00
0o
oo
0o
13
4Cc
oo
0o
00
43
0o
oD
2E
64
T7
61
68
2E
T2
T7
65
61
6D
64
6E
67
64
20
72
&6F
20
65
73
2E

03

48
00
el
0o
00
13
T4
0o
01
o7
oo
0o
25
oo
0o
65
00
00
oo
00
00
el
oo
0o
00
00
0o
00
oo
oo
0o
oo
00
00
0o
00
0o
oo
0o

04

00
i3
41
00
01
07
0o
00
00
0o
13
4C
00
oo
43
00
04
99
72
20
&D
69
20
&5
65
72
74
69
6F
&C
65
69
&C
€5
&D
T0
&4
69
20

05

00
o7
00
0o
0o
00
13
63
00
01
o7
0o
13
4B
oo
T2
00
0B
00
0o
00
00
oo
0o
Q0
00
0o
0o
00
00
0o
0o
00
00
0o
0o
00
00
0o

06

00
00
13
79
00
01
o7
0o
00
00
00
4D
07
00
42
00
00
00
£l
62
20
73
41
65
72
20
75
72
€D
€9
20
&E
€5
E6
685
T2
20
74
41

a7

2C
01
o7
oo
00
00
00
13
6E
00
01
oo
00
i3
00
6E
00
00
090
oo
00
00
00
0o
00
00
0o
oo
00
00
0o
00
00
00
0o
0o
00
090
0o

o8

oo
00
00
13
T2
0o
01
a7
Qo0
00
0o
&F
01
11
42
oo
66
47
77
T2
62
20
73
64
20
EA
T2
65
2E
&7
64
&7
64
EF
T4
65
E5
&5
&6E

09

00
oo
0l
07
00
alo]
0o
00
13
77
00
00
00
0o
0o
&5
00
0o
0o
0o
00
0o
oo
00
o0
0o
00
00
0o
00
00
00
Qo
0o
00
00
0o
00
00

0a

00
00
00
0o
13
54
00
01
o7
00
00
6E
00
06
13
00
6C
&6F
20
65
75
68
6B
20
T2
&6F
65
20
20
65
65
20
20
72
69
T3
78
20
20

0B

13
-
00
01
o7
0o
00
ila]
00
i3
g2
0o
0o
00
is
&c
00
00
oo
0o
00
00
oo
0o
00
00
0o
00
0o
00
0o
0o
Qo0
00
ila]
0o
0o
00
0o

oc

07
00
00
00
00
i3
64
00
01
o7
00
13
43
o0
oo
00
61
6F
6B
64
73
6F
20
61
61
79
20
77
4D
74
70
62
T4
65
&D
65
71
73
66

oD

00
13
&9
0o
01
o7
00
0o
00
00
13
o7
00
00
08
33
00
00
00
0o
00
00
0o
0o
00
00
0o
0o
00
00
0o
0o
00
00
0o
00
00
00
0o

0E

01
07
Q0
0o
00
Q0
13
61
0o
01
oD
oo
13
4a
00
0o
T4
&4
EE
20
79
75
61
6E
T4
20
61
69
6F
20
65
&85
1]
20
&85
T2
75
1]
61

OF

oo
0o
13
486
oo
o1
07
oo
oo
0o
0o
01
07
oo
oo
32
oo
0o
oo
oo
oo
oo
oo
oo
oo
00
oo
oo
oo
0o
oo
oo
oo
00
oo
oo
oo
o0
oo

...... VeensosasaF
........ I
aOsssssssslonnas
R A .« R
..... - 1
....... Dicssssaaa

DeeevnneaWasanns
[ P L

s e, .G.0.0.d,
d.r.a.w. .k.n.
e.Ww. .b.r.e.d.
h.a.m. .b.u.=2.vy.
h.i.a, .h.0.u.
Too. A.3.K. 2.
g.r.e.e.d. .a.n.
S.W.2.,I. .Ir.a.C.
h.=.r. .3.0.¥. .
n.2.c.u.r.2. .&.
d.m.i.r.e. .w.i.
s.d.o.m... .M.o.
o.n.l.i.g.h.T. .

a.g.e. .d.e.p.e.
n.d.i.n.g. .b.e.
d. .l.e.d. .t.h.

e.r.e,.f.o.xr.=, .,
z.0.m.2.c.i.m.2.
3. .p.r.2.3.2.I°.
v.e.d. .e.x.g.u.
i.s.i.t.e. .=.h,.
B.o. Jo.0. f.2.

And here is what it looks like in the Hex editor.
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| ==l = — m'
Sdfaacin) B8 BL B} B3 B4 OB b6 57 OB B9 Ak B8 52 05 L AF F
FEAAIE AL B9 B GO 41 99 10 47 O B 99 B0 0 4B B0 10 et
o BERSEanehEREREE % 5000 65 00 L e S S T T
Siseois e T3 0 an i 80 00 30 34 30 1k 1 e % e B s
SaSdSas 5 B4 S5 Ta B9 43 OF 85 AL 54 42 00 64 99 53 47 56 T 6 3 T 3 0
FERARATR R B B B0 B0 4D B0 B3 07 BG ON GO B 0 ML 0 gggggf:ﬁ BREURARTRARIRLRARIRORY AR TR IRNEER
SIEASEES LY BT B AL BO 55 B dE 55 5N 4T B N5 55 B8 48 TROE TR DDLH
G9500095 44 60 §3 67 £0 G5 G0 0O GO TT 03 33 4T 0 83 80 40 00 00 46 00 S TO X T 1 A ) 4 02 T4 50 20 1 0 A 0
BAHAAE 0 B0 40 B0 1X 47 00 41 00 60 00 B2 0 10 60 0 o0 00 00 T 00 HEEER 66 6 T T 8 36 7 60 T3 1 B 8 T P T
SIS0GGES G4 00 55 04 45 53 4B 55 GF 85 4E 9 13 BF 88 A 50 00 00 EF 90 | BAmmBEEAETEEHE DR D 58 415 11 4 P A i
SECOOOCE 90 0N 2% BN S0 1D 07 20 Ui 50 90 0 4) 3 I3 U7 & o HEDCEAEY EE W 6 ¥4 00 TR g g
BEOGADE BB B BE 0O B0 4B B0 L3 1L B0 04 B0 B8 00 AR 00 00 00 00 54 00 G 00 73101 00 70 00 5 00 0 0 8 0 2 0 mmmn
SESSSSES AR B9 A3 G0 43 8% 4F 05 45 59 13 3% 03 08 58 62 90 00 00 T4 00 e I e I e e L T
SICIAMD G0 4B S0 € 50 ] 0 R G0 43 00 4K 3N D W D0 Db oD &4 B B 1 A 0 e, s e A 8 T T B
BSALES B8 L3 BB OO B4 5 Bh B8 G0 B2 42 B4 4L B3 T 63 o0 00 0D 3 OO R e T T p U LI
SRS S 00 00 o0 E1 0D W A 0 710 O 2000 4 00 O T
MLk RO NNENEENENIENED 90 00 08 6z 90 e R
GEesaiAn B0 B9 N3 B9 ND 95 90 60 K2 B9 TR BN TH 00 TR 98 00 00 0D 44 00 B o . 2 O Ay
BSGLEE BB B0 4B OO 4B 03 TH 05 1D B0 4B B0 AF 00 T3 03 o0 00 0D TT 00 CEEEE mETEE S AR E 11 LR
SeSSaLis B3 o) 3E O 30 58 41 55 TI S0 &8 o0 86 4 43 B Lt =
HEOLTE H7 09 T7 00 43 00 4B B 6N B0 29 B0 0 00 4K 09 232222 1::2 s 2 0 0 o B 0 3 B T 5 A 0 4
SISANLES D B TY B4 43 55 RE 55 b3 B8 RH B 44 O3 T4 68 B0 0D OD 45 0D 4D 00 &F o0 €F 0O s S0 1 0 0 T T 0 B
SERILET 88 00 8 ) TT 99 IV 99 EA 29 4F 0 TF 9 % 99
SICOULAD EE 00 41 00 TH 00 TH B0 T2 0O 48 00 20 00 41 00 ©0 00 o0 33 00 Lo
SSSSALES 44 B9 AB GO WR 82 T 85 46 54 B2 00 BT 03 w62 o0 00 b 43 00 st By SR E0
FEERlER TH 6N M B0 NT 05 4D 6F I 59 29 06 A0 00 MF 98 o0 00 0D 4B 00
BSGHLES AF B3 4E O 45 50 b 55 47 B0 40 B0 4 83 10 83 00 00 OO AA 00 A B0 A3 O A3 OO 41 00 4 =TT “
S59RLES 3 69 BT 03 A OF 33 55 44 50 4A 09 % 03 43 63 T0 0D G0 4B ©0 65 0 T3 00 €% o0 6 o0 9l -
Sicialue ux 50 B b 4G 56 4 46 44 0 55 69 7 o4 48 08 50 63 65 &6 00 2 55 £1 50 T4 &3
SECOOIIE N 0N 77 09 @B 00 d S0 EF 0 TJ o0 4 0 IO 99 | hmTh
BNEIE 78 00 AF OO HD 00 6 00 TA B0 4 B0 6D 00 4 00 .
SOOCHNI0 W3 00 30 O 10 02 TF 20 @ S0 T2 o0 48 00 1T A e e | 0
SELGUIAE TH BN BN O 84 00 I9 55 6K 5 TH B0 TH 00 TR 93 | e A
55 TH 85 EN DO DR B T3 B3 4 A e 1
55 41 59 4F 09 53 G 44 03 43 82 ez d g
MM IR T TN W T M W s & F
B WS B A S5 OF 52 Ta 50 BS B 62 53 43 B3 b ¢
N G930 95 TT 55 4N 50 T3 09 M B3 30 69 e F 2
AL 08 10 B MR B0 60 00 8L 03 T8 00 i B T
3 58 14 55 @k 54 W B4 4T 53 dd 55 ki 4
%5 39 % 60 60 A8 9 T 03 30 0 e 101
55 Eh 35 T B8 4B B A4 B3 1D 48 i 11 4
B8 30 25 T 5% TE 50 4 00 30 99 Index 13 8
B I 8 060 AN 0 AT B0 TR e 13
55 B2 55 @ B8 T4 B 43 B3 H4 B2 b b 1
IR T W0 ST N A N W Index 15w
S &l 85 BY BS 48 B SL B3 15 84 ek 16 L
55 04 59 Wh B3 M1 B9 T 08 4 82
% TH ¥ T 60 88 69 3K 03 30 0
55 Ti S5 S B0 A B4 04 S5 i 48
[ ByeRosarchine | S SharedSi By e 15| | Esract et SrwmcSinga Comect a3 e 13 5 Bueessnach 220 O3
1 9F 01 08 Header bytes. Same in all samples.
Z 4% 00 00 00 Count: lxdB = 72 Decimal
3 2C 00 09 00 Unigue Count: 0x2C = 44 Daimal
&
5 00| 00 ﬂ@l Unicode Char
6 o0 oo
7 00 00 41 00
B 00 00 &5 DO
5 oo 78
i0 an
11
12
13
14
15
16
17
i
19
20 T
21 4c
22
23
24
25
26
27
28 33 00 32 00
29
a0 Q0 72 00 &1 00 TT 00 20 00 6B 00 SE 00 €5 00 TT 00 20 00 &
31 00 eo 00 TS 00 20 00 T4 00 &5 00 S5 00 €D 00 20 00 &% 00 §
32
33 72 0@ 73 00 5C 00 50 00 75 00 €2 00 &c 0O €9 00 €3 00 5C
34 ZF 00 zF 00 &4 00 &F 00 €3 00 75 00 73 00 €9 00 &7 00 €E O
35
36 00 74 00 &5 00 &4 00 20 0O EA DO GF DO €9 00 G6E OO T4 0O 7T
a7 00 &5 00 &C 00 7% DO 20 00 &E OO0 &2 00 &E 00 64 00 &E 00 &
g 00 €2 00 65 00 20 DO 64 00 65 00 76 00 éF 00 62 00 72 00 &
a8 Q0 1 00 T4 00 &% 00 6F 00 SE OO0 2E 00 €% 00 SE 00 T4 00 &
40 00 20 00 &6 00 &5 00 5 00 62 00 &C 00 7% 00 20 00 &4 00 &
41 00 5 00 20 00 &2 00 65 00 &6 00 &F 00 72 00 65 00 20 00 &
42 00 €% 00 74 00 &85 00 65 00 72 00 20 00 &8 00 65 00 &1 00 &
a3
44
45
48 &7 0D &€C 0D & 0O 72 00 79 00 2E OO 73 0O 79 DD 73 DO
47 00 €4 00 20 00 EE DD 6F 00 77 OO0 20 00 73 00 TS5 00 T3 Q0 7T
48 Q0 eF 00 &0 00 ED DO 65 00 6E OO0 &4 00 20 00 T4 00 EF 0O &

Lets take a look at format for this sample then we will go back and look at the one from the

beginning.
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We can see the first 3 bytes of the data appear to be a fixed Header value.

The next 4 bytes are the “Count”. If | understand correctly, it is the total times the string/chars
are referenced.

The next 4 bytes are the “Unique Count”. These should be the total number of strings shown
in the cells.

Next it gets interesting.

The first byte is always 0x13 Next we have 1 or 2 bytes (Unknown). Perhaps it is a data type
? It appears that it could be 1 or 2 bytes then a null byte depending on the string.

Next we have the length of the string as displayed in the cell. It uses at least 2 bytes.
So the first is only 1 char then value is 0x0100 or in reverse order 0x0001.

After that we have 2 null bytes. Then finally the Unicode bytes for the string.

Now lets go back to our first file that we extracted from this sample.
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5 SharedStr-Bytes ot £ |5 Bxiracted SharedStings Comect b (3| [ SharedSir-Bytes ComectFomat b (|

A

[ery

=t

(L]

=t
O =) oh U0 s B = O W o =) 00 W=

et

15

oSF
22
22

01
00
00

c5
DB
DB
A7
D9
FD
B3
ED
AS
8B
EF
AT
BYS
BB
97

B9
g1
BD
99
F3
8F
E7
FF
91
oD
CF
93
ES
ED

08
00
1]1]

oc
08
07
0B
1]
08
oA
1]
on
10
0a
05
oc
(1}:%
oA

(1}:%
09
o8
08
os
08
1]
08
08
1]
0s
0%
0%
08
08

oo
0o

00
oo
oo
0o
0o
oo
0o
Q0
00
0o
00
00
00
oo
0o

oo
0o
00
oo
oo
00
0o
oo
oo
00
oo
oo
0o
00
oo

20
2B
EB
ol
7.1
3c
27
72
92
03
sD
21
1a
8B
gs

Sn
3E
ic
on
37
0s
71
3D
06
4cC
63
47
72
34
14

03
oz
o1
o2
o2
o2
o2
o2
0z
04
02
02
03
oz
o2

o2
o2
02
o2
o2
o2
02
oz
o2
o2
0z
oz
o2
o2
o2

oo
oo
oo
oo
oo
oo
oo
oo
oo
00
o0
o0
oo
oo
oo

&F
oo
oo
oo
oo
oo
oo
oo
oo
0o
oo
oo
oo
oo
oo
oo
oo
a0

00
0o
0o
oo
00
0o
o0
00
o0
0o
oo
oo
oo
oo
00
0o

oo
oo
0o
oo
oo
oo
0o
oo
oo
00
oo
oo
oo
0o
oo
oo
oo
0o

63
57
57
61
67
61
10
77
24
6l
54
35
&c
61
73
35

20
&F
eD
3s
&1
73
6B
&7
is
61
41
3is
63
73
68
s2
77
73

00
0o
oo
oo
00
oo
oo
00
00
oo
o0
oo
oo
oo
oo
0o

oo
(1]1]
0o
1]1]
oo
1]1]
0o
oo
1]1]
00
1]1]
oo
1]1]
00
oo
0o
1]1]
0o

EF
eF
€9
EE
6l
73
72
€l
e8
€E
€8
4E
61
72
74
57

€2
EE
159
41
€4
el
65
72
4E
76
74
49
EF
el
65
75
€3
75

00
oo
00
00
0o
00
00
00
00
00
00
00
0o
00
00
oo

oo
00
oo
oo
oo
00
oo
oo
0o
0o
oo
oo
00
oo
oo
oo
00
oo

6E
72
74
&4
76
;]
EF
73
e3
64
€5
6F
72
&5
&1
&5

€5
€3
20
&8
€1l
€3
&5
75
EF
6F
20
20
EE
69
72
73
74
72

00
]
00
00
]
00
00
00
00
0o
00
00
oo
00
00
1]

oo
oo
v}
oo
oo
oo
oo
oo
oo
0o
oo
oo
oo
]
oo
oo
oo
oo

66
6B
68
20
&5
6l
6A
20
20
20
&E
2C
&7
20
75
&C

20
&5
63
2c
79
&4
70
66
20
69
T4
&8
64
6E
73
73
&8
65

oo
oo
oo
oo
00
oo
oo
o0
00
oo
o0
00
oo
oo
oo
oo

oo
1]1]
oo
oo
oo
oo
oo
oo
oo
00
oo
oo
oo
0o
oo
oo
oo
1]

65
69
&F
&8
20
&D
€5
&2
82
77
20
20
65
14
2C
&ec

&2
20
&8
20
20
2C
20
&6
&F
&4
68
61
65
T4
&5
6%
&F
20

00
00
00
00
00
0o
00
00
00
0o
00
00
oo
00
00
oo

oo
0o
00
0o
oo
0o
00
oo
00
00
0o
oo
00
00
oo
oo
0o
00

72
6E
75
€1
&3
65
€3
€5
12
65
63
77
20
EF
20
2C

ec
&7
(3]
&eC
77
20
&8
Ec
70
&3
61
€4
73
20
&ec
€1
75
6E

00
oo
00
00
u1]
00
00
00
00
00
00
00
0o
00
uli}
ulli]

oo
oo
oo
oo
oo
oo
oo
oo
oo
ui]
oo
oo
oo
oo
oo
oo
oo
oo

€5
67
T4
64
74
64
74
€7
63
20
6l
el
&8
6F
€l
20

61
ec
&C
65
EF

€9
79
70
EE
T4
20
€3
GE
66
EE
74
6F

0o
0o
0o
oo
00
00
00
o0
00
00
00
o0
0o
00
0o
00

oo
oo
0o
oo
oo
oo
0o
oo
oo
00
oo
oo
oo
00
oo
oo
oo
0o

o Gy B T =) O BB R B B R

L e O e O T O I e = = 5

Notice how everything is aligned but the area in the red box.

16/18


https://pcsxcetrasupport3.files.wordpress.com/2021/11/firstsst-b.png

| NS SIS H BincedSwnsiSmgs Lomecti £

said after a momentSs silence, banding)
hers in it.She was glad of chis appeal

Dl

B [ [

(sece|_ e ||

]l

1€ Index :13 are too impulsive, too vehament; the scversign hand that createdycur frame, and put
life inte ic, has provided yeou with otherresources than your feeble self, or than creatures fesble
as you.Besides this sarth, and besides 'm - . {n:.!-lu-dl & b kingdom of
gpiricva: that world is round us, for i _ _— —— - ey are
commissioned toguard us: and if we wepy on e Hep | sides, and
hatred crushed us, angels see ocur tort 13 ps I know

l you are of this chargewhich Mr. Brocklf| & .. flem O0d Obn B Owod OOwond O Wonl B inand
17 Index :14 stay, and I stayed,5 he sa o this?5 he

e would lay
bld net let

her give herself up to her feelings, al
surrendar . 50f course you wanted to sta)

o () (e (o] (o) (i) o) (] ] ff <

(3]
e [ (o ) (0] () e Lo e (ol o) [foyome -

you tell me that for? With what cbject AT
contest your rights?But you want to be
18 Index :15 SWell, if that isnSt the g - IE El IIIE”I]I:IEIE' . GSWhy

balled (o) o)) Edled ||=;

et I ocught

@El L Em@mmncuuu:

£y us

didn5t you pop out and tell them £o on . .
couldnft helphearing at first, and the -
o go away.55Just wait till I see Annig| D= | ==
stuff. Tha idea of having “plans5 andl —
by-and-by! wWonithe shout when I tell him what thos
1% Index il16 @ | d Ba B

once gll:':l.n.q at Levin, who had never taken his ayes off him.5Let me introduce you,5
said the Princess, indicating Levin.5Constantin Dmitrievich Levin, Count Alexei Kirillowvich
vronsky.5Vroneky got up and, leoking cordially at Levin, shook hands withhim.5I balieve I was to
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If we look at the string under index 16 we see it is 531 characters long.

531 = 0x0213 and our value in the data is 0x1302.

e i e b ey e )
1 9F 01 08
2 22 00 0O 0O
3 22 00 00 00
4
S ®8 cs oc B0 20 03 00 00 63 00 &F DO 6E 00 66 00 &5 00 72 00 65 00 6 00 63 00 &5 DO 73
& 23 D2 08 00 2B 02 0O 00 57 00 6F 00 72 00 6B 00 &% 00 6E 00 €7 00 20 00 6F 00 6E 00 20
7 @3 DE 07 00 EB 01 00 00 57 00 6% 00 74 00 68 00 &6F OO0 75 OD 74 00 20 OO0 61 OO0 €E 0O 73
@ %8 a7 0B 00 D1 02 00 00 61 00 6E 00 €4 00 20 00 68 00 61 00 64 00 20 00 6E 00 6F 00 20
5 ¥3 DS 05 00 6 02 00 00 67 00 61 D0 76 00 65 00 20 00 69 00 74 00 20 00 77 00 6% 00 74
10 28 FD 08 00 3¢ 02 00 00 &1 OO0 73 D0 &8 00 61 OO0 D 00 €5 00 &4 00 20 OO0 &F 00 &6 OO0 20
11 %3 B3 0A 00 97 02 00 00 70 00 72 00 6F 00 6A 00 65 00 63 00 74 00 20 00 6F 00 66 00 20
12 .EEUQDI}?E 0z 00 00 77 OO0 61 00 73 00 20 00 &2 00 &5 00 &7 OO0 6% 00 6E OO0 €E 00 &9
12 18 A9 OA 00 %2 02 00 00 54 00 &8 00 €5 00 20 OO0 &2 00 72 00 &5 00 &1 00 &4 00 20 00 &2
14 3 2B 10 00 03 04 00 00 61 00 6E 00 64 00 20 00 77 00 65 00 20 00 73 00 68 00 61 00 &c
15 13 BF OA OO0 %D 02 00 00 54 00 &2 00 &5 00 &E OO0 20 00 &3 00 &1 DO &0 00 &5 00 20 00 74
16 U3 A7 09 00 51 02 00 00 35 00 4E 00 6F 00 2c 00 20 00 77 00 61 00 6% 00 74 00 20 00 61
17 33 8% OC 00 1A 03 00 0D 6C OD 61 OO 72 00 67 00 &5 OO 20 00 68 00 61 00 TA 00 &5 00 &c
12 18 BE OA 00 5B 0Z 00 00 &1 00 72 00 &5 00 20 OO0 74 OO0 &F 00 &F OO0 20 00 &9 00 eD OO 70
19 #3 97 0A 00 89 02 00 00 73 00 74 00 61 00 79 00 2c 00 20 00 61 00 6E 00 64 00 20 00 49
20 @3 cr OB OO0 25 02 00 00 35 00 57 OO0 &5 D0 &éC OO0 &C 0D 2C OO0 20 DO &% 00 &6 00 20 00 74
21 %8 AB 08 00 T8 02 00 00 74 00 6F 00 20 00 62 00 65 00 20 00 62 00 6C 00 61 0O 6D 00 65
22 #3 E3 07 00 EF 01 00 0D 6F OO0 6E 00 63 00 &5 00 20 00 &7 00 6C OO0 61 00 &6E 00 &3 00 &%
23 13 B9 09 00 5A 02 00 00 €D 00 79 00 20 D0 &3 00 &8 00 &9 00 &C 00 &4 00 72 00 &5 00 &E
24 33 B9 0A 00 9A 02 00 00 35 00 41 00 68 00 2c 00 20 00 éc 00 65 00 74 00 20 0O 6D 00 65
25 13 21 09 00 3E 02 00 00 &1 00 64 00 &1 DO 79 O0 20 00D 77 00 &F DO 72 00 &C 00 &4 00 20
26 28 BD 08 00 1c 02 00 00 73 00 61 00 69 00 64 00 2C 00 20 00 6A 00 75 00 73 00 74 00 20
27 @3 %% 08 00 OA 02 00 00 6B 00 65 00 &5 00 70 OO0 20 OO0 &% O0 65 OO0 €D OO 2E OO0 35 00 57
28 E3 F3 OB OO0 37 02 00 00 &7 00 72 00 75 00 66 00 &6 00 6C 00 79 00 20 00 &2 00 &5 00 &3
29 #3 8F 08 0O 05 02 00 00 35 00 4E 00 6F 00 20 DO 6F 00 70 00 70 00 6F 00 72 00 74 0O 75
30 13 E7 0% 00 71 02 00 00 &1 00 76 00 6F 00 69 OO0 64 0D €9 00 &E OO &7 OO0 20 00 &C 00 &F
31 %8 Fr 08 00 3D 02 00 00 41 00 74 00 20 00 74 00 68 00 61 00 74 00 20 00 D 00 6F 00 6D
32 13 91 08 00 06 02 OO0 OO0 35 00 4% 00D 20 00 €8 00 €1 OO0 &4 OD 20 00 €5 00 €D OO €1 00 &7
33 13 5D 09 00 4C 02 00 00 &3 00 &F 00 &E 00 &4 OO0 &5 00 73 00 €3 00 &5 00 &E QOO0 73 00 &9
34 U8 cF 09 00 65 02 00 00 73 00 61 00 6% 00 6E DO 74 00 20 00 6E 00 6F 00 72 00 20 DO 61
35 @3 53 0% 00 47 02 0D OO0 62 00 65 0D 72 00 73 00 €5 00 &C OD 66 00 20 OO0 75 00 €E 00 64
36 %8 £9 09 00 72 02 00 00 52 00 75 00 73 00 73 00 €5 00 61 00 6 00 73 00 20 00 61 00 72
37 ¥3 ED OB 00 34 02 00 00 77 00 65 00 74 00 68 00 6éF 00 75 0D 74 00 20 00 73 00 &5 00 &cC
32 18 ap 08 00 14 02 00 00 73 00 75 00 72 00 65 OO0 20 00 6E OO0 &F 0D &2 DO &F OO €4 0O 79
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https://pcsxcetrasupport3.files.wordpress.com/2021/11/firstsst-2.png
https://pcsxcetrasupport3.files.wordpress.com/2021/11/firstsst-3.png

Now everything lines up.

Here we see the first byte 0X13 then 2 unknown bytes then a null byte then 2 bytes for the
length and then a double null and finally the start of out Unicode string values.

So in this sample we have extra 0x13 in a place that will break the tool.

At this point the tool will work on a few but will need a total rewrite based on this new
information.

There have been plenty of samples that | have looked at where you did not even need to
look at the VBA or macro code. All you needed to do was extract the shared strings to get
the urls or paths used.

That is it for this one | hope you learned from this as much as | did.

Links:

I_

k to Twitter thread
to Sample on InQuest Labs
t

o Sample on lIris-H

WX

Link to XLMMacroDeobfuscator

—

ink to my tools on GitHub
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https://twitter.com/fr0s7_/status/1458481326294769674
https://labs.inquest.net/dfi/sha256/5cd1c8b7425fcfd1d23acb3056262203b86174d87d6b8feb2087790694ea48b5
https://iris-h.services/pages/report/580fa6d458157bf2c0ad5c6d5165a1a9d83fe70c#metadata
https://github.com/DissectMalware/XLMMacroDeobfuscator
https://github.com/PCsXcetra/ToolsForParsingExcelData

