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Attackers use domain fronting technique to target
Myanmar with Cobalt Strike
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By Chetan Raghuprasad, Vanja Svajcer and Asheer Malhotra.
 

News Summary

Cisco Talos discovered a new malicious campaign using a leaked version of Cobalt
Strike in September 2021.
This shows that Cobalt Strike, although it was originally created as a legitimate tool,
continues to be something defenders need to monitor, as attackers are using it to
set up attacks.
The threat actor in this case uses domain fronting with the Cloudflare Content
Delivery Network, redirecting a Myanmar government owned-domain to an attacker-
controlled server.
The threat actor employed the tactic of re-registering reputed domains in their attack
chains to evade detections.
This threat demonstrates several techniques of the MITRE ATT&CK framework,
most notably T1202 - Indirect Command Execution , T1027 - Obfuscated Files or
Information, T1105 - Ingress Tool Transfer, T1071.001 - Application Layer
Protocols:Web Protocols.

What's New?

Cisco Talos discovered a malicious campaign using an obfuscated Meterpreter stager to
deploy Cobalt Strike beacons in September 2021. The actor used a domain owned and
operated by the Myanmar government, the Myanmar Digital News network, as a domain
front for their beacons.

https://blog.talosintelligence.com/2021/11/attackers-use-domain-fronting-technique.html
https://twitter.com/cRaghuprasad
https://twitter.com/vanjasvajcer
https://twitter.com/asheermalhotra
https://attack.mitre.org/techniques/T1202/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1105/
https://attack.mitre.org/techniques/T1071/001/
https://www.mdn.gov.mm/en/home
https://blog.cobaltstrike.com/2017/02/06/high-reputation-redirectors-and-domain-fronting/
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The evolution of this threat indicates that the attackers have been active since at least
August 2021 using a combination of Meterpreter stagers and Cobalt Strike beacons to
establish presence on victim's endpoints.

How did it work?

The malware is typically a loader that runs on a victim machine, decodes and executes
the Cobalt Strike beacon DLL via reflective injection. It loads several libraries during the
runtime and generates the beacon traffic according to the embedded configuration file.
The configuration file contains the information related to the command and control (C2)
server which instructs the victim's machine to send the initial DNS request attempting to
connect to the host of the Myanmar government-owned domain www[.]mdn[.]gov[.]mm.
The site is hosted behind the Cloudflare content delivery network and the actual C2 traffic
is redirected to an attacker controlled server test[.]softlemon[.]net based on the HTTP
host header information specified in the beacon's configuration data.

So what?

Cobalt Strike has been used by many actors in the past and is a de-facto standard tool for
post-exploitation activities and pivoting. Attackers use it to deploy a wide range of
payloads, from commodity malware, to sophisticated state-sponsored activities.

Cobalt Strike allows actors to shape the traffic of beacons to mimic legitimate traffic
patterns. One of the techniques to conceal the traffic from DNS-based filtering is Domain
Fronting. Domain fronting uses legitimate or high-reputation domains to remain
undetected by defenders. The attacker's choice of Myanmar-specific domains for domain
fronting may indicate an interest in the geopolitics of this area of the world.

In this campaign, the actor used staged payloads using the Meterpreter stager, which
gives an indication that the beacon will be used for further attacks. The defenders should
be constantly vigilant and monitor network traffic to detect Cobalt Strike activities, since it
is one of the most commonly used offensive tools by crimeware and APT operators.

Evolution of the campaign

A study of the evolution of the campaign shows the actor experimenting with different
combinations of hosts with the intent of perfecting the domain fronting technique.

The earliest beacon discovered around the middle of August 2021 contains the C2 URI
set to test[.]softlemon[.]net while the HTTP Get and Post requests headers are pointing to
dark-forest-002[.]president[.]workers[.]dev which is a Cloudflare serverless workers
domain. The default host header configuration for request contains the host name
test[.]softlemon[.]net, which is also used by more recent samples.

Another sample discovered in late August 2021 consisted of the C2 host URI
xxx[.]xxxx[.]tk and the host header setting configured to point to test[.]softlemon[.]net.

https://blog.cobaltstrike.com/2017/02/06/high-reputation-redirectors-and-domain-fronting/
https://blog.talosintelligence.com/2020/09/coverage-strikes-back-cobalt-strike-paper.html
https://blog.cloudflare.com/announcing-workers-dev/
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Beginning September 2021, the attackers started using the Myanmar Digital News
domain for fronting their beacons. While the default C2 domain was specified as
www[.]mdn[.]gov[.]mm, the beacon's traffic was redirected to the de-facto C2
test[.]softlemon[.]net via HTTP Get and POST metadata specified in the beacon's
configuration.

The actor likely changed the configuration to test their infrastructure and the domain
fronting functionality before launching the attack. Based on the beacon configuration
template and the real C2 host test[.]softlemon[.]net, we assess with moderate confidence
that the samples are created by a single actor.

Timeline of malware samples first seen in the wild.

Cobalt Strike beacon configurations

We extracted the beacon config from the payload that showed us the actor has used
different values for the User Agent, C2-Server and Host-header in different malwares of
this campaign.

The beacon configuration of samples usually has a User Agent, which is Mozilla
compatible and of Windows 7.

Watermark

https://blogger.googleusercontent.com/img/a/AVvXsEgaaAMAl4KyzZKuaYOHuSVtPtoCsnnfjggEKDJuljmpQMwc75qjH-SoCd70JsbYdOPxzYuizASu6Ge5XVVmARUt9drw5N1tMH0Cjrsb_qKnx72FjH2YLED7_yIa-mPVZjRLgrPw8Whl3-0w26NRVblGvTHzfu1ttlE9s05oy6EyG2okkEEzfdcCzHzeTA
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The Cobalt Strike watermark is a number generated from the license file and is unique to
a Cobalt Strike license. The watermark on the beacons used in this campaign was
305419896 (hex: 0x12345678).

This particular watermark has previously been attributed to a leaked Cobalt Strike version
and is unsurprisingly used by other malicious actors, such as Maze ransomware and
Trickbot groups, making attribution based on the watermark number impossible. It is
difficult to assess if the usage of the previously registered expired domain for C2 server
and the leaked Cobalt Strike point to an increased operational security awareness of the
actor or to limited resources available to them.

Domain fronting

The actor in this campaign has used domain fronting, which is a technique which can use
high reputation domains to conceal the Cobalt Strike command and control traffic. A
government domain of Myanmar www[.]mdn[.]gov[.]mm was used in this particular
instance.

The fronted domain mdn[.]gov[.]mm is a legitimate domain of Myanmar Digital News, a
state-owned digital newspaper. This website has previously been compromised in
February by the Brotherhood of Myanmar group, a collection of militia groups. Although
there are no indications that the previous defacement of the domain by the Brotherhood
of Myanmar and the campaign described in this post are related, the domain itself is
clearly of interest to various actors.

Domain fronting can be achieved with a redirect between the malicious server and the
target. Malicious actors may misuse various content delivery networks (CDNs) to set up
redirects of serving content to the content served by attacker-controlled C2 hosts.
Cloudflare is one of the CDN services that provides its users with a globally distributed
cache for files hosted on their servers. Cloudflare identifies distributions by the FQDN
used to request resources. Cloudflare users have the option to use their own subdomain
and create a DNS record that points to Cloudflare. This subdomain tells Cloudflare to
associate that DNS record with a specific distribution.

The beacon calls home www[.]mdn[.]gov[.]mm,/api/3 and has set the Host header to the
actual C2 server test[.]softlemon[.]net. The beacon traffic resolves to a Cloudflare IP
address. The DNS request that led them there will be lost and relies on other parts of the
HTTP request, including the Host header and the actual C2 test[.]softlemon[.]net.

https://www.sentinelone.com/labs/enter-the-maze-demystifying-an-affiliate-involved-in-maze-snow/
https://www.zscaler.com/blogs/security-research/targeted-attack-leverages-india-china-border-dispute-lure-victims
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Summary of domain fronting of Myanmar government's domain.

Cobalt Strike payload

The beacons are of particular interest due to the domain fronting technique using a
government host as the initial DNS lure. The MITRE ATT&CK framework techniques used
by this malware are:

 
T1202 - Indirect Command Execution
T1027 - Obfuscated Files or Information
T1105 - Ingress Tool Transfer
T1071.001 - Application Layer Protocols:Web Protocols

 
We also analysed the loader binary to find specifics of its memory loading and
functionality.

We spotted a suspicious section .kxrt with the packed and encoded malicious code. The
malware links several functions at runtime and has the Meterpreter staging code.

https://blogger.googleusercontent.com/img/a/AVvXsEjEynimvn-fKJerUudRw8zTgvZ4gw8YU8KeVGUkuPrFvFl42fT2yTz4ZQuzbyx08tewWrF-WTK_rVDrxvyzOpqecaXtItPH40nxKgGVcNZgwarcTSDfUwmwy7X8EKdzewpiAW4V_DPk_c5Hnbi73Q7o4_xzT0CEarZDBNmwG9nhH_ymd1IvoVHn_fqqSw
https://attack.mitre.org/techniques/T1202/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1105/
https://attack.mitre.org/techniques/T1071/001/
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When the malware runs, the .tls section runs first, loads the libraries and starts the
execution of the malicious code at the entry point in the .kxrt section. The entry point code
calls a function to allocate virtual memory in its own process space.

Function at address 00401550 shows the allocation of virtual memory.
The loader next calls the VirtualProtect function to set the virtual memory page
permissions to Read-Write-Execute and writes the image base of the Cobalt Strike
beacon which will be executed in a new thread.

https://blogger.googleusercontent.com/img/a/AVvXsEjYlRj6A_xY1hLlBaeM-npjJRslNX1tPssdRn31sbE3u-iyHS1BUX7tFXicdUXJ8mmy9Rl9G2VXb0KkrC_nI66MZ5wP55Oj6zb9FlU-SOsP7jHs9HIVzid_dksJ-tatG4bn1A5z8fDv95I1wyNGNmLIZyeWyqyFWwxf00VFzj69nBzBcn3p8i_ZyCLt7Q
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Function sets the virtual memory page permission to Read-Write-Execute.
We spotted two libraries linking during runtime. Aside from this, there are several other
standard libraries the malware links during the runtime.

Function that loads library during the runtime.
After allocating the virtual memory and setting the page permissions to Read-Write-
Execute, a decryption routine is executed that decrypts the remaining malicious code in
the .kxrt section and writes it to the virtual memory.

https://blogger.googleusercontent.com/img/a/AVvXsEijDybLftBRmdQ12VRSPFoRo5fmOPPpjv0Ebo3xS56_D2lcwsCYucGnKcxaD4Utc-6akFAvBIiyMfE3BL1ustXytyYZ5Y8wZCC_kXyc19R9_qJzHfSG9rNWPjqmkYfbUS6VXmGJV1Mh484X29t6QW3T2LwbX2B3QDorkrAux0kepyZVX4sTsYALsU0ftw
https://blogger.googleusercontent.com/img/a/AVvXsEhEmi_2vSzI1b-ujPSZk9EsuE-WBTgQfWKVV2tnCnKWVgZPYu6YrrIko-sqAmbPCryvUNz4Iq7HgPaRwAJmdkV_KWksK0XOi-oNCngFrkVtuJAZv8koU4Tqr25yMv7zzCSLysYiuCkMkskJqFKNrVTUrFxXjoqm722gs9MOTwDxEzIFadvsRmrr1Tk1EQ
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Decoder routine to decrypt the beacon DLL.
The decrypted malicious code is the actual Cobalt Strike beacon. Once decoded, the
loader's execution jumps to the beginning of the DLL resulting in a reflective-load of the
beacon into the loader process memory. This beacon is now responsible for decoding the
configuration.

Stack view of info loaded from the beacon config.
The beacon resolves the proxy by calling WinHTTPGetProxyForUrlEx and
WinHTTPCreateProxyResolver to bypass the proxy for the URL.

Function that resolves the victim's system proxy for the URL.

https://blogger.googleusercontent.com/img/a/AVvXsEi5mvcEP3MbamotbXVqveKmltvVX2s3pK09IBROV3ebVr777TME_g0zqTGkSQ7pA99J63ggTAWVvRhyKN0xXntQvT3bLT1rD46BMnWyv9HItF3D1AcZ8x4gfiuN_vo4OyFtV7eyGe7negfFjZNXYjWgbtIm1odLuT-6Q0AggX_q_8OJrHEfKb2O_FSMuw
https://blogger.googleusercontent.com/img/a/AVvXsEju19ng_8ZRMizrF6PwAKcqAHNERQV08caJRotlJ4w-tCzvfk2DIe-UCY-KedpbGKpN2QZCWdgnfsP7vj1J0vtkg1bl9Fi5on5UuKNw2Yj0F1G4Wg7Wj_Do7VVXylfZpC0Z6NrfsJb4vSxibeQMwIl2xd8MWcTxQ1fXJDwYLNFe0snqqNF6bz9rP20YQw
https://blogger.googleusercontent.com/img/a/AVvXsEi4qWCJjqcSuHM-fsUx9zhSyNz8If35hKhccMJqN7GtDykGNWF8Xzwyxx9sIDhIp7xGP1ysytzxUBvMEtaTJfIvhPgyO2ZEUwSNQD3n44dz4ns5LEOP9XKfOiX8jVRnGSHAaVESTklOMwZJAHvMfcdi_Qj-BdOkqQ7pzjGULwgbgJ_SBB_pUdOcKPuLqw
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Soon after that, the beacon initiates the Cobalt Strike beacon traffic to the C2 server. The
DNS request for the initial host resolves to a Cloudflare-owned IP address that allows the
attacker to employ domain fronting and send the traffic to the actual C2 host
test[.]softlemon[.]net, also proxied by Cloudflare.

At the time of analysis, the sample C2 host infrastructure was not online and we received
a 404 error.

Cobalt Strike beacon traffic.
The beacon contains techniques to detect debuggers using GetTickCount,
IsDebuggerPresent and the NtDelayExecution call to delay the execution of the malware
for evading sandbox-based dynamic analysis systems. The beacon can also manage the
system power policies registry keys to set the minimum and maximum sleep times and
the lid open and close action policy.

https://blogger.googleusercontent.com/img/a/AVvXsEgz12h0NWK2gWv8eciglGIxMyytLYCFmoK2A7hWYCN9V69uoHUAtUceUzI-PlYLtVqG39WZtXIFDIxLP6obm5J2R1vgvC9k-9-Tt_-fhYFt04e7MZc2LxJ75Z_lsv-gmVHMzjzRR1lcPvB2OJf3mBUr49X3ckFHJVMQ_DHAZQnhhmBWPNltd70vy60tuA
https://blogger.googleusercontent.com/img/a/AVvXsEiJpTjCcThzQCluiIpufawMstsBwD3wTALrCGDV5e_hDmNY_LeLrnsA8xBDb0DD5BuQnEUd9ZXxf5tOooQeygdN1zorwZ6y1mCs5s9VyjizkUGQOG4NHeAOI-Cj9dcxq5U_pHPWAHwUuKFRq9OSmZWDuiwkdTFX4IZ0cYEYxnubD3ipxlW-Fwy72WmdTQ=s877
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The beacon modifies the victim's system power and lid open/close policies in the registry.

Command and control

The C2 server - test[.]softlemon[.]net is the subdomain of softlemon[.]net. The domain
softlemon[.]net was registered under Google domains until August 2019 and likely
expired since then. The malicious actor re-registered this domain on Aug. 5, 2021. The
SSL certificate for the domain softlemon[.]net with the serial number
4aa6af6d719bfdd1c6dff3d7b640aed7ee3was issued by Let's Encrypt, a free SSL
certificate provider.

The Talos reputation engine has classified it as an untrusted domain and Cisco Umbrella
shows a spike in the DNS queries in September 2021. This activity is consistent with the
evolution of the Cobalt Strike beacons illustrated earlier the attackers started
instrumenting beacons fronted with the Digital News domain at the beginning of
September.

DNS spike for test[.]softlemon[.]net queries vs dates.
Our research uncovered that the C2 test[.]softlemon[.]net is a Windows server running
Internet Information Services (IIS).

https://umbrella.cisco.com/
https://blogger.googleusercontent.com/img/a/AVvXsEjNfQBvIuef8b_SQAIM5kJfeoGC9OgUoJu-2WYO-epWIchT45rdE4XAZF9HQ_kMzt0MJg9VLSQP-1zO8U-G_XqK7l-_XEW6s76ixJzB2is39NpXYPbHD0ZkfcfFpz0lojBfTfBtvJlg8PsnfBbIo3Iu0lGSw37nphDeCwZogYWkhNVVhEc97hUmrwEKFQ
https://blogger.googleusercontent.com/img/a/AVvXsEinC8reS539Z0TN9WgrNqdJ5xJUd7UmCTUX2_kL3JWSwPEsrDLyDxrYcaf-l39FHkriKTq7LnOgQ5Qa8_9lH1-3UeLv-t5KDHCZFqTp1jelEXJCemzSw3rHzVVR3SpedtPUwf1dx14wYa5NDj9vwJebtVpbNoCllY8sk4R6073k_2108gB1bHEnxhFhjQ=s1996
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IIS service response rendered from the host test[.]softlemon[.]net.
According to Shodan, the IP address 193[.]135[.]134[.]124 hosted by a Russian provider
may be the real C2 IP address protected by the Cloudflare infrastructure as the SSL
certificate served on port 8443 belongs to Cloudflare and lists the X509v3 Subject
Alternative Name as DNS:*.softlemon.net.

Conclusion

Domain fronting is a technique used by attackers to circumvent protection based on DNS
filtering. In this campaign, a malicious Cobalt Strike beacon is configured to take
advantage of a mechanism used by Cloudflare and other content distribution networks to
instruct the proxy about the host to be used for serving the content.

When the beacon is launched, it will submit a DNS request for a legitimate high-
reputation domain hosted behind Cloudflare infrastructure and modify the subsequent
HTTPs requests header to instruct the CDN to direct the traffic to an attacker-controlled
host.

Defenders should monitor their network traffic even to high reputation domains in order to
identify the potential domain fronting attacks with Cobalt Strike and other offensive tools.
XDR tools should be deployed to endpoints in order to detect behavior of Cobalt Strike
loaders and Meterpreter stagers as they are frequently used by a wide range of actors.

Coverage

Ways our customers can detect and block this threat are listed below.
 

https://blogger.googleusercontent.com/img/a/AVvXsEjX5v_3h0HFdlWD-yzZZg_l_QrW98Wlxj0QBd0V6xNukgAwHoesvdalxkeeRWojAaMmTYBlcF8_cYynqy4f8861f6qH44yqoBtYwKi9MseGhh-FkDVqow6uu8vn9YkaOlII1IX12GBluNeMnnpNstwJDyoJRF1WUUxF4lWGcUty34O31pzIFjh7AsblFw=s1999
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Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the
execution of the malware detailed in this post. Try Secure Endpoint for free here.
Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW)
appliances such asThreat Defense Virtual,Adaptive Security Appliance andMeraki MX
can detect malicious activity associated with this threat.
Cisco Secure Malware Analytics (formerly Threat Grid) identifies malicious binaries and
builds protection into all Cisco Secure products.
Umbrella, Cisco's secure internet gateway (SIG), blocks users from connecting to
malicious domains, IPs and URLs, whether users are on or off the corporate network.
Sign up for a free trial of Umbrella here.

The following ClamAV signatures have been released to detect this threat:
Win.Backdoor.CobaltStrike-9909816-0

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading
the latest rule pack available for purchase onSnort.org.

IOCs

Hashes

658d550322cefa6efc51fbfd1a3e02839d1e519a20f8f17f01c534c0eaf36f27
 e806e55713b9e46dc7896521ffb9a8b3abaa597147ea387ff2e93a2469546ba9

 a0aec3e9cb3572a71c59144e9088d190b4978056c5c72d07cb458480213f2964
 

Network IOCs

Hosts

test[.]softlemon[.]net
 dark-forest-002.president[.]workers[.]dev

 

IP addresses

193[.]135[.]134[.]124 
 

URLs

hxxp://test[.]softlemon[.]net:8081/api/3
 hxxp://test[.]softlemon[.]net/

 tcp://test[.]softlemon[.]net:8080/ 
 hxxps://193[.]135[.]134[.]124:8443

 hxxp://193[.]135[.]134[.]124:8080
 hxxp://193[.]135[.]134[.]124:8081
 

https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/free-trial.html?utm_medium%3Dweb-referral?utm_source%3Dcisco%26utm_campaign%3Damp-free-trial%26utm_term%3Dpgm-talos-trial%26utm_content%3Damp-free-trial
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-software/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://umbrella.cisco.com/
https://signup.umbrella.com/?utm_medium%3Dweb-referral?utm_source%3Dcisco%26utm_campaign%3Dumbrella-free-trial%26utm_term%3Dpgm-talos-trial%26utm_content%3Dautomated-free-trial
http://snort.org/

