BlackMatter ransomware moves victims to LockBit after
shutdown
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With the BlackMatter ransomware operation shutting down, existing affiliates are moving
their victims to the competing LockBit ransomware site for continued extortion.

This morning, news broke that the BlackMatter ransomware gang_is shutting down after
members have gone missing and increased pressure by law enforcement.

As part of this shutdown, the ransomware operators are allowing affiliates to receive
decryptors for existing negotiations so that they can continue extorting victims.

While BlackMatter's infrastructure is still live, BleepingCompuer has learned that affiliates
are moving existing victims to the LockBit ransomware negotiation site.
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In existing BlackMatter negotiation chats, affiliates are providing victims links to LockBit's
Tor sites where new negotiation pages have been setup for them.

For technical reasons, the site will cease
to work for some time. We will move
you to another web page and continue
the dialogue with you there.

You can contact us and decrypt one file
for free on these TOR sites BlackMatter affiliate transfering
http://lockbitsup4yezcd5enk5unncx3zcy
7Tkwéwllygmiyhvanjj352jayid.onion
http://lockbitsap2oaghcun3syvbqtén5n
zt7fqosc6jdimsfleu3kadk2did.onion

OR

https://decoding.at

Decryption ID:

victim to LockBit site

Source: BleepingComputer

At these LockBit negotiation pages, the BlackMatter affiliates continue to negotiate with
victims to receive a ransom payment.

As for BlackMatter, they are continuing their shut down, with today's activities being to
delete their presence from Russian-speaking hacking forums.
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Security researcher pancak3lullz has been following BlackMatter's cleanup activities,
showing that the gang withdrew 4 Bitcoins (~$250,000) today from the Exploit hacking

forum and deactivated their account.
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accounts on hacking forums
Source: pancak3lullz

The gang has also been editing their existing posts on forums and asking moderators to

delete them.

07/19/21 (ID: 118280)
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BlackMatter replied to BlackiMatter's topic in [Access] - FTP, shells, root, sql-inj, DB, Servers

del

® September 15 @ 4 replies

N BlackhMatter replied to BlackiMatter's topic in [Access] - FTP, shells, root, sql-inj, DB, Servers
del

@ August 13 @ 4 replies

Brackhiatter posted a topic in [Access] - FTP, shells, root, sql-inj, DB, Servers
del

@ July 21 @ 4 replies

BlackMatter deleting posts on hacking forums

Source: pancak3lullz

With REvil and BlackMatter now shut down, LockBit has become one of the largest and
most successful ransomware operations running today.

The LockBit representative known as 'LockbitSupp' has shown to be a savvy threat actor
who constantly adjusts tactics to recruit new affiliates, especially as established operations
shut down.

While BlackMatter will likely rebrand and return as a new ransomware operation, their
partnership with LockBit may hurt them in the long run as they lose experienced affiliates.

Related Articles:

Industrial Spy data extortion market gets into the ransomware game

New RansomHouse group sets up extortion market, adds first victims

Conti ransomware shuts down operation, rebrands into smaller units

The Week in Ransomware - May 6th 2022 - An evolving landscape

Conti, REVil, LockBit ransomware bugs exploited to block encryption

o BlackMatter
e Decryptor
o Extortion

4/5


https://twitter.com/pancak3lullz/status/1455899397997408256
https://www.bleepingcomputer.com/news/security/industrial-spy-data-extortion-market-gets-into-the-ransomware-game/
https://www.bleepingcomputer.com/news/security/new-ransomhouse-group-sets-up-extortion-market-adds-first-victims/
https://www.bleepingcomputer.com/news/security/conti-ransomware-shuts-down-operation-rebrands-into-smaller-units/
https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-may-6th-2022-an-evolving-landscape/
https://www.bleepingcomputer.com/news/security/conti-revil-lockbit-ransomware-bugs-exploited-to-block-encryption/
https://www.bleepingcomputer.com/tag/blackmatter/
https://www.bleepingcomputer.com/tag/decryptor/
https://www.bleepingcomputer.com/tag/extortion/

o LockBit
¢ Ransomware
e Shutdown

Lawrence Abrams

Lawrence Abrams is the owner and Editor in Chief of BleepingComputer.com. Lawrence's
area of expertise includes Windows, malware removal, and computer forensics. Lawrence
Abrams is a co-author of the Winternals Defragmentation, Recovery, and Administration
Field Guide and the technical editor for Rootkits for Dummies.

e Previous Article

o Next Article

Post a Comment Community Rules

You need to login in order to post a comment

Not a member yet? Register Now

You may also like:

5/5


https://www.bleepingcomputer.com/tag/lockbit/
https://www.bleepingcomputer.com/tag/ransomware/
https://www.bleepingcomputer.com/tag/shutdown/
https://www.bleepingcomputer.com/author/lawrence-abrams/
https://www.bleepingcomputer.com/news/security/stealthier-version-of-mekotio-banking-trojan-spotted-in-the-wild/
https://www.bleepingcomputer.com/news/security/uk-labour-party-discloses-data-breach-after-ransomware-attack/
https://www.bleepingcomputer.com/posting-guidelines/
https://www.bleepingcomputer.com/forums/index.php?app=core&module=global&section=register

