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INQUEST

Layer 7 is a tip of the iceberg.

InQuest Deep File Inspection (DFI) can reveal
an average of 4x of additional content.

We found a wave of phishing documents containing a very interesting lure. We researched
the tactics of this attack in more depth and discovered some unique TTPs including a Stage
2 Blogspot service marked as adult content requiring that you must be logged in as an
authorized user with an account no less than a year old.

Let's look at how the next sample works.

File Type  Microsoft Windows Document

SHA256  cf6b49bf733306a6d7692ac2dcOcea7610c826d68db9a216942995513f17a247

at InQuest
Labs

Threat actors are constantly trying to improve their tools and come up with new methods to
trick victims. In this case for example, the threat actors are trying to scare the victim by
claiming that the Microsoft Office application will soon stop working and an activation key is
required.
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https://inquest.net/blog/2021/11/02/adults-only-malware-lures
https://labs.inquest.net/dfi/sha256/cf6b49bf733306a6d7692ac2dc0cea7610c826d68db9a216942995513f17a247

S Micrasoft

Enter your product key

Image 1: A Lure that forces the user to interact with the program.

0 PRODUCT NOTICE Excel hasn't been activated. To keep using Excel without interruption, activate before Thursday, October 28, 2021 Activate

Image 2: Fake message stating that Microsoft Office is about to expire.
UBA MACRO Sheetl.cls

in file: xl-/kaoskdoaskdok.b — OLE stream: "UBA/Sheetl’

Cempty macro?

OLE stream: "UBA-ThisWorkbook’

» WhOKCancel; returns; 1

“waw . hit llJ.EZﬂITI/I !
ogdokdwa®'

Denuh.rﬂint 7

nr:]'lllg..F'r' int €

End Sub

Image 3: Embedded macros.

In the image above, we find a shortened link from the bitly.com service leading to content
that will download and run the document. In order to further analyze the payload of this

sample, we need to get the content of this link.

This short link leads to a link to this blog which contains the HTML file.
hxxps://ajsidjasidwxoxwkwjddududjf.blogspot[.]Jcom/p/1.html

Typically, threat actors will delete malicious data some time after sending targeted or
phishing emails. In this case, we managed to get some HTML files.
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It is noteworthy that the page on the Blogspot service is marked as adult content. Notably
that must be an authorized user with an account not less than a year old. Our speculation is
that this is done to counter analysis efforts.

1 G0 Dt wish 0D Continiuss

Image 4: Adult Content Blogspot
When analyzing the HTML file, we find a lot of interesting things. The first thing is that the
script contained PowerShell commands to grab another payload.

The second interesting thing is that the name of the final payload will be written to the
registry (HKCU\Software\Microsoft\Windows\CurrentVersion\Run\) and run every time the
system boots up. (Persistence)

Image 5: URL addresses for loading payload
Our example uses this download address:

hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.Jcom/ugd/92c492_05220f8387b44631845060f312ebff49. txt

Image 6: Registry modifications for persistence

To go deeper into the analysis, we need to get hold of this file:
(92c492_05220f8387b44631845060f312ebff49.txt). The contents of this file will give us a
clue as to where the endpoint of this attack is.

3/11



H1) . *GatType* [ *projFUD.alosh_rat* .::.-i.-tH.'ll'-:- Erreoke | fmall
b

Image 7: Script 92c492_05220f8387b44631845060f312ebff49.txt

The content of the script is pretty simple. It writes a small block of data into an executable
jsc.exe file in a certain directory (C:Windows\Microsoft.Net\Framework\v4.0.30319\) then
launches it. For further analysis, we need to extract this data into an executable file.

File Type .NET executable file

MD5 741C4E71BCB9DEG5342E862F9E51429B

A closer look at the executable shows that this file is an espionage tool. Based on
observation, this looks to be a modification of Agent Tesla. Below are sections of the code
indicating malicious activity.

e S

Image 8: Collection of pressed keys from the keyboard.
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Image 9: The program also takes screenshots of the system.
As an espionage tool, the executable gets access to email and clipboard contents. The
malware also collects information about the victim's system such as: the type of computer,
the amount of memory, the name of the computer, and the version of the operating system.

Network communication of this sample is carried out at the following address.
hxxp://103.125.190[.]248/j/p1a/mawa/d68fbb027e9¢c4963e967.php

All the collected data that the malware has collected on the target system is sent to the
specified address.

103.125.1%0.248/\/plaflogin.php

Image 10: C2 Mana Tools panel
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Index of /j/pla/mawa

Name Last modified Size Description
o Parent Directory: -
@ 3a3a004b87 Jbfekaldfe > 2021-10-13 19:34 94K

67210£84d937d92cc069. > 2021-08-29 13:45 9.4K
[£] 46850027¢9c4963¢967 > 2021-10-13 19:35 9.4K

Apache’2.4.4] (Windd) CpenSSL/A.0.25 PHP/T 1,33 Server ar 102,125, 190,248 Por1 50

Image 11: Open Directory

Image 11.
€« > C O 103.125.190.248/j/
Name Last modified Size Description
& Parent Directory. -
Srlal 2021-08-28 22:47 -
et 2021-08-2822:47 -
Qe 2021-08-28 22:47 -
(Dpdd 2021-08-2822:47 -
Dnse 2021-08-28 22:47
(i 1 2021-08-28 22:47
[Drle 2021-08-28 22:47
Cesk 2021-08-28 22:47 -
2D noi. 2021-08-28 22:47 - Image 12:
Cypiok 2021-08-28 22:47 -
(i p 280 2021-08-28 22:47 -
Dplim 2021-08-28 22:47 -
Cyplin 2021-08-28 22:47 -
Cplde 2021-08-28 22:47 -
Cyrlip 2021-08-28 22:47 -
i PO 2021-08-28 22:47 -
Cyrlic 2021-08-28 22:47 -
Syniss’ 2021-08-28 22:47 -
(elst 2021-08-28 22:47 -
E3p20u/ 2021-08-28 22:47 -

Apache/2.4.41 (Winb4) OpenSSL/1.0.25 PHP/T 1.33 Server at 103.125.190.248 Port 80
Commonly used attack infrastructure
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The server also contains other PowerShell scripts that decompress other payloads. They are
used in other documents that this group uses for malicious campaigns. We can look at them
in more detail and also get the payload that they unpack.

(ke PELLE Samin e b o 25500 T
s tem. Windows . Forms . dll®

Iae 13: The second PowerShell script contains another payload.

File Type .NET executable file

MD5 E1CCC4B3FAFC3EBF1DEAS4137FBB47AD

I0Cs

The first stage of infection.
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017feb88fbf112e06787c743f2012da2d28ace584ce5fde965¢c3chbdddce4edos
030a44b066e3daf75d6eef75d4315aeeddb124593660d293d96ffa89blcc6c63
0bf39a89eec8176245T30ee683d71f0T0d3985ef94b78f2e9c27749¢c514fd698
1877dd29c3cd072b41a7cfebb85bbbebbfb63f537b11d7b9b82c5efa3b32ebef
198ebd9dl1ef28e2767acl1a608ccd3d2ed3be9922002f61ef2fc970a0341fbas0
22da4275847d5be9f1d21df99c3f51be09d31be7942940732d311b030c62eebOd
23f07851c916T861be7a397d024a7c2f806999588f97h6ccda9b214317965286
33f4029423a3f52c376e6335e41dlac4fccc9effb6aa29942cda968def3834c4
3b59ch18ca2e46f393c19bh42598861Ta89a93233e87c24ee2dea96bbb938d28c5
3ed7cbh075765f5e5ab3d98021d4fdf3e81498709452af99a220f3f831Fe46353
42d8df05d59782fe9fbalc8e5433¢c164d1437016e56079cf2e5120¢cc1d46179d
4de053bfcf91ad8d8b909e81ba243541dbc7739b6T00bee3c25e83d35696a389
4fccalbce2dd80a24a9def40ab28cc5197e8dd477c2ef77c4d47a19b73fa8bf1
59a95c64df0146Tb56dd13b25582965034cald9687h1a878af06d0e628b60683
5b25082eee9cd6df0c9d0424af902d8a46bd692890dd964dba66ae48f76171a6
78514cf4b284da4352c3503acd6dba®508f1087271738Ffh8878ebc3742d79930
83faechef924ffbcce0c8939e5b9b4c453699dficbbebafli1bdb43e8fa42d63e
932cfab5325b6969bbcfd@a9bd2d51eb10665b58485c945bc1al40e6695be8427
9cf9e57f3a26c97fd1bd740355e9ca76a77a5c6d49ba5076dccO0f3a968cflid64
a614bc0fa4f9056f290376a5ffdf10e2a86763Fffd1a3482e9ch548797bb78fc9
bOcc6501e23df4e64b03e18d94cd176afbb1fb3421398481a7d5bf5f59a0ch85
b2ed341e7eb74c593f98T09c017670b802f103c6T3d7cc0579f431778e822d1b
b6cd4aff15fe7597d91ad7ac2e7cad43b32824359¢10d093f108bbbf552633b5
c20eb0028c20c1f9f55b7c6279f49c3a36c41582885ea645c9678cc6c4ab6b05c
c2527b14f5296b52293feead97b087aa9951c297402b4bc463e9d174dd4cb52e6
c8124dab5454f07ece876c9f5824fa265e0f83a779367c7b902409f411fefaf7b
cf6b49bf733306a6d7692ac2dcOcea7610c826d68db9a216942995513F17a247
d53af79b3996389ff73ab33578448Ffd5e6ee2698251451ed3df7c63bad25fd21
d685747fcfcdf80f50b8611fa8f6d992a0d702330al117cb137d8cce80594e696
d9c979942ca28669c1a38bb17b4f9f49da263babf123192d4af74b2a82893b05
db1131b39b20b309373eclad6el59c2ae455e329¢12676175652d1a7ac3fa48d
deef43f7490a5db9f8f9b688d8bc669ecc360d068e3b40e39de124f85068db2e
dfd4dfa39b59e0ach5d498131c3f131cef5aa73f187cf830a6dc924f75e0c843
ed1fdfded55e50f520d5d9abedd452844c545e7f0a5f43191c57ddeaf9c3t426
efd5fe28ac30904f4e75f53b07be50dc7d53c6b12f266c0717dbff7bf5fc63b9
f76a6159bfad4a475f623a5969e9ed6f83dc9ba382a0a0e39332507fca8fcO6b8
ffb907f7b29d00efa2f5a2175352bc7d4bf4597ad5d0e51841c4b6a6e252a192

Second stage of infection. Shortened URL links
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hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

//www

//wWww .
//WwWw .

//www

//wWww .
//Www .
//wWww .
//wWww .
//www .
//wWww .

//www

//wWww .
//wWww .
//Www .
//wWww .
//wWww .
//www .

//www

//wWwWw .

.bitly[.
bitly[.
bitly[.
.bitly[.
bitly[.
bitly[.
bitly[.
bitly[.
bitly[.
bitly[.
.bitly[.
bitly[.
bitly[.
bitly[.
bitly[.
bitly[.
bitly[.
.bitly[.
bitly[.

Jcom/doaksodksueasddasweu
Jcom/doaksodksueasdweu
Jcom/doaksoodwdasdwmdaweu
Jcom/doaksoodwwdkkdwdasdwmdaweu
Jcom/doaksoodwwdkkdwokodwdasdwmdaweu
Jcom/dogpwdjasdkbasdqwo
Jcom/kddjkkdowkdowkdwwi
Jcom/kddjdkdkwokwdokii
Jcom/kddjdkwodkkasodkdwii
Jcom/kddjdkwodkwokdwodwwdkii
Jcom/kddjkdjdwwdokdwokefi
Jcom/kddjkdkdwokdwodwkokkwd i
Jcom/kddjkdkwodwkdfdwwdwwi
Jcom/kddjkdwodkwokdwokodki
Jcom/kddjkdwokddwodkwodki
Jcom/kddjkkdkdwodkwokdwi
Jcom/kddjkkdowkdowkdwwi
Jcom/kddjkodwkwdokdwi
Jcom/kddjkokdowkwddkwi

Real links to Html files

hxxps
hxxps
hxxps
hxxps
hxxps

hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:

://ajsidjasidwxoxwkwjddududjf.blogspot[.]Jcom/p/2.html
://ajsidjasidwxoxwkwjddududjf.blogspot[.]Jcom/p/1.html
://ajsidjasidwxoxwkwjddududjf.blogspot[.]Jcom/p/9.html
://ajsidjasidwxoxwkwjddududjf.blogspot[.]com/p/13.html
://ajsidjasidwxoxwkwjddududjf.blogspot[.]com/p/21.html
hxxp://fucyoutoo.blogspot[.]com/p/spamoct.html

//ajsidjasidwxoxwkwjddududjf.blogspot[.]com/p/17.html
//ajsjwdijwidjwdidwj.blogspot[.]com/p/17.html
//ajsjwdijwidjwdidwj.blogspot[.]com/p/13.html
//ajsjwdijwidjwdidwj.blogspot[.]com/p/16.html
//ajsjwdijwidjwdidwj.blogspot[.]com/p/19.html
//ajsjwdijwidjwdidwj.blogspot[.]Jcom/p/1.html
//ajsidjasidwxoxwkwjddududjf.blogspot[.]com/p/14.html
//ajsjwdijwidjwdidwj.blogspot[.]com/p/14.html
//ajsidjasidwxoxwkwjddududjf.blogspot[.]com/p/22.html
//ajsidjasidwxoxwkwjddududjf.blogspot[.]Jcom/p/17.html
//ajsidjasidwxoxwkwjddududjf.blogspot[.]com/p/1.html
//ajsidjasidwxoxwkwjddududjf.blogspot[.]com/p/6.html

The third part of the download
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hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_05220f8387b446318450601312ebff49.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_5b1dfb1d33874b51af513d9f38e8f3a9.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_69d42a6ec0d74e3f8752710c7ad14fd9.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_74714f123fd24f07b9b6e592dd9ec191.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_86d4dc912a7d4ea2ae5d2599c31c5dif.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_8f22087a2c0740eba®7c3aecab®5e107e7.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_959babd593ed4cd49dd3b6a0f1146d59.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92¢c492_974d936d2f6d4e52831d05712c24alc9.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_bee57138cfc8475194e341f85f92f14c1.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_cclfcac9838f4550b3e22c725271c99d.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_f33d5ba08a264a2fa73caaaflclaa89.t
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_0522018387h44631845060f312ebff49.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_5b1dfb1d33874b51af513d9f38e8f3a9.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_69d42a6ec0d74e3f8752710c7ad14fd9.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_74714f123fd24f07b9b6e592dd9ec191.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_86d4dc912a7d4ea2ae5d2599c31c5dif.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_8f22087a2c0740eba®7c3aecab®5el107e7.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_959babd593ed4cd49dd3b6a0f1146d59.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_974d936d2f6d4e52831d05712c24alc9.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]com/ugd/92c492_bee57138cfc8475194e34f85f92f14c1.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_cclfcac9838f4550b3e22c725271c99d.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_f33d5ba®8a264a2fa73caaaflclaa89b.
hxxps://92c49223-b37f-4157-904d-
daf4679f14d5.usrfiles[.]Jcom/ugd/92c492_fca89e4173af436497e274a5e70b6145.

Powershell scripts

aa9bb1fcc6ed58b23d2f7ff9b905ebb38540a9badcfa217fae13e91e4a380649
50a18feb9f2b6e6950072cebde86a29e9548e3e5d4bf894939494481c652be91

txt

txt

txt

txt

txt

txt

txt

txt

txt

txt

Xt

txt

txt

txt

txt

txt

txt

txt

txt

txt

txt

txt

txt
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hxxp://103.125.190[.]248/j/pla/mawa/d68fbb027€9c4963e€967.php
hxxp://103.125.190[ .]248/j/pla/mawa/3a3a0c4b972bfe8ad4fe.php
hxxp://103.125.190[.]248/j/pla/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p2b/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p2b/mawa/f90bfec59b7e5c93c446.php
hxxp://103.125.190[.]248/j/p3c/mawa/7alab6b78f27608e9a62.php
hxxp://103.125.190[.]248/j/p3c/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p4d/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p4d/mawa/e9fcc6d73b5c01d83779.php
hxxp://103.125.190[.]248/j/p5e/mawa/7ff81f4867a4b87c317c.php
hxxp://103.125.190[.]248/j/p5e/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[ .]248/j/p6f/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p6f/mawa/ac2d3e49ed481ffff187.php
hxxp://103.125.190[.]248/j/p7g/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p79/mawa/317dd0e@d501b3697287.php
hxxp://103.125.190[.]248/j/p8h/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p8h/mawa/a3956ee346a9827c90e4.php
hxxp://103.125.190[.]248/j/p9j/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p9j/mawa/bd45ee766370f1d74057 . php
hxxp://103.125.190[ .]248/j/p10k/mawa/8cle2f54205f092ef04d.php
hxxp://103.125.190[.]248/j/plok/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p20u/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p20u/mawa/69bb7ee91c7a92b6dfal.php
hxxp://103.125.190[.]248/j/pl1l/mawa/0Ob5eace2c983ebeba55b.php
hxxp://103.125.190[.]248/j/p1l1l/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/pl2m/mawa/30blacechda6éc5d6ed4c.php
hxxp://103.125.190[.]248/j/p12m/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p13n/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/7j/p13n/mawa/b04042b22b2b6179257d. php
hxxp://103.125.190[.]248/j/pl4o/mawa/4d380a5d91252d890dc4. php
hxxp://103.125.190[.]248/j/pl4do/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/pl5p/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/pl5p/mawa/e483d6564638achf4559.php
hxxp://103.125.190[.]248/j/pl6g/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/pl1l6g/mawa/c0c369e81c5b7f138ed2.php
hxxp://103.125.190[.]248/j/p16q/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p1l7r/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/pl1l7r/mawa/e6a2101b1d3a47e18c7f.php
hxxp://103.125.190[.]248/j/pl8s/mawa/34a663a7cfe2e19b6643.php
hxxp://103.125.190[.]248/j/p18s/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p19t/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p19t/mawa/48608c2b91739edc3959. php
hxxp://103.125.190[.]248/j/p206u/mawa/67a10f84d937d92cc069.php
hxxp://103.125.190[.]248/j/p20u/mawa/69bb7ee91c7a92b6dfal. php
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