
1/22

[RE025] TrickBot ... many tricks
blog.vincss.net/2021/10/re025-trickbot-many-tricks.html

1. Introduction

First discovered in 2016, until now TrickBot (aka TrickLoader or Trickster) has become one of the most popular and dangerous malware in
today's threat landscape. The gangs behind TrickBot are constantly evolving to add new features and tricks. Trickbot is multi-modular malware,
with a main payload will be responsible for loading other plugins capable of performing specific tasks such as steal credentials and sensitive
information, provide remote access, spread it over the local network, and download other malwares.

Trickbot roots are being traced to elite Russian-speaking cybercriminals. According to these reports (1, 2), up to now, at least two people
believed to be members of this group have been arrested. Even so, other gang members are currently continuing to operate as normal.

Through continuous cyber security monitoring and system protection for customer recently, VinCSS has successfully detected and prevented a
phishing attack campaign to distribute malware to customer that was protected by us. After the deep dive analysis and dissection of the
malware techniques, we can confirm that this is a sample of the Trickbot malware family.

In this article, we decided to provide a detail analysis of how Trickbot infects after launching by a malicious Word document, the techniques the
malware uses to make it difficult to analyze. Unlike Emotet or Qakbot, Trickbot hides C2 addresses by using fake C2 addresses mixed together
with real C2 addresses in the configuration, we will cover how to extract the final C2 list at the end of this article. In addition, we present the
method to recover the APIs as well as decode the strings of Trickbot based on IDA AppCall feature to make the analysis process easier.

2. Analyze malicious document

The attacker somehow infected the partner's mail server system, thereby taking control of the email account on the server, inserting email with
attachment containing malware into the email exchange flow between the two parties. The content of this email is as follows:

After extracting the request.zip with the password provided in the email, I obtained require 010.04.2021.doc:

Check the require 010.04.2021.doc file and found that this file contains VBA code:
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I focus to the red highlight code in the above image. Extract the relevant data area and do the corresponding replacement, obtain the html
content containing JavaScript as the figure below:

 

The JavaScript code in the figure will do the decoding of the base64 blob assigned to the rockCleanJump and rapHopWindows variables. With
the first base64 blob, it will download the payload to the victim's computer and save it as easyMicrosoftHop.jpg:
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With the second base64 blob, it will use regsvr32 to execute the downloaded payload.

With the above information, I can conclude that easyMicrosoftHop.jpg is a Dll file.

3. Analyze easyMicrosoftHop.jpg payload (RCSeparator.dll – 48cba467be618d42896f89d79d211121)

This file is not available on VT, however if search by imphash: f34a0f23e05f2c2a829565c932b87430 will get the same payloads. These
payloads have been uploaded to VT recently:

Examining this payload, this is a Dll with the original name is RCSeparator.dll, and it has one exported function is DllRegisterServer.

The file's metadata info is as follows:

The sample is not packed, but through a quick check the sections information, it can be seen that its code has been obfuscated, and the .rsrc
section is likely to contain an encrypted payload.
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By viewing resources in this sample, I found a resource named HTML, size 0x38333 bytes, containing random bytes. I guess that it will use
this resource to decode a new payload.

Analysis code of the payload at the DllRegisterServer function shows that it does the following:

Find the base address of kernel32.dll, ntdll.dll:

Get the addresses of APIs for later use in kernel32.dll, ntdll.dll based on pre-computed hashes.

Use the resolved APIs to access and get the entire content of the resource that was mentioned above:
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Decode to shellcode and execute this shellcode by using QueueUserAPC and NtTestAlert functions.

Dump shellcode for further analysis. Parse this shellcode and found that it has 3 embedded Dlls as following:

4. Analyze shellcode

The code of the above shellcode will call the f_dll_loader function to load the first Dll into memory with the following parameter:

At the function f_dll_loader, the shellcode finds the addresses of Windows API functions on runtime according to the pre-computed hashes:

The entire f_dll_loader function will perform the task of a loader, after mapping the Dll into memory will find the Dll's DllEntryPoint address
and call this address to execute the code of first Dll:

Here, I dumped the first Dll to disk for further analysis.

5. Analyze the first Dll (b67694dddf98298b539bddc8cabc255d)

This file is not available on VT, however if search by imphash: 1f6199c52a5d3ffac2a25f6b3601dd22 thì will get the same payloads:

According to the information that Import Directory provides, it can be guessed that this Dll will also do the job of a loader:
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The code at DllEntryPoint will call the function responsible for loading and executing the second Dll:

The entire f_dll_loader function has the same code as the shellcode analyzed above, after mapping the entire second Dll into memory, it will
retrieve the Dll's DllEntryPoint address and call this address to execute the next stage:

I dumped the second Dll to disk for easier analysis.

6. Analyze the second Dll (34d6a6bffa656c6b0c7b588e111dbed1)

This Dll has already been uploaded to VirusTotal. Imports of the second Dll are the same as the first one:

The code at the DllEntryPoint function of this Dll performs the following task:

Mapping the third Dll into memory.
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Find the DllRegisterServer function and call to this function:

I again dumped the third Dll to disk for further analysis.

7. Analyze the third Dll (templ.dll - 3409f865936a247957955ad2df45a2cd)

Examining the above dumped Dll, its original name is templ.dll, and it has one exported function is DllRegisterServer.

This dll is also not available on VT, but searching by imphash: b79a86dfbbbe6d8e177dfb7ae70d4922 will returns some similar files.

The file is not packed, its code is obfuscated or will decode the new payload:

The code at the DllRegisterServer function of this Dll performs the following tasks:

Allocate a memory area to store the decrypted payload.
Perform the decryption routine to decrypt new payload into the allocated memory area. This payload is a shellcode.
Call to shellcode to execute the final stage.
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The decryption function uses a loop to xor the data as follows:

To be quick, I use x64dbg for debugging. Shellcode after decoding will be as follows:

8. Analyze the final shellcode

Observe this shellcode and I see that it stores strings near the end of the file. In my personal experience these are likely base64 strings and
keys for decoding

Perform decoding, I got the following strings:
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Based on the above decoding information, I guess that this shellcode will continue to inject the payload into the wermgr.exe process. To verify,
I debug this shellcode right after the templ.dll does the decoding and calls to the shellcode. Set breakpoint at CreateProcessInternalW
function and execute:

So, as you can see in the above figure, the shellcode injects the payload into the wermgr.exe (64-bit) process. Under the cover of the
wermgr.exe system process, the malicious code will now make connections to many C2 addresses as the following picture below:

https://blogger.googleusercontent.com/img/a/AVvXsEg-bDhJMXsjA9T-cTto8Sf-yCa0lGPD-I0PntwqJpzhb5NDhW9ZWxETuKgwWGwnkjno2Kh2b831v5hCvNrnlVp1hxMjIQnwWnxpcCzw8PR4ggNRoEbaOhjKzxH-cYVeR-gw2dG0t8X4uYnhC72geB-ELwabvzphHm0HA8RtsvvtwRPK0IIB2IIbhfNXag=s595
https://blogger.googleusercontent.com/img/a/AVvXsEg--VZVPmFOqpf2tMzhjiXP8O_Z9uTaBv-LX_jWVeSku27K6YaZx1K-GkPLwHL_I3NjR0jWUTWUmDqDokztEDTnBfVQqNmpCoKF79aoxlQwT3oMhC0ltQ35eWydol_uaHpR_XzoCM_BqCu49ZZ4ONz4oaFX75unOdUeTFxTagRXY4EOPAJLE4PQ_qdgfg=s796
https://blogger.googleusercontent.com/img/a/AVvXsEiuAIx803oarKprn1JMtETJo1OC-xsLM8SWLxQaxxWv54v_BqXRD_BSk94PLWl_wd1o01zJi-zYudrhNz8r_XJs5gj5gag_xcIhHBPGQ-J-JxZEIPEzoqc4y1VYtal6Sr5ysG5a063cUdldsc8vpTti0-oMFY989iX1K2Ib2HTYWeE6uL-qAEWO2sijNw=s1216
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9. Dump Trickbot core payload 32-bit and extract C2 configuration

9.1. Dump payload 32-bit

According to the above shellcode analysis results, it can be seen that the final payload has been injected into the wermgr.exe (64-bit)
process, so this payload is also 64-bit. However, templ.dll is a 32-bit Dll, so to make it easier to gain an understand of the payload's code as
well as extract the C2 configuration, we will dump the core 32-bit payload of malware. I debug shellcode when it is called by templ.dll, set
breakpoints at VirtualAlloc, GetNativeSystemInfo functions. Execute shellcode, break at GetNativeSystemInfo function:

Follow in Dump the address will receive information about SystemInfo, execute the function and return to malware code. Modify the return
result of wProcessorArchitecture:

Continuing to execute and follow the address allocated by the VirtualAlloc function, shellcode will unpack the main payload into the allocated
memory, but the "MZ" signature has been wiped.

Dump payload to disk and fix MZ signature. I have the core binary (32-bit) of Trickbot:

https://blogger.googleusercontent.com/img/a/AVvXsEhs-KtTr8HIqezxLUJJZFwx_NcGf-eECeWptzW5oxNuMjTtQQJWQAHeJBYEV75XFHZwiaKLIHW9RmZF6AIpV3NSrDmYmQtskju1FjwIP8AfcA-YCaElotKAG-sUlewGskMaEpZAVxBPvrBg0eg_jQB2BxKp8JsctQWJ4chWC1DmE-tDBxKH12cgbofR9w=s479
https://blogger.googleusercontent.com/img/a/AVvXsEj_ZQwn2CFErX7VW6WETQ_JfNR_IRBcGpUbHCy_kDSAcc-y8gNChn7nO8wmIpdCRc_hCfPEOEPJP0HBrySPt58uvW-F7Okfyl8slXZvAiVTwKITnFi__w45Xn90NpvCDZQj4Ecb9_ey6kLJuRIi2121-sImGAH4agtlkx_Hi_i69xi5iZwPKRL_CFFX6g=s615
https://blogger.googleusercontent.com/img/a/AVvXsEhppCDMS2Glk1CTydi67inIlm6X3NeGFnbV-LY2L0EM8AuVoiNLcVCO-Umy45cgjaN2QmX49eGV6j5cyFCpMgwtCvxZuHUXKFY_RrIrWn0l9t5Cx0z-y0tZRLYbzRrGhOIbSmYpj5U9xZG9O9tRLeL_mnW31uMRvsASrKC_e_WJi4H51IjuJpzSY6cFiQ=s618
https://www.virustotal.com/gui/file/2aadcd168cc1e1cc465b57548f32f26f3d45fefe61e072563915ddf826a5b32d/details
https://blogger.googleusercontent.com/img/a/AVvXsEi0qWAJJZa4h_yKL5EIHAUjyKnglZ1J4wT0acYwA_ChTUXkvDRdmgFAWwBd4MS0kjHg6QRCMN2KzdA_Gy6HApq_0gnGA65vVimoe7tDFrGIT3mnDbKHAs7DQqhSwG1YAUT56LSTNjio0yhZRfdYOVN4caDC4xbtxFSvwrITJUyn2BSLceG0ZIor1PvgSA=s906
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Payload has no information about Imports, so it will retrieve the addresses of APIs during runtime.

9.2. Analyze Trickbot core payload and extract C2s configuration

9.2.1. Dynamic APIs resolve

Similar to the Emotet, Qakbot, ... Trickbot payload also finds the address of the API function(s) through searching the pre-computed hash
based on the API function name. Information about the Dlls as well as the pre-computed hashes is stored in the global variable with the
following structure:

These fields have the following meanings:

dll_str_idx: is used to decode the name of the Dll that Trickbot will use. And then, get the base address of this Dll.
nHashValue: number of hash is pre-computed, corresponding to the number of API functions to find.
pre-computed hash: are the pre-computed hash values of the API function.
nOrdinalVal: number of ordinal values, corresponding to functions that will be retrieved the address based on the calculated ordinal's
information.
Orinal_value: values are used to calculate the actual ordinal value of the API function that need to retrieve address.

Based on these fields, Trickbot will retrieving the addresses of the APIs as following:

The pseudocode of the function that calculates the hash based on the name of the API function:

https://blog.vincss.net/2021/01/re019-from-a-to-x-analyzing-some-real-cases-which-used-recent-Emotet-samples.html
https://blog.vincss.net/2021/03/re021-qakbot-dangerous-malware-has-been-around-for-more-than-a-decade.html
https://blogger.googleusercontent.com/img/a/AVvXsEhWKk1nFOu7O3Oh93Go4OP7_hktguejOa0xZqcQixgB90X-H_zQjUTwafsaOO6iJn-Rmq9pIP6OOKv6NVno8_3K_oC-xlfLl5b2dRMLdjYr_RHfxbGgt0bUuObqIau5wodGSNXg4fBs3o8pbpEUdJws41a5vm7pD9oNQjFh3ofpQEoA8VeePf4TUm97-g=s1086
https://blogger.googleusercontent.com/img/a/AVvXsEhuHb5Q5cpsmy1QTJOFVuRlk43cBhA__sXITSuLDXL7Kpt3OCF7VtVUJtbXK9-zLqbd88UMIKIm6jbjIkrRy0MXYfbFrWPoyjqsN4Zj4mGy-cEYdv2fmGwOTfyadUZYUWqCiJu69JAP08ZiKNJI7mMIubNPXQLuZSwCbyd496G0dB1FGFRYS9Z-3sLxsg=s1870
https://blogger.googleusercontent.com/img/a/AVvXsEg90JQpQ863kc4RDCH4zl5FIxh-Qb7QoV__Sh1a-iVhwnR7bwv7zFAtzrv3lS8SM826ay3GybK24MPD6H2fAod-80avPfISdCSQ9atnOMXb6CRSLTP0XpC9fmKdhIOJLv1qeJgy5QbzFfHNMrSykGPlG2OUWtug5KOalozmsrK_8Im4HR6_mlhE2Cjxcg=s1520
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Based on the above pseudocode, I can rewrite the hash calculation code in Python as follows:

All real addresses of APIs after being obtained will be stored at the address 0x00420000 as shown in the picture. Therefore, in order to get all
the information about the APIs that Trickbot will use, I apply the method described in this article. The result after restore the API(s) functions as
the figure below:

9.2.2. Decrypt strings

All the main strings that used by payload are encrypted and stored at the .data section as following:

The decode function receives the input parameter as the index value of the string, then decodes the string using the base64 algorithm with the
custom character set:

To be able to decode these strings and add related annotations in IDA, I use IDA's Appcall feature and refer to the code here. The entire
python code is as follows:

https://blogger.googleusercontent.com/img/a/AVvXsEhzv-AIc_5qht0xtQMvrPf3q_OioFmp8dz-ZtDw3_fFSn5N5j77cSBfGr9il4K7h2BDSO78wm3vrLSjqF3OCv7TeJ0XffOka9gRFmSV5HcfDWTeR_HXsBypAIxtH1MwVIVDnBWHB0m7B-rceW7eOcJUsxafnTevtsORJK0vBlqeIPjd28f9Fo9QxT5uDA=s1042
https://hooked-on-mnemonics.blogspot.com/2012/09/importing-ollydbg-addresses-into-ida.html?
https://blogger.googleusercontent.com/img/a/AVvXsEgO_6cyH6ujqCI9lwRgslIIKeBSLOwqFaw8pxB9Qg_KIunjyuI-p0tMRvSlageBJXe4g-2ubvXaaCQ2NU_otiRKElLRJeYcnF0R5hHHBxwsplWPCIvHmeybdrIUp7aDG0BZIlqLTNv8ZAGFK7iL4et3qY6Nv_V7aO8Cr1nB6PkymXbc1ZID-aJjpflMzQ=s1422
https://blogger.googleusercontent.com/img/a/AVvXsEiXQYW_l1OSYY8v3Hjg_dfVxfwAmL6uzQJ_8kGJTFuzT23jnwbtXI948ZF_atEDaJYZnYQWtS-4zMuzxEgKiBnNgQtrMBljFkt5XxADZixIn_Y6SI8zez_ssyO-woakBk1pscCgt6-p9NxK0vOnu_TXWH5Zy46TDzgap9QEduluEgcTKwmv7o2LFv4AYw=s785
https://blogger.googleusercontent.com/img/a/AVvXsEinFyMM-aQHPqRiJON-ChaexMxi_3QCjUNjwkjAUBI-MCi1qylqagG-bCGcQx-VcDHjGwWWTX2kQGUcDvjNBPMp7aon24M5CRbW99fnoxhCaVx_qlIeheno6hIuRDfrNIu6N-prS42py-qnkl7Uqhdn7JBLvA5Z5h5BqKDJtPScZ7D2ajsaGfUY7KZEWA=s972
https://hex-rays.com/blog/introducing-the-appcall-feature-in-ida-pro-5-6/
https://github.com/coldshell/IDA-appcall
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The results before and after the script execution will make the analysis easier:

 

In addition, for easy tracking and comparison, we can also write a standalone decryption script to get the entire list of strings. Please see the
Appendix 1 – Complete list of decrypted strings below.

9.3. Decrypt the configuration and extract the C2s list

9.3.1. Decrypt the configuration

Trickbot stores encrypted configuration information in the .text section, when executed it will get information about the size of the data and
allocate memory accordingly. After that will perform data decryption by using a xor loop.

https://blogger.googleusercontent.com/img/a/AVvXsEiru2X9voaPfV-xOm7MdUABNkxKjwGcahsaj3go-bYDbI_UhEWfuq1nN8v4Obz25mf2FRGHlh9ivQgCXJY08mdQtpvVFo5dtEw8r6J9WHICVlcyWDPYNJ_LGLZFXMg8gm4wOEY4nfvNZ0FMa3jV4YJa53FHNhtkVd-owl77ehRS20gxOnxaOkwS_UjbRA=s1070
https://blogger.googleusercontent.com/img/a/AVvXsEj2lJ7Q3lXgH7dDGUiRDOiXyRkfT7wgPyuHUUibsNbEuvX1zbZnVmvi5lr1WjZFxp3_YZdGcSwupLxk9sYQ_CKhURpDg67_cc_3Nu8FiUB_Cuj7qZgDp3p62bb4H5C2jKvnUH-50Sov6MCC3FI1A98wOqPZTaBRB3Dqd3mKxePMZsleAcjqNBAhOVGsXQ=s1245
https://blogger.googleusercontent.com/img/a/AVvXsEj4fkrPOrQY34pXWUGL8l9texkU8alFw6z628BGRsPF6YtHQZ1np-uI4D7hy_wE8krY_ffVg-TtZG_Y5Te09UlZVqSrH_v3_b4wsVHQ6DeMA8bFvyPLeKHjvMOXxnZBwTE4aA0W4qLOHBob01i1cbJNVwJlSWQSg7HsyjcLgNWpMy2EXfEnYHoIJLJ8GQ=s1363
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The data obtained after the above step will be decrypted again by using AES algorithm (MODE_CBC) to get the C2s list. Before decryption,
Trickbot will generate the AES key and IV:

The calculated aes_key and aes_iv values will then be used for data decryption as followings:

Based on the pseudocodes above, combined with the hashherezade code reference here, I can rewrite the python code that decrypts the C2
configuration that Trickbot uses in this sample:

https://blogger.googleusercontent.com/img/a/AVvXsEhBIjnH0so5qarz7QHODpoAANzngVuqBpRR3JbYNZ_BOyrNH7lWYioOg71UtfBuyCNYH44qCouFODQsxD-WhTcXoR8ZxaRbITxhiNF0p0bGwZZgybCfR12-TdXfBmFr6A8ZekqtjZiY01je2OVpCGtMS4u7-um95PskqJ5s-eOt7unhdptUn8MyOL7aiA=s1904
https://blogger.googleusercontent.com/img/a/AVvXsEgcnSE50fGKxduIGLeN2IVWTbSuENb_Eb_i2pQL8kn7Qy4p5GPC3RSAnj-PXn0Ydd3Mf4bTjnEL-lT5tjOCGu7fZVsXLvO88Vy-bu1iBkLjZXg0pxhaA8iXsIQgDS4tYVsUYOQbR9hiVJTuICdvx0CpjrCtuCS0j0oGhe3HEvbTW78RMBRaq1iEqq8DUg=s1070
https://blogger.googleusercontent.com/img/a/AVvXsEgHaiSpn0YksZWdtieJbvWeqwNwzWNEdWF6zVRpDEY1s9PU6iqlMQ_N5TxyEFQ-b9yYBVyXt3Nz4qj_TsqhF2SroLRnCKO35iCPGfV2hONfblMugJwhzwmL2KvpdgcD4_2qZ9IPbq6zhoCn38OmuU2Hjmo2z9IuQWECi8vCAyXlH8RyVkqR1uzdkYwN0w=s1131
https://twitter.com/hasherezade
https://github.com/hasherezade/malware_analysis/tree/master/trickbot
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9.3.2. Extract C2s list

With the above decrypted configuration, we get the C2s list as shown above. However, in this list:

IP addresses in the <srv> </srv> tag are real C2 addresses.
IP addresses in the <srva> </srva> tag will be later transformed by Trickbot.

Trickbot use the following code to convert the addresses in the <srva> </srva> tag to real C2 addresses.

The above pseudocode is converted to python code as below:

https://blogger.googleusercontent.com/img/a/AVvXsEjCHOyecnGd1rlzmoxIaMBqLa-59asMxwviLKipcaEkDeTxYA8XApgjUOp-We7gutPN51WD46ikhXfvaUjZtf5kt_TRtNQojXvtpr1K5hRvLoAlOS1Sktu0g_h0A7nRv9QgYBxKfnLVgkNVb9RIOAmBWkbcH3VtkVIm_ZK0fUiV4XLzsYb2bbbZTL7DdA=s850
https://blogger.googleusercontent.com/img/a/AVvXsEh8Itmo1sqx1tl-jRlRqeJZ95cTiY-fs9kF5ogRqcTQGMYyFt_vew2leGkI-aj-TXt2mkL6Ck3jRrSLsyYgOtgK7-t5rJPACcryqB6tZOpNgIKLTTFNVSVlSpINT0k-a1goBRMNxgXywT9mbFu90XyoX5NGbpXnU7v1t7DKOjrfEoOPPLjrPdRc76Lisg=s708
https://blogger.googleusercontent.com/img/a/AVvXsEiGWB-aXJOYN8zgS2Bmg0ml3SKk7Gj063QUZz2Hu7pr1oZu8fCxVmYDHLzRz9-mZ59S5M8qYvIq8TGBzv6DtVBtJbv3bjj5Y5ABOf1p1ODnuGvTQwMGsrNL6p79yGQOw4jsor5XYm0-mwa6bROsRim8VHi2kdzIGuv_ugLlio-npQzgvAUir80aRMOSHA=s1342
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Here is the C2 list after the transformation:

Please see Appendix 2 – C2s list below for the complete list.

10. References

11. Appendix 1 – Complete list of decrypted strings

All decrypted strings

index : 0 --> Decoded string : b'checkip.amazonaws.com'

index : 1 --> Decoded string : b'ipecho.net'

index : 2 --> Decoded string : b'ipinfo.io'

index : 3 --> Decoded string : b'api.ipify.org'

index : 4 --> Decoded string : b'icanhazip.com'

index : 5 --> Decoded string : b'myexternalip.com'

index : 6 --> Decoded string : b'wtfismyip.com'

index : 7 --> Decoded string : b'ip.anysrc.net'

index : 8 --> Decoded string : b'api.ipify.org'

index : 9 --> Decoded string : b'api.ip.sb'

index : 10 --> Decoded string : b'ident.me'

index : 11 --> Decoded string : b'www.myexternalip.com'

index : 12 --> Decoded string : b'/plain'

index : 13 --> Decoded string : b'/ip'

index : 14 --> Decoded string : b'/raw'

index : 15 --> Decoded string : b'/text'

https://blogger.googleusercontent.com/img/a/AVvXsEiZF5_xR48K5C4HJSiHeK3AwvQxbvriq2G5VCbE40JzYpvu21ImMRSEwvGvhvCqKwUKHt8fjZva8qD2E3eJ7-AJo8Hy_3TUs2vZlTzD2ooE5Ja5r4XCTpUlR2T6c4LftB6vW6UB5FYkqZjO6zNoKErzMI7XhfyUbhIP1xH2LxZv988ZMvd7HnS4SJvF2A=s535
https://blogger.googleusercontent.com/img/a/AVvXsEiemamVfjNHWBziWXigDzGnDONtjdb7dIpaaiSLF6kzrANSqQjx_unPrn8MNE19VvOF91ek3Fx5QYMT6TtFU8GIgrb4ejtZp3po4SxUi7aN1rvgq7nCRSzKE1tuIFaNN805u3v03HhKNzt6XBnlFguHQrpTsEM884zAMXi7TEVDOcbQXQS15d_stK6xIQ=s385
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index : 16 --> Decoded string : b'/?format=text'

index : 17 --> Decoded string : b'zen.spamhaus.org'

index : 18 --> Decoded string : b'cbl.abuseat.org'

index : 19 --> Decoded string : b'b.barracudacentral.org'

index : 20 --> Decoded string : b'dnsbl-1.uceprotect.net'

index : 21 --> Decoded string : b'spam.dnsbl.sorbs.net'

index : 22 --> Decoded string : b'bdns.at'

index : 23 --> Decoded string : b'bdns.by'

index : 24 --> Decoded string : b'bdns.co'

index : 25 --> Decoded string : b'bdns.im'

index : 26 --> Decoded string : b'bdns.link'

index : 27 --> Decoded string : b'bdns.nu'

index : 28 --> Decoded string : b'bdns.pro'

index : 29 --> Decoded string : b'b-dns.se'

index : 30 --> Decoded string : b'ruv_'

index : 31 --> Decoded string : b'<UserId>'

index : 32 --> Decoded string : b'rundll32.exe '

index : 33 --> Decoded string : b'control'

index : 34 --> Decoded string : b' %u %u %u %u'

index : 35 --> Decoded string : b'</BootTrigger>\n'

index : 36 --> Decoded string : b'path'

index : 37 --> Decoded string : b'Toolwiz Cleaner'

index : 38 --> Decoded string : b'GET'

index : 39 --> Decoded string : b'WTSGetActiveConsoleSessionId'

index : 40 --> Decoded string : b'Param 0'

index : 41 --> Decoded string : b'Create ZP failed'

index : 42 --> Decoded string : b'%s/%s/64/%s/%s/%s/'

index : 43 --> Decoded string : b'Decode param64 error'

index : 44 --> Decoded string : b'client is not behind NAT'

index : 45 --> Decoded string : b'Windows Server 2003'

index : 46 --> Decoded string : b'start'

index : 47 --> Decoded string : b'SYSTEM'

index : 48 --> Decoded string : b'kernel32.dll'

index : 49 --> Decoded string : b'SeDebugPrivilege'

index : 50 --> Decoded string : b'.txt'

index : 51 --> Decoded string : b'Load to M failed'

index : 52 --> Decoded string : b'winsta0\\default'

index : 53 --> Decoded string : b'eventfail'

index : 54 --> Decoded string : b'Windows 10 Server'

index : 55 --> Decoded string : b'data'

index : 56 --> Decoded string : b' working'

index : 57 --> Decoded string : b'%u%u%u.'



18/22

index : 58 --> Decoded string : b'</LogonTrigger>\n'

index : 59 --> Decoded string : b'shlwapi'

index : 60 --> Decoded string : b'cn\\'

index : 61 --> Decoded string : b'------Boundary%08X'

index : 62 --> Decoded string : b'curl/7.78.0'

index : 63 --> Decoded string : b'GetProcAddress'

index : 64 --> Decoded string : b'</Command>\n<Arguments>'

index : 65 --> Decoded string : b'\\svchost.exe'

index : 66 --> Decoded string : b'--%s--\r\n\r\n'

index : 67 --> Decoded string : b'SignatureLength'

index : 68 --> Decoded string : b'tmp'

index : 69 --> Decoded string : b'in'

index : 70 --> Decoded string : b'SeTcbPrivilege'

index : 71 --> Decoded string : b'52'

index : 72 --> Decoded string : b'\\*'

index : 73 --> Decoded string : b'0.0.0.0'

index : 74 --> Decoded string : b'</Exec>\n</Actions>\n</Task>\n'

index : 75 --> Decoded string : b'ModuleQuery'

index : 76 --> Decoded string : b'No params'

index : 77 --> Decoded string : b'DNSBL'

index : 78 --> Decoded string : b'%02X'

index : 79 --> Decoded string : b'VERS'

index : 80 --> Decoded string : b'cmd.exe'

index : 81 --> Decoded string : b'/%s/%s/0/%s/%s/%s/%s/%s/'

index : 82 --> Decoded string : b'noname'

index : 83 --> Decoded string : b'Control failed'

index : 84 --> Decoded string : b'LoadLibraryW'

index : 85 --> Decoded string : b'InitializeCriticalSection'

index : 86 --> Decoded string : b'Create xml2 failed'

index : 87 --> Decoded string : b'</Triggers>\n<Principals>\n<Principal id="Author">\n'

index : 88 --> Decoded string : b'not listed'

index : 89 --> Decoded string : b'Create xml failed'

index : 90 --> Decoded string : b'Windows Server 2012'

index : 91 --> Decoded string : b'CloseHandle'

index : 92 --> Decoded string : b'pIT connect failed, 0x%x'

index : 93 --> Decoded string : b'Windows Server 2008'

index : 94 --> Decoded string : b'WantRelease'

index : 95 --> Decoded string : b'i:'

index : 96 --> Decoded string : b'</Command>'

index : 97 --> Decoded string : b'client is behind NAT'

index : 98 --> Decoded string : b'Register u failed, 0x%x'

index : 99 --> Decoded string : b'/%s/%s/25/%s/'
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index : 100 --> Decoded string : b'/%s/%s/14/%s/%s/0/'

index : 101 --> Decoded string : b'1108'

index : 102 --> Decoded string : b'ExitProcess'

index : 103 --> Decoded string : b'POST'

index : 104 --> Decoded string : b'\\cmd.exe'

index : 105 --> Decoded string : b'PROMPT'

index : 106 --> Decoded string : b'x64'

index : 107 --> Decoded string : b'Windows 2000'

index : 108 --> Decoded string : b'user'

index : 109 --> Decoded string : b'Unable to load module from server'

index : 110 --> Decoded string : b'/%s/%s/10/%s/%s/%u/'

index : 111 --> Decoded string : b'Process has been finished\n'

index : 112 --> Decoded string : b'--%s\r\nContent-Disposition: form-data; name="%S"\r\n\r\n'

index : 113 --> Decoded string : b'Process was unloaded'

index : 114 --> Decoded string : b'testscript'

index : 115 --> Decoded string : b'CI failed, 0x%x'

index : 116 --> Decoded string : b'%08lX%04lX%u'

index : 117 --> Decoded string : b'Invalid params count'

index : 118 --> Decoded string : b'WTSQueryUserToken'

index : 119 --> Decoded string : b'S-1-5-18'

index : 120 --> Decoded string : b'\\Toolwiz-Cleaner'

index : 121 --> Decoded string : b'dsize:%u'

index : 122 --> Decoded string : b'GetParentInfo error'

index : 123 --> Decoded string : b'reload%d'

index : 124 --> Decoded string : b'/%s/%s/5/%s/'

index : 125 --> Decoded string : b' '

index : 126 --> Decoded string : b'D:(A;;GA;;;WD)(A;;GA;;;BA)(A;;GA;;;SY)(A;;GA;;;RC)'

index : 127 --> Decoded string : b'explorer.exe'

index : 128 --> Decoded string : b'Unknown'

index : 129 --> Decoded string : b'x86'

index : 130 --> Decoded string : b'Content-Type: multipart/form-data; boundary=%s\r\nContent-Length: %d\r\n\r\n'

index : 131 --> Decoded string : b'pIT GetFolder failed, 0x%x'

index : 132 --> Decoded string : b'%s %s'

index : 133 --> Decoded string : b'Windows 7'

index : 134 --> Decoded string : b'en-EN\\'

index : 135 --> Decoded string : b't:'

index : 136 --> Decoded string : b'Execute from user'

index : 137 --> Decoded string :
b'</Principal>\n</Principals>\n<Settings>\n<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>\n<DisallowStartIfOnBatteries>false</D
Context="Author">\n<Exec>\n\t<Command>'

index : 138 --> Decoded string : b'Windows Server 2008 R2'

index : 139 --> Decoded string : b'Windows Vista'

index : 140 --> Decoded string : b'Run D failed'



20/22

index : 141 --> Decoded string : b'Win32 error'

index : 142 --> Decoded string : b'/%s/%s/1/%s/'

index : 143 --> Decoded string : b'SINJ'

index : 144 --> Decoded string : b'Module already unloaded'

index : 145 --> Decoded string : b'%016llX%016llX'

index : 146 --> Decoded string : b'</Arguments>\n'

index : 147 --> Decoded string : b'Load to P failed'

index : 148 --> Decoded string : b'Module is not valid'

index : 149 --> Decoded string : b'<LogonTrigger>\n<Enabled>true</Enabled>\n'

index : 150 --> Decoded string : b'<moduleconfig>*</moduleconfig>'

index : 151 --> Decoded string : b'freebuffer'

index : 152 --> Decoded string : b'failed'

index : 153 --> Decoded string : b'listed'

index : 154 --> Decoded string : b'Windows Server 2012 R2'

index : 155 --> Decoded string : b'50'

index : 156 --> Decoded string : b'LeaveCriticalSection'

index : 157 --> Decoded string : b'info'

index : 158 --> Decoded string : b'ver.txt'

index : 159 --> Decoded string : b' /C cscript '

index : 160 --> Decoded string : b'ECCPUBLICBLOB'

index : 161 --> Decoded string : b'delete'

index : 162 --> Decoded string : b'm:'

index : 163 --> Decoded string : b'First'

index : 164 --> Decoded string : b'/C powershell -executionpolicy bypass -File '

index : 165 --> Decoded string : b'Global\\'

index : 166 --> Decoded string : b'kps'

index : 167 --> Decoded string : b'%s/%s/63/%s/%s/%s/%s/'

index : 168 --> Decoded string : b'%s%s'

index : 169 --> Decoded string : b'.reloc'

index : 170 --> Decoded string : b'rundll32'

index : 171 --> Decoded string : b'<?xml version="1.0" encoding="UTF-16"?>\n<Task version="1.2" xmlns="http://schemas.microsoft.com/window

index : 172 --> Decoded string : b'<LogonType>InteractiveToken</LogonType>\n<RunLevel>LeastPrivilege</RunLevel>'

index : 173 --> Decoded string : b'SignalObjectAndWait'

index : 174 --> Decoded string : b'%s.%s.%s.%s'

index : 175 --> Decoded string : b'Windows 8'

index : 176 --> Decoded string : b'exc'

index : 177 --> Decoded string : b'Launch USER failed'

index : 178 --> Decoded string : b'regsvr32'

index : 179 --> Decoded string : b'settings.ini'

index : 180 --> Decoded string : b'/%s/%s/23/%u/'

index : 181 --> Decoded string : b'ECDSA_P384'

index : 182 --> Decoded string : b'%u.%u.%u.%u'
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index : 183 --> Decoded string : b'ResetEvent'

index : 184 --> Decoded string : b'%s sTart'

index : 185 --> Decoded string : b'%s %s SP%u'

index : 186 --> Decoded string : b'.tmp'

index : 187 --> Decoded string : b'</UserId>'

index : 188 --> Decoded string : b'%s.%s'

index : 189 --> Decoded string : b'/'

index : 190 --> Decoded string : b'Register s failed, 0x%x'

index : 191 --> Decoded string : b'mutant'

index : 192 --> Decoded string : b'e:'

index : 193 --> Decoded string : b'release'

index : 194 --> Decoded string : b'wtsapi32'

index : 195 --> Decoded string : b'Windows XP'

index : 196 --> Decoded string : b'<BootTrigger>\n<Enabled>true</Enabled>\n'

index : 197 --> Decoded string : b'E: 0x%x A: 0x%p'

index : 198 --> Decoded string : b'Find P failed'

index : 199 --> Decoded string : b'Module has already been loaded'

index : 200 --> Decoded string : b'Windows 8.1'

index : 201 --> Decoded string : b'EnterCriticalSection'

index : 202 --> Decoded string : b'Windows 10'

index : 203 --> Decoded string : b'Execute from system'

index : 204 --> Decoded string : b'<RunLevel>HighestAvailable</RunLevel>\n<GroupId>NT AUTHORITY\\SYSTEM</GroupId>\n<LogonType>Int

index : 205 --> Decoded string : b'NAT status'

index : 206 --> Decoded string : b'Start failed'

index : 207 --> Decoded string : b'WTSEnumerateSessionsA'

index : 208 --> Decoded string : b'ps1'

index : 209 --> Decoded string : b'WaitForSingleObject'

index : 210 --> Decoded string : b'UrlEscapeW'

index : 211 --> Decoded string : b'pIT NULL'

index : 212 --> Decoded string : b'WTSFreeMemory'

index : 213 --> Decoded string : b'USER32.dll'

index : 214 --> Decoded string : b'WS2_32.dll'

index : 215 --> Decoded string : b'IPHLPAPI.DLL'

index : 216 --> Decoded string : b'WINHTTP.dll'

index : 217 --> Decoded string : b'bcrypt.dll'

index : 218 --> Decoded string : b'CRYPT32.dll'

index : 219 --> Decoded string : b'OLEAUT32.dll'

index : 220 --> Decoded string : b'SHELL32.dll'

index : 221 --> Decoded string : b'USERENV.dll'

index : 222 --> Decoded string : b'SHLWAPI.dll'

index : 223 --> Decoded string : b'ole32.dll'

index : 224 --> Decoded string : b'ADVAPI32.dll'
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index : 225 --> Decoded string : b'ntdll.dll'

index : 226 --> Decoded string : b'ncrypt.dll'

12. Appendix 2 – C2s list

Trickbot C2 List

36.91.117.231:443

36.89.228.201:443

103.75.32.173:443

45.115.172.105:443

36.95.23.89:443

103.123.86.104:443

202.65.119.162:443

202.9.121.143:443

139.255.65.170:443

110.172.137.20:443

103.146.232.154:443

36.91.88.164:443

103.47.170.131:443

122.117.90.133:443

103.9.188.78:443

210.2.149.202:443

118.91.190.42:443

117.222.61.115:443

117.222.57.92:443

136.228.128.21:443

103.47.170.130:443

36.91.186.235:443

103.194.88.4:443

116.206.153.212:443

58.97.72.83:443

139.255.6.2:443
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