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Blogpost series: Cobalt Strike: Decrypting_Traffic
We found 6 private keys for rogue Cobalt Strike software, enabling C2 network traffic
decryption.

The communication between a Cobalt Strike beacon (client) and a Cobalt Strike team server
(C2) is encrypted with AES (even when it takes place over HTTPS). The AES key is
generated by the beacon, and communicated to the C2 using an encrypted metadata blob (a
cookie, by default).

RSA encryption is used to encrypt this metadata: the beacon has the public key of the C2,
and the C2 has the private key.
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Figure 1: C2 traffic
Public and private keys are stored in file .cobaltstrike.beacon_keys. These keys are
generated when the Cobalt Strike team server software is used for the first time.

During our fingerprinting of Internet facing Cobalt Strike servers, we found public keys that
are used by many different servers. This implies that they use the same private key, thus that
their .cobaltstrike.beacon_keys file is shared.

One possible explanation we verified: are there cracked versions of Cobalt Strike, used by
malicious actors, that include a .cobaltstrike.beacon_keys? This file is not part of a legitimate
Cobalt Strike package, as it is generated at first time use.

Searching through VirusTotal, we found 10 cracked Cobalt Strike packages: ZIP files
containing a file named .cobaltstrike.beacon_keys. Out of these 10 packages, we extracted 6
unique RSA key pairs.

2 of these pairs are prevalent on the Internet: 25% of the Cobalt Strike servers we
fingerprinted (1500+) use one of these 2 key pairs.

This key information is now included in tool 1768.py, a tool developed by Didier Stevens to
extract configurations of Cobalt Strike beacons.

Whenever a public key is extracted with known private key, the tool highlights this:
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Figure 2: 1768.py extracting configuration from beacon
At minimum, this information is further confirmation that the sample came from a rogue
Cobalt Strike server (and not a red team server).

Using option verbose, the private key is also displayed.
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[@NVISO_Labs C:\Demo>1768.py -V EbHm.vir
File: EbHm.vir
xorkey(chain): @x94f45fff
6x632e8033
found: xorkey b'.' ©x08B008080 Ox80002fef
payload type gx8001 Bxe8e2 © windows-beacon_http-reverse_http
port ex0881 6xe0082 85088
3 sleeptime Ox8002 Px0004 600680
maxgetsize ox0882 6x6004 1848576
5 jitter gx8001 6xeee2 8
publickey gx8003 Bxe100 30819f3680d060922864886178d016161656603818d0830818902818100a738cde7|
5T1fbblc18646c377e83016b162b12ba72bdf7dc36b4cd2ededbael2205a95c26170bT0081085ad7Tadbbccta798632261bed9876T0751T26794e1fedg)
9523d71fB8a56cae@315bfde3d6c8a16386b03b7a6551aa1336d58325a3508db27d78ad8fd13bba73b9ftb7c3fb4d72088e323107618656ecd83595F 3
5f8236136820301866160600800000000600000000800000000000000080080008060080000000000000800800000600008000800000000000000080886)
£E866008000000000000000000066000600000006000000600860006000000000000006000060000000000000 Has known private key (3882827682
6106308d06692a864886170d0161618560048202603082625C02016662818100a738cde75f1fbb1c18646c377e83016b162b12ba72bdf7dc36bdcd2e|
1e0bael2205a95c26178bT9081685ad7fadbbccfa798632261bedo8701075120794e1fe499523d711B8a56cae8315bfde3d6c8a16386b83b7a6551aal
336d58325a3500db27d78ad8fd13b6a73bofb7c3fb4d72088e323FB7618656ecd83595Fa51823613820301000102818859eb708c54ee878341665c1cf
61426a7bd412db62491b1f259b48574b62e7ebf1e88b7692cBe7dedd4dBcedB8bef68514cBbl6TT5680c415aa8260acat8Babb28130698c7132530ddd
16a44b7777387037312e49c59dc5aBBe289674351F74cac6783a201ec3431b868088e0d973a775799%bc7b8863037270a33820c081eb6cbaall10241680e2
Gd4778e8dlelescb65be3836f5de4afBEde54ecbe3bB3f78F6bde8%ef2d9e4b032b735Fc264a5c7a3d2a7c66d00187c3dcas1c3ef758fdfde7B564c]
c2e8e298241808bd1d5576d8e8569d711d5acad2fd888c17085c5ced215180360adabd6c553414Fdf4ccdo9b91d6995c35886636cb14e6f453bFF341F5
6cbae67218c178677699b82466201127514bf16e29af7da2d33f1cfoBebaleed8ata3d6a7c858eaefadsb7T748b%da2ac2a2cd42db76e63c73c2a835f
32c3946ae683T47322d83107e4bffB71024082d2e1%e1e5ecebec7732a517174408af6eef7e9edabpP889a3000303dabed7ab993%e4c62b84d425a9¢ 3de
c2347138b9%48a7ec6e3a4672c4c42e13ea1824aT3bab824186bd154581c5d399c838F476b754828861Tcdf194d8419d6564a8dc8boco74e844359519e
3bfe868fc3bdasf8dd126f5e53813dbotb83falcalfcdbdealcB2fedes)
E=SETTET, EorouT L P s e = ey v g
SpawnTo BxB8B3 Ox8818 (NULL ...)
spawnto_x86 gx8003 Bxe848 'Xwindirf\\syswowbt4\\rundll32.exe’
spawnto_x64 ex8003 Bxe84e 'Mwindir¥\\sysnative\\rundll32.exe’
CryptoScheme gxoeel oxeoco2 @
get-verb gx8083 Bxe81e 'GET'
post-verb Bx08B3 9x0818 'POST'
HttpPostChunk 6x0002 oxoo64 8
5 license-id Ox0602 0x0884 @ trial or pirated? - Stats uniques -» ips/hostnames: 386 publicke

Figure 3: using option verbose to display the private key
This can then be used to decrypt the metadata, and the C2 traffic (more on this later).

KN9zfIq31DBBdLtF4IUmrhm@1RKkC/I/zAiJ+Xxjz787h9yh35cRIENXIAWQCHPAchXobXT/ESYrZjgreeGTrORNg/ /ASIiZw2 TC1ENt++gLMyMH
wgjsnvg9czGx6Ekpz@L1uETkVoodMpQe/ kIkomyZagRrPrFUdEQU7BWCzZ 1E=
Set-Cookie: ASPSESSIONIDQADBQTDR=AHHOAELAMBOOPFOAMOAMCHFO; path=/

@NVISO_Labs C:\Demo>cs-decrypt-metadata.py KN9zfIq31DBBdLtF4JUjmrhm@lRKkC/I/zA1J+Xxjz787h9yh35cRIENXIAWQCWPAChXobXT/ESY D
ZjgreeGTrORnj//ASiZu2TClEnt++gLMyMHwgjsnvg9czGx6EkpzBL1uEFkVoodMpQ8,/ kIkamyZagRrPrFWdEOU7BwCz1E=
Encrypted metadata: KN9zfIgq31DBEALtF4JUjmrhm@lRKkC/I/zA1J+Xxjz787h0yh35cRIENXIAWQCWPAChXobXT/ESYrZjgreeGTrORN]//ASiZW2TC
LEnt++gLMyMHwg jsnvg9czGxeEkpz@L1uETkVoodMpQ8,/ kIkImyZagRrPrFHdESU7BwCz1E=
Decrypted:
Beegbeeat
Datasize: oe80805d
Raw key: caeabdf452fe41182d5084aa24966Fbde
aeskey: 3342f45e6e2f71f5975c0986008b11471
hmackey: 7142dd76@f4ec328badac8ca246a9488f
84ed ANSI Latin 1; Western European (Windows)
81b5 OEM United States

16

e

19042

8

19858364896

1988350564

1862862346
Field: b'DESKTOP-Q21RU7A"
Field: b'maxwell.carter’
Field: b'svchost.exe"’

@NVISO_Labs C:\Demo>

Figure 4: decrypting metadata




In upcoming blog posts, we will show in detail how to use these private keys to decrypt
metadata and decrypt C2 traffic.
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